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First, hypothetical measurement project

You have a hypothesis that organizational IT is becoming more 
homogeneous (i.e. companies are standardizing on windows, mac, linux, etc)

You notice that the nmap scanning tool has an ”OS inference” mode
– It sends various kinds of UDP and TCP packets and uses the responses to infer what the 

host OS is

Your idea is to use nmap to scan the whole IPv4 Internet (4B addresses) and 
infer the OS type of each machine and then do it again in a year to see what 
has changed  



Initial results (i.e., after scanning 4B IP addresses once)

What kinds of concerns might you have at this point?

Before you commit to this methodology, how might you try
to validate this?

Do you need to look at all 4B addresses?
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What is a CAPTCHA?



CAPTCHAs circa 2008



What problem causes us to use CAPTCHAs?

Services with “free” accounts
– E.g., e-mail, blogs, online social networks, etc
– How are these services monetized?

Key threat: free resources have value
– E-mail account -> spam/phishing
– Blog post -> Search Engine Optimization (SEO)
– OSN account -> click fraud

Bots can easily create millions of “fake” users (and do)



Account signup challenges (main use at the time)



Account signup challenges (main use at the time)
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Are CAPTCHAs a good idea?

Ignore paper for now

What are the positives of using CAPTCHAs?
– How might we measure this as a provider?
– Easy or hard?  What assumptions?

What are the negatives of using CAPTCHAs?
– How might we measure this as a provider?
– Easy or hard?  What assumptions?



Paper idea

Measuring security is hard! 
– What do we measure?  What units?  What assumptions about attackers?

Reframe via economics
– There is a third-party market for solving CAPTCHAs

Aside: why does this market exist?
– The price to solve a CAPTCHA is a proxy for how “hard” it is

What is the assumption here?
– Idea: The security offered by a CAPTCHA is the cost on the balance sheet of an 

attacker (i.e., the ”tax” on their business model)
Note going retail rate (at the time) was ~$1-2/1000 solves

Generalization: the price to defeat security is a proxy for the security offered



Software solving

Recall from von Ahn “current computer programs can’t pass”
(emphasis added)

▪ But surely, value will incent people to innovate and create such 
programs?



Yes!  Researchers develop lots of solvers

When CAPTCHAs first became popular they were a challenge to the 
computer vision community









But… paper claims these weren’t successful

Argues that software solving is technically feasible, 
but not economically viable

What evidence is provided for this claim?



XRumer:

Version 5.0.0 released in Oct 2008 with solvers for broad range of 
CAPTCHAs used in forums/blogs (mainly forum spammers)







Qualitative measurement

Obtain and test time-matched versions of XRumer and forum software
– How well did it work at various times?

Pattern emerges
– XRumer 5.0: solved CAPTCHAs in contemporaneous versions of Invision Power 

Board (IPB), phpBB, Simple Machine Forums (SMF), vBulletin
– Shortly thereafter new versions of those systems released with modified CAPTCHA 

not solved by 5.0

Arms race between XRumer and forum developers

August 2009, XRumer gives up
– With version 5.0.9 (Aug 2009) moves to support third-party (claimed) human solving 

services, stops developing new solvers
– anti-captcha.com (antigate) and captchabot.com



Assessment of ReCaptchaOCR

Custom solver for reCaptcha

Reported to the public on Dec 15th (Wilkins)
– Authors obtained copy: ~30% accuracy against old reCaptcha and ~18% against 

current (at the time) reCaptcha

Dec 16th automated solving rolled into popular Decaptcher.com service 
(at 25% normal price)

Dec 24th reCaptcha changed to new version (blobs)  Solver no longer 
effective.

Early 2008 Dec 16, 2009 Dec 24, 2009



Mr. E      (who now?)

Sometimes “asking” is a research technique…

Reported purchasing and developing solvers for his service, but gave 
up on this strategy…

“It is a big waste of time.” – Mr. E 



Argument about why software solvers fail

Consider the traditional security arms race
– Bad guy obfuscates and the good guy recognizes

Spam vs anti-spam, virus vs anti-virus, etc

– Recognition tends to be an inherently harder task
– Cheap for bad guy to create new instance

CAPTCHAs
– Good guy obfuscates and the bad guy recognizes
– Very hard to solve CAPTCHAs as well as humans
– Cheap for provider to switch CAPTCHAs
– Bottom line: time value of software solvers is low

• Thought experiment (hypothetical)
• Software: 10k dev cost, 20% accuracy vs
• Human labor: $0.5/1000 wholesale

• Must attempt 100 million CAPTCHAs (solving 20 million) 
without being noticed and CAPTCHA changed…            
                             … just to break even w/humans



Notice what’s going on here…

A mix of qualitative analysis, empirical measurement and a logical 
argument to try to explain findings  

Why not a straight up quantitative analysis?

What might the counterfactuals be here?  
(i.e., why might they be wrong)



Human solving

First starts to emerge in late 2006

Powerful attack: side-steps underlying assumption of 
CAPTCHAs

Moreover, CAPTCHA solving requires no special skill; easy to 
outsource and aggregate 

Retail service market emerges

Market pressure (common labor price at getafreelancer)
– 2007: ~$10/1000
– 2008: ~$1.5/1000
– 2009: ~$1/1000
– 2010: ~$0.75/1000 (and as low as $0.4-0.5/1000)



Human solver services

bot joysticks

DeCaptcher
(Customer Frontend)

PixProfit
(Worker Backend)

bot joysticks



Overall methodology

Signed up as service customers (8 services)
– Are these representative services?
– Pay for CAPTCHAs to be solved 

(26 distinct commercial CAPTCHAs, plus custom-designed challenges)
Every 5 minutes for every service..

– Use to probe behavior of service under different conditions

Sign up as laborers (2 “job sites” matched with service)
– Kolotibablo à Antigate
– Pixprofit à Decaptcher
– Monitor which CAPTCHAs asked to solve 

Let run for months…



Legal/Ethical issues

Ok to pay services that are abetting criminals?

Ok to solve CAPTCHAs?

Is this human subjects research?



Why even look at the worker side?

What can be learned?
– Validate that solving works as hypothesized (sometimes you get surprised)

E.g., how do they incentivize high quality work?

– Validate labor “cut” of retail price
– Measure CAPTCHA makeup
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Aside: qualitative evidence of demand pressure

Message to workers at typethat.biz:

009-12-14 13:54 Admin post
Hello, as you could see, server was unstable last days. We can’t get
more captchas because of too high prices in comparison with other
services. To solve this problem, unfortunately we have to change the
rate, on Tuesday it will be reduced.

Price reduced from $1/1000 to $0.75/1000 shortly thereafter



Three kinds of results on customer side

How well do the human solver services do?
– Raw results
– Economic interpretation of results

How much load can they handle?

Geographic information about workers?



Accuracy

Methodology
– Solved CAPTCHA every 5 mins per service
– Rotated between 25 types

Findings
– 80%+ accuracy on 7 of 8 services (when answers given)
– Availability varies considerably (98.6% vs 80.5%)
– Implications?  Why do we care?



But… how do we know if a solution is accurate?!?

What were the options/tradeoffs here?

What does paper do?
– Get many solutions for each CAPTCHA; pick plurality
– How to validate that approach?

Validate via random sampling of 1025 CAPTCHAs; label by hand
and finds 7% error rate in plurality algorithm
What about sampling error?



Response time

Median response time ~20 seconds or better
80% or more within ~30 seconds
Why do we care about this?



Impact of CAPTCHA type on response time & accuracy
(do we care?)

36

Response Tim
e

Error Rate



Value ($/CAPTCHA in time)



¡ Methodology: Incrementally increased load
§ 32-1536 threads submitting Yahoo CAPTCHAs until response rate 

maxes out 

¡ Results in solutions/sec:

¡ Results in workers (10-13 sec/CAPTCHA ):

Antigate DeCaptcher/CaptchaBot BeatCaptchas Bypass.
41+ 14-15 8 4

Antigate DeCaptcher/CaptchaBot BeatCaptchas Bypass.
400-500+ 140-200 80-100 40-50

     “We have fixed workers which will support the basic    
       volume. We will call for more workers when [a] bigger
      volume come[s].”   -Mr. E (service operator)

Capacity (how many workers)



Labor demographics

Which labor markets are driving CAPTCHA-solving?

Idea: get CAPTCHA solvers to reveal information about their country or location

Two approaches
– Language CAPTCHA: asks for word to digit translation in 20+ languages
– Local time CAPTCHA: asks for current time in 14 languages



§ Data: submitted 222 unique CAPTCHAs per language
§ Table:  shows percent correct for language per service

Lower cost connected labor markets (China, India, Russia) 
well represented (esp China)



Data: 
§ Asked current time in 14 languages
§ 15,775 responses (10% parseable as times, rest retypes)

Time zone

77.9% UTC+8 (China)

5.7% UTC+5.5 (India)

3.0% UTC+2(East. Europe)

Of 1.5k, time-like responses:



Discussion issues

Tries to use data to advance economic view on 
– CAPTCHAs are not a technical defense in the classic sense, 

but an economic filter
– Filters out attackers without effective business models

Expected value of resource >> value of CAPTCHA
Spam: ~300 messages/account to break even at those prices
(if one believed spamalytics paper)

Lots of other efforts then use this model
– Impact of MFA on underground price of bulk gmail accounts
– Impact of mass takedown on underground price of bulk twitter accounts



Questions?



For next time

Deepak Kumar, Patrick Gage Kelley, Sunny Consolvo, Joshua Mason, Elie 
Bursztein, Zakir Durumeric, Kurt Thomas, Michael Bailey. Designing Toxic 
Content Classification for a Diversity of Perspectives, In Proceedings of the 
USENIX Symposium on Usable Privacy and Security, August, 2021.

Guest lecture by Deepak Kumar – in person

https://kumarde.com/papers/designing.pdf
https://kumarde.com/papers/designing.pdf

