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First, hypothetical measurement project

You have a hypothesis that organizational IT is becoming more
homogeneous (i.e. companies are standardizing on windows, mac, linux, etc)

You notice that the nmap scanning tool has an “OS inference” mode

— It sends various kinds of UDP and TCP packets and uses the responses to infer what the
host OS is

Your idea is to use nmap to scan the whole IPv4 Internet (4B addresses) and
infer the OS type of each machine and then do it again in a year to see what

has changed



Initial results (i.e., after scanning 4B IP addresses once)
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What kinds of concerns might you have at this point?

Before you commit to this methodology, how might you try
to validate this?

Do you need to look at all 4B addresses?



What is a CAPTCHA?

CAPTCHA:
Using Hard AI Problems For Security

Luis von Ahn', Manuel Blum?, Nicholas J. Hopper!, and John Langford?

! Computer Science Dept., Carnegie Mellon University, Pittsburgh PA 15213, USA
2 IBM T.J. Watson Research Center, Yorktown Heights NY 10598, USA

A CAPTCHA is a program that can generate and grade tests that: (A) most
humans can pass, but (B) current computer programs can’t pass. Such a program
can be used to differentiate humans from computers and has many applications
for practical security.

~ nication. cAPTCHAS based on these Al problem families, then, imply a -
. win-win situation: either the problems remain unsolved and there is a -
S way to differentiate humans from computers, or the problems are solved pea
~ and there is a way to communicate covertly on some channels. -

. 1 Introduction 4

AN A CAPTCHA is a program that can generate and grade tests that: (A) most ot

~ humans can pass, but (B) current computer programs can’t pass. Such a program P

\\ can be used to differentiate humans from computers and has many applications -~
~for practical security, including (but not limited to):

— Online Polls. In November 1999, slashdot.com released an online poll ask-
ing which was the best graduate school in p science (a d
question to ask over the web!). As is the case with most online polls, IP
addresses of voters were recorded in order to prevent single users from vot-
ing more than once. However, students at Carnegie Mellon found a way to




CAPTCHAS circa 2008
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What problem causes us to use CAPTCHAS?

Services with “free” accounts
- E.g., e-mail, blogs, online social networks, etc
— How are these services monetized?

Key threat: free resources have value

— E-mail account -> spam/phishing

— Blog post -> Search Engine Optimization (SEO)
— OSN account -> click fraud

Bots can easily create millions of “fake” users (and do)



Account signup challenges (main use at the time)
" [ o S
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Gm ;J | I Create a Google Account - Gmail
by Google
Change Language: |English ~ [+]

Create an Account

m

Your Google Account gives you access to Gmail and other Google senvices. If you already have a Google
can sign in here.

Get started with Gmail

First name: » ‘

Last name: ‘

Desired Login Name: Istefan_savage @gmail.com
Examples: JSmith, John.Smith

Choose a password: ‘Password strength:

Minimum of 8 characters in length.



Account signup challenges (main use at the time)

Security Question: | Choose a question ... E'

If you forget your password we will ask for the answer to your
security question. Learn More

m

Answer:

Recovery email:

This address is used to authenticate your account should you ever
encounter problems or forget your password. If you do not have
another email address, you may leave this field blank. Learn More

Location: | United States E]
Birthday:
MM/DD/YYYY (e.g. "9/13/2010")
Word Verification: Type the characters you see in the picture below.
o
&

Letters are not case-sensitive




Are CAPTCHAs a good idea?

Ignore paper for now

What are the positives of using CAPTCHAs?

- How might we measure this as a provider?
- Easy or hard? What assumptions?

What are the negatives of using CAPTCHAs?
- How might we measure this as a provider?
- Easy or hard? What assumptions?



Paper idea

Measuring security is hard!
- What do we measure? What units? What assumptions about attackers?

Reframe via economics
— Thereis a third-party market for solving CAPTCHAs
Aside: why does this market exist?
— The price to solve a CAPTCHA is a proxy for how “hard” it is

What is the assumption here?

— ldea: The security offered by a CAPTCHA is the cost on the balance sheet of an
attacker (i.e., the "tax” on their business model)

Note going retail rate (at the time) was ~$1-2/1000 solves

Generalization: the price to defeat security is a proxy for the security offered



Software solving

Recall from von Ahn “current computer programs can’t pass”
(emphasis added)

® But surely, value will incent people to innovate and create such
programs?



Yes! Researchers develop lots of solvers

When CAPTCHAs first became popular they were a challenge to the

computer vision community

I
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Is cheap labour behind the scene? F
- Low-cost automated attacks on Yahoo CAPTCHAs

Jeff Yan and Ahmad Salah El Ahmad

Abstract This paper reports novel, low-cost attacks on two Yahoo CAPTCHAs - one of them (Scheme 1) had been
deployed until very recently, and the other (Scheme 2) is still in active use for protecting Yahoo's global email services. Both
schemes are designed to be segmentation resistant - the state of the art suggests that such schemes should rely on
segmentation resistance to provide security guarantee, as individual character recognition after segmentation can be solved
with a high success rate by standard methods such as neural networks. Our first attack achieved a segmentation success rate
of around 77% on Scheme 1. As a result, we estimate that this scheme could be broken with an overall (segmentation and
then recognition) success rate of about 60%. This is to date the most successful attack on the scheme. Since March 2008, =
Yahoo has replaced Scheme 1 with Scheme 2. a new CAPTCHA that introduces enhanced security features. Our second
attack achieved a segmentation success rate of around 33.4% on this latest scheme. As a result, we estimate that this scheme
could be broken with an overall success rate of about 25.9%. Our results show that spammers never had to employ cheap
human labour to pass Yahoo CAPTCHAs. Rather, they could rely on low-cost automated attacks.

Full research paper [PDF] (forthcoming; held in confidential, allowing Yahoo time to fix the vulnerabilities we have
identified)

Note: Our attack on Yahoo Scheme 1 was tested in 2007. Our work on the latest Yahoo Scheme was done in the Easter
break in 2008. One copy of this paper was already sent to Yahoo in early Apr, 2008.

Update: This paper has been reviewed by Yahoo! Engineering in Sunnyvale, California.
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A Low-cost Attack on a Microsoft CAPTCHA

Jeff Yan and Ahmad Salah El Ahmad

Abstract. CAPTCHA is now almost a standard security technology. The most widely used CAPTCHAs rely on the
sophisticated distortion of text images rendering them mrecogmsab]e to the sbate of the art of pattern recognition techniques,
and these text-based schemes have found widesp il websites. The state of the art of
CAPTCHA design suggests that such text based schemes should fely on segmentation resistance to provide security

. as individual character after can be solved with a high success rate by standard methods
such as ne'ural networks. In this paper. we analyse the security of a text-based CAPTCHA designed by Microsoft and
deployed for years at many of their online services including Hotmail, MSN and Windows Live. This scheme was designed
to be segmentation-resistant, and it has been well studied and tuned by its designers over the years. However. our simple
attack has achieved a segmentation success rate of higher than 90% against this scheme. It took ~80 ms for our attack to
completely segment a challenge on a desktop computer with a 1.86 GHz Intel Core 2 CPU and 2 GB RAM. As a result, we
estimate that this Microsoft scheme can be broken with an overall (segmentation and then recognition) success rate of more
than 60%. On the contrary, its design goal was that "automatic scripts should not be more successful than 1 in 10,000"
attempts (i.e. a success rate of 0.01%). For the first time, we show that a CAPTCHA that is carefully designed to be
segmentation-resistant is vulnerable to novel but simple attacks. Our results show that it is not a trivial task to design a
CAPTCHA scheme that is both usable and robust.

Draft research paper [PDF]
ACM CCS'08 version [PDF]

F Iy Asked Q

Please send Questions or Comments to Jeff Yan.

Lab of Security Engineering (LSE
Stopped

(@ Newcastle

Q. Who was responsible for this research?
A. This project is joint work by Jeff Yan and Ahmad Salah El Ahmad, both at the School of Computing Science, Newcastle
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SR Posted by kdawson on Tuesday January 29 2008, @07:44PM

Ask Slashdot from the leap-and-frog dept.

BookReviews Hell Yeah! reminds us of a 2-week-old development that somehow escaped notice here. A

Games team of Russian hackers has found a way to decipher a Yahoo CAPTCHA, thought to be one
of the most difficult, with 35% accuracy. The Russian group's notice, posted by one "John

Are you locked in by your

information management strategy?

Hardware
Wane," is dated January 16. This site hosts a rapidshare link to what looks to be
ldle demonstration software for Windows, and quotes the Russian researchers:

Interviews "It's not necessary to achieve high degree of accuracy when designing automated
recognition software. The accuracy of 15% is enough when attacker is able to run 100,000
Linux tries per day, taking into the consideration the price of not automated recognition — one

— cent per one CAPTCHA"
Science P security spam captcha yahoo armsrace story

StefanSavage
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(@) Slashdot | Gmail CAPTCHA Cracked
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Posted by kdawson on Tuesday February 26 2008, @10:21PM
from the like-domineos dept.

Book Reviews | Don't Believe in Imaginary Property writes

Games "Websense is reporting that Gmail's CAPTCHA has been broken, and that bots are
Hardware beginning to sign up with a one in five success rate. More interestingly, they have a lot
of technical details about how the botnet members coordinate with two different
Idle . . L .
computers during the process. They believe that the second host is either trying to lean
Interviews to crack the CAPTCHA or that it's a quality check of some sort. Curiously, the bots
pretend to read the help information while breaking the CAPTCHA, probably to prevent
Linux Google from giving them a timeout message.”
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Book Reviews eldavojohn passes along what may be the |ast nail in the coffin for CAPTCHA technology.

Games Coming on the heels of credible accounts of the downfall of first Yahoo's and then Gmail's

Hardware CAPTCHA, Ars Technica is reporting on Websense Security Labs’ deconstruction of the

dle cracking and tuning / exploitation of the Live Hotmail CAPTCHA. Ars calculates that a single

— zombie computer can sign up over 1400 Live Hotmail accounts in a day, and alternate account

Aparosd creation with spamming. Time to dust off Kitten Auth?
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But... paper claims these weren't successful

Argues that software solving is technically feasible,
but not economically viable

What evidence is provided for this claim?



XRumer:

Version 5.0.0 released in Oct 2008 with solvers for broad range of
CAPTCHAs used in forums/blogs (mainly forum spammers)

Types of human verification codes that can be recoanized by
XRumer 5.05 Palladium
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Buy NOW or try FREE
Demo




?) yourdomain.com » User Control Panel » Register - Mozilla Firefox
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To prevent automated registrations the board requires you to enter a confirmation code. The code is displayed in the image you should see below. If
you are visually impaired or cannot otherwise read this code please contact the Board Administrator.

Confirmation code:

Enter the code exactly as it appears. All letters are case insensitive, there is no zero. If you cannot read the code you can request a
new one by clicking the button.

| Refresh confirmation code |
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{5 Board index The team ¢ Delete all board cookies ¢ All times are UTC

Powered by phpBB @ 2000, 2002, 2005, 2007 phpBB Group
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Project  Tools Options Eventslog  Scheduler  Self-earning Plugins

v | [ Onsite XRumer 5012 + Hrefer 233

[j Current project: lTemplate
g Links database‘@ Reports = Maild© Anonymity“ Multithreading se!tingsA
[ Therestsn |

Profiles (36) ][ Activation required

[ Successful (43) ][ Part. Successful ][

Posting control: active threads 0

Current position: D ;] S
[ Start ” Resume from the last position > ] [ Stop l
| Posting v | 17219.222 23/phpB3 [Test>»> |
é Link @ Status X
captcha decoded (4 attempts):registered (100%);profile edited;logged in:success - posted to “spam"; =

! O Progress
3 [ hitp://172.19.222 23/phpBB3/viewtopic. php ?f=34t=46

Authorization completed successfully.




Qualitative measurement

Obtain and test time-matched versions of XRumer and forum software
- How well did it work at various times?

Pattern emerges

- XRumer 5.0: solved CAPTCHAs in contemporaneous versions of Invision Power
Board (IPB), phpBB, Simple Machine Forums (SMF), vBulletin

- Shortl?/ thereafter new versions of those systems released with modified CAPTCHA
not solved by 5.0

Arms race between XRumer and forum developers

August 2009, XRumer gives up

— With version 5.0.9 (Aug 2009) moves to support third-party (claimed) human solving
services, stops developing new solvers

- anti-captcha.com (antigate) and captchabot.com



Assessment of ReCaptchaOCR

Custom solver for reCaptcha

Reported to the public on Dec 15™ (Wilkins)

— Authors obtained copy: ~30% accuracy against old reCaptcha and ~18% against
current (at the time) reCaptcha

Dec 16t automated solving rolled into popular Decaptcher.com service
(at 25% normal price)

Dec 24" reCaptcha changed to new version (blobs) Solver no longer
effective.



Mr.E  (who now?)

Sometimes “asking"” is a research technique...

Reported purchasing and developing solvers for his service, but gave
up on this strategy...

"It is a big waste of time.” —Mr. E



Argument about why software solvers fail

Consider the traditional security arms race

Thought experiment (hypothetical)
Software: 10k dev cost, 20% accuracy vs
Human labor: $0.5/1000 wholesale

Must attempt 200 million CAPTCHAs (solving 20 million)
without being noticed and CAPTCHA changed...
... just to break even w/humans




Notice what's going on here...

A mix of qualitative analysis, empirical measurement and a logical
argument to try to explain findings

Why not a straight up quantitative analysis?

What might the counterfactuals be here?
(i.e., why might they be wrong)



Human solving

First starts to emerge in late 2006
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Retail service market emerges

012112007 at 946 EST

~
&

Bid Count: 54
Average Bid:

Status: Awarded
Selected Providers: vibhugauba

~$10/2.000

I will provide a piece of software that will display CAPTCHA's

~ $ lnfsiﬂi\@@@ capthcha's that would appear every 50-60 seconds, and the software will create an account

Sothe job IS like a part time job and can ve done whilstthe person is doing is full tme job.whilst someone is doingis daily jobs, he can run the
»ground and every 50-60 secs, enter a captcha

- 2007:
- 2008:

B 9 m’;ponam For an initial budget of $30, please state in your PM how many captchas you can enter and in what timeframe ( eg 1200 captchas in one day)

- R010: ~$0:75/2000(and-as low as $0.4-0.5/1000)

happy bidding

See more: captchas, create, daily, data, data entry, display, enter captcha, full time, internet, job, part
time. pm. program. software. task

X Find: _ 4 Next  Previous & Highlightall [7] Match case

Job Type

@ Phrase not found

Market pressure (common-labé¥ price at gatafteslancer

Report Violation

Moreover, CAPTCHA solving requires nospécial skill; easy to

N~—"

Done




Human solver services
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Before we create your account, we need to make sure you're not a computer.
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DeCaptcher
\

bor Joysticks
DeCaptcher
(Customer Front

Type the words above |

Finish



Overall methodology

Signed up as service customers (8 services)

— Are these representative services?

- Pay for CAPTCHAs to be solved
(26 distinct commercial CAPTCHAS, plus custom-designed challenges)

Every 5 minutes for every service..
— Use to probe behavior of service under different conditions

Sign up as laborers (2 “job sites” matched with service)
- Kolotibablo = Antigate

- Pixprofit = Decaptcher

— Monitor which CAPTCHASs asked to solve

Let run for months...



Legal/Ethical issues

Ok to pay services that are abetting criminals?
Ok to solve CAPTCHAS?

s this human subjects research?



Why even look at the worker side?

What can be learned?

- Validate that solving works as hypothesized (sometimes you get surprised)
E.g., how do they incentivize high quality work?

- Validate labor “cut” of retail price
Captcha bid: $0.5 per thousand

- Measure CAPTCHA makeup m

enter
Priority: 0 Balance: 0.009 int: you can use ENTER key on your keybord instead of using mouse
PixPro
N
RE A HA

mitesh16

39 minutes
186 cekyHa

1:10000

(‘send ) Countdown: 27 Limintas
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Aside: qualitative evidence of demand pressure




Three kinds of results on customer side

How well do the human solver services do?

- Rawresults
- Economic interpretation of results

How much load can they handle?

Geographic information about workers?



Accuracy

Service

Dates (2009-2010)

Requests

Correct

Incorrect

( Rejected )

Antigate
BeatCaptchas
BypassCaptcha
CaptchaBot
CaptchaBypass

CaptchaGateway

Decaptcher
ImageToText

Oct 06 — Feb 01 (118 days)
Sep 21 — Feb 01 (133 days)
Sep 23 — Feb 01 (131 days)
Oct 06 — Feb 01 (118 days)
Sep 23 — Dec 23 (91 days)

Oct 21 — Nov 03 (13 days)

Sep 21 — Feb 01 (133 days)
Oct 06 — Feb 01 (118 days)

28210
28303
28117
28187
17739

1803
28284
14321

22933 (82.7%)
22282 (86.7%)
21167 (76.3%)
18628 (82.1%)
13018 (82.0%)

1475 (86.0%)
21009 (86.1%)
11353 (85.7%)

4793 (17.3%)
3430 (13.3%)
6562 (23.7%)
4049 (17.9%)

2851 (18%)

240 (14.0%)
3402 (13.9%)
1893 (14.3%)

484 (1.7%)
2591 (9.2%)
388 (1.4%)
5510 (19.5%)
1870 (10.5%)
88 (4.9%)
3873 (14%)

\ 1075 (7.5%) /J

Methodology
- Solved CAPTCHA every 5 mins per service
- Rotated between 25 types

Findings
- 80%-+ accuracy on 7 of 8 services (when answers given)
- Availability varies considerably (98.6% vs 80.5%)

- Implications? Why do we care?




But... how do we know if a solution is accurate?!?

What were the options/tradeoffs here?

What does paper do?
- Get many solutions for each CAPTCHA,; pick plurality

- How to validate that approach?

Validate via random sampling of 1025 CAPTCHAs; label by hand
and finds 7% error rate in plurality algorithm

What about sampling error?



Response time
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4
& n /
4
| 4
o Ll T Ll I T ] I I
0 20 40 60 80 100

Median response time ~20 seconds or better
80% or more within ~30 seconds
Why do we care about this?



Impact of CAPTCHA type on response time & accuracy

(do we care?)
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Value ($/CAPTCHA in time)
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Capacity (how many workers)

® Methodology: Incrementally increased load

* 32-1536 threads submitting Yahoo CAPTCHAs until response rate
maxes out

B Results in solutions/sec:

"We have fixed workers which will support the basic

volume. We will call for more workers when [a] bigger
volume come[s].” -Mr. E (service operator)




Labor demographics
Which labor markets are driving CAPTCHA-solving?
Idea: get CAPTCHA solvers to reveal information about their country or location

Two approaches
— Language CAPTCHA: asks for word to digit translation in 20+ languages

- Local time CAPTCHA: asks for current time in 14 languages
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Language Example AG BC BY CB DC IT All
English one two three 51.1 376 476 406 39.0 620 392

Chinese (Simp.) — — == 484 31.0 0.00 689 269 358 352
Chinese (Trad.) — — = 529 244 0.00 638 302 33.0 34.1
Spanish uno dos tres 1.81 13.8 0.00 290 7.78 56.8 139
Italian uno due tre 365 845 0.00 4.65 544 57.1 132
Tagalog isa dalawa tatle  0.00 5.79 0.00 0.00 7.84 572 11.8
Portuguese um dois trés 3.15 10.1 0.00 148 398 489 11.3
Russian oavH aBa TP 241 (0.00 0.00 11.4 055 165 8.76
Tamil g @ran® e 226 21.1  3.26 0.74 12.1 536 747
Dutch een twee drie 4.09 1.36 0.00 000 122 31.1 6.30
Hindi TH & 105 538 247 152 630 949 594

Lower cost connected labor markets (China, India, Russia)

well represented (esp China)

Greek éva OUO TPpIX (045 0.00 0.00 0.00 0.00
Arabic aly ol &S 000 000 0.00 0.00 0.00
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= Data: submitted 222 unique CAPTCHAs per language
= Table: shows percent correct for language per service
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Discussion issues

Tries to use data to advance economic view on

- CAPTCHAs are not a technical defense in the classic sense,
but an economic filter

- Filters out attackers without effective business models
Expected value of resource >> value of CAPTCHA

Spam: ~300 messages/account to break even at those prices
(if one believed spamalytics paper)

Lots of other efforts then use this model
- Impact of MFA on underground price of bulk gmail accounts
- Impact of mass takedown on underground price of bulk twitter accounts



Questions?



For next time

Deepak Kumar, Patrick Gage Kelley, Sunny Consolvo, Joshua Mason, Elie

Bursztein, Zakir Durumeric, Kurt Thomas, Michael Bailey.
, In Proceedings of the

USENIX Symposium on Usable Privacy and Security, August, 2021.

Guest lecture by Deepak Kumar —in person


https://kumarde.com/papers/designing.pdf
https://kumarde.com/papers/designing.pdf

