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Click Trajectories paper

Motivation
– What is underlying motivation for this paper? What do they want to find out?

Note grounding in economic analysis
– ”Spam… is a business”
– Goal is to understand something about business model

What is “supply chain” for spammers (i.e., what do they need?)
Is there aggregation/consolidation in parts of this supply chain 
(i.e., such that undermining a resource would have disproportionate impact)



Lifecycle of a spam e-mail “trajectory”



Measurement stages
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Let’s start with the spam

12 different feeds
– Collected different ways

MX honeypot
Seeded honey accounts
Human identified
Bot output

– Bias issues?
Why 141M URLs and 13M domains
from Rustock?
Why is URL/domain ratio so variable?

Is this representative?
– What do I actually care about?
– Unique URLs, Unique domains?

Something else?
– Do we have the same kinds of problems

here we had in the TLS paper?

Was this level of data collection necessary?
– Maybe not, but wasn’t clear at the time
– See “Taster’s Choice: A Comparative Analysis of Spam Feeds”, IMC ‘12

URLs/domains
323
2073
343
392
93
10
184
50270
34254
305313
10
1942



Why just focus on the URLs?

Why don’t we care about the content of the message?
– Text, images, etc

Do we want all URLs in e-mails or only some of them?

What are opportunities for error here?
– False positives (looking at sites that aren’t being advertised by spam)
– False negatives (missing sites that are spam-advertised)



Getting data via crawling

From a list of URLs
– Extract the domain name part and look it up in DNS

i.e., what resources are needed to “resolve” it to the site’s IP address

– Visit the Web site itself
Grab the Web page content (DOM) and a screen shot

Why isn’t this easy?
– Main reason: adversarial behavior
– Lots of anti-spam efforts

Blocking email, taking down sites, blocking web visits, etc
So there is spammer interest in making it complex

– Secondary reason: crawling has lots of details to get right



DNS crawler

Simple version: 
– Take URL http://bar.foo.com:/stuff/?q=viagra&stuff_and=a6857920e5190db0&ei=dry677
– Extract domain (bar.foo.com); Go to DNS and lookup A record (i.e., IP address)
– Why isn’t this enough?

First, we want all the pieces of infrastructure
– NS record (what name server is used)
– SOA record (start of authority; who is responsible for this domain?)
– CNAME record (if it forwards lookups somewhere else)
– Other records in case they tell us something (MX – mail, TXT – misc)

Second, answers may be inconsistent to “hide” from investigators
– Fast Flux: technique whereby mapping from NS -> A record changes constantly
– Double Flux: technique whereby mapping from domain -> NS changes as does NS -> A
– How does DNS crawler manage this risk?

Aside: not sure all this was necessary given ultimate direction of paper

http://bar.foo.com/stuff/?q=viagra&stuff_and=a6857920e5190db0&ei=dry677


Web crawler

Parallel crawler
– ~40 servers, each running 100 instances of Firefox

Why not use wget or curl?  Or selenium?
– Forwarding – so many kinds (32% redirect!)

Shorteners, freehosting, compromised doorway pages
Many mechanisms 
– HTTP redirect (30x), Javascript, Flash

– Javascript impact
Can change DOM; multi-stage download

– Screenshot (need to render page!)

Wouldn’t they notice millions of queries coming from UCSD?
– Yes, so crawlers ”tunnel” traffic via other non-UCSD IPs

“Stargate” service developed for this project



Web crawling

Only crawl subset of URLs
– Prioritize new registered domains.  Why?
– Rate limit URLs to same registered domain.  Why?

Why not simply crawl every URL?
– Load – at 30sec per page, that would be

over 8M hours of crawling
– Limited value (most URLs are replicas)
– Mitigate detection risk (don’t want crawler blocklisted)
– Want to grab new sites before they disappear!

Significant reduction
– 968 URLs -> visit only ~15M URLs
– Is this ok?



Aside: affiliate program structure 
(common to much of  cybercrime)

Division of labor
– Affiliates handle customer acquisition (e.g., spam, SEO)

Independent contractors
Paid 25-50% commission for successful sale

– Affiliate programs handle business processes
Payment processing, customer service, fulfillment
Sometimes content hosting and domain name registration

Why?
– Risk transfer (for both parties)
– Specialization lowers cost structure





Major pharmaceutical affiliate programs in 2011



Organizing the sites

Content clustering applied to Web content
– Lots of different URLs/domains point to similar/identical sites

Why?
– Cluster on Q-gram similarity of DOM (i.e., HTML) content – 4-byte strings

Jaccard similarly index (basically intersection divided by union of two sets)

▪  superduper.com pharmax.com bluetotal.com mycanadashop.com



Organizing the sites

Content clustering applied to Web content
– Lots of different URLs/domains point to similar/identical sites

Why?
– Cluster on Q-gram similarity of DOM (i.e., HTML) content – 4-byte strings

Jaccard index (basically intersection/union of two sets)

Category tagging applied to clusters
– Three “categories”: pharmaceuticals, replica products and software
– Ad hoc keywords (brand names: e.g., Viagra, Rolex, generic terms: watches, 

herbal, etc).  Why these?

Program tagging applied to tagged clusters
– Web content signatures created to  match to individual affiliate programs
–  Where did these come from?



Many ”brands” for same affiliate program



Output of clustering

Note: ~69k domains – out of 3M unique domains crawled
– What might concern be?

Opportunities for Bias/Error?
– Content clustering
– Category tagging 
– How does paper validate?
– Years later, automation: 

Knock It Off: Profiling the Online Storefronts of Counterfeit 
Merchandise,KDD 2014

Where do program tag signatures come from?



Another take on clustering

What is purpose of this 
table?



Last part: purchasing

Why purchase? 
– Payment

Are there extra charges on card (is it a scam?)
Who took the money (another part of infrastructure)

– Fulfillment
Do you get items at all?  Are they real? (insight into business)
Where did the product ship from (another part of infrastructure)
Customer service (another part of infrastructure)



Quick review: how an open-loop
card transaction works…



What’s in an authorization request?
(ie, from merchant’s bank to your issuer’s bank)

User info
– Name, card number, expiration, CVV
– Address components (for AVS)

Amount

Acquirer info
– Bank Identification Number (BIN) – six digits identify acquiring bank
– Merchant descriptor – the text string of merchant (arbitrary)
– Card Acceptor ID – terminal/account identifier at bank
– Merchant Category Code (MCC) – kind of  items sold (e.g., 5912 drugs/pharmacy)

 



What does a credit card authorization record look 
like?
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Bank Identification Number (BIN) 448314 

Merchant descriptor  “Smart rt online”

Card Acceptor ID     “8875236”

Merchant Category Code (MCC) 5912 
Drug Stores & Pharmacies



What’s in an authorization request?
(ie, from merchant’s bank to your issuer’s bank)

User info
– Name, card number, expiration, CVV
– Address components (for AVS)

Amount

Acquirer info
– Bank Identification Number (BIN) – six digits identify acquiring bank
– Merchant descriptor – the text string of merchant (arbitrary)
– Card Acceptor ID – terminal/account identifier at bank
– Merchant Category Code (MCC) – kind of  items sold (e.g., 5912 drugs/pharmacy) 

Bottom line: issuing bank MUST know who is getting money
– But you need to be a bank…



Side story – 
how does UCSD become the equivalent of a bank?

First try: Visa gift cards
– Idea: when you call Visa gift card company potentially contest a card (i.e., 

chargeback) they give you an Acquirer Reference Number (ARN)
which is the same as the merchant bank BIN

Scales poorly – calls with customer service; suspicious
Find gift card with online ARN portal

– Update to PATRIOT act makes gift cards (at the time) useless for 
international transactions

Chris Kanich (then Ph.D. student, now faculty at UIC) cold calls 
banks/specialty issuers until he finds one willing to help us
– We ultimately “rent” a BIN (i.e., first six digits of credit card #)
– Get “bank view” of transactions



Aside: even with this, purchasing is hard

Operational issues
– Geo-located IPs matched with Visa cards

In some site’s fraud checks

– Distinct credit card numbers & phone #’s, email
Unsolicited customer service calls: need to ”stay in character”

– Where to receive goods?

Institutional issues
– Making purchases from criminals?  Liability?
– Audit issues on cash-equivalent transactions
– Expect to have money stolen
– What to do with received counterfeit goods?



Project
lead

  

Director of
purchasing

















600+ orders later…

Special thanks to the Office of the VCR, GC and UCOP Office of Research Compliance



“Intervention analysis”

Look for impact of removing one or more resources in:
Registrar
DNS hosting
Web hosting
Payments

(i.e., are there economic “bottlenecks” at any of these tiers?)

What is the denominator in such calculations?
(i.e., bottleneck in “what”)?

Ok, so blowing up hosting provider X will block 35% of spam… what else 
might we care about?



“Intervention analysis”



Registrars

All pharma, replica, software spamNauNet

Bizcn.com

Beijing Innovative
Linkage Technology

• Some concentration in NauNet (Russia), BILT, Bizcn (China)
• Lots of diversity in remaining domains

• But many alternatives, low switching cost; 
hard to have lasting impact (see Liu et al, LEET 2011)



DNS and Web hosting

• Even more diversity than with registrars
• Again many alternatives, low switching cost

Web

DNS

VLine Telecom

Evolva

ChinaNet



Merchant banks

• Low diversity
• 3 banks covered 95% of spam
• Fewer banks willing handle “high-risk” merchants

• High switching cost
• In-person account creation, due diligence, multi-day process
• Upfront capital, holdback forfeiture

AGBank

St. Kitts & Nevis

DnB NORD



Paper proposes following interventions

Takedown:  acquiring (merchant) bank
– Pressure banks to drop customers
– Challenges: bi-lateral process, potentially slow,

incentives not aligned

Blocklist: issuing (consumer) banks
– Few banks issue majority of US Visa/MC
– Could demonetize spam ecosystem by refusing certain transactions with 

“bad” acquirers; fast
– Challenges: incentives not aligned

Thoughts?



Epilogue: transferring results

Major press

Govt briefings
– FDA, FTC, DHS & 

EOP, Commerce
parts of intel community

– Support for active LE investigations

Industry briefings
– Banks, investigations, pharma

Key insight: banks don’t care, brands care





Result: targeted payment intervention regime

Undercover test purchase at counterfeit site
– Get merchant bank BIN from transaction

IP holder notifies card network (e.g., Visa/MC)
– Investigation; complaint delivered to merchant bank

Leverage existing card association contract with bank
– Products must be legal in selling country and purchasing country
– Merchant bank owns liability
– Fines, increased scrutiny, threat of de-association

Merchant account shutdown
– Bank holdback ~10% revenues over 180 days for high-risk customers

Against future liabilities
– Empirically, money is just taken when account is shut down for cause



Priceless paper: weird paper

We had helped create and were helping to run the operational takedown program
– Test case with Microsoft, then Pfizer
– This paper was to evaluate how well that worked
– But was not public that this was going on; so odd phrasings in paper

“By opportunistically combining our own active purchasing data with contemporary disruption efforts by brand-holders and payment card networks, we gather 
the first empirical dataset concerning this approach.”

What was quantitative measurement technique?
– Buy stuff

From affiliate programs before and after takedown request from brand holder
– What do you learn from buying stuff (i.e., what is signal?)

Were you able to buy stuff? Or was payment declined?
If you were successful, what bank took your money?

There was also a qualitative measurement technique?
– Join affiliate programs (i.e., pretending to be criminal) and see what internal

messaging is during takedowns



OEM (pirate) software affiliate programs (circa 2012)



OEM software story

Refusals increase as 
takedowns start

Major bank behind OEM 
stops workingRemoved complaining 

brand holder’s IPScramble to find stable 
new bank

Microsoft Thanksgiving surprise (Nov ‘11)
– Methodically issued complaints for accounts of every software affiliate program
– Diligent follow up: new processing -> new complaints



Qualitative Timeline

2011-11-22 10:16:38: Starting today our bank has stopped working. Due 
to this, we have made the decision to close our affiliate program for the 
duration of our search for new processing.

11/20/2011: ATTENTION Dear advertisers, we are having problems with the 
bank and our accounts were suddenly frozen. We're forced to temporarily stop 
accepting OEM traffic. 

11/2011: Undercover purchases and referrals to Visa/MC start

11/20/2011: ВНИМАНИЕ Уважаемые адверты, у нас появились внезапные 
проблемы с банком и нам заморозили счета. Мы вынуждены временно 
приостановаить приём OEM трафика. 

2011-11-22 10:16:38С сегодняшнего дня работа нашего банка
приостановлена (подробнее). В связи с этим принято решение о 
закрытии нашей ПП на время поиска нового процессинга.

1/23/2012 Remark by leading affiliate:
Видимо наступил закат эпохи оема
     
“The sun is setting on the OEM era”



Similar story with pharmaceuticals:
Affiliate programs operating in 2011



Similar story with pharmaceuticals
Affiliate programs operating in 2013



Summary from a pharma affiliate program manger…

“Right now most affiliate programs have a mass of declines, cancels and 
pendings, and it doesn't depend much on the program imho, there is a 
general sad picture, fucking Visa is burning us with napalm (for problematic 
countries, it's totally fucked, on a couple of programs you're lucky if you get 
50% through).”



Priceless study outcomes

As of mid-late 2013
– OEM software market was decimated

90% of affiliate programs folded
– Remaining programs stopped selling Microsoft software
– MS lacked standing to issue complaints about other software (e.g., Adobe)
Single operation effective for 18 months

– Similar story in pharma market 
50% of organizations close

– European banks depart “risky” markets
– But… lots of adaptations (note this is all pre crypto currency growth)

Instrumental in helping understand importance of 
aligning incentives with measurement framing



Next class

Neha Chachra, Damon McCoy, Stefan Savage, Geoffrey M. 
Voelker. Empirically Characterizing Domain Abuse and the Revenue 
Impact of Blacklisting, In Proceedings of the Workshop on the 
Economics of Information Security (WEIS), June 2014, pp. 4:1:1–4:1:13

http://cseweb.ucsd.edu/~voelker/pubs/namevalue-weis14.pdf
http://cseweb.ucsd.edu/~voelker/pubs/namevalue-weis14.pdf

