
Discussion Week 5
Crypto and PA4



Logistics + Agenda

PA3 due tomorrow at 11AM PST

Advice: don’t hard-code values, even if they work on your machine!

Both memory organization and timing vary from machine to machine. 

Today:

Review of Crypto + PKI (Hannah)

Introduction of PA4 and Network Security (Patrick)



Reviewing Crypto Primitives and their Goals

Confidentiality

Symmetric/Asymmetric encryption Confidentiality + Integrity

Integrity/Authenticity

Message Authentication Codes

Digital Signatures

Identity

Public-Key Infrastructure

Authenticated encryption

TLS



A challenge: 

You’ve just started a new job at a start-up that publishes a blog. Your company is 
building an app that allows users to download specific pages of the blog on 
demand. What type of crypto should you use to secure this feature?



Solution:

Features needed:

Confidentiality: Although the blog is public, communication should not reveal which 
pages a user requested.

Integrity: The user should receive the exact, unaltered pages of the blog they 
request.

Identity of the server: The user should be able to trust that no one but the blog 
server can decrypt or respond to the request:

TLS + PKI!  TLS contains authenticated encryption for confidentiality and 
integrity; PKI ensures that no man-in-the-middle attacks are occurring.



Challenge 2: 

You are building a mirror of several large, open-source projects. You would like to 
prove to users that the files downloaded from the mirror are identical to those at 
the original host. What crypto primitive could you use to do this efficiently?



Solution

Features required:

No one should be able to create “proof” that the files match if they do not.

-Integrity? Give the original host a private key, let them sign the original files. Then 
distribute the signature with duplicates.

-Works, BUT: Should the mirror give out a certificate for host? What happens 
when the certificate is revoked or expired? Need ongoing cooperation of original host. 

-Better: Two distinct outputs will not generate the same “proof”. 

Collision resistance: SHA2 or SHA3

-Original host computes SHA256(files) and posts this on the original server. 

-When users download mirrored files, they compute SHA256(files) and compare.



Why don’t we roll our own crypto?



Why don’t we roll our own crypto?

EncryptEncrypt Sign

Message

Ciphertext Signature



IntegrityConfidentiality

Why don’t we roll our own crypto?

EncryptEncrypt Sign

Message

Ciphertext Signature

Remember: 

Only Bob (or someone who 
knows his private key) can 
extract the plaintext from the 
encrypted channel.

But anyone can extract the 
plaintext from the signature!



So how do we use crypto?

Find one existing protocol that provides all of the security features you need.

Confidentiality only: Symmetric encryption like AES-CBC or AES-CTR. 

May combine with asymmetric encryption like RSA-OEAP

Integrity only: Digital signatures (asymmetric) and MACs

Confidentiality + integrity: Authenticated encryption like  AES-GCM or ChaCha20+Poly1305

Collision resistance: cryptographic hash function like SHA2 or SHA3

Randomness: Cryptographically secure random number generator

Secure channel: TLS



Crypto Review: Public Key Infrastructure

Asymmetric primitives are only effective when Bob can be certain he knows Alice’s 
key.

Two ways for this to happen in practice:

Decentralized (PGP, Keybase): Follows social network of trust.

Centralized: Certificate authorities 



Web of Trust: what actually happens at a key-signing party

Here’s my public key:

Please sign a document saying that this public key belongs to Hannah Davis, who owns the email 
h3davis@ucsd.edu. 

What do you trust?

-Is this actually my public key (who has access to the Zoom meeting?)

-Am I Hannah Davis?

-Am I reporting my email honestly?

Should your friends trust your word on all of this information? What about their friends?

The advantage: Everyone gets to set their own level of comfort.

The disadvantage: How do you explain this to your grandmother? 

mailto:h3davis@ucsd.edu


Why don’t we use PKI in email?

You can, with PGP: 

But most commercial email programs do not support this (thanks to ad $$$). 



Certificate Authorities

Chain of trust:

You Your browser CA company

Intermediate CA Server requesting certificate

Content distribution network

Signature verification works back up this chain!



How to obtain a certificate

Demonstrate (legal) ownership of a domain OR demonstrate control of a domain.



Let’s Encrypt Certificate generation

What secures
this connection?

Must trust DNS



Pause for questions about crypto



PA4
Slides adapted from Riley Hadden



PA4 Topics

● Web Security 
● HTTP/HTTPS 

○ GET, POST, etc. 
● JavaScript injection 

○ Base64 encoding 
○ SQL injection



HTTP/HTTPS

● HTTP: HyperText Transfer Protocol
● HTTPS = HTTP + SSL/TLS
● Common HTTP Methods

○ GET
○ POST
○ PUT
○ DELETE



Using Python

● GET

● POST



Web Page Anatomy(simplified)

● HTML
○ Contains layout of page

● CSS
○ Allows for formatting of pages in a consistent style

● Javascript
○ Allows dynamic content
○ Web browser runs code locally



Visiting a Webpage

Steps:

1. Browser requests a webpage
2. Server sends back resources(HTML, CSS, Javascript)
3. Browser uses resources to render page
4. Browser runs embedded Javascript

a. Supports interactive features like responses to clicking, infinite scroll, and more
b. Can load larger resources later



Using the Developer Tools(Console)



Using the Developer Tools(Elements)



Using the Developer Tools(Sources)



Using the Developer Tools(Network)



Using the Developer Tools(Application)



Javascript Injection

● Suppose {} takes user input
○ What happens if we supply Javascript?



PA4 details

● This PA is in CTF-style
○ Login credentials will be on Gradescope tomorrow, May 6

● There are 8 levels, each will have a clue
● Do not use brute-force approaches!

○ Server has a rate-limit, will ban you for the day if you exceed it
● You may find scripting helpful for some levels

○ Your scripts should be very short(<10 lines)
● The remainder of the concepts required for this PA will be covered next week


