
Midterm Review and Introduction to 
PA3: Side Channels
Adapted from slides by Ariana Mirian, Stefan 
Savage, Kevin Yu, and CSE 127 Sp 2020



Agenda

Midterm Review

● Tomorrow on Canvas between 8am and 
10pm PST--start by 9pm!

● No questions: tech support only
● YES: all course content up to crypto
● YES: all readings up to crypto
● NO: “what is on the midterm?”

○ Anything may be

PA3

● Due 5/6/21
● (PA4 will overlap slightly,, so plan 

ahead!)
● Side channel attacks
● Two parts:

○ Cache attacks
○ Timing attacks



Review: Threat Modeling & Risk Assessment

First question: What is your threat model?

● What do you want to protect from whom?
● Who/what do you trust?
● Defines the scope of the problem

Risk Assessment (ideal)

1.Start by understanding system requirements

2.Identify assets and attackers

3.Establish security requirements

4.Evaluate system design

5.Identify threats and classify risks

6.Address identified risk Think about how to violate assumptions!



Review: Control Flow Vulnerabilities

What is a buffer overflow?

● Look over PA2 & understand HOW the sploits work.
● What assumptions do buffer overflows violate?
● Where do buffer overflows typically occur (Python data analysis vs. 

system-level C) and why?
● What is the problem with gets() and strcpy()?



Review: Control Flow Vulnerabilities

What does a stack frame look like?
What does a function call do?
What happens when a function call ends?



Review: Control Flow Vulnerabilities

What is the ultimate goal of a buffer overflow attack, and what are the capabilities of 
the attacker?

What are different ways to exploit a buffer overflow?

Format string vulnerability

Integer conversion: overflows, type casts

Heap vulnerability

What defenses exist to stop buffer overflows, and 
what attacks get around these defenses? 



Review: Control Flow Vulnerabilities

What’s the problem with printf()?

● Variadic function--variance in what can be input.
● What do the following vulnerabilities do?

What happens to freed 
memory in the heap?

Double-free

Use-after-free

printf(“\x10\x01\x48\x08%x%x%x%x%s”)

printf(“%n”)



Review: Control Flow Defenses



Review: Control Flow  Defenses

and ROP



Review: Control Flow Defenses

Bypasses:

● NOP sleds
● Guessing!
● Leaking (e.g., with printf)
● Heap spray



Review: Control Flow Integrity

Recall:

Return-oriented programming chains 
“gadgets” from existing code into 
shellcode

Libc() usually enough to produce exploit

Can also use jumps/calls between 
gadgets. 

Maybe start in middle of an instruction!

Control-Flow Integrity enforces that only 
legitimate jumps can take place.

What is legitimate?

-back to calling function

-expected in the source

-only to beginnings of functions.

Needs to analyze source ahead of time.



Review: Control Flow Integrity



Review: Systems Security

So why doesn’t the entire system crash constantly?

Secure design

principles



Review: Systems Security

How do operating systems implement these principles?

● Process abstraction & isolation
● User IDs & Access Control Lists
● Hardware support
● User/Kernel privilege separation
● Virtual Memory & Address Translation
● Page tables!

○ How do these work?
○ How do we make syscalls faster, and what can go wrong? (hint: return-to-user)



Review: Systems Security



Review: Side Channels

How do we determine where trusted boundaries are, and 
what crosses those boundaries?

Intended forms of access + unintended forms of 
access: side channels

--because we must implement software

--what are some examples of side channels?

Understand prominent side-channel attacks: 
Rowhammer (DRAM errors), Spectre, Meltdown 
(speculative execution sidechannels)



PA3: Logistics

Due 5/6/2021, 11:00 AM PST on Gradescope

Download VM from Assignments page on course website.

Contains 3 folders: base, memhack, timehack.

DO THIS FIRST: make generate with your student ID.

Then: two attacks. Both use sysapp.c, which contains two functions check_pass() and hack_system().

1) Memhack: use page faults to identify password
2) Timehack: use timing in password check to identify password.

Advice: your check_pass function takes a username and a password. Your memhack.c and timehack.c files will 
have a username chosen for you. Use this everywhere. We will use the same username for grading. 

DO: repeat your experiments many times! 

DON’T: try to hard-code or guess the password. 



PA3: sysapp.c



PA3: memhack.c

The file is configured to give you a buffer that runs into unmapped memory. 

Use sigsetjmp/siglongjmp to detect page fault errors: demonstrate_signals is an example of this.



PA3: timehack.c

Same sysapp.c, different side channel

How long does it take to check a password if the first 5 characters are correct? 10?

rdtsc() gives a number that increases with each cycle.


