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The DIVORCE: Flipping a coin over the Internet

Thinks he’s 
unsupportive. (Sponges 

are like that.)

Thinks she’s unstable. 
(She keeps changing 

size.)

Divorce! 
But who gets custody of the Tesla Model S?

HEADS (1): 
Alice gets the Tesla

TAILS (0): 
Bob gets the Tesla
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Bob is underwaterAlice is in Wonderland

Internet 
cable

I’ll flip a coin and 
send you the outcome.

I don’t think so.

It’s a question of TRUST

Alice has the security mindset!
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Combination safe

Alice buys a

Alice knows the secret 
combination / key 92093.

Alice gets herself some hardware …

Locked safe containing a

key aa

key

Unlock and remove 
contents

Put this a inside and then lock 
the safe

a

Mihir Bellare, UCSD 4

Locked safe containing a

key aa

Unlock and remove 
contents

this is selected at random

s $ S

Alice also gets herself some notation …

from this set

symbolizes coins

Example

a $ {0, 1}

Pr[a = 0] = Pr[a = 1] = 1
2

a
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Coin-flipping Protocol

a $ {0, 1}

b $ {0, 1}

c a� b

a

b

key
key a a

c a� b

1. Alice picks a at 
random and sends 
Bob a locked safe 

containing a.

3. Alice sends 
Bob the key to 
open the safe.

2. Bob picks a bit 
b at random and 
sends it to Alice. 

He keeps the 
locked safe.

Output: Bob 
opens the safe 
using the key to 
get a and then 

sets c as shown.

Output: Alice 
sets c as shown.

The bit c is the common coin.
Claim: This works, meaning neither party controls the common coin.

Scenario A: Bad Alice, Good Bob

Alice is an adversary trying to make Bob 
output c=1. Bob follows the protocol.

Claim A: Adversary Alice will fail.

Scenario B: Bad Bob, Good Alice

Bob is an adversary trying to make Alice 
output c=0. Alice follows the protocol.

Claim B: Adversary Bob will fail.
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Scenario B

a $ {0, 1} a

b

key

c a� b

1. Alice picks a at 
random and sends 
Bob a locked safe 

containing a.

3. Alice sends 
Bob the key to 
open the safe.

2. Adversary 
picks a bit b in 

any way it wants 
and sends it to 

Alice.

Output: Alice 
sets c as shown.

Adversary wants to make c = 0.
So it must set b = a.

The safe is HIDING: Given a

the adversary has no idea what is a.But it can’t set b = a because

It does learn a after getting the key, but this is too late to set b = a !
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Scenario A

a

b

key

3. Adversary 
sends Bob a 
key to open 

the safe.

Adversary wants to make c = 1.
So it must set

But it can’t set

b $ {0, 1}

c a� b

key a a

2. Bob picks a bit 
b at random and 
sends it to Alice. 

He keeps the 
locked safe.

Output: Bob 
opens the safe 
using the key to 
get a and then 

sets c as shown.

1. Adversary picks 
a in any way it 

wants and sends 
Bob a locked safe 

containing a.

a = b� 1

a = b� 1 because it doesn’t know b at the time it picks a.

But this is not enough to establish Claim A because Adversary could pick the safe in a 
devious way …
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key0key1

Sneaky safes? Suppose Adversary Alice could fabricate Alice’s lab

such that

a sneaky safe

key1 and key0 01

The safe looks 
normal to me!

Scenario A

b

keya

1. Adversary 
fabricates the safe 
and keys as above 
and sends the safe 

to Bob.

3. Adversary  
sends keya to 
Bob for the 
shown a.

b $ {0, 1}

c a� b

keya a

2. Bob picks a bit 
b at random and 
sends it to Alice. 

He keeps the 
locked safe.

Output: Bob 
opens the safe 
using the key to 
get a and then 

sets c as shown.

and two different keys

a b� 1

This results in c = 1, so Adversary wins.
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Any safe commits its creator to 
one value for its content

key0key1

Sneaky safes? Suppose Adversary Alice could fabricate

such that

a sneaky safe

key1 and key0 01

and two different keys

Not possible!

Safes are BINDING
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This is the property we know 
and understand safes as having.

Safes are BINDING: One cannot create

key0key1

such that

key1 and key0 01

Security of the coin-flipping-with-safes protocol relies on the 
following two facts / assumptions

Safes are HIDING: Given a

the adversary has no idea what is a.

This is a property safes seem to have but we 
don’t usually recognize or enunciate.

It is important to formulate and state the 
assumptions underlying any claim of security.
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Sending a safe from Wonderland to Undersea over the Internet is hard. 

Can we get a protocol that we can implement fully in software and that 
only transmits bits?

Coin flipping without hardware: From safes to bits

YES: Via commitment schemes, which we will later formalize and 
construct.
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Can you think of other problems one can solve with similar methods? 
Can you implement a secure Internet Casino? 

If Bob can drive a Tesla underwater, why do we bother 
about a little thing like sending safes over the Internet? 



APPLICATIONS AND PROTOCOLS
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Some applications and protocols

• Internet Casino

• Commitment

• Shared coin flips

• Threshold cryptography

• Forward security

• Program obfuscation

• Zero-knowledge

• Certified e-mail

• Electronic voting

• Auctions

• Identity-based encryption

• Functional encryption

• Fully-homomorphic encryption

• Searchable encryption

• Oblivious transfer

• Garbling schemes

• Secure computation

• Group signatures

• Aggregate signatures

Mihir Bellare UCSD 2

Commitment Schemes

A commitment scheme CS = (P, C,V) is a triple of algorithms

C C

P ⇡

VK

M

0/1

Parameter generation algorithm P is run once by a trusted party to
produce public parameters ⇡.

In Divorce protocol, message M is Alice’s bit a, committal C is the safe, K
is the key to the safe.
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Security properties

• Hiding: A commital C generated via (C ,K ) $ C(⇡,M) should not
reveal information about M.

= C does not reveal M.

• Binding: It should be hard to find C ,M0,M1,K0,K1 such that
M0 6= M1 but V(⇡,C ,M0,K0) = V(⇡,C ,M1,K1) = 1.

K0 C

CK1

M0

M1
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Divorce Protocol using a commitment scheme

Alice Bob

a
$ {0, 1}

(C ,K ) $ C(⇡, a) C -
b

$ {0, 1}
b�

a,K -
if (V(⇡,C , a,K ) = 1)

c  a � b then c  a � b else c  ?
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Commitment from hashing

Let H be a hash function and CS = (P, C,V) the commitment scheme
where P returns ⇡ = " and

Alg C(⇡,M)

C  H(M); K  M

return (C ,K )

Alg V(⇡,C ,M,K )

return (C = H(M) and M = K )

This is

• Binding if H is collision-resistant.

• But not hiding. For example in the Divorce protocol, M = a 2 {0, 1},
so given C = H(M) the casino can recover M via

For i = 0, 1 do
if H(i) = C then return i
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Commitment from hashing
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Commitment from hashing

Let H be a hash function and CS = (P, C,V) the commitment scheme
where P returns ⇡ = " and

Alg C(⇡,M)

K
$ {0, 1}128

C  H(K ||M)
return (C ,K )

Alg V(⇡,C ,M,K )

return (C = H(K ||M))

This is

• Binding if H is collision-resistant (CR).

• One can give an example of CR H such that it is not hiding.

• But for “real” H such as SHA1 it seems hiding in the sense that no
attacks are known.
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Commitment schemes usage

Commitment schemes are very broadly and widely used across all kinds of
protocol design and in particular to construct zero-knowledge proofs.
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Secure summation

Suppose we have n parties 1, ..., n
Party i has an integer xi
The parties want to know the value of

f (x1, .., xn) = x1 + ...+ xn

Easy: Let

• Party i send xi to party 1 (2  i  n)

• Party 1 computes f (x1, .., xn) = x1 + ...+ xn and broadcasts it

What they don’t like about this: Party 1 now knows everyone’s values

Privacy constraint: Party i does not wish to reveal xi
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Secure summation
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Secure summation

Party i has input xi (1  i  n). The parties want to know
f (x1, .., xn) = x1 + ...+ xn but do not want to reveal their inputs in the
process.

Scenarios:

• xi = score of student i on midterm exam

• xi = salary of employee i

• xi 2 {0, 1} = vote of voter i on proposition X on ballot
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The model and goal

Parties i , j are connected via a secure channel (1  i , j  n).
Privacy and authenticity of messages sent over channel are guaranteed.

The parties will exchange messages to arrive at f (x1, ..., xn).

If i 6= j then, at the end of the protocol, party i should not know xj .

For example you, as player i , enter xi into some app on your cellphone
which then communicates with the cellphones of the other parties. At the
end, the sum shows up on your screen. Take your phone apart and
examine all memory contents and you still will not discover xj for j 6= i .
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Setup for secure communication protocol

Let N be such that x1, ..., xn 2 ZN = {0, ...,N � 1}.
Let M = nN.
Let S denote x1 + ...+ xn.
We will compute S mod M, which is just S since

x1 + ...+ xn  n(N � 1) < M

Mihir Bellare UCSD 16



Protocol step 1: secret sharing

For i = 1, ..., n party i

• Picks xi ,1, ..., xi ,n 2 ZM at random subject to xi ,1 + ...+ xi ,n ⌘ xi

(mod M)

• Sends xi ,j to party j over secure channel (1  j  n)

2

664

x1,1 x1,2 x1,3 x1,4

x2,1 x2,2 x2,3 x2,4

x3,1 x3,2 x3,3 x3,4

x4,1 x4,2 x4,3 x4,4

3

775

! x1

! x2

! x3

! x4

Observation: xi ,j is a random number unrelated to xi so party j has no
information about xi (i 6= j)
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Protocol step 2,3: Column sums and conclusion

2

664

x1,1 x1,2 x1,3 x1,4

x2,1 x2,2 x2,3 x2,4

x3,1 x3,2 x3,3 x3,4

x4,1 x4,2 x4,3 x4,4

3

775

! x1

! x2

! x3

! x4

# # # #
C1 C2 C3 C4

For j = 1, ..., n party j

• Computes Cj = (x1,j + x2,j + ...+ xn,j) mod M

• Sends Cj to party i (1  i  n)

Observation: S ⌘ (C1 + · · ·+ Cn) (mod M).

So each party can compute S  (C1 + ...+ Cn) mod M
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Security of the protocol

2

664

x1,1 x1,2 x1,3 x1,4

x2,1 x2,2 x2,3 x2,4

x3,1 x3,2 x3,3 x3,4

x4,1 x4,2 x4,3 x4,4

3

775

! x1

! x2

! x3

! x4

# # # #
c1 c2 c3 c4

At end of protocol, party 1 knows (1) x1, and the first-row entries of the
matrix (2) the sum S = x1 + x2 + x3 + x4 (3) c1, c2, c3, c4 (4) the first
column entries x1,1, x2,1, x3,1, x4,1.

Claims:

• Party 1 learn nothing about x4
• Even if parties 1, 2 pool their information, they learn nothing about x4
• ...
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Secure Computation

Parties 1, ..., n
Party i has private input xi
They want to compute f (x1, ..., xn)

Fact: For any function f , there is a n/2 - private protocol to compute it.

A protocol is t-private if any t parties, getting together, cannot figure out
anything about the input of the other parties other than implied by the
value of f (x1, ..., xn).

The protocol views f as a circuit (program) and computes it gate
(instruction) by gate (instruction).

Enormous body of research.
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Secure computation usage: Callisto
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Secure computation usage: Callisto

Mihir Bellare UCSD 22

Secure computation usage: Anonize

Mihir Bellare UCSD 23
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Bitcoin

2

What is money?

Money is a number in a ledger.

Person Balance

Alice 18

Bob 13

Chong 14

Person Balance

Alice 12

Bob 13

Chong 20

A transaction:

``I, Alice, hereby transfer 6 
units of money to Chong’’

3

Bitcoin transactions
Money is a number in a ledger but 
names are replaced by public keys.

Person Balance

PK1 18

PK2 13

PK3 14

Person Balance

PK1 12

PK2 13

PK3 20

SIGN

``I, PK1, hereby transfer 
6 BTCs to PK3’’ SIGNATURE

SK1

Use of public keys as opposed to names 
makes the system anonymous.

4

But …

Question Answer

Who maintains the ledger? Everyone

How does PK3 know that 
PK1 has 6 BTCs to spend?

Transaction linking

How is double-spending 
prevented?

Block chains, mining
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``I, PK1, hereby transfer 
20 BTCs to PK3’’

SIGNATURE

Over-spending 

Person Balance

PK1 18

PK2 13

PK3 14

``I, PK1, hereby transfer 
12 BTCs to PK3’’

SIGNATURE

Two Problems

Double-spending 

``I, PK1, hereby transfer 
10 BTCs to PK2’’

SIGNATURE

6

``I, PK1, hereby transfer 
6 BTCs to PK3’’

SIGNATURE

Blocks

B1

H1

T1

7

Transaction Linking

H2 = HASH(B1)

B3B2B1

H3 = HASH(B2)

H1 = NULL

S1 S3S2

S2 = SIGN(SK,B2)

S3 = SIGN(SK,B3)

S1 = SIGN(SK,B1)

Question: Who signs the blocks?

Answer: Anyone, and first person to do it gets a reward

H3

T3

H2

T2

H1

T1

8

Mining

H2 = HASH(B1)

B3B2B1

H3 = HASH(B2)

H1 = NULL

S1 S3S2

SHA256(B1)[1..10] = 010

H3
N3
T3
t3

H2
N2
T2
t2

H1
N1
T1
t1

S2 = SIGN(SK,B2)

S3 = SIGN(SK,B3)

S1 = SIGN(SK,B1)

SHA256(B2)[1..10] = 010

SHA256(B3)[1..10] = 010

To add B3 to blockchain, miner finds N3 such that SHA256(B3)[1..10] = 010

This takes computational effort about 210

Miner includes in B3 a transaction t3 that pays the miner a reward.
SK is the miner’s signing key.
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Mining 
Hardware

10

11

The beginning

12

The Search for Satoshi

By Leah McGrath Goodman / March 6, 2014 6:05 AM 
EST
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Bitcoin Exchanges

Mt. Gox, Bitomat, CoinRnr, BIT, 
OKPay.com, BitStamp.net, 

Bitcoinica,  CoinCafe, CoinMkt, 
Coinbase.com, CampBX, 
BitQuick, First Meta, ...

Allow exchange between bitcoins 
and real currencies such as US$

14

Exchange Compromises and News

Exchange Date

Mt. Gox June 2011

Bitomat July 2011

MyBitcoin August 2011

Bitfloor September 2012

Instawallet April 2013

Mt. Gox February 2014

Compromises resulting in stolen 
coins, exchange failures, 

exchange rate fluctuations, 
exchange bankruptcies, …
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Silk Road

Online marketplace founded February 2011. 
The Amazon.com of illegal drugs. 
15 million transactions annually, $30-$45 million 
Shutdown by FBI October 2013. 
Ross William Ulbricht (aka Dread Pirate Roberts) arrested on suspicion of drug 
trafficking, soliciting murder, money laundering, … 
FBI seized over 26,000 BTC ($3.6 million) from accounts on Silk Road

16
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The Bitcoin Movie

By Scott Driscoll 
22 minutes

Please turn off all cellphones and pagers 
No recording permitted 

Interrupt to PAUSE or REWIND !
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Zero-Knowledge Protocols

A B
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The People
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The Awards
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A zero-knowledge protocol allows Peggy to
• Convince Vic that her claim is true and that she knows S
• Without revealing anything beyond that

Prover (Peggy) Verifier (Vic)
Claim 

Secret 

I

S

Decision 
d 2 {true, false}

Peggy Vic Claim I Secret S

Student Another student I know how to solve the homework 
problem

Peggy’s solution

An Internet user A server I have a valid password the password

Mathematician The Clay Institute I have a proof that P is not equal to NP The proof
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Secret 

I

S
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This story is used to explain zero-knowledge in many places.
Including Wikipedia.
But it doesn’t make a lot of sense.
We will use Joseph Jaeger’s variant.

Ali-Baba’s Zero-Knowledge Protocol
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A B

Peggy goes to A

Vic goes to E
C $ {A,B}

“Peggy, please appear at C”

MW[A,B] = Magic Words opening the A ! B portal
MW[B,A] = Magic Words opening the B ! A portal

Peggy has secret S 2 {MW[A,B],MW[B,A]}

Peggy does not want Vic to know which of the two magic words she has.

Ali Baba’s 
ZK Protocol

A B

E

If C = A

A B

If C = B

A B

A B

Peggy goes to B

Vic goes to E
C $ {A,B}

“Peggy, please appear at C”

A B

E

If Peggy knows MW[A,B] : If Peggy knows MW[B,A] : 

Final step, in either case: 
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Ali Baba’s 
ZK Protocol

Completeness: If Peggy’s claim is true, meaning she knows either MW[A,B] or 
MW[B,A], and both parties follow the protocol, then Vic will accept.

Why? Peggy can appear at whatever side Vic requests.
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Ali Baba’s 
ZK Protocol

Completeness: If Peggy’s claim is true, meaning she knows either MW[A,B] or 
MW[B,A], and both parties follow the protocol, then Vic will accept.

Soundness: If Peggy’s claim is false, meaning she knows neither MW[A,B] nor 
MW[B,A], then Vic will reject with probability at least 1/2, even if Peggy cheats, 
meaning does not follow the prescribed protocol.

Why? Cheating Peggy can start at any X 2 {A,B} of her choice, but Vic picks C
at random and cheating Peggy cannot appear at C 6= X.
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Ali Baba’s 
ZK Protocol

Completeness: If Peggy’s claim is true, meaning she knows either MW[A,B] or 
MW[B,A], and both parties follow the protocol, then Vic will accept.

Soundness: If Peggy’s claim is false, meaning she knows neither MW[A,B] nor 
MW[B,A], then Vic will reject with probability at least 1/2, even if Peggy cheats, 
meaning does not follow the prescribed protocol.

Zero-knowledge: If Peggy’s claim is true, and Peggy follows the protocol, then 
Vic will not learn which of the two secrets MW[A,B], MW[B,A] Peggy knows.

Regardless of the secret, Vic sees Peggy appearing at whatever side he
requests.

Why?
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Ali Baba’s 
ZK Protocol

Pegg’s claim is Peggy is Vic will

Completeness TRUE honest always accept

Soundness FALSE cheating accept with probability at most 1/2

Zero-knowledge TRUE honest not learn which of the two secrets Peggy knows
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Ali Baba’s 
ZK Protocol

This story may not make complete sense.
To make zero-knowledge sensible, we need DEFINITIONS.
The definitions are intriguing: how can one mathematically capture the 
``knowledge’’ learned by interacting with another party?

12

Pegg’s claim is Peggy is Vic will
Completeness TRUE honest always accept

Soundness FALSE cheating accept with probability at most 1/2
Zero-knowledge TRUE honest not learn which of the two secrets Peggy knows


