CSE 127 Computer Security

Alex Gantman, Spring 2018, Lecture 19

SDLC: Secure Development Lifecycle



Defining Security

1 Security is not a functionality feature

Z Most of computer science is about providing functionality:

1 User Interface, Software Design, Algorithms, Operating Systems/Networking,
Compilers/PL, Microarchitecture

Z Computer security is not about functionality

1 Itis about how the embodiment of functionality behaves in the presence of an
adversary.

I Making sure the system does what it was supposed to do and only what it was
supposed to do.

| Holistic property
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Secure Development Lifecycle

-

How can we develop more robust systems?

Prevention

Z How can we minimizéhe numberof vulnerabilities introduced during
development

-

-

Mitigation
Z Howcanwe minimize the impact of vulnerabilities that remain?

1 Response
Z How can we remediate newly discovered vulnerabilities in deployed products?



Secure Development Lifecycle
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Secure Development Lifecycle
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1 It all begins with amcident
Z E.g. vulnerabilityreport, exploit release, etc
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Incident Response
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Z Example: Meltdownbpectre
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information out of mispeculated execution, leading to (at worst) arbitrary virtual
memory read vulnerabilities across local security boundaries in various contexts.

https://googleprojectzero.blogspot.com/2018/01/readimyivilegedmemory-with-side.html



Incident Response

I Stepl: What does it mean?
Z What is the root cause of the vulnerability?
I Requires deep technical understanding of the system
1 Have to break through abstraction boundaries.
Z What does it enable an attacker to do?

1 Requires understanding of the threat model (what needs to be protected from whom)
and modern exploitation techniques.

Z What is the impact on the user?
1 Requires understanding how products are used by real users.



Incident Response

I Step 2:Address the issue.

Z Developfix.
Ideally, without introducing new bugs in the process.

Properlyunderstanding the vulnerability and exploitation techniguesiecessary to
develop a correct fix.

1 Aside: what if the vulnerability is in thixgarty code?

Z Propagatefix to impactedproduct variants.

1 Depending on your industry, you may have many variations of the same software that
need to be updated.

I Have to understand the entire software supply chain and lifecycle.
Z&OI 1 AAOCGAIT T PAO6O EAUAT AOA OI OEA 1T AT AEEI I 8
Z Do you really know what is going into production?
Z Patch/Notify customers.
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Incident Response

1 Step 3Analyze the gap.
Z Start working backwards to identify and address gaps in exigimogess.
Z Response
I How couldyouhave handled the response better?
Z Mitigation
I What countermeasures would have mitigated the impact?
Z Prevention
I How couldyou have prevented therulnerabilityfrom being released?



Gap Analysis

> Prevention>> Mitigation




Gap Analysis: Response
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How can you learn about new incidents as early as possible?
Z Was the issue reported privately? Did you learn about it from reading the news?

Establish cooperative relationships with security researchers

Z Easy to find web page with information on how to report vulnerabilities to the
security teem -~ )
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Z Encourage/incentivize direct reporting of vulnerabilities
1 If your security program is mature enough, consider a bug bounty

Aside: Full Disclosure vs Responsible Disclosure vs Coordinated Disclosure
Z If you discover a previously unpublished security vulnerability, | encourage you to
report it to the system developers/maintainers
i Check following directories or try emailing security@<domain>
Z
Z


https://hackerone.com/directory
https://www.bugcrowd.com/bug-bounty-list/

Gap Analysis

>Prevention> Mitigation > Response>




Gap Analysis: Mitigation

I What countermeasures would have mitigated the impact?
Z Not all vulnerabilities will be discovered prior to release.

I Countermeasures can make reliable exploitation harder or mitigate
the impact of remaining vulnerabilities.

Z Can make exploit development more difficult and costly.
Z Will not stop all exploits.



Gap Analysis: Mitigation

1 ldentify and implement available countermeasures.

Z Need to understand the current state of the art, cost/benefit tradeoffs,
constraints of your platform, etc.

Z Some countermeasures may already be present and only need to be properly
configured and enabled.

Z Others may need to be ramplemented or ported on your particular platform.
Z Need continuous process to test proper configuration.

I Research and develop new countermeasures.

Z New offensive and defensive techniques are continuously being developed.

1 Developers introduce new features. Attackers devise ways to exploit these features.
Defenders devise new countermeasures. Attackers adapt to the new countermeasures,
AAEAT AAOO OAZET A OEAEO ADPDPOI AAEh 8



Gap Analysis

Mitigation >> Response>




Gap Analysis: Prevention

I How could you have prevented the vulnerability from being released?

Z Secure Software Development training for engineers.
Z Automated tools to detect vulnerabilities prior to release.

Z Designingthe systemwith securityin mind.



Gap Analysis: Prevention

I Secure Software Training

Z For the last 30 years, most CS graduates had no background in computer
security

1 No idea of what types of vulnerabilities are possible, how they are exploited, what they
look like, how to fix them, etc.

1 UCSD recently made security a required part of the curriculum.
Z Companies develop custom training to fill the gap
1 Using real ifhouse code helps make the training relevant.
1 Focus on how to avoid, detect, and address typical software vulnerabilities.



Gap Analysis: Prevention

1 Code reviews

I Automatedtools to detect vulnerabilities prior to release.

Z Static Analysis
Z Dynamic Analysis



Gap Analysis: Prevention

1 Code reviews

Z Pros:
1 A consistently highyield approach to finding securityulnerabilities

I Only dependency is access to source
Z Notoolsto configure,no build systemto integrate with, 8

Z Cons:
1 Doesnot scalewell
Z Therearealot of developers writing a lot of code
Z Easyto burnout from continuouscode reviews
Z Successighly dependenton expertiseof the reviewer



Gap Analysis: Prevention

I Toscaleweneed to automate

1 Static Analysis

Z Compilerlike analysis of the source code, looking for erppone areas
1 Eg Coverity, KLOCWork



Projects

Help FY Admin -

openss|  “default no constraints

REPORTS MODULES CONFIGURATION
k TSR Ispace/skrutelevichiu3G-open-ssliopenssl-1.0.1flss1/d1_both.c (build_2 +payload 90f21 | < || =
1+ Back to List | P P p _ (build_2) oyl ‘:/ ‘:/
. 1453 #ifndef OPENSSL NO HEARTBERTS
Unvalidated integer value "payload is received 1'13'1 int
1455 ) dtlsl_proces3_heartbeat (35L *3)

from an external function through a call to
n2s_func” at line 1464 which can be used to
access an array through call to ‘'memcpy’ at line
1487. @

D 554

{

unsigned char *p = s3->33->rrec.data[0], *pl;
unsigned short hbtype;

unsigned int payload;

unsigned int padding = 16; /* Use minimum padding */
CODE SW.TAINTED.CALL.INDEX_ACCESS /* Read type and payload length first */
hbtype = *p++i

n2s(p, payload):

rl = p;

Use of Unvalidated Integer ag Array

NAME
Index by Function Call

LOCATION d1_both.c: 1487
BUILD build_2 if (s-»mag_callback)

3->m3g_callback(0, s-»version, TL51_RT HEARTBEAT,

£3->33->rrec.data[0], s->s3->rrec.length,

SEVERITY Error (2)

OWNER *no owner: 3, 3->m3g_callback_arg);
STATE New ] if (hbtype == TLS1_HR BREQUEST)
. {
STATUS | Analyze T unsigned char *buffer, *bp;
int r:
COMMENT
/* Rllocate memory for the response, size is 1 byte
* message type, plus 2 bytes payload length, plus
* payload, plus padding
* [/
buffer = COFENSSL malloc(l + 2 + payload + padding):
= bp = buffer;
LAST UPDATE none
J/* Enter response type, length and copy payload */
*bpt++ = TL31_HB_RESFCNSE;
z2n(payload, bpl:
G memepy (bp, pl, payload):
bp += payload;
d1_both.c:1464: Tainted data ‘payload’ is /* Random padding */
received from the call to 'n2s_func’ BAND pseudc_bytes (bp, padding);
o d1_both.c:1487: Tainted data 'payload’ is ) . o .
passed to ‘memcpy’ r = dtlsl write_bytes(s, TL51_RIT HERRTEEAT, buffer, 3 + pay¥load + padding):
if {r »= 0 =& 3->mag_callkack)
3->m3g_callback(l, s-»version, TL51_RT_HEARTBEAT,
buffer, 3 + payload + padding,
3, s->msg_callback_arg):
OPENSSL_free (buffer):
if (r < Q)
0 return r;
1503 [ 1
1504 else if (hbtype == TL51_HB RESPONSE) {...}
1520
1521 return 07

1522 [ }



Coverity® Connect

DASHBOARDS
Quality Advisor
Security Advisor
Test Advisor

ISSUES

All Bugs

All Quality Issues

All Security Risks

All Untriaged

High Impact Outstanding
Low Impact Outstanding
Medium Impact Outstanding
My Newly Detected

My Outstanding
Outstanding Defects
Outstanding Security Risks
Outstanding Test Rules Violations
Recently Viewed

FILES
Covered By Tests
In Latest Snapshot
Uncovered By Tests
With QOutstanding Issues
With Untriaged Issues

FUNCTIONS
Covered By Tests
High CCM (>15)
In Latest Snapshot
Uncevered By Tests
With Outstanding Issues
With Untriaged Issues

COMPONENTS
All In Project
High Issue Density (>1)
With Outstanding Issues
With Untriaged Issues

CHECKERS
All In Project

OWNERS
All In Project

SNAPSHOTS
All In Project

TRENDS
Project Lifetime

TESTS

AN T e

WebGoat ~

Policy Manager

Classification

CID Type CWE Status Impact Risk First Det... ¥| Owner
Cross-site scripting 0314/13

10367 Cross-site scripting 79 Triaged High High 03/14/13  jcroall Bug
10327 SQL injection 89 Triaged High High 03/14/13 jcroall Bug
10306 Dereference before null ch 476 Triaged Medium 03/14/13 jeroall Bug
10302 Resource leak 404 Triaged High 03/14/13 jeroall Bug
10002 Copy-paste error 398 Triaged  Medium 03/14/13 jcroall Bug

4 m ]

1 of 9 issues selected

Show w /target/\WebGoat-5.4-SNAPSHOT .war/main.jsp

231 if (websession.getParams() != null)

232 {

233 Iterator i = websession.getParams().iterator();

234 while (i.hasMext())

235 {

236 Parameter p = (Parameter) i.next();
¢ CID10 ptin ) [select issue]

10. taint_path_call: org.owasp.webgoat.session.Parameter.getName() returns the tainted data.

Confidence

Category

Cross-site script (XSS) injection

Cross-site script (XS8) injection
SQL injection

Null pointer dereferences
Resource leaks

Incorrect expression

4p CID 10368 (#2 of 2): Cross-site scripting (XSS)
11. xss_injection_site: Cencatenating "p.getName()" to an HTML page allows cross-site scripting, because it was not properly sanitized for context HTML PCDATA block.

+ c.getMame() +

+ p.gethame() +

Configuration Help v

Component

Various

WebGoz
WebGog
WebGog

m

WebGoz
WebGoe -

10f 1

+ p.getvalue() + "</div><br>";

<img src=\"images/icons/rightArrow.jpg\" al| —

<div id="lessonPlans" style="visibility:hidden; height:1px; position:absolute; left:26@px; top:13@px; width:425px; z-index:1@5;">

<a href="javascriptitoggle('lessonPlans”)" target="_top" onclick="MM nbGroup( down','groupl’, ' 'plans’,’',1)">Close this window</a>

Q Remediation for cross-site scripting in JSP scriptlet:Escaping needs to be done for the detected context, for example
Escape.htmi(taintedData)
whereEscape.html escapes tainted data (for HTML)."taintedData" represents the expression "p.getNams()".
[More Information]
237 printParameters = "<div id=\"parameter\" class=\"info\">
13. xss_sink: Adding to HTML output.
238 out.println(printParameters);
239 1
240 1
241
242 if (webSession.getCookies() = null)
243 {
244 Iterator i = webSession.getCookies().iterator();
245 while (i.hasNext())
246 !
247 Cookie ¢ = (Cookie) i.next();
248 printCookies = "<div id=\"cookie\" class=\"info\">
249 out.println(printcCookies);
250 }
251 1>
252
253 <br/>
254 <br/>
255 )
256 </div>
257 <div id="lessonContent">
258 <%

[

James Croall ~

10368 Cross-site scripting

Enter CID(s)

Untrusted user-supplied data is inserted into a context that can
execute JavaScript without adequate validation, escaping, or filtering

(CWE-79)

Classification: Bug =
Severity: P1 =
Bug Tracking: Type attribute text
Confidence: High =
Risk: High =
Owner: jcroall g
Apply + Next Apply Revert
QOccurrences History Information

Occurrence 1 of 2 ~~ WebGoat-NTO-DAST

Data flow from tainted source to string construction
using insufficiently escaped tainted data and then to

output:

1. nto_http_xss_request

1941D6A1C2A324B5DB"

2. nto_http_xss_response t941D6A1C2A324B5DB"

L) dast_xss_entrypoint

4. dast_sast_match

main.jsp:238
main.jsp:238

Occurrence 2 of 2 ~~ WebGoat-coverity

Data flow from tainted source to string construction
using insufficiently escaped tainted data and then to

output:

iy

. tainted_source
taint_path_return
taint_path_call
taint_path_call
taint_path_arg
taint_path_param
taint_path
taint_path_field

© © N o 0 R 0D

taint_path_return

10. taint_path_call

ParameterParser java:567
ParameterParser java:567
WebSession. java:461
WebSession.java:465
WebSession.java:470
Parameter.java:38
Parameter.java:40
Parameter java:34
Parameter java:46

main jsp:237

! 11. xss_injection_site main_jsp:237




Gap Analysis: Prevention

1 Static Analysis
Z Pros:

1 Very good at finding some types of vulnerabilities.
Z Custom checkers can be added to detect specific security issues.

Z Cons
I Can have high false positive rates.
No tool workswell out of the box.

Need tobe integratedwith the build systemandtuned to the idioms of the target
codebase.
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Gap Analysis: Prevention

I Some vulnerabilities may be easier to discover with dynamic testing
Z Somemay only be discoverable witldynamictesting

I Dynamic Analysis/Adversarial Testing/Fuzzing
Z Subject system to _very large amounts of tests exercising edge and error cases
Z Combine with instrumentation (sanitizers)
Z Activeareaof researt

Z Example: AFL
1


http://lcamtuf.coredump.cx/afl/

Fuzzing

I Test case generation
Z Random
Z Mutational
1 Startwith acorpusof validtest casesand mutate them

Z Generational
1 Develop a model (grammar) for the input format and use it to generate test cases



Fuzzing

| Code coverage char bar{20];
Z Howto measure coverage? if (j > 20)
Z Linecoverage return:
Z Branchcoverage for( 1 =0; i <=j i++)
bar[ i ]=foo][ 1];

Z Path coverage

| Coverage can be a useful
feedback function

Z Guide thefuzzerto explore new
areas of code

| The real goal though, is to find
bugs, not maximize coverage




Gap Analysis: Prevention

1 Fuzzing

Z Pros:

1 Veryeffective bug-finding technique

1 Highlyscalable, can run in the background
Z Cons:

1 Deepbugs are hard to trigger
Z Concolic testing
I Crash overload



Gap Analysis: Prevention

I Designing the system for security and containment of compromise.
Z Defining a threat model (what should be protected from whom)

Z ldentifyingand evaluating risks
Z Building indefenses



Risk Assessment

I Risk assessment/risk analysis process for assessing risk in a system:
Start by understanding system requirements

|dentify assets and attackers

Establish security requirements

Evaluate system design

|dentify threats and classify risks

Address identified risks

o0k wNE



Gap Analysis: Prevention

1 Buildingin defenses
Z Isolation of components to contain damage from sjuiler

Z Hardening of securitypoundaries
Z Rearchitecting of highrisk components fosandboxing



Secure Development Lifecycle
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Secure Development Lifecycle

I A methodology for building more secure systems

I Manyvariations orthe same theme
Z Microsoft SDLC
Z CigitalTouchpoints
Z Building Security In Maturity Model (BSIMM)
Z SafeCoe@
Z 8



Secure Development Lifecycle

I Microsoft SDLC
Z https://lwww.microsoft.com/enusisd|
ZXii 60 AT A #1 AA 2AA
Z" El 1 TrustworkhgCdmputingMemo
1 https://www.wired.com/2002/01/bHbates-trustworthy-computing/

Code Red Bill Gates’ Trustworthy Computing Memo

= "OnJuly 19, 2001 more than 359,000 computers were infected with the bill-gates-trustworthy-computing

Code-Red (CRvz) worm in less than 14 hours. At the peak of the - J;nuav; ;oﬁz ‘

infection frenzy, more than 2,000 new hosts were infected each - "So now, when we face a choice between adding features and resolving security

minute.” issues, we need to choose security. Our products should emphasize security right

< ik out of the box, and we must constantly refine and improve that security as threats
= evolve... If we discover a risk that a feature could compromise someone's privacy,

that problem gets solved first. If there is any way we can better protect important
data and minimize downtime, we should focus on this. These principles should
apply at every stage of the development cycle of every kind of software we create,
from operating systems and desktop applications to global Web services.”

1. TRAINING 2. REQUIREMENTS 3. DESIGN 5. VERIFICATION 6. RELEASE 7. RESPONSE


https://www.microsoft.com/en-us/sdl
https://www.wired.com/2002/01/bill-gates-trustworthy-computing/

Code Red

== - — - — —

i O/ July 19, 2001 more than 359,000 computers were infected with the
CodeRed (CRv2) worm in less than 14 hours. At the peak of the
Infection frenzy, more than 2,000 new hosts were infected each
minuteB8 6

Z https://www.caida.org/research/security/coded/coderedv?2 analysis.xml



https://www.caida.org/research/security/code-red/coderedv2_analysis.xml
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Z January 2002
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Issues, we need to choose security. Our products should emphasize security right
out of the box, and we must constantly refine and improve that security as threats
AOi 1 OA8 ) &£ xA AEOATI OAO A OEOE OEAO A £EA/
that problem gets solved first. If there is any way we can better protect important
data and minimize downtime, we should focus on this. These principles should
apply at every stage of the development cycle of every kind of software we create,
AOIT 1 1T DAOAOEI ¢C OUOOAI O AT A AAOEOI b ADPDIE


https://www.wired.com/2002/01/bill-gates-trustworthy-computing/

1.

Core Security
Training

Secure Development Lifecycle
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Microsoft SDLC
Z https://www.microsoft.com/enus/idl

2. Establish Security
Requirements

3. Create Quality
Gates/Bug Bars

4. Perform Security
and Privacy Risk
Assessments

2. REQUIREMENTS

5.

Establish Design
Requirements

Perform Attack
Surface Analysis/
Reduction

Use Threat
Modeling

4. IMPLEMENTATION

g Use Approved
Tools

g. Deprecate Unsafe
Functions

10. Perform Static
Analysis

11. Perform Dynamic
Analysis

12. Perform Fuzz
Testing

12. Conduct Attack
Surface Review

5. VERIFICATION 6. RELEASE

THE SECURITY
DEVELOPMENT

LIFECYCLE

. hc
LN

14, Create an Incident Execute Incident
Response Plan Response Plan

15. Conduct Final
Security Review

16. Certify Release and
Archive


https://www.microsoft.com/en-us/sdl

Secure Development Lifecycle

Microsoft products: Vulnerabilities reduction after SDL implemention
Windows: SQL Server:
45% reduction of vulns disclosed 91% reduction of vulns disclosed
one year after release three years after release
140
119
120
100
80
g0
q_u —
20
3
ﬂ -
Windows XP Windows Vista SQL Server 2000 SQL Server 2005
Before SDL After SDL Before SDL After SDL
Sources: Microsoft Security Blog and Microsoft TechNet Security Blog




Secure Development Lifecycle

1 CigitalTouchpoints

Z

SECURITY EXTERMAL
RECHIIREMEMTS REVIEW
ABUSE RIskE RISk=BASED
CASES AMALYSIS

\

/ \

SECURITY TESTS

\

CODE REVIEW

(TooLs)

PEMETRATION
TESTIMG

RISk SECURITY
AMALYSIS COPERATIONS

REQUIREMENTS
AND USE CASES

ARCHITECTURE
AND DESIGN

TEST PLANS

CODE

TESTS AND
TEST RESULTS

FEEDRACK FROM,
THE FIELD

AnEar-WaEhy Sof twark Seceity Series o'y

SOFTWARE
SECURITY

BuLoDimg SEcCcuRITY Ik

GARY HcERAL

Feremedd by Dan Eeer


http://www.swsec.com/resources/touchpoints/

Secure Development Lifecycle

A4

BSIMM
Z

Z Qnultiyearstudy of[109] reaiworld
software securitynitiative

Z 113 activities acrosk2practices,
organized into four domains

Intelligence

SSDL Touchpoints

Deployment

4. Attack Models (AM)
5. Security Features & Design (SFD)
6. Standards & Requirements (SR)

7. Architecture Analysis (AA)
8. Code Review (CR)
9. Security Testing (ST)

10. Penetration Testing (PT)
11. Software Environment (SE)
12. Configuration Management & Vulnerability Management (CMVM)


https://www.bsimm.com/

Secure Development Lifecycle

1 Caveat emptor
Z The real development process is much more complex

Z Details will depend on the technology of your product, the nature of your
businessculture of your company






