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Background /Motivation

e The problem:
o Use a lattice basis B to generate a probability distribution D on lattice A = L(B)
o Make D independent of B and A

e Example Motivation 1: Worst-case/average-case connection
o Goal: find short vectors in a given (fixed, worst-case) lattice A

o Want to map A to a random distribution R on an (average-case) problem R which does
not depend on A

e Example Motivation 2: Digital Signatures
o Generate lattice points (sigs) close to a target (msg) using a secret lattice basis BB

o Do not want signatures to “leak” information about secret basis B



Gaussian distribution 3/21

e Continuous gaussian distribution on R"

—rx;

o Pick each coordinate independently with probability p(x;) =¢
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o Point 7 has probability p(7) =[], p(x;) =[], AP DL e [

—7||Z

o Distribution D is spherically symmetric! p(7)=¢ I* depends only on || Z|

e Why 77 So that [_p(7)dZ=1. More generally, c+ s D has p.d.f. Sinp(fgg)

e Discrete Gaussian: pick Z from A with probability proportional to ~p(7)
o How? Possibly with the help of a basis B
o Still, probability p(7) depends only on Z € A, and not B

o Add (gaussian) noise to 7' to make distribution ~ uniform in R"(mod A)



Linear Transformations

12

e Let X be the gaussian distribution in R™ with Pr{z} =e "I
e Apply a linear transformation 7:R"™ — R¥. Is T'(X) still gaussian?
o Yes, if T'=() is an orthogonal transformation (Q'Q =1I)
o No, in general. E.g., consider T'(x1,22,...,2,) = (x1,2T2,...,n1Ty)
o Still, T(X) is an “ellipsoidal gaussian”
e If T is an arbitrary linear transformation
o A=T"'T is a symmetric, positive semidefinite matrix: 2! Az =||Ax[[* >0
o Diagonalize A= Q'S (Q where S =diag(s1,...,5,), 5,=20, Q'Q=0QQ'=1
o |Tz|?=a2'Az=2'Q'SQx=|v/S Qx|]* T(X) is an ellipsoidal Gaussian



Positive Definite matrices 5/21

Definition 1. A symmetric matrix A€ R™*"™ s positive semidefinite if v* Ax >0 for all x € R".
It is positive definite if ' Ax =0 if and only if x =0. (Notation: A=0, A>0)

e Partial ordering on symmetric matrices: A= B if (A —B) =0

e Any positive definite matrix can be written as A = Q'S Q where S =diag(s1,...,s,) with
s; =0 and () is orthonormal

o Change of coordinates z+ y= Qx. Then A maps x to ) _s; Y2
o A is positive definite if s; >0 for all ¢
e If s;=0 for i >k, then use only top k rows Q' to map z € R"— Q' x € R”

o x' Ax depends only on the projection y = Q' x



Ellipsoidal Gaussians 6/21

e T ¢ RFX™ R™— R” linear transformation, D,, = D} gaussian distribution on R"
o =T'T=Q!'SQ where Q €c R**", §=diag(sy,...,sk), V'S =diag(\/51,...,/5k)
T(D)=+/5 Q(D)

o () maps the gaussian distribution D,, to Dy

o /.S scales each dimension by /s;

o Output distribution depends only on 3: p(T'z) = ¢ " ITeI" = g w5z

o Write /2 for any 7" such that 7' T =X
Ellipsoidal gaussian with parameter /X, ¥ = 0: Pr{D s=ux}=Pr{yX D=ux}

o If ¥ =521 is diagonal, this is the same as the scaled gaussian s D



Discrete Gaussians 7/21

e Lattice A CIR", discrete gaussian Dy:

o VreA. Pr{z«— Dr}=p(x)/p(A)

o p(A)=> capr(x)sothat }° _ Pr{ize Dy}=1

o Informally: continuous gaussian distribution Pr{x} = p(z) conditioned on = € A
e Discrete Gaussian on cosets Vo € A +c. Pr{x« Dri.}=p(x)/p(A+c)
e Shifted Discrete Gaussian Dy . Vx € A. Pr{x« Dj .} =p(x —c¢)/p(A—c)

o Scaled Shifted Discrete Gaussian D, . 5

Priz) = p(JF(x —c))/p(\/F(A—c))



Linear Transformations on Discrete Gaussians

e T:R"™— R” linear transformation, DA,\/E discrete gaussian
e IsT'(Dy) a discrete gaussian?

o Yes, if T"is injective: T'(Dn) = D) 757

o No, in general: T'(A) may not even be a lattice!

o Assume T'(A) is a lattice. Then, T'(D, /) is well defined:

o Pr{y—T(D, »5)}=Pr{T '(y) — D, s} where T (y)={zecA:T(z)=y}

o But, is T'(D, /) a discrete gaussian on T'(A)?



Finite Abelian Groups 0/21

e Let I'C A be two lattices. Then G=A/TI'={x+ 12 € A} is a finitely generated group
Exercise 1. Any finitely generated group can be represented as A /T

e Assume [ is a full rank sublattice, then |G| =det(I") /det(A) is finite

e The dual lattices satisfy A CT'. Define the dual group G = f/f\

e The definition of GG does not depend on the choice of A, T’

e The dual group has size |G| =|G|. Why?



Vector Spaces 10/21

e For any finite abelian group G’ = (A /T), define V =G — C=CY
e Hermitean (scalar) product: (f, g) :ﬁzxer(a?) g(x)

o Characters: Y, () =e> %) where ve G=(I'/A) and y,: G— C

Remark 2. y,(x) does not depend on representatives for = +1'€ G and v + AeG:

A

(x+T,0+A) € (z,v)+ (@, A+ (T, 0)+ (T, A) C(z,v) + (A, A) = (z,0)

So, Xv(x) _ 627ri(<x,v>—|—Z) —e

2mi({x,v) e2miZ 2mwi{x,v)

e



Orthogonality of Characters 11/21

e Finite groups: G = (A /T"), G=(I'/A). Vector space: V =G — C =CC

o Characters {x,:v € G} CV where y,(z)=e>"{*") forall z€ G

Theorem 3. (Xuv, Xw) =0v,w

Proof. (xv, xv) = Eo[x0(2) xo(2)] = Eg[e*™ V%) e 202 = F, [1] = 1.

Now assume v #w, so (v —w) ¢ A and Iy e A.(v—w,y) ¢ 7 and G+ y =G

[627ri<v—w,:1:>] _Ex[e2ﬂi<v—w,x+y>] _ <XU7 Xw> 627Ti<v—w,y>

(Xvs Xw) =Ea[xo(7) xu(2)]=E
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Since 2™V =wY) L 1 it must be (x4, Yuw) =0. L



The Fourier Transform 12/21

e |G|-dimensional vector space: V = C“
o |G| =|G| mutually orthogonal vectors (X, Xuw) = 0.

e So, {x,:ve G} is an orthonormal basis for

e For any vector [:G—C inV
o f(x)= ZU Co Xo(T)

© CU:<f7XU>

e Fourier coefficients ¢, = (f, x,)
e Fourier Transform f:G— C, f(v)=(f, xv): f(v) :ﬁzxf@) o—27i(z,v)

e Inverse Fourier Transform f(x)= va(v) Yo(T): fx)=% f(v) p2mi(z,v)



Periodic Functions 13/21

e A function ¢: R" — C is periodic modulo A CR" if p(z)=@(x+wv) forall ve A
o (x)=dist(xz,A)
o p(x)=f(z+A)=3 cpflr+0)

e Assume p:R"™ /A — C is a “nice” function: ¢(x)~ @(M—ZJA> where |- [A: R" — A

o Restricting ¢ to %A gives a function ¢,: G, — C where G, = (%A)/AE Lg

o Fourier transform: ¢ @q—> C where @q:f\/(q A) and ¢, (v) = Ezea,[vq(x) Xo(T)]

e Fourier Transform for periodic function p: R" /A — C:

A

p(v) = lim Py(v) =Egern/ale(r) Xo(2)]

q— 00



Fourier Transform of Period Functions 14/21

o Fourier Transform: ¢(v) =limg . oc®q(v) = Ezcrn/alo(x) Xo(T)]

o Gy (A/qA)— C is periodic modulo ¢ A
o As g— o0, p: A —C
e Fourier Inversion: p(z) = Zveﬂgp(v) Xo(T)
o Characters x,: R — C are periodic modulo A

o Dual vectors v € A describes the high dimensional “fundamental frequencies” of ¢

o Each character is used with Fourier coefficient ¢(v)



Continuous Fourier Transform 15/21

e For any (non-periodic) function f:IR" — C such that [, |f(7)|dz < oo, define

A A

[R"—=C flo)y=| f(z)xu(z)de

e There is a corresponding inversion formula f(z)= f]Rnf(v) Xo(x)dv

but we won't use it!

—7||x

Theorem 4. The gaussian function p(z)=e I* has fourier transform p(x) = p(z)

Proof. Note that p(z) =[], p(x;). Then, use calculus. O



Poisson Summation Formula 16/21

Theorem 5. For any function f:IR"™ — C and lattice A CR"
f(A) =det(A) f(A)

and, more generally, f(x+A)=det(A)S" . f(v) xo(v, x)

UE[\

Proof. The Fourier transform of the periodic function p(xz)= f(z+A) is

det(A) / o SN T A= det(A) / F(2) xa(@)dz

rcR"™

This proves that $(v) =det(A) f(v). Then, use the Fourier inversion formula, and set 2 =0. [J



The smoothing parameter of a lattice

e Informal: amount of (gaussian) noise s that needs to be added to A to get ~RR"

e Notation 7.(A), parametrized by € > 0, usually £~ 0.

A

Definition 6. (Smoothing parameter) 7).(A) is the smallest s >0 such that p(s A) <1+e¢.

o p(A) may be large, but if we scale up the lattice lim,_oop(s A) = p({0}) =1
e Note 7.(cA) =cn(A) for all ¢ >0
e We say that A is e-smooth if 7.(A) < 1.

e s5>1.(A) if the scaled lattice A /s is smooth

Theorem 7. If A is e-smooth, then p(A +u) = (1+¢) det(A)



Proof of the Smoothing Theorem 18/21

Theorem. If A is e-smooth, then p(A+u) = (1+¢&)det(A)

o Assume p(A) <1+¢. Goal: p(A+u)~~det(A) up to relative error &

e Note that m = f(+) xu(-) for any f

e Using Poisson summation formula and triangle inequality

=) pv)

veEA

|p(A +u) — det(A
det(A)

< Y p) Ixa(®) = pA) ~1

veA\{o}

IN
™




Evaluating the smoothing parameter

o 1.(%Z)~ % =w(/logn) for negligible ¢ = 1/ned)

e For orthogonal sums A1 @& Ao, (A1 ® As) =A@ Ay and p(A; ® As) = p(Aq) p(As)
o n(A1® Ag) = max (n(A1), n(A2))

e Gaussian sums on cosets are maximized at p(A) = p(A +u)

o For any lattice basis B, 1.(B) < n.(B*)
Tail bounds and more (see lecture notes)

o For any halfspace 0 € H, p(A\ H) < p(h) p(A — h) where h=argmin{||h||: h € H}
o p(A\B()) <277 p(A)



Relation to other lattice parameters

Theorem 8. For any A CR", n-(A) <w(y/logn) A\i(A)  [Gram-Schmidt X;, < \,]

Theorem 9. For any A CR"™, n.(A) < Ai?\) [Dual distance \1]

Theorem 10. 7.(A) > p(A)//n [Covering radius 1]

Combining the last two bounds we get

Theorem 11. (Banaszczyk's transference theorem) For any lattice A C R"

1<2pu(A) M(A) <n



Application: Randomized Nearest Plane 21/21

e Bounded Distance Decoding: (B,t = B*{j) such that § = dist(¢, £(B)) is small

o Assume we have a relatively good basis, with large = min; ||b]||

o Using (Babai) nearest plane algorithm, we can solve BDD up to distance § < [3/2
e Consider a randomized version of the nearest plane algorithm (Klein/GPV):

o Nearest plane: round y,, to closest integer c¢,, and subtract ¢, b,, from target

o Instead: ¢, < Dy . s, where s,,=0o/||by,|| = n:(Z) for o =n(Z) || B¥||

o Squared distance: 6 = (¢; — y;)? ||b7||* with probability

H p(( [si)  ILip((ci—vi)/s1) _ p(d/o)
Z yz Si) [1;p(Z ] 5:) C



