CSE 127 Computer Security

Stefan Savage, Fall 2023, Lecture 17

Malware Il: Botnets and Cybercrime



So you’ve taken over 100,000 machines..

= Then what?

» Use machines together for some purpose

= Botnets



What’s a botnet?

= A network of compromised computers with a common
command & control system (C2)

- Each host called a bot

= The bot controller sends commands via the network to get botnet to
do something “en masse”

- Spam, phishing
— Denial-of-service [e.g., dirtjumper]
- Click fraud

- Stealing local data (e.qg. credit cards, passwords, bank account #'s, etc)
[e.qg., zeus, spyeye]

- cryptocoin mining

- Ransomware



Botnet Architectures

= Command and control (C2) structure

- Centralized:
* Old school (IRC server - Internet relay chat) or Web server
= Multiple servers for robustness (e.g, try round-robin among them)

- Peer-to-peer: self organizing
= Each host can be a worker or a proxy; decided dynamically
* Multi-level hierarchy forwards traffic back to controller

= Push vs pull designs
— Attacker sends out message to tell bots what to do (push)
— Worker bots “ask” for work to do (pull)



Example:
Storm peer-to-peer botnet

Bot master

HTTP proxies

Proxy bots

Overnet

Worker bots




Updating and recovery

= Virtually all bots today have auto-update capability
— Check C2 on start to see if there is a new version. If so, download from x
- Allows adding new features, fixing bugs and helps with resilience

= Resilience/recovery

- What happens if someone takes over your C2? (e.g., legal action)
How to keep from losing whole botnet?

— Alternate (i.e., backup) C2s
* Round-robin: if you can’t reach C2-3, then try C2-b, then C2-¢, etc...

* Domain Generation Algorithms (DGA): if can’t reach C2, then try domain name name

that is a function of the date (i.e., so attacker can regain control by registering
appropriate domain name at a future point in time)

— Digital signatures on updates (don't let someone else update your software)



Dealing with botnets

= Detection
— Detecting the malware
— Detecting network access to known C2s or using known botnet C2 protocols
— Allow “honeypot” computers to be infected and see what they do
— Infiltrate or takeover C2 and see which hosts connect to it (the infected ones)

= What to do?

- Get users to cleanup infected hosts (e.g., Microsoft Malware Removal Tool)
Quarantine from network (some ISPs do this)

Shutdown C2 (carefully) or disrupt its behavior
Takeover C2 and command bots to uninstall themselves (legal issues)



So.. what do attackers do with botnets?

= Originally... not much... have fun.

» Early 20005, some botnets used for DDoS



First major motivation: spam

= Before 2000, spammers could generally get away with sending lots of
spam from a server

= Spam-based blocklists become into being
— “Don’t accept e-mail from IP address 132.239.4.5"

» Effectively force spammers to use many different IP address

= First solution: open proxies
— Mail servers that will accept mail from any source
— Provokes blocklisting of such servers

= Botnets provide a solution



Economic Drivers

= Starting in 2005, emergence of profit-making malware

— Anti-spam efforts force spammers to launder e-mail through compromised
machines (starts with MyDoom.A, SoBig)

— "“Virtuous” economic cycle transforms nature of threat

» Commoditization of compromised hosts
— Fluid third-party exchange market (millions of hosts)

= Raw bots (range from pennies to dollars)
= Value added tier: SPAM proxying (more expensive)

" |Innovation in both host substrate and its uses
— Botnets: sophisticated command/control networks: platform
- SPAM, piracy, phishing, identity theft, DDoS are all applications
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Making money..

= Monetize platform of compromised host
— Generic resources: CPU, IP address, bandwidth, storage

- Unique resources: e-mail accounts, credit card numbers, bank accounts,
intellectual property

= Ultimately, must find a way to “cash out”...
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Click fraud

= Assumption:
— Click on ad is a customer

= Attack

— Deplete other ad budgets
— Click on own ads for revenue

» Defense in practice

— Try to identify fraudulent patterns
(e.g., many clicks from IP,
no sales, “kind” of hosts doing clicks)

— Refund money from those

Click Fraud in Action

© Click fraudsters use automated
programs to enter search terms

@ These automated robots click
on high paying ads, depleting
ad budgets and putting ads
on hold

© When ad budget is depleted,
lower paying ads can be
displayed for consumers

® Click fraudsters profit when
a sale results from a
consumer seeing the ad




Infostealers

» Infected machines gather information from the disk or as it is typed
and send it back

— Either via command & control channel
— Orto “dead drop” (e.g., public Web site that anyone can read, e.g. pastebin)

= Commercial use (e.g., Zeus/Spyeye)
- Gathering credentials for online services, banks, credit cards, etc

= Espionage use (e.g., Ghostnet/Flame)
— Gathering documents of value



Zeus example

) Zeus = Statistics - Mozilla Firefox
Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe
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Information:
S Information
rofile: M ;
GMT date: 11.03.2009 Total logs in database: 3677358
GMT time: 14:15:27 Time of first install: 19:59:26 13.02.2009
Statistics: Total bots: 3985
Total active bots in 24 hours: 678
— Summary
Botnet:
Online bots
Remote commands Installs (137) Online bots (578)
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Zeus example
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Infostealers

= Best infostealers can defeat two-factor authentication

" |In-browser malware
= Piggybacking
* Allow user to authenticate normally to bank

= Piggyback theft transaction (wire transfer) on this login

= Rewrite bank javascript as it arrives in the browser so the bank balance
is “fixed up” and theft transaction is invisible to user

- Social engineering
» Fake “chat” window (e.g., from Bank) asks user for second factor info

= Requires custom malware for each bank
(typically target one bank at a time)
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Cashout

» So... you've stolen a bunch of credit cards, or back account
credentials.... Now what?

= Direct monetization

- “White plastic”: create new cards and do cash withdrawals
(usually outsourced for 50% commission)

— Wire transfer (to other US bank), then *money mules” withdraw
money & transfer via Western Union

= Reshipping fraud

— Purchase goods online (dense value per pound) with stolen credit
cards and send to US address

— Reshipping mules receive item and reship to overseas location



Fraud: FakeAvV

Two vectors
- Infected machine pops up warning

— Compromised Web site creates fake warning for visitors

= Aside: search engine optimization (SEO) and abuse another big use for botnets
(i.e., poisoning Google search results)

Warning indicates that machine is infected

Looks like a real AV system

Offers to clean you machine if you subscribe (e.g., $50)



Fraud: FakeAvV

System Tasks A System scan progress
) View system information (= (=
s Shared Documents s My Documents
{L) Add or remove programs
9 8 trojans Q 12 trojans
(@ Change a settings
Hard drives
Other Places o - ¢
Local Disk (C:) v % "Quick System Scan Results
q My Network Places 9 49 trojans \|
(=} My Documents DVD 1 " —
2 : Windows Antivirus Pro detected
| Shared Documents d 4 I
G Controlband ° . \ dangerous spyware on your system!
) ' DVD-RAM Drive (E:)
gt
Details
(I Name Type alert level
My Computer Scan complete. 97 threats was founc @ M-case.win32 Spyware Average
System Folder U CoolwebSearch{CWS).win32 Spyware Danger
J I-worm.Sobig Wirus High
g Backdoor.SdBot.gen Virus Critical
Threats and actions: U TrojanDropper. J5. Mimail Virus Critical E]

Name

Ri

@ Email-Worm.Win32.Net  (ri
C
G

Detected malicious programs can damage your computer and

compromise your privacy. It is strongly recommended to remove them
immediately.

@ Email-Worm.Win32.Myd

@ Trojan-Downloader.Win

[ Remove Al ] [ Ignore ]
Description:
This program is potentially dangerous fo
personal information from your computer.

P .



Extortion: Ransomware

= Malware encrypts all files and requires machine’s owner to
pay to unlock

— Typically uses non-standard payment instruments: e.q., paysafecard, Bitcoin
- Will unlock data with payment
— Modern versions also exfiltrate data and threaten to release it if not paid

= Historically two kinds of lures:

- Fraudulent:

= We are the FBI/BKA/RIAA/etc.... You have copyrighted material, child pornography, etc... on
your machine... you will be brought to court unless you settle

— Straight out extortion (dominant today)
= Pay us or you'll never see your files again

= Transition to “"big game” hunting (big companies)
- Pay us or you won't get your data and we'll release your data to the world
- Big ransoms — enabled by liquidity in cryptocurrency space



Ransomware

ATTENTION!!

P
Location . Videa Recording
IPS
ON &
Your PC Is blocked due to at least one of the reasons specified below. =

You have been violating Copynght and Related Rights Law (Video, Music, Software) and illegally
using or distnbuting copynghted content, thus mfringing Article I, Section 8, Clause 8, also
known as the Copynght of the Criminal Code of United States of Amenica.

Article I, Section 8, Clause 8 of the Criminal Code provides for a fine of two to five hundred MoneyPak'

minimal wages or a deprivation of liberty for two to eight years.,

You have been viewing or distnbuting prohibited Pormographic content (Child Porno/Zoofilia and
etc). Thus violating article 202 of the Criminal Code of United States of Amenica. Article 202 of Code: Sum:
the Criminal Code provides for a deprivation of liberty for four to twelve years., r
' 100 ¢ :J

Illegal access has been initiated from your PC without your knowledge or consent, your PC may
be infected by malware, thus you are violating the law On Neglectful Use of Personal Computer. 11l 2:l3|L4llS5 |l 6 riiail.o
Article 210 of the Criminal Code provides for a fine of up to $100,000 and/or a deprivation of

liberty for four to nine years.,
e T —]



Ransomware

FC ryptoLocker

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc. Here is a complete list of encrypted files, and you can personaly verify
this.

Encryption was produced using a unique publc key RSA-2048 generated for this
computer. To decrypt files you need to obtain the private key.

The single copy of the private key, which will slow you to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a time
specified in this window, After that, nobody and never will be able to restore fies...

To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 300 USD / 300 EUR { similar amount in another currency,

Click «Next» to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate
Private key will be destroyed on destruction of the private key by server.

10/9/2013
4:25 PM

Time left

95:56: 35




Largest botnet
application: spam

= QOverview of spam and anti-spam

= Local research in spam economics
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Spam “applications”

- Marketing

= Selling goods/services

= Stock spam

* Advanced Fee Fraud (419 scams)
— Attraction (taking you to a site)

= Phishing/spear phishing

» XSS, CSRF attacks

= Drive-by malware

- Infection via attachments



Gathering targets

= Harvesting
- Web crawling (home pages, myspace, etc)
- News, Mailing list crawling

Malware harvesting
- Blind addressing

= Stealing lists from enterprises/providers

= Purchasing mailing lists
- Legal: opt-in
- Lots of illegal lists for sale
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How Email Works:
Quick Overview of SMTP (port 25)

Connected to mxl.mindspring.com

220 mxl - SMTP ready

helo test

250 mxl.mindspring.com

Hello abc.sample.com [220.57.69.37], pleased to meet you

mail from: test@sample.com

250 2.1.0 test@sample.com... Sender ok

rcpt to: Jjsmith@mindspring.com

250 2.1.5 jsmith... Recipient ok

data

354 Enter mail, end with "." on a line by itself
from: test@sample.com

to:jsmith@mindspring.com

subject: testing
John, I am testing...

250 2.0.0 elNMajH24604 Message accepted for delivery
quit
221 2.0.0 mxl.mindspring.com closing connection

. . ©2003 HowStuffWorks
Connection closed by foreign host.




More on e-mail

= A particular domain (e.g. ucsd.edu) has a small number of mail
servers for all outbound mail (e.g., smtp.ucsd.edu)

= However, it is possible for each machine to send mail directly



Sending spam

= Base message composition

= Mass mailing program
- Interface with target lists
— Add polymorphism/specialization/personalization
— Connect to delivery infrastructure

= Delivery infrastructure

- Send from own machine
= Can have many RCPT TO: addresses in one e-mail
Launder origin via open relays/proxies
Launder origin via Email service provider
Launder origin via botnet



Example: Send-Safe

® Send-Safe v2.19b (build 544) - C:\Program Files\Send-Safe
File Mail Help

pe Pl B4 Messages I@ Mailists | (B Riotation | % Settings | €8 Prosies | (8 Advanced | B Test

4

Fails: 654 821

SpecialOffer (v | ID:ombt1115 O New [ . X Delete
Deliverability: 87% .
Avg speed: 950244 mails/hour FROM Emails: FROM Aliases: TO Aliases: Attachments: (]
webmaster@indatate A Webmaster A
- Sending to comcast.net: 2 testdirectv@yahoo.cc Postm;sler =
“ #4  Sending to comcast johntacker@hotmail.c 4 Administrator
- z genl !nq to comcast 2 b i
= ding b t.net: O s LAY A
= #7: Sending to comcastunet: 4 mai. Sublects: BRZOGEG
: Sending to comcast.net: 2 mail Hil
Sending to comcast.net: 4 | |

: Sending to comcast.net: 4 Hello ! .

:  Sending to comcast.net: 2 How are you doing ?

: genninu to comcast.net: ;

H J H - - = W .

; 5:::;:: T e B Mailtext: I” HTML content LRa2oE@ G

g:::‘!"q to comcast.net: 2 {%R0OT:Dear {ZNAME %}|Dear Colleague![Hi {%ACCOUNT %)%} A

1 Sendi 7

i Sendi 2 mail The RBT Catalog came into existence in 2001 and in short three years

: g:{‘;‘ ng.to comcast.net: 4 mai has become one of the most successful catalogs on the market.

: Sending to corncast.net: 4 mails... For this, we are pleased, proud and grateful. I

Sending to comcast.net: 2 mails...
ge"‘ DI RO % rmails... e are pleased because our customers have confirmed our
T Sen ol Ycomcastmet T4 sl belief that if the products we offer are new, exciting,
Ll innovative and of excellent quality, they will be
purchased. v
|p Resume P StatN Il Pause < | 3
Leased until: 2004-06-24 16:56:56 01:57:15 gateway-s.comcast.net:25: 0 sent... Session time: 6.27 S [a
Credits Total: 10 000 000 01:57:15 comcast.net, 2 Mx[es] found: gateway-s.comcast.net. Processing 2 e-mails.
Credits Left: 996 063 01:57:16 gateway-r.comcast.net:25: 4 sent... Session time: 7.56 5 ) ] 7 &
Message Size: 1377 bytes 01:57:16 comcast.net, 2 Mx[es) found: gateway-s.comcast.net. Processing 2 e-mails. -
= — L

Total good proxies: 527. Using 317 fastest proxies. Reply time: minf§0.4534s, max=2.9521s Y/
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What to do about it?

Block reception

— Blocklisting

- Sender authentication
- Content filtering

Change economic model
— Charge sender per message

Change addressing model

Legal remedy
- CAN-SPAM act



Blocklisting

Detect spam

— Honey “clients” (dummy e-mail accounts)
— User reports (“click here to report spam”)
— Anomaly detectors plus inspection

Save the IP address that sent you the spam

Report to blocklisting service (“IP address 132.239.3.4 is a spam sender”)

Configure mail servers to validate each IP address against blocklisting service
before accepting e-mail ("don’t accept smtp traffic from 132.239.3.4")

Issues?



Sender authentication

Validate that purported origin domain could have generated the message
— From: biden@whitehouse.gov [132.239.1.2]

Sender Policy Framework (SPF)

— Do DNS lookup on domain, get list of IPs that are allowed to send mail for that domain;
validate

DomainKeys
- Mail header includes digital signature
— Recipient does DNS lookup on domain to get public key and verifies signature with it

Note same binding issues as with HTTPS. Spammer might register domain
(and hence set up SPF and DomainKeys) for whitehouse.net



Content filtering

* Phrase/keyword filtering
— Known suspect keywords (e.qg. Viagra, Cialis)

= Heuristics

— All CAPITAL letters, embedded images, came from estonia, spoofed header, IP
address space is dynamic, etc

= Learning approaches

- E.g., Bayesian filtering —train algorithm on known spam, known ham — certain
words (or combinations of words) happen more in spam (e.qg. Viagra). Use word
appearance as filter



How to evaluate anti-spam?

Its easy to catch 100% of all spam!
- Reject all messages

Its easy to never misclassify good mail
— Accept all messages

Need to know false positives and false negatives
- False positives are a big deal!

Tricky because most algorithms can be tuned... no single number



Remainder of today:
Spam economics (UCSD/ICSI)

* We tend to focus on the costs of spam
— >100 Billion spam emails sent every day [Ironport]
- >$1Bindirect costs —anti-spam products/services [IDC]
- Estimates of indirect costs (e.g., productivity) 10-100x more

* But spam exists only because it is profitable

¢ Someone is buying!

* Alternative
— Attack underlying economic support for spam



History of the
spam business model

= Direct Mail: origins in 19" century catalog
business

- |dea: send unsolicited advertisements to
potential customers

- Rough value proposition:
Delivery cost <
(Conversion rate * Marginal revenue)

= Modern direct mail (> $60B in US)

- Response rate: ~2.5% (mean per DMA)
- CPM (cost per thousand) = $250 - $1000

= Spam is qualitatively the same... just
quantitatively cheaper.




First: how spam-based
advertising works

o DNS Lookup

(A record)
—
DNS Lookup

(NS record) reg.ru
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Affiliate program structure

= Division of labor

— Affiliates handle advertising (e.g., spam, SEO)
= Independent contractors
= Paid 25-60% commission depending on program

— Affiliate programs handle backend
= Payment processing, customer service, fulfillment

= Sometimes hosting and domain registration

= Why?
— Transfer of risk: innovation risk vs investment risk
— Specialization lowers cost structure



Many affiliate programs..
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“Leaked” ground truth data
Glavmed, Spamit, Rx-Promo

= 185M in gross revenue, 1+ million customers, 1.5+ million purchases,
2600+ affiliates

Program Period Affiliates Customers  Billed orders  Revenue
GlavMed Jan 2007 — Apr 2010 1,759 584,199 699.516 $81m
Spamlt Jun 2007 — Apr 2010 484 535,365 704,169 $92m

RX-Promotion  Oct 2009 — Dec 2010 415 59,769 — 69,446 71,294 $12m




Heavy-tailed revenue
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Where does the money come from?




Demand for Spam-advertised Pharmaceuticals

= Purchasers are Western
- US (75%), US + Europe/Canada/Australia (91%)

» Demand is primarily for ED drugs
- 75-80% of orders
— Long tail of drugs for chronic conditions

— Abuse drugs also give high revenue
(opiates, benzos, stimulants)

= Demand not even vaguely saturated... new customers joining at
constant rate



Click Trajectories

= Click Trajectory project
— Find “bottlenecks” in the spam “value chain” (i.e., what lets them make money)
— Place where intervention could be most effective
= Resources with largest impact on profitability
= Highest switching cost for adversary

= Measure empirically
— Resources needed to monetize each piece of spam

— By playing the role of customer; at scale
* Three domains: pharma, replica, software

Levchenko, Pitsillidis and an amazing cast of 13 others...
Click Trajectories: End-to-end analysis of the Spam value chain, IEEE S &P, 2011




@ Feed Collection
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600+ orders later..

60



Result

= Most resources (domains, hosts, botnets, etc




Qualitative Timeline

11/2011: Microsoft starts merchant complaintactions

11/20/2011: BHVENAHME D earcadwestesengepera, g hacingsgewhlas smatarthele
bpok.aedw o tarocam s Maave avidpeshynozeaTdMelse EpFoed eramperaiystop
apeapting @M afficcm OEM Tpadwuka. fa1

J 4

2011-11-22 10:16:38Ctertingsodey @ gHapddoas stapped barnkang. Due
tp ttoisT aveoBaee an@ide pod e elsiB resa aos e o affilisstegppegrerméos the
gakptioniofiaurese lidhtoB peMspTOERS MPBOTO NPOLLECCUHTa.

1/23/2012 Remark by leading affiliate:
[\ — 3 « Thesunissetting on the OEM era”

McCoy, Kreibich, Voelker and Savage, Priceless: the role of
Payments in Abuse-advertised Goods,, CCS 2012.




Life

[219.03.2012, 11:56

TrafficDrive
Kon&cHulit naH
Perucrpaums: 10.05.2010

Coobuennii: 493
Babno: $57210

Q

is tough all around..

Ceifyac NPaKTUUeCKy Y BCeX NapTHEPOK Kyua AeKNalHOB, KaHLeNO0B U NEHAMHI0B, OT CaMUX NapTHEPOK He CUALHO 33BUCHT MMXO0, MPOCMATpHBaeTca obuan neyansHas KapTuHa, ebydas Busa nanut Hananmom ((
Mo NpobaemMHbIM CTPaHaM Bale NUCel|, Ha Nape NapTHePOK XOPoWo ek 50% NpoXoauT.

"Right now most affiliate programs have a mass of declines, cancels and
pendings, and it doesn't depend much on the program imho, there is a
general sad picture, fucking Visa is burning us with napalm (for problematic

countries, it's totally fucked, on a couple of programs you're lucky if you get
50% through).”



Summary

Malware detection is complex
= No foolproof way to tell if software is benign or not
= Arms race where malware authors innovate to stay undetected

Botnets are now a staple of e-crime

- Couple Iar%e numbers of compromised machines with central command
and contro

— Creates platform economy

Cybercrime

— Lots of ways to monetize access to someone’s computer (information,
access, bandwidth, etc)

— Click fraud, info stealers, ransomware, ddos, etc...
= Spam

= Direct marketing meets botnets ->100B spam/day

= Significant profit center for criminals

Sometimes most effective solutions aren’t technical



