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Transport Layer Security (TLS) II papers



DROWN paper

▪ What problem are they attacking?  Why now?

▪ Who are these people and why are they attacking this problem in this 
way?

▪ What is the goal? (i.e., how should you evaluate the paper?)



Context

▪ SSLv2 published in 1995, broken immediately
– Significant vulnerabilities to MITM attacks
– Length extension attacks

▪ But, still enabled as an option (esp for email) on millions of servers 
(how do we know?)

▪ Downgrade attacks
– What are they?  What is the risk?
– Is that what we’re dealing with here?

(i.e., is DROWN a downgrade attack?)



Big result: can break TLS using SSLv2 



Drown overview



TLS RSA Handshake



PKCS#1 v1.5



Bleichenbacher’s attack

This “padding oracle” is sufficient to break RSA



Bleichenbacher’s attack



Key (for this paper) differences between 
SSLv2 and TLS



Quick aside: abrievated US crypto wars

▪ Since cold war crypto classified as a munition for the purposes of 
export control (i.e., required a license from the DoD)

▪ Challenges from commercial use by PCs
– Deal struct in 1992 to allow export of 40bit crypto with low-level of review

▪ Clipper chip (1993)
– US govt proposes to mandate use of NSA-developed encryption alg (skipjack) 

with law enforcement escrow (LEAF)
– Huge bipartisan backlash (also crypto moves to commerce)

▪ 2000 
– Commerce liberalizes rules (key length restrictions removed – export license still 

required)



Important observation



Important observation



SSLv2 RSA Decryption Oracle



SSLv2 RSA Decryption Oracle



Basic DROWN Attack



Offline work



Takeways

▪ A problem in real life?
– How to decide?

▪ Lessons for future implementations?



HTTPS interception paper

▪ What problem are they attacking?  Why now?

▪ Who are these people and why are they attacking this problem in this 
way?

▪ What is the goal? (i.e., how should you evaluate the paper?)



HTTPS

▪ What properties does it provide?

▪ What problems does it present for those trying to implement 
network security?



Lots of products intercept HTTPS



MITM HTTPS Interception
How it typically works



Key idea

▪ How might you measure if HTTPS sessions are being intercepted?
– TLS data stream is transformed, but valid
– None of the HTTP elements are modified

▪ But can look for impossibilities
– i.e., what browsers could generate what TLS requests?



What do you see?



What the TLS handshake looks like



Firefox vs GnuTLS ClientHello



Interception oracle

▪ Painstakingly measure TLS/HTTP handshake data for each browser 
and browser version

▪ Make impossibility maps
– Combinations of User-Agent, TLSHello that should not be possible



Magic bit of measurement

▪ Gets three large data hosters to give him HTTP User-Agent and TLS 
Client data
– CloudFlare
– Firefox Update Server
– Set of E-commerce Web sites



Findings



Next question

▪ Assuming the interceptor is “benign”…

▪ What is the impact on session security?

▪ How would you decide this?



Impact on security



End-system vs network interception 
products



Discussion

▪ Methodology?

▪ What next?



Next classes

▪ Wednesday class cancelled

▪ Next week: Usable security and human factors


