Computer Science and Engineering, UCSD Fa21
CSE 107: Introduction to Modern Cryptography Instructor: Nadia Heninger
Homework 7 November 18, 2021

Homework 7

Due: Thursday, December 2 at 9PM.

You may discuss the problems in general terms in a group of size at most three. You are expected
to write up your solutions yourself. Please credit your collaborators on your submission. You may
use your course notes and slides to solve these problems.

This complements the PlayCrypt version of this problem set. You need turn in only the latter,
on Gradescope. This version is being given out so that you can see what the problems look like
in mathematical notation. Do not rename your homework files from hw7_probleml.py and
hw7_problem2.py. Submit both files in one Gradescope submission.

We suggest that you start with this version. Work out a solution using pencil and paper. Move to
implementation in PlayCrypt only after that.

As usual our convention is that the running time of an adversary does not include the time taken
by game procedures to compute responses to adversary queries.

Problem 1 [8 points] Let p be a prime of bit length k& > 1024 such that (p — 1)/2 is also prime,
and let g be a generator of the group G = Z;. Let ¢ = p—1. Consider the digital signature scheme
DS = (K, S,V) whose component algorithms are below, where the message m is in Zy:

Alg K
x> Z, ; X + MOD-EXP(g, z,p)

y <> Zy; Y « MOD-EXP(g,y,p)
return ((X,Y), (z,v))

Alg S((x,y), m)

If (m ¢ Z) then return L
z < (y +xm) mod ¢
return z

Alg V((X,Y),m, z)

if (m ¢ Z;) then return 0
if (# ¢ Z,) then return 0

if (Y - MOD-EXP(X,m,p)) mod p=MOD-EXP(g,z,p)) then return 1
else return 0

Present in pseudocode an O(k?)-time adversary A making at most two queries to its Sign oracle

and achieving Advi<™8(A) = 1. For operations other than integer addition, multiplication and

mod, your adversary should invoke algorithms from Lecture 9 Slide 35, such as those used above.



Problem 2 [12 points| Let p be a prime of bit length k£ > 8 such that (p — 1)/2 is also prime.
Let g, h be two different generators of the group G = Z;. Let CS = (P,C,V) be the commitment
scheme whose constituent algorithms are as follows, where the message M is in Z,_1:

< (g, h) K&Z, If {K,M} < Z,_1) then return 0
Return = Cy « (¢ - hM) mod p Ct + (g% - PM) mod p
Cy + (M + K)mod (p—1) C5 « (M + K) mod (p — 1)
Return ((Cy, Ca), K) If ((C1 =C1) and (Cy = C%)) then return 1
Return 0
1. [6 points] Present in pseudocode an O(k?®)-time adversary A making one query to its LR

oracle and achieving Adv2ide(A4) = 1.

2. [6 points] Present in pseudocode an O(k)-time adversary A such that AdvgiEd(A) = 1.
(Hint: What is the value of g®®~1/2 mod p, and why?)




