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= Stefan Savage
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About me

| work primarily on applied computer security research

= Research \ C

— I" m director of the Center for Networked Systems (CNS) on campus and the
Center for Evidence Based Security Research (evidencebasedsecurity.org) w/UCSD and UCB.

- Lots of work on security measurement, ecrime, security of cyberphysical systems (esp cars and /ﬁ\,&
o
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= Policy
- National Research Council's Cybersecurity Research group CSTB
- Institute for Defense Analysis’ ISAT advisory group PEN
- National Science Foundation CISE Advisory Committee IDA
- Way too much time in D.C. ———

- | co-teach the graduate cybersecurity policy class in GPS

* Industry

— Asta Networks (defunct anti-DDoS company) gooe: netw;:I:s.>
- Netsift (UCSD-originated worm defense company) -> Cisco Net_jft

— Afairamount of consulting...



How I got into security..

Originally OS kernels...

and networking...

= Came to Security by accident
— Misbehaving TCP receivers —think like a bad quy
— DDoS traceback —in response to 2000 attacks

= Startup asta:..o»

®eee Networks
and... <

synchronicity (David Moore @ UCSD found indirect evidence of spoofed
DoS attacks, hmmm... general analysis possible)

Startup was a huge failure, analysis technique was golden

= Code Red -

— Same technique allowed measuring worm outbreaks ﬁggj Rt

— Interest * opportunity snowballed... .
"" ¢ e ,z'

www.caida.org
Number of hosts infected with Slammer: 74, 855 Copyright© 2003 UC Regents



What are we (UCSD)
known for in security?

= Measurement
— Cybercrime: Malware, spam, captcha solving, ad fraud, account abuse, etc
- Attacks: worms, scanning, ddos, breaches
— Defenses: threat intelligence, cyber hygiene

= Embedded security

- Vulnerabilities in automobiles, voting machines, airplanes, credit card skimmers,
medical devices

= Web security and PLsec
— Cookies, information flow

* Intersection of crypto and sec

= Check out cryptosec.ucsd.edu (also sysnet.ucsd.edu)



Goals and non-goals of this course

Goals

— Learn how to read papers; not just for content but context (why does this paper exist?)
- Explore range of current problems and tensions in modern computer security

— Understand how to identify security issues in your own work and how to address them
— Figure out if security is an area of interest for you

— Get feet wet in security research
(research project)

Non-goals

— Review of all standard security mechanisms
= Read atextbook or take CSE127

- Significant examination of applied cryptography
= Take one of our great crypto courses



Readings

= There is no textbook for this class
— We'll read a bunch of papers and occasionally from some books SWILEY

Security
Engineering

= However, in general | recommend:
- SeCUrlty Eng|neer|ng by ROSS Anderson 055 Anderson SECOND EDITION

Freel

= Forthose who want some general “backup”,
check out

— The Craft of System Security 7 L
= Authors: Sean W. Smith, John Marchesini THE CRAFT OF

SYSTEM
SECURITY



http://www.cl.cam.ac.uk/~rja14/book.html

Topics we’ll be covering

* Human factors/usability
= Measurement/analysis studies

= System design/implementation
— Protection, small TCB, etc

* Information exposure
— Privacy, anonymity, side & covert channels

= Software vulnerabilities & malware
— Vulnerability research, viruses, botnets, defenses, etc

= |'m open to more topics... got any?



The work in this class

* Reading

— Lots of it and we expect you to do it for class discussion

= Discussion in class

— The papers and concepts we've covered
- 15% of grade is participation

* Project
— This is the purpose of the class (85% of grade)

No other homework, midterm, or final

10



Projects

Some kind of research project in security

Best in a group of 2-3
— If you can't find partner(s) let us know and we can try to help

Please try to form group by Oct 8th
- Send me and Ariana e-mail identifying your group members by then

Initial project proposals due Oct 15th
- One page

- What you would like to do, why it is interesting, how you plan to do it, what the challenges/risks are
(and/or what resources you need)

- We will go over proposals and ok project or help you refine

Ultimately 6 pages and short talk (10-15mins)
- High standards: we've published well over a dozen papers from this class



Some class project alumni..

Privacy-preserving attribution of IP

‘When Good Services Go Wild:
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Modern automobiles are complex distributed systems in
which virtually all functionality — from acceleration and
braking to lighting and HVAC — is mediated by com-
puterized controllers. The interconnected nature of these
systems raises obvious sccurity concerns and prior work
has demonstrated that a vulnerability in any single com-
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coupled into their vehicles, they could be updated during
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can be discovered, and compromised by a re-
mote attacker and we demonstrate that such a compro-
‘mise allows arbitrary remote control of the vehicle. This
problem is particularly challenging because, since this is
(ermarket equipment, it cannot be well addressed by
‘automobile manufacturers themselves.

1 Introduction

Telematic control units (TCU) are the embedded devices

underlie the “connected car” concept. They intercon-
nect existing in-vehicle electronic control units (ECUs)
with outside systems to provide new services and fea-
tures, These TCUS can be divided into those sold and
integrated by the OEM itself (e.g., such as GM's On-
St Ford's Sync, tc.) and those s e the sl
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small “dongles” that interface with automotive systems
through the mandated On-Boerd Diagnostics port (OBD-
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located under the driver’s side dashboard. A series of
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car’s operation (most of this is defined in SAE standerds
11979, 12012, and J2178). In addition, it is common that
the physical OBD-II port also provides access to the ve-
hicle's internal networks (typically one or more CAN
buses) for monitoring additional, vehicle specific, infor-
‘mation. In spite of the fact that most aftermarket TCUs
are designed for monitoring only, CAN is a multi-master
bus and thus any device with a CAN transceiver is able
10 send messages as well as receive, This presents a key
security problem since as we, and others, have shown,
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ket (e, ’s, Automatic Lab’s Auto-

‘matic, Delphi’s Connect, etc.) In prior ok e demon-

strated vulnerabilities in the former class of such devices,

showing that certain OEM provided TCUs allowed both

local and remote compromise and subsequent takeover
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by Exploiting Physical Variations
Pravin b, Ameen Akl Laurs M. Grogp, Wi Kei S, Y,
. Edvard S, Edin Kas?, 1 Siven Swans’

UC Sun Dicgo, LaJolla CA 92093
* Cornel Univrsiy, Bhca NY 14853

Absiract We el seven techoiqcs for cxrcing i signaues from
NAND flash devics b cn bservable effcts of eoces vasiaion. Fourof

sped, robunoess, randomncs, 154 wes imposed o e s devie We e
scrbe o 10 s e sgnstres 0 prevee: comsericiing and unuely deity

tronic device. Personalized services, digial rights managemnent, und authenticaion

At the sam tin, the growing cconomic importance and popularity of clctronic
devices has provided criminal with incentives o sel countefet ems. Countrfet
2nd in cutrte clectronics boutiques around the workd. Cousterfetes may surepi-
tiously insert fake devics ko the supply chuin o sell fabicaed,look-aike models

i user, and econormic loses.

Due 1o the widespread use of fash memory, an idendificaton or authentcation
scheme based on flash memory would be widely spplicable. Plash mermory suffers
from idiosyncrasics such as unprodiciable scces lteocies and ¢ ange of relability
problems.
process variation, s the same variabilty can serve & the bass for exractng unique
signatures from fash devices.




Generally speaking

* Most projects will fall into the category of:

— Analysis: evaluate the security of a system of interest

— Attack: identify some new attack/vulnerability, develop/test it and discuss the
possible ramifications, mitigations, etc

— Measurement: measure some aspect of adversarial behavior (real or
potential),user behavior, code behavior, characterize it, explore its limits, etc

- Design/Implementation: design and/or build a new system that addresses a
problem in a new way



Things to thing about..

* Pick good problems
— Why is this problem interesting or will become interesting?

- Look at what others are doing:

» Academic conferences: USENIX Security, ACM CCS, IEEE S&P, NDSS, UIST, DIMVA, RAID,
LEET, WOOT, PETS, eCrime

* Non-academic conferences: BlackHat, Defcon, HITB, ShmooCon, INFILTRATE, various blogs

* Pick problems that are achievable
- What resources would you need to investigate the problem?

* Think about how to evaluate your work



Random ideas

* On the class Web page (shortly)

— Thisis not a list you must pick from!

- Just examples to give you ideas and make sure you understand how broad the
scope is



Resources for projects

Data: lots of spam, malware, various kinds of traffic traces
= Computing: servers, network bandwidth

» Equipment: telescope, DSLR camera, lots of low-level stuff in the embedded lab
(scopes, probes, etc), fingerprinting supplies

= Lots of experience in doing unusual things

* If there is something you need to do your project and you're not sure
how to get it — ask.



Questions about project?



What is security?

* Merriam-Webster online dictionary:

Function: noun
1 : the quality or state of being : as a : freedom from danger : b:
freedom from fear or anxiety c : freedom from the prospect of being laid off
<job security>

2 a: something given, deposited, or pledged to make certain the fulfillment of
an obligationb:

3 : aninstrument of investment in the form of a document (as a stock certificate
or bond) providing evidence of its ownership

4 a : something that : b (1) : measures taken to guard
against espionage or sabotage, crime, attack, or escape (2) : an organization or
department whose task is security


http://www.m-w.com/dictionary/secure
http://www.m-w.com/dictionary/safety
http://www.m-w.com/dictionary/surety
http://www.m-w.com/dictionary/secures
http://www.m-w.com/dictionary/protection

Computer security?

* Most of computer science is about providing functionality:
- UX/UI
— Software Architecture
- Algorithms
- Operating Systems/Networking/Databases
— Compilers/PL
— Microarchitecture
- VLSI/CAD

= Computer security is not about functionality

= |tis about how the embodiment of functionality behaves
in the presence of an adversary

= Holistic property
- "“Software security is about integrating security practices into the way you build
software, not integrating security features into your code” — Gary McGraw



History: two competing philosophies

= Binary model [secure vsinsecure]
— Traditional crypto and trustworthy systems
— Assume adversary limitations X and define security policy Y
- IfY cannot be violated without needing X then system is secure, else insecure

— You know people are invoking some version of this model if they say “proof of
" “trustworthy systems”

"\

security”, “secure by design

* Risk management model. [more secure vs less secure]

— Most commercial software development
(and much real-world security... e.g., terrorism)

— Try to minimize biggest risks and threats
— Improve security where most cost effective (expected value)
- You know people are in this model if they use the words “risk”, “mitigation”,

"\

"defenses”, “resilience”, etc.



Classic example (binary model):
perfect substitution cipher

P1P2P3 -.- Pn
® bybybs... b,
C{Cy, C3 ... Ch,

e Invited by combination of Vernam & Mauborgne (~1919)

e Choose a string of random bits the same length as the
plaintext, XOR them to obtain the ciphertext.

e Perfect Secrecy (proved by Claude Shannon)

+ Probability that a given message is encoded in the ciphertext is
unaltered by knowledge of the ciphertext

+ Proof: Give me any plaintext message and any ciphertext and |
can construct a key that will produce the ciphertext from the
plaintext. Zero information in ciphertext



Classic example (risk management):
Concrete barricades

* Preventincursion by car bombers




Problems with the binary model:
Abstract designh != Concrete artifact

* Many assumptions are brittle in real systems
- Real artifacts fragile, imperfect, have bugs/limitations
= Don't do precisely what spec says or documentation says
= E.g., whatis aninteger?
- Large gap between abstraction and implementation

» Example: secret key in chip used to decrypt data; key leaks via the current the chip
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Problems with the binary model:
security evolution

* As engineers, we often delude ourselves into thinking that we
understand our own creations

- orthat we can create complex systems to do only what we meant them to do

= But ... nobody knows how these systems really work

- Complexity of computer systems is approaching complexity of biological
organisms

= 3 billion base pairs in human genome
= 10+ billion transistors in modern CPUs

* Complex systems co-evolve with attacks against them

- How we use systems, how we depend on them and how they might be attacked -
all change over time

- Systems deemed secure today may not be resilient to new threats



Problems with the risk management model:
One vulnerability can matter..




Problems with the risk management model:
You never win

= Creates arms race — forced co-evolution

Adversary
invents
new attack

Defender creates
new defense

* The best you can hope for is stalemate



Problems with the risk management model:
How to measure

* Its fine to say security is a spectrum, but how to evaluate risk or
reward?
— How many units of security does your anti-virus product give you?

* Big question: how do we measure security?
- How is this different from car safety?
— Ordrug safety?



Key meta issues 1in Security

= Policy

= Assets, Risks & Threats
= Value

= Protection

= Deterrence



Policy

What is a bad thing?

Remarkably tricky to define for known threats

— The software on your computer likely has 100s of security options... How should
you set them?

- What might be a good security policy for who gets to access faculty salary data?

Even harder for unknown threats
- SPAM

Should a highly privileged user have more rights on a system or less?



Assets, Risks & threats

= Assets
- What you want to protect

= Threats

— Actions likely to cause damage, harm or loss

— Includes both kinds of attacks (e.%., virus, social engineering) and
kinds of attackers (e.g., script kiddie vs state sponsored actor)

— Need to reason about requirements of each threat (what capabilities does the attacker need) and
what it enables (what harm might come? What motivations might drive such a threat)

= Risk
- What is the potential likelihood of a something bad happening (i.e., what threats are likely)

* These tend to be well formalized in some communities (e.g. finance sector) and less
in others (e.g. energy sector)

= We'll talk more about threat models next class...



Value

* What is the cost if the bad thing happens?

* What is the cost of preventing the bad thing?

» Example: credit card fraud

— Who pays if someone steals your credit card #
and buys a TV with it?

» Example: Permissive Action Links for
nuclear weapons

- http://www.cs.columbia.edu/~smb/nsam-160/pal.html




Protection

* The mechanisms used to protect resources against threats
— This is most of academic and industrial computer security

* Many classes of protections
- Cryptographic protection of data
- Software guards
- Communication guards
— User interface design (protect user against own limitations)

» Can be either proactive or reactive



Deterrence

* There is some non-zero expectation that there is a future cost to

doing a bad thing
- i.e. going to jail, having a missile hit your house, having your assets seized, etc
— Criminal cost-benefit: My, + P, > O, + O,P P, iclarkanavis 5]

= My: Monetary benefit

* Py : Psychological benefit

= O : Cost of committing crime

* Oqn : Monetary cost of conviction

= P, : Probability of getting caught

= P. : Probability of conviction

* Need meaningful forensic capabilities
- Audit actions, assign identity to evidence, etc
— Must be cost effective relative to positive incentives



That’s 1t for today

* For next time, read
— Low-level Software Security by Example
- Exploit Programming: From Buffer Overflows to "Weird Machines”

* Write down questions you have as reading

» Also, spend a few minutes looking into the background of the
authors and the citations and ask yourself:

— Why are they writing this paper? Why them? Why then? Why there?



