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Midterm 
The midterm will cover - 

1. Topics discussed in lecture
2. Research papers from the homeworks
3. Textbook readings from Unit 1 and Unit 2



HW 3&4 Clarifications

1. The client will not request a directory, except for the case where the 
request is of the type - 

GET / HTTP/1.1

In which case you have to return ‘/index.html’

2. As mentioned in the spec, the clients will only request jpeg, png and html 
file types



What is Concurrency
Concurrency is the ability of an algorithm or program to run more than one 
task such that their progress overlaps in time.

Concurrency does not necessarily mean parallelism.



2 Different approaches for Web server

● Multi-threaded approach: a new thread for each incoming connection

● Multi-process approach: will create a new process to handle an 

incoming web request



Multithreading



What is a thread?
The smallest sequence of programmed instructions that can be managed 
independently by an OS scheduler

● When starting a program, a process is created.
● Every process has a unique set of virtual memory, files, code and 

resources.
● A process consists of one or more threads that run the code.
● Every thread in a process accesses the same memory while running.
● When changing the value of a global variable in one thread, all threads 

then see the new value.



Process vs Thread
● A thread is Lightweight
● It is a Unit of CPU utilization while 

process is a unit of Resource 
Allocation

● Multithreading faster than 
Multiprocessing.

● Threads have shared memory 
while processes use IPC

● A thread belongs to a process



Single-threaded vs Multi-threaded



Creating threads in python
Multi-threaded programs using the threading module - 

1. The Global Interpreter Lock  and its implications - 
a. Only one thread can take a lock on the python interpreter, i.e only one thread can be in 

the state of execution at a time.

b. This is done because python uses reference counting to manage memory.

c. This is a problem in CPU bound multi-threaded programs but for IO bound applications 

like the HW4 server we can use this module.



GIL



Threading module and thread module
The threading module builds on top of the thread (or _thread) module in 
python

For hw4 you can work with the threading module



Creating a thread in python
threading.Thread(group=None, target=None, name=None, args=(), kwargs={}, *, daemon=None)

1. group - this is for future implementations and can be ignored for now.
2. target - the function that you want to invoke as a separate thread
3. name - a unique name for each thread, defaults to ‘Thread-N’
4. args - the tuple of arguments that will be passed to target, pass in comma 

separated variables
5. kwargs - a dictionary of keyword arguments for the target invocation.
6. daemon - whether thread is daemonic, i.e whether it runs in background



Python example



Race condition
Race condition is a condition where the outcome of the program 
depends on the relative execution order of one or more threads.

● Simple lines of code often require several assembly instructions to 
implement.

● Strange behavior in concurrent programs is usually caused by a race 
condition.

● A race condition is when multiple threads try to access the same data 
simultaneously. The final result of a race condition is unpredictable.



Race condition: Example
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Synchronization and locks
To avoid race conditions, we need to use synchronization.

Synchronization uses special objects to make threads work in unison.

These objects are called synchronization primitives.

These primitives have invariants that make it possible to avoid race 
conditions.

The simplest object is a lock, and is usually called a mutex (“mutual 
exclusion”).



Mutexes
A mutex has two states: locked, and unlocked.

A thread that has locked a mutex is said to be holding the lock.

A mutex has certain rules, or invariants:

● Only one thread can hold a lock at a time.
● A mutex can only be locked if it is currently unlocked.
● Only the thread holding the lock can unlock the mutex.
● A thread trying to lock an already locked mutex must wait until it is 

unlocked.

This prevents other threads from modifying objects at the same time.



Deadlocks
A deadlock is a state, in which at least two 
threads are blocked, because each thread is 
waiting for release of some resource with 
which other thread works, before it releases its 
own resource.



Multiprocessing in python

● Multiprocessing using the ‘multiprocessing’ module in python
● The API exposed is very similar to the threading module
● Spawns separate processes instead of threads.



multiprocessing




