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Electronic Payment System
❖ Payment system allows people to pay each other

❖ Example: paper checks allow you to draw on money 
stored in your account to pay someone else

❖ Can we create an electronic analog?



Electronic Analog of Checks

❖ Checks guarantee

• To payer: her bank will only honor a properly signed check

• To payee: payer’s bank will honor check and issue payment
• Subject to availability of funds

❖ How do we provide this electronically?

❖ Main concern is integrity/authenticity



Example of a Check

UC Regents

One hundred twenty-seven and 15/100
127.15

James Morrison (signed)

Dec. 7, 2017



Elements of a Check

Payee name

Amount (spelled out to make tampering obvious)
Amount

Signature (authentication)

date to pay



Electronic Analog of Checks

❖ Create digital document giving:

• Payer name and account number

• Payee

• Amount

❖ Sign with payer’s digital signature

• Tamper-proof

• Authenticated



Bitcoin Transactions

❖ No individual identifiers, only accounts

❖ Account: public-private key pair

❖ Bitcoin value associated to a public key (wallet)

• Need private key to spend wallet value

• Wallet creation is zero cost

❖ No explicit link to real identities



Bitcoin Transactions

❖ All transactions recorded in shared public ledger
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❖ No explicit link to real identities
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(change)







Problem: Double Spending
❖ Transactions draw on output of prior transactions

❖ How do we ensure there is no double-spending?

• Double spending: spending output of same transaction twice

❖ Make entire ledger public!

• Anyone can verify if transaction has been spent

• Need to commit transaction to ledger for it to be valid

❖ All participants in Bitcoin system  have copy of ledger

• Can browse the ledger at blockchain.info








