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Invited Paper

Abrtmet-This tutorid paper explores the mechanics of protecting
computer-stored informstion fromunauthorized use or modification.
It concentrates on those architectural structures-whether hardware or
aoftware-that are necessrry to supportinformationprotection.The
papa develops in three. main section& Section I describes deaired
functions,design principles,and examples ofelemmtary protection and
reader
h n i h with
computers
authentication mechanismr Any
show find the T i section to be reasonably accessiile.Section II
requirea some famlliuity with d&ptor-b8sed computer
architecture.
It examines in depth the principles of modem protection architecturea
and the relationbetweencapability systems and access control list
systems, and en& with a brief analysis of protected subsystems and
protectedobjects.Thereaderwho
is dismayedbyeither
the prerequisites or the level of detail in the second section may wish to skip
to Section III, which reviews the state of the art and current research
projects and providessuggestions for further read@.

T

GLOSSARY

HE FOLLOWING glossary provides, for reference,
brief definitions for several terms as used in this paper
in the context of protecting information in computers.

Access

Access control list
Authenticate
To

ability
The
to makeofuse
information
stored in a computer system. Used frequently asa
verb, tothehorror
of
grammarians.
A list of principals that are authorized
to have access t o some object.
verify the
identity
of person
a
(or
other agent external to the protection
system) making a request.
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Authorize
Capability

Certify
Complete isolation

Confinement
Descriptor
Discretionary

Domain
Encipherment

Grant
Hierarchical control

To granta principal access to certain
information.
Ina computer system, anunforgeable
ticket, which when presented can be
taken asincontestable proof thatthe
presenter is authorized to have access
to theobject named in the ticket.
To check the accuracy, correctness, and
completeness of a security or protection
mechanism.
A protection system that separates
principals intocompartments between
which no flow of information or control
is possible.
Allowing aborrowed program t o have
access to data, while ensuring that the
program cannot release the information.
A protected value which is (or leads to)
the physical address of some protected
object.
(In contrast
with
nondiscretionary.)
Controls on access to anobject that
may be changed by the creator of the
object.
The set of objects that currently may be
directly accessed by a principal.
The(usually)
reversible scrambling of
data according to a secret transformation key, so as to make it safe for transmission or storage in a physically unprotected environment.
To authorize (s.v.).
Referring t o ability t o change authorization, ascheme in which the record of

has provided some useful principles that can guide the design
and contribute to an implementation without security
flaws.
Here are eight examples of design principles that apply particularly to protection mechanisms.’
a)Economy of mechanism: Keep the designas simple
and small as possible. This well-known principleapplies to
any aspect of a system, but it
deserves emphasis for protection mechanisms for this reason:
design and implementation
errors that result in unwanted access paths will not be noticed
during norqal use (since normal use usually does not include
attempts to exercise improper access paths). As a result, techniques such as line-by-be inspection of software and physic31
examination of hardware that implements protection mechanisms are necessary. For such techniques to be successful, a
small and simple design is essential.
b) Fail-safe defaults: Base access decisions on permission
rather than exclusion.
This principle, suggested by E. Glaser
in 1965,* means that the default situation
is lack ofaccess,
and the protection scheme identifies conditions under which

small and simple design is essential.
b) Fail-safe defaults: Base access decisions on permission
rather than exclusion.
This principle, suggested by E. Glaser
in 1965,* means that the default situation
is lack ofaccess,
and the protection scheme identifies conditions under which
access is permitted.Thealternative,
in which mechanisms
attempt to identify conditions under which access should be
refused, presents the wrong psychological base for secure system design. A conservative design must be based on arguments
why objects should be accessible, rather than why they should
not. In a large system some objects will be inadequately considered, so a default of lack of permission is safer. A design
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mistake in a OFmechanism
that gives explicit
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plicitlyexcludes access tends to fail by allowing access, a
failure which may go unnoticed in normal use. This principle
applies bothtotheoutwardappearance
of theprotection
mechanism and to its underlying implementation.
c)Completemediation:
Every access to every object
must be checked for authority. This principle, when systematically applied, is the primary underpinning of the protection
system. It forces a system-wide view of access control, which
inadditiontonormaloperationincludesinitialization,
re
covery,shutdown,andmaintenance.Itimpliesthatafoolproof method of identifying the source of every request must
be devised. It also requires that proposalsto gain performance
by remembering the result of an authority check be examined
skeptically. If a change in authority occurs, such remembered
results must be systematically updated.
d)Open design: The design shouldnot be secret [27].
The mechanisms should not depend on the ignorance ofpotential attackers, but rather on the possession of specific, more
easily protected, keys or passwords.
This decoupling of pro-

be devised. It also requires that proposalsto gain performance
by remembering the result of an authority check be examined
skeptically. If a change in authority occurs, such remembered
results must be systematically updated.
d)Open design: The design shouldnot be secret [27].
The mechanisms should not depend on the ignorance ofpotential attackers, but rather on the possession of specific, more
easily protected, keys or passwords.
This decoupling of protection mechanisms from protection keys permits the mechanisms to be examined by many reviewers without concern that
the review may itself compromise the safeguards. In addition,
any skeptical user may be allowed to convince himself that the
systemhe is about to use is adequatefor his p ~ r p o s e . ~Finally, it is simply not realistic to attempt to maintain secrecy
for any system which receives wide distribution.
e) Separation ofprivilege:Where
feasible, aprotection
mechanism that requires two keys to unlock it is more robust
and flexible than one that
allows access to the presenter of
only a single key. The relevance of this observation to com-
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nally, it is simply not realistic to attempt to maintain secrecy
for any system which receives wide distribution.
e) Separation ofprivilege:Where
feasible, aprotection
mechanism that requires two keys to unlock it is more robust
and flexible than one that
allows access to the presenter of
only a single key. The relevance of this observation to computer systems was pointed out by R. Needham in 1973. The
reason is that, once themechanism is locked, the two keyscan
be physically separated and distinct programs, organizations,
or individuals made responsible for them.
From then on, no
single accident, deception, or breach
of trust is sufficient to
compromise the protected information. This principle is often
used in bank safe-deposit boxes. It is also at work in the d e
fense system that fires a nuclear weapon only if two different
peopleboth give thecorrectcommand.Inacomputer
system, separated keys apply
to any situation in which two or
moreconditionsmust
be metbefore access shouldbe permitted. For example, systems
providing userextendible protected data types usually depend on separation of privilege for
their implementation.
f ) Least privilege: Every programand every user of the

mitted. For example, systems
providing userextendible protected data types usually depend on separation of privilege for
their implementation.
f ) Least privilege: Every programand every user of the
system should operate using the least set of privileges necessary to complete the job. Primarily, this
principle limits the
damage that can result from an accident or error.
It also r e
duces the pumber of potential interactions among privileged
programs to the minimum for correct operation, so that unintentional,unwanted,orimproper
usesofprivilege
are less
likely to occur. Thus, if a question arises related to misuse of
a privilege, the number of programs that must be audited is
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minimized.
another
way, if a mechanism
can provide
“fiiewalls,” the principle of least privilege provides a rationale
for where to install the firewalls. The military security rule of
open
principle
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for where to install the firewalls. The military security rule of
“need-to-know” is an example of this principle.
g) Least common mechanism: Minimize theamount of
mechanism common to more than one user and depended on
by all users [ 281. Every shared mechanism (especially one involving shared variables) representsa potentialinformation
path between users and must be designed with great care to be
sure it does notunintentionally compromisesecurity.Further, any mechanism serving all users must be certified t o the
satisfaction of every user, a job presumably harder than satisfying only one or a few users. For example, given the choice
of implementinga new function as a supervisor procedure
shared by all users or as a library procedure that can be handled as though itwere the user’s own, choose the latter course.
Then, if one or a few users are not satisfied with the level of
certification of the function, they can provide a substitute or
not use it at all. Either way, they can avoid being harmed by
a mistake in it.
h) Psychological acceptability: It is essential thatthe
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shared by all users or as a library procedure that can be handled as though itwere the user’s own, choose the latter course.
Then, if one or a few users are not satisfied with the level of
certification of the function, they can provide a substitute or
not use it at all. Either way, they can avoid being harmed by
a mistake in it.
h) Psychological acceptability: It is essential thatthe
humaninterface be designed for ease of use, so that users
routinely and automatically apply the protection mechanisms
correctly. Also, to the extent that the user’s mental image of
his protection goals matches the mechanisms hemust use,
mistakes will be minimized. If he must translate his image of
his protection needs into a radically differentspecification
language, he will make errors.
Analysts of traditional physical security systems have suggested twofurther design principles which, unfortunately,
apply only imperfectly to computer systems.
a) Work factor: Compare the cost of circumventing the

a) Work factor: Compare the cost of circumventing the
mechanism with the resources of a potentialattacker.The
cost of circumventing, commonly knownas the “work factor,” in some cases can be easily calculated. For example,
thenumber of experiments needed to try all possible fourletter alphabetic passwords is 264 = 456 976. If the potential
attacker must enter each experimental password at a terminal,
one might consider a four-letter password t o be adequate. On
the other hand,
if the attacker could use a large computer
capable of trying a million passwords per second, as might be
the case where industrial espionage or military security is being
considered,a four-letter password would be aminor barrier
fora potentialintruder.Thetrouble
with the work factor
principle is that many computer protection mechanisms are
not susceptible t o direct work factor calculation, since defeating them by systematic attack may be logically impossible.
Defeat can be accomplished only by indirect strategies, such
as waiting for an accidental hardware failure or searching for
an error in implementation. Reliable estimates of the length
of such a wait or search are very difficult to make.
b) Compromise recording: It is sometimes suggested that

F
pari
fact
ing

B.
I
men
ern
sub
cep
stud
app
(or
T
judg
topcoh
od
app
O

of

of
on
inn
be

of such a wait or search are very difficult to make.
b) Compromise recording: It is sometimes suggested that
mechanisms that reliably record that a compromise of information has occurred can be used in place of more elaborate
mechanisms that completelyprevent loss. For example, if a
tactical plan is known to have been compromised, it may be
possible to construct adifferent one, rendering the compromised version worthless. An unbreakable padlock on a flimsy
file cabinet is an example of such a mechanism. Although the
information stored inside may be easy t o obtain, the cabinet
will inevitably be damaged in the process and the next legitimate user will detectthe loss. Foranother example,many
computer systems record the date and time of the most1283
recent use of each file. If this record is tamperproofand reported to the owner, it may help discover unauthorized use.
In computer systems, this approach is used rarely, since it is
difficult to guarantee discovery once security is broken.
Physical damage usually is not involved, and logical damage
(and internally stored records of tampering) can be undone
by a clever attacker.”
As is apparent, these principles do not representabsolute
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