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Hash Functions

❖ A (cryptographic) hash function maps arbitrary length 
input into a fixed-size string

❖ Hash functions provide collision resistance — hard to 
find two inputs that have the same hash value



Hash Functions

❖ MD5: Message Digest

• Designed by Ron Rivest

• Very popular hash function

• Output: 128 bits

• Broken — do not use



Hash Functions

❖ SHA-1: Secure Hash Algorithm 1

• Designed by NSA

• Output: 160 bits

• Considered to have weaknesses

❖ SHA-2: Secure Hash Algorithm 2

• Designed by NSA

• Output: 224, 256, 384, or 512 bits

• Recommended for use today



Hash Functions

❖ SHA-3: Secure Hash Algorithm 3

• Result of NIST SHA-3 contest

• Output: arbitrary size

• Replacement if SHA-2 broken



MACs

❖ Goal: Validate message integrity based on shared secret

❖ MAC: Message Authentication Code

❖ Keyed hash function using shared secret

❖ Hard compute hash without knowing key

S = Hk(M)



MACs

❖ HMAC: MAC based on hash function

• HMAC-MD5: HMAC construction using MD5

• HMAC-SHA1: HMAC construction using SHA-1

❖ CMAC: MAC based on block cipher



Symmetric Primitives

❖ Hash function: maps arbitrary input to fixed-size string

❖ Cipher: encrypt/decrypts using shared key

❖ MAC: verify integrity using shared key



Hash Function Properties

❖ Finding a pre-image is hard

• pre-image is an input that hashes to a particular value

❖ Finding a collision is hard

• collision are two inputs that has to same value

❖ Non-property: secrecy

• Hash value may leak useful information about input
• Although current hash functions not know not leak useful information

• Compare to properties of ciphers



Cipher Properties
❖ Encryption and decryption are inverse operations:

❖ Informally: ciphertext reveals nothing about plaintext

• More formally: can’t distinguish which of two plaintexts were 
encrypted without key

❖ Non-property: integrity

• May be possible to change decrypted plaintext in known way

• Need separate message authentication

M = Dk(Ek(M))



MAC Properties

❖ Input of arbitrary length mapped to fixed-size string

❖ Collision resistance: Hard to find M ≠ M' such that

• Pre-image resistance: hard to find M for given hash value S

• Collision-resistance implies pre-image resistance

❖ Non-property: secrecy

• Hash value may leak useful information about input

S = Hk(M)



Asymmetric Cryptography

❖ Also called public key cryptography

❖ Two separate keys: public key and private (secret) key

❖ Public key known to everyone

❖ Private key used to decrypt and sign



Asymmetric Primitives

❖ Encryption and decryption

❖ Signing and verification



Asymmetric Keys

❖ Each user has a public and private key

❖ Keys related to each other in algorithm-dependent way

• Can’t just pick a random string as your key as with symmetric

• Need a key-generation function

❖ Notation: K denotes public key, k denotes private key

(K, k) ← Keygen()



Encryption and Decryption

❖ Encryption uses public key

❖ Decryption uses private key

❖ Computationally hard to decrypt without private key

❖ Messages are fixed size

C = EK(M)

M = Dk(C)



Asymmetric Usage

❖ Public directory contains 
everyone’s public key

❖ To encrypt to a person, 
get their public key from 
directory

❖ No need for shared 
secrets!



Signing and Verification

❖ Signing uses private key

❖ Verification uses public key

❖ Computationally hard to sign without private key

❖ Messages of fixed size

S = Sk(M)

VK(M,S)



Algorithms

❖ Diffie-Hellman key exchange: establish a shared secret 
over public channel

• Invented by Whitfield Diffie, Martin Hellman, Ralph Merkle

A B
X

Y

(X,x) ← DHKeygen() (Y, y) ← DHKeygen()

k = DHSecret(x, Y ) k = DHSecret(y,X)



Schemes Based on DH

❖ DH relied on hardness of discrete logarithm problem

• Believed to be computationally hard

❖ ElGamal encryption

• Widely used

❖ DSA: Digital Signature Algorithm

• Developed by NIST

• Widely used



RSA

❖ Invented by Ron Rivest, Adi Shamir, Leonard Adleman

❖ Relies on hardness of factoring large integers

❖ Encryption and signature schemes



Key Sizes

	  	  	  	  	  Symmetric	  	  |	  	  	  ECC	  	  	  |	  	  DH/DSA/RSA
	  	  	  	  	  -‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐+-‐-‐-‐-‐-‐-‐-‐-‐-‐+-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐

	  	  	  	  	  	  80	  	  	  	  	  |	  	  	  163	  	  	  |	  	  	  	  	  1024
	  	  	  	  	  112	  	  	  	  	  |	  	  	  233	  	  	  |	  	  	  	  	  2048
	  	  	  	  	  128	  	  	  	  	  |	  	  	  283	  	  	  |	  	  	  	  	  3072
	  	  	  	  	  192	  	  	  	  	  |	  	  	  409	  	  	  |	  	  	  	  	  7680
	  	  	  	  	  256	  	  	  	  	  |	  	  	  571	  	  	  |	  	  	  	  15360

Table	  1:	  Comparable	  Key	  Sizes	  (in	  bits)

From RFC 4492



Practical Considerations

❖ Asymmetric cryptography operations generally much 
more expensive than symmetric operations

❖ Asymmetric primitives operate on fixed-size messages

❖ Usually combined with symmetric for performance

• Use asymmetric to bootstrap ephemeral secret



Typical Encryption Usage

❖ Generate a ephemeral (one time) symmetric secret key

❖ Encrypt message using ephemeral secret key

❖ Encrypt ephemeral key using asymmetric encryption

❖ Send encrypted message, encrypted key

❖ Decryption: decrypt ephemeral key, decrypt message

(EK(k�), Ek�(M))



Typical Signature Usage

❖ Signing: Compute cryptographic hash of message and 
sign it using asymmetric signature scheme

❖ Verification: Compute cryptographic hash of message 
and verify it using asymmetric signature scheme


