
CSE 127: Computer Security - Fall 2014 Due December 12 10:00 P.M. PST

Assignment 7
100 pts

This is a written assignment made up of seven problems. Your solution is due on December 12, 2014 no
later than 10 P.M. You may work with one other person in the class on this assignment. See Section 4 for
additional information on submitting your solution.

You and your partner may not discuss your solution with other students until seven days after the
assignment deadline. You may consult any online references you wish. If you use any text in your answer
that you did not write yourself, you must document that fact. Failure to do so will be considered a violation
of academic integrity.

1 Secure ARP

As discussed in class, the Address Resolution Protocol is vulnerable to ARP spoofing. The basic protocol
works as follows: When host A wants to find the Ethernet address of host B on the local network, A
broadcasts an ARP request containing the IP address of host B. When B receives this broadcast, B sends an
ARP reply containing its IP address and Ethernet address. In an ARP spoofing attack, an attacker E on the
same network impersonates B by sending an ARP reply with her own Ethernet address.

Each of the following three problems describe different way to fix ARP to prevent ARP spoofing. Each
has a flaw. Identify the flaw and explain how to exploit it. Assume the network never drops packets because
of congestion.

Problem 1: Patient ARP (15 points). Since both B and E will send an ARP reply when A sends the ARP
request, instead of accepting the first reply, A will wait 100 milliseconds to make sure it receives all replies.
If there is exactly one reply, A uses the reply. Otherwise, if there are no replies or more than one reply, A
considers B unreachable.

Problem 2: Crypto ARP (15 points). All ARP replies must be cryptographically signed. In addition to the
IP address and Ethernet address, B will send a digital signature created by the network administrator. The
signature is

Sk(BEth),

where k is the administrator’s private key, Sk is the signing function of an asymmetric digital signature
scheme, and BEth is the Ethernet address of B. When A receives the ARP reply, A verifies the signature
using the administrator public key K: if VK(BEth, Sk(BEth)) = yes then A accepts the reply; otherwise, A
rejects the reply. (Assume all hosts on the network know the administrator public key K.)

Problem 3: Session ARP (15 points). In the ARP request, A includes a randomly-generated 32-bit request
ID. B must include the same request ID in the reply (in addition to the IP address and Ethernet address of
B). A check checks if the request ID returned in the reply is the same as the request ID that was sent in the
request. If it is, A accepts the reply; otherwise, A rejects the reply.

2 Eager to Escape

To allow a single quote character (ASCII code 39) inside a string literal, SQL syntax defines provides that
two consecutive single quote characters inside a string literal are treated as a literal single quote inside the



string. Thus, the string “Can’t touch this” would be written

'Can''t touch this'

as an SQL string literal.

Problem 4: Double Escape (10 points). Consider an user input sanitizing function that replaces every
single quote character with two consecutive single quote characters and removes all backslashes and control
characters (ASCII code 0 to 31 inclusive). Is an SQL injection attack possible if an overzealous developer
passes all user input through the sanitization function twice before inserting between the single quotes in
into the following SQL query? Explain.

SELECT * FROM users WHERE name = '';

3 TCP Session Spoofing

In class we discussed TCP sequence number prediction attacks, such as Kevin Mitnick’s “Christmas Day”
attack on Tsutomu Shimomura’s Unix system.1 Consider the following fixes to the way TCP sequence
numbers are chosen for a connection. Each has a flaw. Identify the flaw and explain how to exploit it.
Where random values are used, assume they are uniformly random and independent.

Problem 5: Hash Machine (15 points). The initial sequence number for a session is produced by crypto-
graphically hashing (using, say, SHA256) the concatenation of the remote host IP address, the local host IP
address, the remote host port number, and the local host port number, and the current time in seconds since
January 1, 1970. The first 32 bits of this hash value are used to initialize the local sequence number for the
session.

Problem 6: Reduce, Reuse, Recycle (15 points). The system maintains a single 32-bit global recycled se-
quence number tcp_rrr. When a machine starts up, tcp_rrr is initialized to a random value. Once every
second, the tcp_rrr is updated with the bitwise exclusive-or of the current value an a random 32-bit value.
When a new TCP connection is established, the local initial sequence number is initialized from tcp_rrr,
and the remote initial sequence number is written to tcp_rrr for re-use in the next connection.

Problem 7: Complexity FTW (15 points). The host maintains a 32-bit global counter. A new sequence
number is generated by computing the exclusive-or of this global counter, the remote IP address, the local
IP address, the concatenation of the remote and local port numbers, and the lower 32 bits of the local
Ethernet address. The 32-bit global counter is then updated by shifting a random byte into the lower 8 bits
of the counter and discarding the high-order byte. Using C syntax, the global counter tcp_iss updated
with a random byte rand_byte as follows:

tcp_iss = (tcp_iss << 8) | rand_byte;

4 Submitting the Solution

Your solution to this assignment consists of a plain text file containing your solutions. The contents of the
file must follow exactly the specific format:

1. The first line of the file must be your name, last name first, with a comma between last
name and first name.

2. The second line of the file must be your student id number.

3. The third line must be “Assignment 7”.
1A good description of TCP sequence number prediction as used in that attack can be found at http://phrack.org/issues/48/

14.html.

http://phrack.org/issues/48/14.html
http://phrack.org/issues/48/14.html
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Worked with Maskiewicz, Jacob
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Are we part of the problem?

Problem 2

Or part of the solution?

. . .

Figure 1: Text file format used for solutions.

4. If you worked with another student, the fourth line must be “Worked with” followed
by a space and the name of your partner, last name first, with a comma between last
name and first name. If you worked alone, the fourth line must be “Worked alone”.

5. The fifth line must be blank.

6. Your solution to each problem must start with “Problem X” (where X is the problem
number), with a blank line before and after “Problem X”.

Figure 1 shows an example of what the solution file should look like. There will be a 5-point penalty for
submissions that deviate from this format.

Your solution text file must by submitted via email to cs127f1@ieng6.ucsd.edu by December 12, 2014,
10:00 P.M. Pacific time. Please name your file using your email address, followed by a dash, followed by
“hw7.txt”. For example, your instructor has email address klevchen@cs.ucsd.edu, so he would name his
solution file klevchen@cs.ucsd.edu-hw7.txt. Next, sign and encrypt the file. The signing key must be
your PGP key (from the first assignment) and the encryption key should be the cs127f1@ieng6.ucsd.edu

PGP key, which has key id 7864D1BD. The command to do this using GPG is:

gpg --encrypt --sign -r 7864D1BD your-solution-txt-file.

This will result in a file with extension .txt.gpg. Email this file, which is already signed and encrypted, in
a plain unencrypted email message to cs127f1@ieng6.ucsd.edu. The cs127f1@ieng6.ucsd.edu PGP key
available from class Web page. It has the key fingerprint ED49 BC3B 8992 A1E0 D2DD 66DC A1EF 6BAE

7864 D1BD.

5 Revision History

This is the second revision. The first revision incorrectly numbered the problems (no problem 5, two prob-
lems 7).
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