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Abstract
Packet filters provide roles for classifying packets
based on header fields. High speedpacket classification has received much study. However, the twin problems of fast updates and fast conflict detection have
not received fnuch attention. A conflict occurs when
two classifiers overlap, potentially creating ambiguity
for packets that match both filters. For example, if
Rule 1 specifies that all packets going to CNN be rote
controlled and Rule 2 specifies that all packets coming
from Walmart be given high priority, the roles conflict for troffic from Walmart to CNN. There has been
prior work on efficient conflict detection for two dimensional cla.5.5ifiers.However, the best known algorithm
for conflict detection for geneml classifier.~is the naive
O(N2) algorithm of comparing each pair of nJles for
a conflict. In this paper, we describe an efficient and
scalable conflict detection algorithm for the generol case
that is significantly faster. For example, for a database
of 20,000 roles, our algorithm is 40 times faster. than
the f£aive implementation. Evef£ without considerif£.9
conflicts, our algorithm also provides a packet classifier with fast updates and fast lookups that can be used
for statejtJl packet filtering.

1

Introduction

Beyond traditional 32-bit destination IP address
lookups, many routers perform packet cla..,sification on
other IP header fields for purposes such as packet filtering in firewalls, binding flows to MPLS labels for
traffic engineering, or binding flows to DiffServ code
points to provide QoS. To do so each router keeps a rule
database which consists of a finite sequence of rules,
RI, R2'. .. ,RN. Each rule is a combination of k values, one for E'.achsignificant header field. Three kind
of matches are allowed for each packet processed by a
router: exact match, prefix match, or mnge match. In

an exact match, the headerfield of the packet should
cxa<--tly
match the rule ficld-for instance,this is useful
for protocol and flag fields. In a prefix match, the rule
field shouldbe a prefix of the packetheaderfipJd-this
is useful for blocking accessfrom a specifiedsubnetwork. In a rangematch, the headervaluesshouldlie in
the rangespecifiedby the rule-this is usefulfor specifying port number ranges. Ranges,however,can be
convertedinto prefixesas shownin [15, 16].
Each rule ~ has an associatedaction act', which
specifieshow to forward the packetmatchingthis rule.
The action may specifyif the packetshouldbe blocked
or if it is to be forwarded, it specifiesthe outgoing
link on which the packet is to be sent, and perhaps
also a queuewithin that link if the correspondingflow
ha.'!bandwidth guarantees. We say that a packet P
matche.9a rule R if eachfield of P matchesthe correspondingfield of R-the match type is implicit in the
specificationof the field.
A problem may occur when a packetmatchesmultiple filters with conflicting valuesfor the action field.
Let's considerthe simple examplein Figure 1. The
rules in the tables are associatedwith actionsto guaranteebandwidth. The first rule Ro assigns all packets
that match thc tuple (0*,10*) a bandwidth equal to
10 Mbps, while the secondrule Rl assignsall packets that match the tuple (00*, 1*) a bandwidth equal
to 100 Mbps. A conflict occurs in this ca.c;e
because
it is unclear what bandwidth (i.e., 10 or 100 Mbps)
should be allocated to packetswhich match the tuple
(00*,10*). We call sucha conflict an overlappingconflict becausethere are somepacketsthat match Roand
not R1, somethat match R1 and not Ro, and somethat
match both.
A secondtype of conflict, a subsetconflict, occurs
betweenthe rules R2 and R3' The fieldsin R3 describe
a strict subsctof the fields in rulc R2. The position of
the rules in the databasein this CAc;e
is usedto decide
which of them is to be applied when a packetmatches
both rules. Assumingthe standardfirewall rule where
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the lower the position number, the highcr the priority, a
packet with a header (1110,1111) will only be assigned
10 Mbps according to R2. The last two rules B.4 and
Rs do not have any conflict with any of the other rules
in the database.
,. Rule I Field} I Fielu2 I ActIon

a<ldnew rules more frequentlythan onceevery 10-100
packet arrival times. For example, for a stateful filtering application the number 10-100could represent
the number of packetsin a conversationbecausea filter may haveto be inserted (and checkedfor conflicts)
when a new conversationstarts. This allows a larger
time budgetfor conflict detectionand insertionthan for
pure lookup (which must completein a single packet
arrival time [6, 7]) but is still challenging.

-

1.1 Filter Conflict Detection Problem Statement

Figure 1. A simple example wjtb 6 rules on two fields.
[8] introduced these two types of conflicts and
showed that subset conflicts can be avoided by positioning but overlapping conflicts cannot, in general, be
avoided by repositioning. Instead, [8] suggests introducing a new rule for each area that is shared by multiple overlapping rules, for example in the caseof ~ and
R1, the new rule (00*,11*). In our paper, we will not
distinguish between these two types of conflicts but describe an algorithm to identify either all the conflicting
pairs of rules in a database, or to identify all rules that
conflict with a newly added rule. While some conflicts
may be intentional, [8] reports many instances of irreconcilable conflicting actions that indicate erroneous
action by managers. Thus flagging conflicts for managers or protocols that insert filters is an important
problem.
We believe that conflict detection will become an
important problem as router vendors offer larger classifier tables (up to 64K rules in some produt.-ts) and
the rules are used for potentially conflicting purposes
such as QoS, security, and Cu."tomer Relationship Management (a fonn of QoS where certain flows are dynamically identified as being important "customers"
and given better service). In many of these applications, some service (e.g., Intrusion Detection, stateful
filtering, or CRM) may dynamically insert a new rule
that can conflict with existing security or QoS policy.
While the majority of added filters will not conflict [6],
a mechanism to warn managers of potential conflicts
seems necessary to avoid breaches of the security or
QoS policies.
Clearly, in the examples above the time to add filters and detect conflicts is important, especially for
large databases. Thus the ultimate goal is to achieve a
sc.hemethat allows both pac-.ketclassification and rule
updates at close to line speed. However, in practice
even the most dynamic rule database is unlikely to

We give a formal statement of the conflict detection
problem. Given a databasc of filters H containing N
filters with k dimensions and a new filter F with field~
(Fl,. .. , Ft) list all the filters P in H such that for all
the the fields Pi, i = 1... k, Pi is either a prefix of Fi
or an exact match, or Fi is a prefix of Pi.
There are two main factors that we consider in evaluating our implementation. These are the number of
memory accessesrequired by an operation (the main
limitation in modern computer architectures) and the
memory size occupied by data structures (because it is
important to fit into high speed memory).

2

Previous Work

Packet filter cla.'!sification ha.'Ireceived broad attention( [10, 15,6, 16,7,3, 12, 13,5]); from previmlS work,
it appears that the general problem is inherently hard
(in a worst-case sense) when the filters contain more
than 2 fields. While Ternary CAMs [11] offer a good
solution in hardware for small classifiers, they use too
much power and do not scale well to large classifiers.
A practical solution for multi-dimcnsional packet
classification problem is given in a paper which we refer
to as the original bit vector SC".heme
(BV) [10]. However,
it is difficult to scale the schemeto large rule database.
[1] addresses these limitation in the BV scheme and
introduces two new ideas, recursive aggregation of bit
maps and filter rearrangement, to create an Aggregate
Bit Vector scheme (ABV).
None of the papers above addressesthe new problem
of conflict detection. Moreover, most of these schemes
heavily use precomputation to speed up filter search;
this makes rule updates slow. The problem of filter
classification schemes with fast updates has received
only little attention [3, 5, 14]. Filter conflict detection has rL'Ccivcdattcntion only recently [4, 8]. [8] describes a fast (linear in the length of each rule) algorithm for two-dimensional classifiers and some other
special cases,and a slow O(N2), where N is the number of filters, algorithm for general classifiers. Since
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real databasesoften use 5 or more fields, and do not
fit the specialca.c;es
(e.g., someof the special('.ases
in
[8] restrict prefix lengths to either 0 or 32), their fast
algorithm cannot be used for such databases. A recent paper [4] providesa O(N1.S)algorithm for the 2dimensionalcaseonly, but for a differentpriority-based
definition of the notion of conflict.
The bottom line is that previous work describes
no efficient conflict detectionalgorithm for general5dimensionaldatabases
other than the naive one of comparing everypair of rulesfor conflicts in O(N2) time.
For example, for 10,000 rules, assuming that each
rules takesfive (DestinationIP address,SourceIP address,Protocol,Dest and SourcePort rangesand prefix
length information) 32-bit wordsto store,the naive algorithm must access10,000*9999*5/2 memorywords,
which is roughly 250million memoryaccesses.
Thus it
is worth looking for faster algorithms, the subject of
this paper.
2.1

Contributions and results

Our paper goesbeyondthe work in [10, 1] by addressingan important new problem: fast packetfilter
conflict detection. It also investigat~ further the effects of aggregationintroducedby [1], and shows,perhaps surprisinglythat aggregationcan also reducethe
overallmemorysize. The algorithmswe developcan be
used for solving the generalk-dimensional problem.
We evaluatethem on both real firewall databasesand
syntheticallygenerated5-dimensional databases.Our
resultsshowan order of magnitudeimprovement(e.g.,
a factor of 40 improvementfor a 20,000rule database)
over the naive O(n2) algorithm as well a.'!simplistic
extensionsof [10, I}.
While our algorithm looks superficially similar to
[10} (in the use of bitmaps) and to [1] (in the use
of aggregation),we emphasizethat both the problem
we solve (conflict detectionversus classification)and
our solution (we usea subtreesemanticfor computing
bitmaps as opposedto a path semantic)are completely
different from thesepreviouspapers.
3

Towards a New Scheme for Fast Conflict Detection

In this section we introduce our ideas for a fast conflict detection scheme. Given that the BV scheme is a
fast and practical scheme for packet classification, we
start by adapting it for conflict detection. The resulting simplistic schemehas a number of inefficiencies that
will motivate our final scheme.

3.1

Simplistic Conflict Detection Using the Original Bit Vector Scheme

The BV scheme is a form of divide-and-conquer
which divides the packet classification problem into
k subproblems, and then combines the results. It
builds k l-dimensional tries asso<,;atedwith each field
in the original filter database. We assume that ranges
are converted to prefixes using techniques shown in
[15, 16].
For each trie Tl, I = 1,.. . , k aN-bit vector is associated with each node Ml in the trie which corresponds
to a valid prefix node. A bit i is set in the bit vector at
node M if and only if there is a rule R. in the database
with a field R~ which is a prefix (or equal) with the path
from root to M in the trie. The result of applying BV
for the filter database in Figure 2 is shown in Figure 3.
We consider for now only the boxed bit vectors in the
fig\Ire. For example, the bit vector associated with the
rightmost leaf node in the second trie is 00100011011
(the left most bit is associated with ilo) becausethe
prefix 1111* associated with this node is matched by
both *,111* and 1111* which corresponds to the values
in rules 2, 6, 7, 9 and 10.
Let's assume we want to check if a rule with the tuple (1*,1*) conflicts with any of the rules in the original database. We traverse the tries until we reach the
nodes which arc the best match for the prefixes in the
rule. In this example, we do not have an exact match
on either of the fields. The longest matching prefix is *
for both tries. However, the bit vectors that label these
nodes specify the rules which have fields that are either
an exact match(only if it was an exact match) or prefixes of the one we are looking for. This is insufficient
becausewe also want to consider fields that are suffixes
of the ones we are looking for. Thus to identify all possible conflicts, we also need to check the descendants
of the nodes where we found our best match.
More precisely, the basic algorithm for conflict detection \Ising BV for a k-dimensional filter database
is as follows. Trie T. is associated with field i from the
rule databa.qe. The trie is built on all possible prefixes
that are found in the field i in any rule in the database.
A node in trie T. is associated with a valid prefix P if
there is at least one rule in the database which has
a value equal to P in field i. Each such node is appended with a bit vector with a size equal to the size
of the database. A bit is set in position I in the bit
vector if the I - th rule in the database has in field i a
value which is either a prefix or an exact match of P.
When a new rule R(H1,... , H/c) needsto be checke<l
for conflicts, a longest matching prefix node is identified
in each of the tries for each field i in the rule. H such a
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Figure 2. A simple exampleof a two dimensional
database with 11 rules.

nodeNi exist in dimensioni, its bit vectoridentifiesthc
ruleRin the databasewhich for the dimenRioni contain
prefixeRof Hi. We needto identify for eachdimension
i all rnles which contain prefixeRthat are suffixesof
Hi. To do so, we compute the union of the already
obtainedbit vectors togetherwith the bit vectorsof all
nodescontainedin the subtne rootedat Ni. The set of
rules that are possibleconflicts are then identified by
the intersectionof all thc bit vectorsprcviously built
for eachtrie Ti' i = 1... k.
The pseudocodefor this implementationis:
1. DetectConftjctBV (R(Hl,...
2. for i +- 1 to k do

3.
4.
5.

6.

,Hk),T(Tl,...

Figure 3. Two tri~ 888OCiatedwith each of the fiel~
in the database of Figure 2, together with both the bit
vectors (boxed) and the aggregate vectors (bolded) ass0ciated with nod~ that corr8pood to valid prefixes. The
bits are 8C!taccording with the 8elnanucs in the original
hit vector echerne. The aggregate bit vector has 3 big
using an aggregation size of 4. Bits are numbered from
left. to right. We mark the nodes that need to be ch«.ked
for ~ble
conOic\swhen a rule with the fields (1*,1*) is
inserted.

3.2 Conflict detection using aggregated bit vector
scheme

,T.»

Ni +-longestPrefixMatchNode(T[i),Hi);
temp[i)+- Ni.bitVI'.d;
for _ch valid prefix node M in the subtrie
with the root in the node identified by the
prefix Hi

temp[i)+- temp[i)UM.bitVerj;

7. returnn~_ltemp[i).bitVect;
Unfortunately,this simplistic algorithm may involve
a large number of nodesfrom the subtries in eachdimension. A first optimization is to consideronly leaf
nodesin the subtrie becausefor B V the union of all
the bit vectorsfrom a subtne is equalto the union of
the bit vectorsin the leaves,Thus line 5 in the pseudocodecan be changedusing this observationabove.
But we can do better. We addressthe limitations of
this schemeby focusingon two separateareas:
. how to decreasethe complexity of operationson
large bit vectors;

. how to reduce the number of bit vectors to be examined by reducing the number of nodes in the
trie which need to be checked.

H the bit vectorsare sparse(i.e., very few set bits),
the BV algorithm hasto read aUbits, which is a waste.
Aggregatedbit vector schcme(ABV)[1] addressesthis
limitation by allocating two bit vectors to eaclI valid
prefix node. The first bit vector lias N bits for the BV
bit vector. The secondbit vector is computedfrom the
first oneby using aggregation.Using an aggregatesize
of A, a bit k in this vector is set if and only if there
is at least one rule Rn, A x k ~ n ~ A x k + 1 - 1 for
which P is a prefix of R:.. The aggregatebit vector
has
bits. Figure 3 shows the application of the
aggregationfor the exampledatabasein Figure 2 using
an aggregatesize A = 4. The main idea is that the
aggregatebit vector provides a compact signature to
eliminate redundantreadsto words that haveno bits
set.

r~l

With minor modifications, the aggregation scheme
can be directly used in the conflict detection algorithm.
The union and intersection operations can be made
to avoid redundant reads by considering only words
corresponding to bits which are set in the aggregate.
Even with aggregation, the algorithm is rather slow
because of the need to compute the union of all the
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leavesin each subtrie defined by the header fields. This
setB the stage for our main new idea.

4

A Fast Conflict Detection Bit Vector
Algorithm

In this section we describe our new algorithm for fast
conflict detection. We start by showing a new semantic for computing bit vectors through which we avoid
excessivesubtrie traversals to detect conflicts.
4.1

A new semantic for the bit vectors

Consider again the general k-dimensional problem in
which k tries are computed. Each valid prefix node in
the trie has an associated bit vector. For simplicity we
start by not considering aggregation. We later discuss
an extension using aggregation.
In each of the tries Tj, i = 1... k, each node associated with a valid prefix contains two bit vectors. A
first bit vector (bit Vectl) has a bit I set if and only
if there is a rule R., whose field i provides an exact
match with the node prefix. The second bit vector
(bitVect2) modifies the semantics of the bit vector in
the original bit vector scheme [10] to satisfy the following invariant: for all tries Tj, i = 1... k, in each valid
prefix node N associated with a prefix P, the bit vector N.bitVect2 = (UC.bitVect2) UN.bitVectl, where
nodes C are all the immediate descendants of N that
are also valid prefix nodes. In other words, we only
need to explore the subtrie rooted at N till we reach a
valid prefix node on each path.
Intuitively, the original BV scheme computes a bit
map at node N corresponding to all valid prefix nodes
in the path from the root to node N. Our first bit vector, by contrast, computes a bit ve.ctor that only corresponds to exact (and not prefix) matches. Our second bit vector turns the B V bit vector semantic.9upside
doum and computes the bitmap at node N corresponding to the union 01 the bitvectors associated with all
valid prefix nodes in the subtrie rooted at node N. The
reader may obje<.1at this point "That's just a different
form of precomputation". However, we need to show
(as we do below) that this new bit semantic can be updated efficiently (fast updates) and can be used to do
packet classification (as in the BV scheme).
We consider the filter database in Figure 2 to exemplify our new semantic. The appended bit vectors with
the new semantics are displayed in Figure 5 while the
bit vectors corresponding to rules with prefixes which
are an exact match are shown in Figure 4. Assume
a rule (1*,1*) which needs to be checked for conflicts
with the other rules in the database. For each of the

tries in the Figure 4 we compute the union of all the
bit vectors from valid prefix nodes which are prefix
or exact match for 1* in the first trie and 1* in the
second trie(step 1). The result is: OOOOO(M:X)OOI
and
00000001001. Intersection of these bit vectors gives the
set of rules which have fields that are either prefixes of
the fields in the rule we check or are an exact match. In
this example the result is 00000000001, showing that
there is one nIle RIo in the database matching this
criteria.
In Figure 5, for each trie we compute the union
of the bitmaps associated with nodes which are valid
prefixes and immediate children of the nodes associated with the prefix l*(step 2). These nodes are: 10*,
1111* in the first trie and 100010*, 100011* and 111*
in the second trie. Please notice that the nodes 1000*,
10110*, 10111* in the first trie and 111001* and 1111*
in the second trie are not considered. The results of the
union operation are 01110110000and 10101010010respectively. The values obtained in the previous two
steps are combined once again (union) in each dimension(trie) (step 3). The intermediate values are:
01110110001and 10101011011respectively. In the end
the values are intersected(step -l) and the final result
is 00100010001. The result shows that there are three
rules(R2,~, RIo) which may generate a conflict.
If we intersected only the results from step 2, we
would have obtained the set of rules which in all fields
have values which have 1* a..'!prefix. However, this
misses rule RIO which may also generate a conflict.
Therefore, the set of all the rules which may generate conflicts is given by first doing the union of the bit
vectors in the Figure 4 as in the first case above followed by an union with the bit vectors in the Figure 5.
The k bit vectors are then intersected; a value of 1 in
the result identifies rules with a possible conflict.

4.2 A fast conflict filter detection algorithm
Given a rule R(H1,... , Hk) we want to identify all
the possibleconflicts it might havewith other rules in
the database. A trie Ti is built for eachdimensioni.
Eachvalid prefix nodein the trie is appendedwith two
bit vectors. A bit 1 is set in the first bit vector if and
only if the 1- th rule in the databasehasits field i value
be an exactmatchwith the nodeprefix (bitVectl). The
secondbit vector (bitVect2) has the bits set according
with the semanticdescribedin the previoussection.
We are also willing to trade somememoryspacein
order to reducethe searchtime for possibleconflicts.
We would like to find a way in which for each rule
R, in eachtrie there is at most one node with enough
information regardingpossibleconflicts.
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Figure 4. Two tries associated with each of the fields
in the daLabaseof Figure 2, together with both the bit
vectors (boxed) and the aggregatevectors (bolded) ass0ciated with nodes that correspond to valid prefixes.The
bits in a node are set only if there is an exact match
between the filter prefix and the node. The aggregate bit vector has 3 bits using an aggregation size
of 4. Bits are numbered from left to right.

Consider the same filter database example in the
Figure 2. Two tries are computed for each of the dimensions. However, all the one-way branches are compressed this time using path compression technique.
The resulting coTnpressedtries are displayed in Figure 6. The valid prefix nodes in the compressed tries
carry the same bit vectors(bitVutl, bitVut2) as in the
algorithm before. However, the main difference is that
we also insert the bit vutor bitVect2 in all nodes, even
if a node does not correspond to a valid prefix. It is
easy to seethat in this case we can at most double the
amount of memory becauseevery node other than a leaf
has two children in a compressed trie.However, by doing so in each search for a conflict of the rule R in each
dimension i the algorithm needs to read bitVectl from
all the valid prefix nodes that are traversed until the
longest prefix match plus the bitVut2 from the node
that has Hi as a prefix and has the smallest height.
For example, suppose that we want to check a rule
(1*,1*) for possible conflicts with the other rules in our
example in Figure 2. In this case the total number of
bit vectors which are read is: 2+2 = 4 (Figure 6). The
first value is given by the number of bitVutl values to
be read (line 4,5 in the pseudocode), while the second
value is given by the number of bit Vut2 values to be
read (line 7 in the pseudocode). Thus we observe that
the number of bit Vut2 values read is k, where k is the
number of dimensions. Using the scheme in which the
bit vectors are computed as in the BV scheme there

~
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1_1~-I
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~~.1~'iiiiiI001

100001000~1

010

~

~~
~~
1100000000001

I
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Figure 5. Two tries associated with each of the fields
in the database of Figure 2, together with both the bit
vectors (boxed) and the aggregate vectors (bolded) ass0ciated with nodeRthat correspond to valid prefixes.The
bits are set according to the new semantic we introduce. The aggregate bit vector has 3 bits using
an aggregation size of 4. Bits are numbered from
left to right. We mark the nodes that need to be
checked for possible conflicts when a rule with the
fields (1*,1*) is inserted.

are a total of 10 bit vectors which need to be read from
memory, or in an optimized version in which only the
leaf nodes are read, a total of 8 bit vectors.
The pseudocode for the algorithm is given bclow.
The tries Tj, i = 1... k are all assumed to be compressed.
1.FastDetectConftict(R(H1,...
,H~),T(TI,... ,T~»
2. for if-I
to k do
3.
temp[i)f-OO...Oj
4.
for each valid prefix node M from root until
an exact match of Hi

5.
6.

L

temp[i)f- M.bitVectl Utemp[i)j
f- the smallest height node having Hi

as prefix
1.
temp[i) f- temp[i) U L.bitVect2j
8. returnn~=1 temp[i)j
As in the previous algorithms there are a number
of bit vector operations which can be made more efficient using aggregation. If the algorithm above uses
aggregation, the pseudocode remains unmodified but
the semantics of both the union and intersection operation as well as the data structure used for representing
bitVectl and bitVect2 need to be changed. We call SBV
our algorithm for fast conflict detection and ASBV the
modified version of the algorithm using aggregation.
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Figure 6. Two compressedtries associatedwith each of
the fields in the databaseof Figure 2, together with both
the bit vectors (boxed) and the aggregatevectors (bolded)
associatedwith the nodes. The aggregate bit vector has
3 bits using an aggregation size of 4. Bits are numbered
from left to right.

5

Evaluation

In this sectionwe evaluateour conflict detectionalgorithm versusthe naive algorithm and simplistic extensionsof previous bit vector schemeson both real
and syntheticallycreateddatabases.The synthetically
createddatabasesare necessaryto showthe scalability
of our algorithm; the real databaseswe were able to
obtain are relatively small.

5.1 ExperimentalEvaluationMethod
Wemeasurespeedin terms of memoryaccesses,
the
amountof memoryused,and the effectsof aggregation.
We use two different types of databases.First, we
use 4 firewall databasesfrom existing commercialorganizations. They are five dimensionaldatabasesin
whicheachtuple contains(IP sourceprefix, IP destination prefix, sourceport range, destination port range,
protocol). We convert the destination and source
port rangesto a prefix format using techniqueshown
in [15, 16]. The salient featuresof thesedatabasesare
that most prefixcshavelengths0 or 32, no prefix contains more than 4 matching subprefixes,the destination and sourceprefix fields in around half the rules
werewildcarded,and roughly half the ruleshad ?; 1024
in the port numberfields.

The second type of databases we used were
randomly generated 5 field (i.e., five dimensional)
databases. In the absenceof large public classifiers
we used the methodologyof [1] to generaterandom
databasesthat take into accountcharacteristicsof the
small industrial databaseswe had, as well as other factors that help stressour algorithm. However,because
of 13.{'1<
of spacewe only draw the conclusionof our
measurements.The full set of results can be found in
[21.

5.2 PerformanceEvaluationon CommercialFirewall Databases
We experimentallyevaluateour new algorithm SBV
with and without aggregationon the four commercial
firewall databasesdescribedin the beginning of this
section. Our algorithm tradesmemorysizefor speedby
a.c;sociating
two different bit vectors with every single
prefix node in the tries. Thereforeone would think it
should use about three times more the memory space
usedby the original bit vector scheme.However,this
is not true when one includes aggregation,as we see
below.
We start by experimentallyinvestigatingthe impa£--t
of the data structures we useon the total memory required. The rules in the databa.c;es
are convertedinto
a prefix format using techniquesdescribedin [15, 16].
The memory spaceoccupiedby a node in a compressedtrie is higher than in a regulartrie. We consider
a nodein the BV algorithm with a regulartrie to use3
memory words (pointers to two children, plus pointer
to a bit vector) while a node in the SBV algorithm,
using a compressedtrie to use6 memorywords.
The resultsin Figure 7 confirm oneexpectedobservation: the memorysizeoccupiedby the bit vectorsin
the BV schemeis about a third the size occupiedby
those in SBV (recall that SBV also storesbit vectors
in nodeswhich are not associatedwith valid prefixes).
However,the resultsshowseveralother interestingfeatures:
1. Aggregationconsiderablyreducesthe size of the
memoryoccupiedby the bit vectors(column 4 vs.
5, column6 vs. 7 and column8 vs. 9). Thereis no
reasonto store a word which has no bit set in the
aggregatevector. The aggregatecontainsenough
information to identify the words containing bits
which are set and the position of thesewords.
2. Aggregation has a larger impact on the memory
size occupied by the bit vectors in SBV. This is
because a large number of bit vectors are of type
bit Vectl which corresponds to exact matches, with
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a very large number of Oswhich can be substantially compressedusing aggregation.
3. SBV with aggregation uses a slightly larger
amount of memory than the original bit vector
scheme(BV)becauseof additional bit vectorsthat
are inserted.
The performanceresultsof SBV and BV are shown
in Figure 8. The number representsthe total number
of memory accessesto checkthe entire databasefor
conflicts.
We considera buildup with rulesfrom the four commercialfirewall databases.We add eachof the rules in
thesedatabasesin the order they were in the original
database.A conflict checkis executedbeforeeachrule
is inserted. The resultsin Figure 8 which showsthe total numberof memorywordswhich are accessed
during
the entire operation. Severalconclusionscanbe drawn:
Aggregation applied to BV contributes to a reduction in the average conflict search time by a factor
of 1.87

- 2.14.

2. Our SBV conflict searchruns on averageabout
16 - 28 times faster than the naive O(N2) algorithm that is the previous best in the literature.
An additional 1.5 - 3 times improvementcan be
obtainedby using SBV with aggregation.
SBV conflict searchruns on averageabout 6.5-9.4
times faster than BV . Thus the new bit semantic
is clearly very helpful, but the useof aggregation
appearsalsoto be essential,buying an extra factor
beyondjust the useof the new semantic.

5.3 PerformanceEvaluation on 5-dimensional
SyntheticDatabases
We expect that the gain of our algorithm should
increase with the database size, at least when compared
to the naive algorithm. To go beyond the small size of
the commercial databases we have access to, we now
describe tp~'!tswith larger synthetic databases.
Unfortunately, database size is not the only parameter since we also have other tuning parameters such a.'!
the percentage of zero length prefixes, and the number
of subprefixes. We note that these parameters stress
our algorithm: for example, if no two prefixes are subprefixes of each other, our algorithm will perform extremely well.
As we described PArlier in the paper we create our
synthetic 5-dimensional databases generating the W
prefixes by randomly selecting prefixes existent in routing tables available for public at [9]. We use a view of

the tables from September 12, 2000. The port ntllDbers
and protocol numbers are generated through a random
selection of these fields from the commercial databases
we have.
Each database that is created is characterized by the
number of rules as well as the percentage of wildcards
or special subprefixes that arc injected. Next we generate a number of rules proportional to the number of
rules in the filter database. These rules have the same
characteristics as the database which is examined. For
each rule we compute the number of memory accesses
it takes to identify possible conflicts with the rules already existing in the database. Our measurements reported in [2] show that SBV outperforms BV because
it reduces the number of bit vectors which need to be
investigated during a conflict detection.
However, the following observation limits the maximum performance that may be achieved by a conflict
detection algorithm in our definition.
Observation 1 Given a K
dimen.~ional filter
database, there is no conflict detection algorithm that
can run faster than the fastest packet classification
algorithm. (If this were not so, one could use the
conflict detection algorithm for lookup.)
As a result, in our measurements, we compare the
performance of SBV with both the original BV-bascd
conflict detection as well as the complexity of packet
classification tL"ing BV. Note that we are comparing our
algorithm for the harder problem of conflict detection
with one of the best algorithms (BV) for the easier
problem of packet classification.
Effect of zero-length prefixes: We first consider
the effect of zero-length prefixes (wildcards) on both
schemeswith and without aggregation. We investigate
both the memory size occupied by the bit vectors as
well as the average time it takes for a conflict search. In
the SBV scheme with aggregation the overall memory
size gets reduced by the insertion of wildcards. This is
because when more rules with zero-length prefixes are
inserted they only modify the bit vectors associated
with the root of the tries. The bit vectors associated
with other trie nodes remain very sparse allowing a
large compres."ion coefficient to be as:.hievedby using
aggregation. This behavior sharply contrasts with the
behavior of the original BV schemein which a value of
10% or higher of wildcards injected results in all the
bits of all of the aggregates being set. This is why the
memory size by using BV with aggregation reaches a
ceiling equal to (1 + *) * L, where A is the size of the
aggregate and L is the total memory size occupied by
the bit vectors in the BV.
We next investigate the effect of zero-length prefixes on the average conflict search time. For exam-
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algorithm's data structures. The first two columns representsthe total number of memory locations occupied by the nod~ in
the trie with and wit bout trie compre88ion.while the next four columns repn!8eJJtthe total number of memory locations occupied
by the bit vector:s(and ~t~)
for all three algorithms.

pIe, checking conflicts using SBV in a large database
with about 20000 rules with 20% wildcards injected 1 is
about 217 times faster than the original BV algorithm.
It is also about 430 times faster if it is used together
with aggregation. This is because thp.re are only, in
average, 6 bit vectors which need to be investigated in
SBV while in BV this number is 432. Much more, despite increasing the number of rules in the database,
the average number of bit vectors which need to be
checked has not been greater than 7.
Effect 01 injecting subprefixes: A second feature
which may directly affect the overall performance of
our algorithm is the presenceof entries having prefixes
which share common subprefixcs. Thesc cntries form
groups of nodes associated with valid prefixes which
share a common subprefix. These groups effectively
create subtries. The root of each subtrie is the longest
common subprefix of the group. We randomly generate
elements from 50 different groups. (This methodology
is justified more carefully in [1].) The IP prefixes in
the synthetic database are created either by randomly
picking elemcnts from these groups or from thc public routing tables from [9]. The port number ranges
and protocol numbers are also generated by randomly
picking values from the commercial firewall databases.

1We've noticed that it is very common for a filter da~ahaae
to contain about 20% wildcards

These elements may contribute to an increase in the
number of memory accessesrequired by algorithms u&ing aggregation through what we call false matchings
a...well as, in the case of SBV, through an incrf'.a8ein
the number of bit vectors that may need to be examined. However, our results show that these prefixes do
not have a large impact in the overall performance of
the algorithms. Also the memory size used by SBV
does not increase significantly when the injection rate
increases up to 20% This is also truc when aggrcgatiun
is used.

6

Conclusions

The bit vector schemeintroducedby Lakshmanand
Stiliadis from Lucent is a seminalschemewith an efficient hardwareor softwareimplementation. However,
this schemeonly scalesto mediumsizedatabases,does
not allow fast updates,and the naiveextensionto handle conflict detection reqluressubtrie traversal and is
thus very slow. The schemedescribedin [1] scalesto
largedatabasesbut hasthe secondand third problems.
Recognizingthat subtrie traversal is a bottleneck,
we introduce two new bit vector semantics:one based
on subtrie matches,and one basedon exact matches.
By putting together this packageof ideas, we provide a schemewhich has all three features:(l)packet
classificationthat is only a small constantslowerthan
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thc fastest packet cl~ification algorithms (2) fast updates, and (3) conflict detection that ill an order of magnitude faster than the bPBtgeneral purpose algorithms
described in the literature. To handle fast insertion,
we add three other ideas: making search compute the
union of all valid bitmaps on the path (this slowdown
is mitigated greatly by aggregates), leaving holes after delctes that can bc filled by later inserts, and (for
search) computing all matches and mapping back to
the original manager-speci6ed order. A more detailed
description and evaluation of fast updates C.aDbe found
in [2].
We evaluated our implementation on both industrial firewall databases and synthetically generated
databases. We studied the effect of wildcard injections
on both schemes BV and SBV. The average conflict
dctection time for a database with about 2(XXX)rulcs
increa.c;esby a factor of 44 in BV (or 13 times with
aggregation) when the ratio of wildcards inserted in
the database increases from 0 to 20%. On the other
hand, in the case of our SBV algorithm this increase
is insignificant for the same databases. This is because
SBV limits the number of bit vectors which are read.
Overall, for a database with 20000 rules and 20% wildcard injection, our schemc with aggregation runs on
average 50 times faster than the ~t scheme in the existing literature, and 420 times faster than simpli~ic
extensions of the bit vector schemes that we use as a
point of departure.
The additional bit vector we introduced for conflict
detection also proved useful for allowing fast update
operations. In our scheme an update operation modifies this bit vector in only one node per trie in all the
caseswhile in BV with or without aggregation a worst
case scenario for update may modify all the valid prefix nodes in the tries. However, our scheme ha.'!lower
performance results for Search than BV schemewith or
without aggregation for a small number of rules but it
can perform better when the number of rules increases.
For example, in the case of a synthetic database with
20K entries having injccted 10% elemcnts having a
("nmmon flubprefix the worst case lookup time does
not exceed 720 memory accessesin the case of our
8<'nemewith aggregation comparing with 1250 memory accessesin the case of the BV scheme.
Finally, we note that the algorithms in this paper
could be used solely for conflict detection, in which case
its one disadvantage, a very small slowdown in search,
is not even a factor. We believe that conflict detection, though largcly ignored commcr«-ially today, will
become an important problem in the future as routpI
classifiers grow in size and use dynamic rule insertion
to orovide better QoS and security guaran~.
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