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example: swap

Swap values of two distinct pointers

void swap(loc x, loc y)



example: swap

start state: in separation logic:

{x— y — B} precondition
X y

separately void swap(loc x, loc y)

end state:

{xH y — A} postcondition
Ly \V4

ghost variables



demo: swap

Swap values of two distinct pointers

void swap(loc x, loc y)



GoAry-8)

??

{x»>B*ym»A}



let al = *x;

??

{x»B*ym—al}



let al = *x;
let bl = *y;
{x—al*ym-Dbl}

7

Gopgr v e an)



let al = *x;
let bl = *y;
*X = bl;

{x—>bl*ym—bl}
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let al = *x;

let bl = *y;
*X = bl;
*y = al;

{x—>bl*ym—al}
2P same
{x—>bl*ym—al}



let al
let bl

al;

%
<
|



void swap(loc x, loc y)

let al = *x;

let bl = *y;
*X = bl;
*y = al;



this talk

2.the logic

3. deductive synthesis

4. cyclic synthesis



separation logic (SL)

SL assertions

"\

{P} C
T

Q]

program

starting in a state t
program c will execute wit
and upon its termination t

Nat satisfies P
nout memaory errors,

Nne state will satisfy Q
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this talk

2.the logic

2.1. programs
2.2. assertions
2.3. specitying data transformations

3. deductive synthesis
4. cyclic synthesis



separation logic (SL)

{P} $ {Q}

program



programs

do nothing skip



programs

do nothing

read from heap

offset (natural number)

skip /

lety = *(x + n)

4

variables
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programs

do nothing
read from heap

write to heap

skip
lety = *(x + n)

(X + n) = e «—— expression
(arithmetic, boolean)
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programs

do nothing
read from heap

write to heap

allocate block

skip
lety = *(x + n)
*(x+n)=e

let y = malloc(n)
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programs

do nothing
read from heap

write to heap
allocate block

free block

skip

lety = *(x + n)
*(x+n)=e

let y = malloc(n)

free(x)
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programs

do nothing
read from heap

write to heap
allocate block

free block

procedure call

skip

lety = *(x + n)
*(x+n)=e

let y = malloc(n)
free(x)

p(ey, ..., e,)

27



programs

do nothing
read from heap

write to heap
allocate block

free block

procedure call

e

skip

lety = *(x + n)
*(x+n)=e

let y = malloc(n)
free(x)

p(ey, ..., e,)

only heap is mutable, not stack variables!

28



programs

do nothing

read from heap

write to heap

allocate block

free block

procedure call
sequential composition

conditional

skip

lety = *(x + n)
*(x+n)=e

let y = malloc(n)
free(x)

p(ey, ..., e,)

€1, G

if (e) {c,} else {c,}

29
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2.the logic
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3. deductive synthesis
4. cyclic synthesis



separation logic (SL)

SL assertions

SN
1P} € 1Q;



SL assertions

empty heap {emp}



SL assertions

empty heap {emp}

singleton heap {y—5}

< o] U




SL assertions

empty heap

singleton heap

separating
conjunction

{emp }

{y—5]}

{x—>y*yH5}
N\ N

heaplets
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SL assertions

empty heap {emp}
singleton heap {y+~ 5]}
separating

*
conjunction {xPy*yrm5}

memory block {[x2]*x>5%(x+1) 10}
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SL assertions

empty heap

singleton heap

separating
conjunction

memory block

+ pure formula

{emp }

{y—5]}

{xPy*ymH5}

{[x,2] *x—>5%*(x+1)~ 10}

{A>5;x— A}

X

36



SL assertions: linked structures

X o—P



SL assertions: linked structures

inkedlist  {x=0;emp }



SL assertions: linked structures

inkedlist {[x,2] *x+—~>V*(x+1)~ 0}

v|-——|
i

X




SL assertions: linked structures

inkedlist {[x,2] *x+—>V*(x+1)H—Y*
Y,2]*Y>V *(Y+1)-0

} V=

X Y

40



SL assertions: linked structures

inkedlist {[x,2] *x+—>V*(x+1)H—Y*
IY,2]* Y>>V *(Y+1)H Y *

; =TS ~TH

X Y

inductive predicates to the rescue!

41



the linked list predicate

predicate list (loc x) {
| x=0 => {emp}
| x20 => {[x, 2]
* X >V
x(x+1)—Y
* |ist(Y)
}

42



this talk

2.the logic

2.3. specitying data transformations
3. deductive synthesis
4. cyclic synthesis



demo: dispose a list

void dispose(loc x)

{ list(x) }
{emp }



linked list with elements

predicate list (loc x, set s) {

| x=0=> {s=0;emp} —

| x#0 => {s={V}+5; %
[X, 2] >
xXPVx(x+1)—Y e - N\

« list(Y, ) } V[P T —[ TH
) ~ ~ g
t

X S’
Y
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demo: copy a list

void copy(loc x, loc r)
{list(x,S) *re— _}

{list(x,S) *r =Y * list(Y, S) }

!

return location
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this talk

3.deductive synthesis

4. cyclic synthesis



deductive synthesis

synthesis as proof searcn



this talk

3.deductive synthesis

3.1. proof system
3.2. proof search

4. cyclic synthesis



transforming entailment

P w Q | C

a state that satisfies P
can be transformed into a state that satisfies O
using a program c



synthetic separation logic (SSL)

proof system for
transforming entailment




{emp} w {emp} | ??



{emp} w»» {emp} | skip



{P*R}=>{Q*R} | ??



(Frame)

{Pr={Q} | ¢

{P*R}w»{Q*R} | C



x> *P}lw{xHexQ} | ??



(Write)

{x—exP}w{x—exQ} | c

{x—» *xP}lw{x—exQ} | *x = e; c



IxXpAxPlw{Q]} | ??



(Read)

[y/A{x—>AxP}w[y/Al{Q} | C

{x—>AxP}w{Q} | let y = *X; C



SSL: basic rules

(Emp) (Read)
[y/A{ x> A*P}w [y/A{Q} | ¢

{emp} > {emp} | skip
{x>A*xP}w{Q}| let y = *x; C

(Frame) (Write)
{P}ww{Q} | c {x—exP}w{x—exQ} | c

{P*R}w»{Q*R} | C {x>_*P}lw{xmexQ} | *x = e; C

61



example: swap

{(xPAxyH»B}lw{xHBxyH»A} | ??



{(xPAxyH»B}lw{xH>BxyH»A} | ??



{(xPal*xym» B} w{xHBxymal}l ??

(Read)
{( x> Axy>B}w{x—>B*xy—»A} | let al = *x; ??



{x—alxym»Dbl} w {xHblxymal} | ?2?

(Read)
{xmal*xy» B} w{x—»Bxymral}|l let bl = *y; ??

(Read)
{( x> Asxy>B}w {x—>B*xy—»A} | let al = *x; ??



{x>bl*ymbllw {xHblxymmal}| ?2?

(Write)
{x|—>a’|>|<>/|—>b1} W {Xl—>b1*yl—>a1} | *x = bl; ?°?
(Read)
[x—alxy»Bl wIx—>Bsxymmall | let bl = *y; ??
(Read)

(x> Axy—>B}™{x—>Bxy—Al | let al = *x; ??



(ymobl}w (ymal}|

(Frame)
[xbl*xymbl} w {xmblxymal} |
(Write)
{x|—>a1*y|—>b1}M9{XHb1*yHa1}| *x = bl; ?°?
(Read)
{x—al*xy»B}w {x—»>Bxymal}| let bl = *y; ??
(Read)

(x> AxyH>B}w {x—>Bxym—»A} | let al = *x; ??



{ymal} = {ymal}| 2

(Write)
{y=Dbl}m {ymal}| *y = a1; ??
(Frame)
{x>bl*xymbl}lw {xHblxymal} | 2?2
(Write)
{x|—>a1*y|—>b’|}“~‘>{xl—>b1*yl—>a1}| *x = bl; ?°?
(Read)
{xmal*xy> B} w{x—>Bxymal}| let bl = *y; ??
(Read)

{(xPAxyB}wmw {xH>Bxym»A} | let al = *x; ??



{emp} w {emp} | ??

(Frame)
{ymal}w {ywal}|
(Write)
{y=Dbl}w {ymal}| *y = a1; ??
(F
{x>bl*xymbl}lw {xHblxymal} | 2?2 o
(Write)
Ixalxybl} ™ {xHblxymal} | *x =b1; ??
(Read)
{xmalxy>B} w{x—=>Bxym—al}| let bl = *y; ??
(Read)

(x> Axy>B}lw{x—>Bxy—Al | let al = *x; ??



(Emp)

{emp} ws {emp} [fskip|

(Frame)
{yrmal}w {ymal}] s
(Write)
ty P bl {ymal}|l+y = a1;

T

[x>blxymbl} w {xmblxymal}l | 2
(Write)

{x|—>a1*y|—>b1}“’>{><l—>b1*yl—>a1}|-
(Read)

{xmalxy>B} w{x—=>Bxymal}| [let bl = *y;|??
(Read)

(xmAsy=B) o (xmB ey A) | (et



{x»A*y—B}
let al = *x; 1let bl = *y; *x = bl; *y = al; skip

{(x>B*ymA}



demo: tracing swap



synthetic separation logic (SSL)

e basic rules
(Emp), (Read), (Write), (Frame)
(Alloc), (Free)

e pUre reasoning and unification
e inductive predicates and recursion



synthetic separation logic (SSL)

e basic rules
(Emp), (Read), (Write), (Frame)
(Alloc), (Free)

e pUre reasoning and unification
* inductive predicates and recursion

74



example: dispose a list

void dispose(loc x)
{ list(x) }
{emp }



{ void dispose(loc x) { emp }

{llist°(x)) }

?? (Induction)

{emp }



predicate list (loc x) {

Ix=0|=> {emp}

[Ixz20|=> {[x, 2] *x—>Vx*x(x+1) =Y x* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

{ listO(x) }

?? (Open)

{emp }



predicate list (loc x) {
| x=0 =>|{emp}
| x20 =>|{[x, 2] *x—>V=*(x+1)-=Y * list(Y) }

{ list* (x) } void dispose(loc x) { emp }

| if (x == 0) {
{x=0; emp}
??
{emp }
} else {
{x20;[x, 2]*x>V*(x+1)Y *list! (Y) }

??

{emp }



predicate list (loc x) {
| x=0 =>|{emp}
| x20 =>|{[x, 2] *x—>V=*(x+1)-=Y * list(Y) }

{ list* (x) } void dispose(loc x) { emp }

}
if (x == 0) {
{x=0; emp}

?? (Emp)
{emp }

} else {
{x20;[x, 2]*x>V*(x+1)Y *list! (Y) }

??

{emp }



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == 0) {
{x=0; emp}

skip
{emp }
} else {
{x20;[x, 2]*x>V*(x+1)Y *list! (Y) }

??

{emp }



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
{x20;[x,2]*x>V*(x+1)Y *list! (Y) }

7

{emp }



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
{x20;[x,2]*x>V*(x+1)Y *list! (Y) }

>3 (Read)

{emp }



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
let y1 = *(x + 1);

{x20;[x,2] *x> V*(x+1) vyl x*list* (y1)}
2?

{emp }
}



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
let y1 = *(x + 1);

{x20;[x,2] *x> V*(x+1) >yl x*list* (y1)}

?? (Free)

{emp }
}



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
let y1 = *(x + 1);
free x;

{x#0;list! (y1) }
??

{emp }

}



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
let y1 = *(x + 1);
free x;

{x#0;list! (y1) }
??

{emp }

}

(Call)



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
let y1 = *(x + 1);
free Xx;
dispose(yl);

{x#£0;emp}
y)

{emp}
}



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
let y1 = *(x + 1);
free x;
dispose(yl);
{x#0;emp}
2? (Emp)
{emp }
}



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
let y1 = *(x + 1);
free Xx;
dispose(yl);
skip



void dispose(loc x) {
if (x ==90) { }
else {
let y1 = *(x + 1);
free Xx;
dispose(yl)
}
}



synthetic separation logic (SSL)

e basic rules
(Emp), (Read), (Write), (Frame), (Alloc), (Free)

e pUre reasoning and unification

* inductive predicates and recursion
(Open), (Close), (Induction), (Call)
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this talk

3.deductive synthesis

3.2. proof search

4. cyclic synthesis



SuSLik

best-first and-or search in SSL
+ optimizations



demo: search



sources of incompleteness

e pure synthesis is hard!
{r—_}w {Y(inputs, M);r— M }
use an off-the-shelf pure synthesizer

 goal must be inductive in one predicate
can't handle nontrivial termination metrics
e.g. merge sorted lists

can't generate recursive auxiliary functions
e.g. sort, reverse, tree flatten



this talk

4. cyclic synthesis



cyclic synthesis

SSL + cyclic proofs

Brotherston, Bornat, Calcagno: Cyclic proofs of program
termination in separation logic. [POPL'08]

Rowe, Brotherston: Automatic cyclic termination proofs for
recursive procedures in separation logic. [CPP'17]
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dispose revisited

void dispose(loc x)
{ list(x) }
{emp }



dispose: cyclic proof

{ list(x) } dispose(x) {emp }
cycle generates a recursive calll

e

(Emp) {list(x1)} w» {emp} | dispose(x1)

(Free)
femp} w» {emp} {x2]*xpv*x(x+t1)HxTx* list(x1)}w {emp}
(Open)

{list(x) } w» {emp}

\




dispose two

void dispose2(loc x, loc y)

{ list(x) * list(y) }
{emp}
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dispose two

{ list(x) * list(y) } dispose2(x, y){emp }

internal cycle: extract subtree into auxiliary function!
(Emp) {list(y1) } wo {emp} | dispose(yl)
(Free)

{emp} = {fmp} Ay 2]*xyrmux(y+1) eyl list(yl)} w {emp}

_—

{list(x1) * list(y) } w» {emp} | dispose2(x1, y)

(Open)
i {list(y) } w» {emp} {x 2] * x> v* (x+1) > x1* list(x1) * list(y)} w» { emp }

{ list(x) * list(y) } w» {emp}

'\




synthesis with auxiliary functions

void dispose2(loc x, loc y) { void dispose(loc y) {

if (x == 0) { if (y == 0) {
dispose(y) } else {

} else { let y1 = *(y + 1);
let x1 = *(x + 1); free y;
free Xx; dispose(yl)
dispose(x1l, y) }

} }

¥



example: flatten a tree

void flatten(loc t, loc r)
{r— 0 *tree(t) }

{rmx*list(x) }



example: flatten a tree

{r— 0 *tree(t) } flatten(t, r) {r— x *list(x)}

void flatten(loc t, loc r) { void aux(loc y, loc z, int v, loc r) {
if (t == 0) { } else { if (y == 0) {

let v = *(t + 1);
let t1 = *(t + 1);
let t2 = *(t + 2);
flatten(tl, r);
let y = *r;
flatten(t2, r);
let z = *r;

aux(y, z, v, r);
free(t)

let x = malloc(2);
*X = V;
*(x + 1) = z;
*r o= X;
} else {
let y1 = *(y + 1);

let z1 = *r;
*(y + 1) = z1;
*ro=y;
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deductive synthesis with SuSLik

separation deductive
logic synthesis code
© reasoning about © uses specs

pointers & aliasing to guide synthesis ~ © provably memory-safe
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