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application code

policies

framework

dynamic

LIO [Stefan et al 2011]
Jeeves [Yang et al 2012]

… 

static

…
Fine [Swamy et al 2010]
UrFlow [Chlipala 2010]

HLIO [Buiras et al 2015]
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application code

policies

framework

dynamic

static

+ predictable behavior
+ no run-time overhead

- rich policies require proof hints

- crashes / unpredictable behavior
- run-time overhead

+ support for rich policies
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TIO Int

sensitive computation that returns int

* [Russo, Claessen, Hughes, 2008], [Stefan et al 2011], …
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model sources and sinks of sensitive data, e.g.:

print :: rec:User → String → TIO Unit <true> <υ = rec>

getSharedKey :: TIO String <υ ∈ [alice, bob]> <false>

dependent type
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bind :: TIO a <i> <o> → 
(a → TIO b <j> <i ∧ p>) → 
TIO b <i ∧ j> <o ∨ (i ∧ p)>

return :: a → TIO a <true> <false>

downgrade :: …
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sortM :: …
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-- Safely downgrade a Boolean
downgrade :: TIO { Bool | v ⇒ p } <i ∧ p> <o> → 

TIO Bool <i> <o>

“removes” p from input label 

but can only “leak” the constant False!
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bind (getPaperScore ds pid)
(\x . print client (show x))

TIO Unit <true> <υ = client>

step 3: infer local specification

53

(getPaperScore ds pid)

if ?? 
then getPaperScore ds pid
else ?? 

TIO Int 
<υ = client> 

<false>

-- policy holds

-- default

<υ = client>

optimal local spec
inferred from the

strongest assignment!
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bind (getPaperScore ds pid)
(\x . print client (show x))

* [Polikarpova, Kuraj, Solar-Lezama. 2016]

do
cs ← getPaperConflicts ds pid
if not (elem client cs)
then getPaperScore ds pid
else ??

TIO Int 
<υ = client> 

<false>
??
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bind (getPaperScore ds pid)
(\x . print client (show x))
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bind (getPaperScore ds pid)
(\x . print client (show x))

* [Polikarpova, Kuraj, Solar-Lezama. 2016]

do
cs ← getPaperConflicts ds pid
if not (elem client cs)
then getPaperScore ds pid
else ??

TIO Int 
<υ = client> 

<false>

return 0
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https://cseweb.ucsd.edu/~npolikarpova/lifty/

https://cseweb.ucsd.edu/~npolikarpova/lifty/
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STORM
(Security-Typed ORM)

+ ORM +

= secure web framework for Haskell


