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Abstract

Network wormsarea clearandgrowing threatto the se-
curity of today’s Internet-connectetlostsandnetworks.
The combinationof the Internets unrestrictedconnec-
tivity andwidespreadsoftwarehomogeneityallows net-
work pathogensto exploit tremendousparallelismin
their propagation.In fact, modernwormscanspreadso
quickly, andsowidely, thatno human-mediateceaction
canhopeto containanoutbreak.

In this paper we proposean automatedapproach
for quickly detectingpreviously unknovn worms and
virusesbasedon two key behaioral characteristics-
a commonexploit sequencaogetherwith a range of
uniquesourcegeneratingnfectionsanddestinationde-
ing targeted. More importantly our approach- called
“contentsifting” — automaticallygenerateprecisesig-
naturesthat canthen be usedto Iter or moderatethe
spreadf theworm elsevhere in the network.

Usinga combinationof existing andnovel algorithms
we have developeda scalablecontentsifting implemen-
tation with low memoryand CPU requirements.Over
monthsof active useat UCSD, our Earlybird prototype
systemhasautomaticallydetectedand generatedigna-
turesfor all pathogen&nown to beactive onour network
aswell asfor severalnew wormsandviruseswhichwere
unknownat the time our systemidenti ed them. Our
initial experiencesuggestshat, for a wide rangeof net-
work pathogensijt may be practicalto constructfully
automatediefenses- evenagainstso-called‘zero-day”
epidemics.

1 Intr oduction

In the last three years, large-scalelnternetworm out-
breakshave profoundly demonstratedhe threatposed
by self-propagatingprograms. The combination of
widespreadgoftwarehomogeneityandthe Internets un-
restrictedcommunicatiormodelcreatesanideal climate
for infectiouspathogensWorse,eachnew epidemichas
demonstratedncreasedspeed,virulence or sophistica-
tion over its predecessorsWhile the Code Redworm
took over fourteenhoursto infect its vulnerablepop-
ulation in 2001, the Slammerworm, releasecsome18
monthslater, did the samein under10 minutes[22, 21].
The CodeRedwormis thoughtto have infectedroughly
360,000 hosts, while, by some estimates,the Nimda
worm compromisecbver two million [8]. While early
wormstypically spreadby a single mechanismand did
little else, modernvariantssuch as SoBig.F and My-

Doom can spreadthrough multiple vectorsand have
addedbackdoors mail-relaysand denial-of-serviceat-
tacksto their payloads.

Unfortunately our current ability to defendagainst
theseoutbreakss extremelypoorandhasnot advanced
signi cantly sincethe Code Red episodein mid-2001.
In fact,thebasicapproactof detectioncharacterization,
and containmenhasnot changedsigni cantly over the
last veyears. Typically, new wormsaredetectedn an
ad hoc fashionby a combinationof intrusion detection
systemsand administratodegwork. Then, after isolat-
ing aninstanceof theworm, skilled securityprofession-
als manuallycharacterizea worm signatue and nally ,
this signatureis usedto contain subsequeninfections
via updatego anti-virus software and network Itering
products While thisapproachs qualitatively sound;t is
quantitatvely insufcient. Manual signatureextraction
is an expensve, slow, manualprocedurethat can take
hoursor even daysto complete. It requiresisolatinga
new worm, decompilingit, lookingfor invariantcodese-
gquencesandtestingthe signaturefor uniguenessHow-
ever, recentsimulationsby Moore et al. suggesthatan
effective worm containmentanrequirea reactiontime
of well undersixty secondg23]. More concretelycon-
siderthatin thetimeit tookto readthis sectionthe Slam-
merworm hadcontactedwell over a billion distinctIn-
ternethosts.

This paperinvestigateghe challengesn addressing
this problem and describesa prototypesystem,called
Earlybird,thatcanautomaticallydetectandcontainnew
wormson the network usingprecisesignaturesOur ap-
proach,which we call contentsifting, is basedon two
obsenations: rst, thatsomeportionof thecontentin ex-
istingwormsis invariant—typically thecodeexploiting a
latenthostvulnerability— andsecondthatthe spreading
dynamicsof aworm is atypicalof Internetapplications.
Simply stated,it is rareto obsene the samestring re-
curring within pacletssentfrom mary sourcego mary
destinations By sifting throughnetwork traf ¢ for con-
tentstringsthatareboth frequentlyrepeatecandwidely
dispersedye canautomaticallyidentify new wormsand
their precisesignatures.

In our prototypesystemwe have developedapproxi-
mateversionof thisalgorithmthatareamenabléo high-
speedmplementation.In live experimentson a portion
of the UCSD campusmetwork, we have deployed Early-
bird and demonstratedhat it can automaticallyextract
thesignaturefor all known active worms(e.g. CodeRed,



Slammer).Moreover, during our experimentstEarlybird
detectedand extracteda signaturefor the Blaster My-

Doom and Kibuv.B worms — signi cantly beforethey

hadbeenpublicly disclosedandhoursor daysbeforeary

public detectionsignaturesveredistributed. Finally, in

our testingover a period of eight months,we have ex-

periencedrelatively few false positives and exceptions
aretypically dueto structuralpropertiesof a few popu-
lar protocols(SFAM via SMTP andNetBIOS)thatrecur
consistentlyandcanbe procedurally‘white-listed”.

The remainderof this paperis structuredasfollows.
In Section2 we surwey the eld of worm researctthat
we have built uponand describehow it motivatesour
work. Section 3 describesow we de ne worm behar-
ior. Sectiord outlinesanaive approacho detectingsuch
behaiors, followed by a concretedescriptionof practi-
cal contentsifting algorithmsin Section 5. Section 6
describeghe implementatiorof the Earlybird prototype
andananalysisof our live experimentausingit. We de-
scribelimitations and extensionsin Section 7. Finally,
in Section 8 we summarizeour ndings andconclude.

2 Background and RelatedWork

Wormsare simply small programs.They spreadby ex-
ploiting a latentsoftware vulnerability in somepopular
network service— suchasemail, Web or terminalaccess
— seizingcontrol of programexecutionandthensending
acopy of themselesto othersusceptiblénosts.

While the potentialthreatposedby network worms
has a long past— originating with ctional accounts
in Gerrold's “When Harlie was One” and Brunners
“Shockwave Rider” — it is only recentlythat this threat
has enjoyed signi cant researchattention. Fred Co-
hen rst lay the theoreticalfoundationsfor understand-
ing computervirusesin 1984 [4, 5], and the Internet
worm of 1988 demonstratedhat self-replicationvia a
network coulddramaticallyamplify thevirulenceof such
pathogend33, 39]. However, the analysisand under
standingof network wormsdid notadvancesubstantially
until the CodeRedutbreakof 2001. In this section,we
attemptto summarizethe contemporaryesearcHitera-
ture— especiallyin its relationto our own work.

The rst researchpapersin the “modernworm era”
focusedon characterizationsnd analysesof particu-
lar worm outbreaks. For example, Moore et al. pub-
lishedoneof the rst empiricalanalyse®f the CodeRed
worm's growth, basecbn unsolicitedscangassvely ob-
senedon an unusedhetwork [22]. Further the authors
estimatedhe operational'repair” rateby actively prob-
ing a subsamplef the 360,000infectedsitesovertime.
They foundthat, despiteunprecedentethediacoverage,
therepairrateduringtheinitial outbreakaveragedunder
2 percentperday. This reinforcesour belief that fully
automatednterventionis necessaryo effectively man-

ageworm outbreaks. Stanifordet al.s landmarkpaper
anticipatedhe developmentof far fasterwormsandex-
trapolatedtheir growth analytically[42] — foreshadw-
ing the releaseof the Slammerworm in 2002. Moore
et al. subsequenthanalyzedhe Slammeroutbreakand
estimatedthat almostall of the Internetaddressspace
wasscannedy thewormin under10 minutes— limited
only by bandwidthconstraintsat the infectedsites[21].
This experiencealso motivatesthe needfor fastandau-
tomatedreactiontimes. Finally, basedon theseresults,
Moore et al. analyzedthe engineeringequirementgor
reactve defenses- exploring thetradeofs betweerreac-
tiontime, deploymentandthegranularityof containment
mechanismgsignaturebasedvs. IP addresdbased)23].
Two of theirkey ndings motivateour work.

First,they demonstratethatsignature-basemhethods
canbeanorderof magnitudemoreeffective thansimply
quarantininginfectedhostspiecemeal. The roughintu-
ition for thisis simple:if aworm cancompromiseanew
hostwith an averagelatengy of x secondsthenan ad-
dresshasedjuarantineeanmustreactmorequickly than
x secondgo preventthe worm from spreading By con-
trast,a signaturebasedsystemcan,in principle, halt all
subsequergpreadingoncea signaturds identi ed. The
secondmportantresultwastheir derivation, via simula-
tion, of “benchmarks”for how quickly suchsignatures
mustbe generatedo offer effective containment.Slow-
spreadingworms, suchas CodeRedcan be effectively
containedf signaturesaregeneratedvithin 60 minutes,
while containinghigh-speedvorms, suchas Slammey
mayrequiresignaturegeneratiorin well under5 minutes
—perhapsslittle as60 secondsOur principal contribu-
tion is demonstratingracticalimechanism$or achiezing
thisrequirement.

In the remainderof this sectionwe examineexisting
techniquesfor detectingworm outbreaks,characteriz-
ing wormsandproposectountermeasurder mitigating
worm spread.

2.1 Worm Detection

Threecurrentclasseof methodsare usedfor detecting
nev worms: scandetection,hong/pots,andbehaioral

techniquesat end hosts. We considereachof thesein

turn.

Wormsspready selectingsusceptibléargethosts,n-
fecting them over the network, andthenrepeatingthis
processn adistributedrecursve fashion.Many existing
worms,exceptingemailviruses,will selecttargetsusing
arandomprocessFor instanceCodeRedselectedarget
IP addressesniformly from theentireaddresspace As
aresult,aworm maywill be highly unusuain the num-
ber, frequeng anddistribution of addressethatit scans.
This canbeleveragedo detectwormsin seseralways.

To monitorrandomscanningvormsfrom aglobalper



spectve, one approachis to use networktelescopes-

passve network monitorsthat obsene large rangesof

unusedyet routable,addresspace25, 22, 26]. Under

the assumptiorthat wormswill selecttarget victims at

randomanen wormwill scanagivennetwork telescope
with a probability directly proportionalto the worm's

scanrateandthe network telescopes “size”; thatis, the

numberof IP addressemonitored. Consequentlylarge

network telescopesvill be ableto detectfastspreading
wormsof thistypefairly quickly. At theenterprisdevel,

Stanifordprovidesa comprehensie analysisof the fac-

tors impactingthe ability of a network monitorto suc-

cessfullydetectand quarantinenfectedhostsin anon-

line fashion[41].

However, therearetwo key limitationsto the scande-
tection approach. First, it is not well suitedto worms
which spreadin a non-randomfashion,suchas e-mail
virusesor worms spreadvia instantmessengeor peer
to-peerapplications. Suchworms generatea target list
from addres®ooksor buddylistsatthevictim andthere-
fore spreadopolagically —accordingo theimplicit rela-
tionshipgraphbetweenindividuals. Consequentlythey
do not exhibit anomalouscanningpatternsandwill not
be detectedasa consequenceThe seconddravbackis
that scandetectioncan only provide the IP addressof
infectedsites,not a sighatureidentifying their behavior.
Consequentlydefensedasedn scandetectionrmustbe
anorderof magnitudefasterthanthosebasedon signa-
ture extraction[23].

A different approachto worm detectionis demon-
stratedby Honeypots First introducedto the commu-
nity via Cliff Stoll'sbook,“The Cuckoo'sEgg”, andBill
Cheswicks paper‘An Eveningwith Berferd”,hong/pots
are simply monitoredidle hostswith untreatedvulner
abilities. Any outsideinteractionwith the hostis, by
de nition, unsolicitedandary maliciousactionscanbe
obsened directly. Consequentlyary unsolicitedout-
boundtrafc generatedy a honeg/pot representainde-
niableevidenceof anintrusionandpossiblya worm in-
fection. Moreover, sincethe hong/pot hostis directly
controlled,maliciouscodecanbedifferentiatedrom the
default con guration. In this manner the “body” of a
worm canbeisolatedandthenanalyzedo extracta sig-
nature. This approachis commonlyusedfor acquiring
worm instancegor manualanalysig18]. Therearetwo
principaldravbacksto hong/pots:they requireasigni -
cantamountof slow manualanalysisandthey dependn
thehoneypot beingquickly infectedby a new worm.

Finally, atechniquethathasfoundincreasingraction
in thecommerciaworld (e.g. via recentlyacquiredstar
tups,OkenaandEntracept)s host-basedehaioral de-
tection. Suchsystemsdynamicallyanalyzethe patterns
of systenrallsfor anomalousctiity [31, 28, 3] indicat-
ing codeinjectionor propagationFor example attempts

to senda paclet from the samebuffer containinga re-
ceived paclet is often indicative of suspiciousactiity.
While behaioral techniquesare able to leveragelarge
amountsof detailedcontext aboutapplicationand sys-
tem behavior, they canbe expensie to manageandde-
ploy ubiquitously Moreover, end-hostsystemscan, by
de nition, only detectanattackagainsta singlehostand
notinfer the presencef alarge-scaleoutbreak.Clearly,
from amanagementostandreusestandpointit is ideal
to detectand block new attacksin the network. That
said,end-hostapproachesffer alevel of sensitvity that
is dif cult to matchin the network and canbe a useful
complement- particularly for detectingpotential slow
or stealthywormsthatdo not leave a signi cant imprint
onthenetwork.

2.2 Characterization

Characterizatiors theproces®f analyzingandidentify-
ing anew wormor exploit, sothattargeteddefensesnay
bedeployed.

One approachis to createa priori vulnembility sig-
naturesthat matchknown exploitable vulnerabilitiesin
deployedsoftware[44, 45]. For example,avulnerability
signaturefor the Slammerworm might matchall UDP
trafc on port 1434 thatis longerthan 100 bytes. By
searchingfor suchtrafc, eitherin the network or on
the host,a new worm exploiting the samevulnerability
will be revealed. This is very similar to traditional in-
trusion detectionsystemg(IDS), suchas Snort[1] and
Bro [29], which comparetrafc contentto databasesf
stringsusedin known attacks.This generabpproacthas
theadwantagehatit candeployedbeforethe outbreakof
a new worm and thereforecan offer an addedmeasure
of defense However, this sortof proactive characteriza-
tion canonly beappliedto vulnerabilitieshatarealready
well-known and well-characterizedmanually Further
the tradeof betweenvulnerability signaturespeci city,
compleity andfalsepositvesremainsanopenquestion.
Wang et al's Shield, is by far the best-knavn vulnera-
bility blockingsystemandit focuseson anend-hosim-
plementationpreciselyto bettermanagesomeof these
tradeofs [44]. We do not considerthis approacHurther
in this paper but we believe it canbe a valuablecom-
plementto theautomatedignaturesxtractionalternatve
we explore.

Theearliestautomatiorfor signaturesxtractionis due
to KephartandArnold [15]. Theirsystemusedcommer
cially by IBM, allows virusesto infect known “decoy”
programsin a controlled ervironment, extractsthe in-
fected(i.e.,modi ed) regionsof thedecysandthenuses
a variety of heuristicsto identify invariantcodestrings
acrossnfectioninstancesAmongthis setof candidates
an “optimal” signatureis determinedby estimatingthe
false positive probability againsta measured:orpusof



n-gramsfound in normalcomputerprograms.This ap-
proachis extremelypowerful, but assumeshe presence
of aknown instanceof a virus anda controlledenviron-
mentto monitor.

The former limitation is partially addressedy the
Honeycomb systemof Kreibich and Crowcroft [17].
Honegycombis a host-basedntrusion detectionsystem
that automaticallygeneratesignaturesby looking for
longest common subsequenceamong sets of strings
found in messagesxchanges. This basic procedureis
similarto ourown, but therearealsoimportantstructural
andalgorithmicdifferencedetweerourtwo approaches,
the mostimportantof which is scale.Honeycombis de-
signedfor a host-basedontext with ordersof magni-
tudelessprocessingequired.To putthisin contet, our
Earlybird systemcurrentlyprocessesoretraf c in one
secondthan the prototypeHoneycomb obsened in 24
hours.However, oneclearadvantageofferedby the host
contet is its naturalimperviousnes$o network evasion
techniqueq30]. We discussthis issuefurtherin Sec-
tion 7.

Finally, over the last two yearsof Earlybird's devel-
opment[34, 35, 37], the clearesiparallelscanbe dravn
to Kim andKarp's contemporaneously-geloped Auto-
graphsystem[16]. Like Earlybird, Autographalsouses
network-level datato infer worm signaturesand both
systemsemploy Rabin ngerprints to index countersof
contentsubstringsand usewhite-liststo setasidewell-
known false positives. However, thereare several im-
portantdifferencesaswell. First, Autographrelies on
a pre ltering stepthatidenti es o ws with suspicious
scanningactiity (particularlythe numberof unsuccess-
ful TCP connectiorattempts)peforecalculatingcontent
prevalence. By contrast,Earlybird measureshe preva-
lenceof all contententeringthe network andonly then
considerghe addressingctivity. This differencemeans
that Autographcannotdetectiarge classe®f wormsthat
Earlybirdcan—includingalmostall e-mailborneworms,
suchasMyDoom, UDP-basedvormssuchas Slammey
spoofedsourceworms,or wormscarriedvia IM or P2P
clients. Second,Autographhas extensve supportfor
distributed deployments— involving active cooperation
betweenmultiple sensors. By contrast,Earlybird has
focusedalmostentirely on the algorithmicsrequiredto
supportarobustandscalablewvire-speedmplementation
in asinglesensorndonly supportdistribution through
a centralizedaggreyator Third, Earlybird is an on-line
systemthat has beenin nearproductionuse for eight
monthsand handlesover 200 megabits of live trafc,
while, asdescribedAutographis anoff-line systemthat
hasonly beenevaluatedusingtraces. Finally, thereare
mary differencesin the details of the algorithmsused
(e.g. Autographbreakscontentinto non-overlapping
variable-lengthchunkswhile Earlybird managesover-

lapping x ed-lengthcontentstringsover eachbyte off-
set)althoughit is not currently clearwhattheimpactof
thesedifferencess.

2.3 Containment

Containmentrefersto the mechanisnmusedto slow or
stop the spreadof an active worm. There are three
containmenmechanismsn usetoday: hostquarantine,
string-matchingandconnectiorthrottling. Hostquaran-
tineis simply theactof preventinganinfectedhostfrom
communicatingvith otherhosts-typically implemented
via IP-level accesscontrol lists on routersor re walls.
String-matchingcontainment— typi ed by signature-
basednetwork intrusion prevention systems (NIPS) —
matchesetwork traf ¢ againstparticularstrings,or sig-
naturesof known worms and canthendrop associated
paclets. To enablehigh-bandwidthdeployments,sev-
eral hardware vendorsare now producing high-speed
string matchingand regular expressioncheckingchips
for worm andvirus Itering. Lockwoodetal. describe
an FPGA-basedesearclprototypeprogrammedor this
application[19]. Finally, a differentstratgy, proposed
by TwycrossandWilliamson[43], is to proactiely limit
therateof all outgoingconnectionsnadeby a machine
andtherebyslow — but notstop—thespreacdf any worm.
Theirapproactwasproposedn ahostcontext, but there
is noreasorsuchconnectiorthrottling cannotbe applied
atthenetwork level aswell.

In this paper we assumethe availability of string-
matching containment(perhapsin concertwith throt-
tling) and our Earlybird prototypegeneratesignatures
for a Snortin-line intrusiondetectionsystem- blocking
all pacletscontainingdiscoseredworm signatures.

3 De ning Worm Behavior

Network worms,dueto their distinctpurposetendto be-
have quite differentlyfrom the popularclient-sererand
peerto-peerapplicationsdeployed on today's networks.
In this sectionwe explore thesekey behaiors in more
detailandhow they canbe exploitedto detectandchar
acterizenetwork worms.

3.1 Contentinvariance

In all existing worms of which we are aware, someor

all of the worm programis invariantacrossevery copy.

Typically, the entire worm programis identical across
every hostit infects. However, someworms make use
of limited polymorphism- by encryptingeachwormiin-

stanceindependentlyand/orrandomizing ller text. In

thesecasesmuchof theworm bodyis variable,but key

portionsarestill invariant(e.g.,the decryptionroutine).
For the purposesf this paper we assumethata worm

hassomeamountof invariantcontentor hasrelatively

few variants.We discussriolationsof thisassumptiorin

Section?.



3.2 Contentprevalence

Sincewormsaredesignedoremostto spread theinvari-
ant portion of a worm's contentwill appearfrequently
onthe network asit spread®r attemptsto spread.Con-
versely contentwhichis not prevalentwill notrepresent
the invariant portion of a worm and thereforeis not a
usefulcandidatdor constructingsignatures.

3.3 Addressdispersion

For the samereasonsthe numberof distinct hostsin-
fectedby a worm will grow over time. Consequently
pacletscontainingalive wormwill tendto re ect avari-
ety of differentsourceanddestinatioraddressesMore-
over, during a major outbreak,the numberof suchad-
dressesangrow extremelyquickly. Finally, it is reason-
ableto expectthatthedistribution of theseaddressewill
be far more uniform thantypical network traf ¢ which
canhave signi cant clustering[9].1 In this papemwe only
take advantageof the rst of thesethreeobsenations but
we believe thereis potentialvaluein consideringall of
them.

4 Finding worm signatures
From theseassumptionswe canconcludethat network
wormsmustgeneratesigni cant traf ¢ to spreadandthat
this traf ¢ will containcommonsubstringsandwill be
directedbetweera variety of differentsourcesanddesti-
nations.While it is notyetclearthatthis characterization
is exclusivelycausedy worms,for now we will assume
thatidentifyingthistraf ¢ patternis sufcient for detect-
ing worms. We examinethe issueof falsepositiveslater
in the paper In principle, detectingthis trafc pattern
is relatively straightforward. Figure 1 showvs an ideal-
ized algorithmthatachievesthis goal. For eachnetwork
paclet, the contentis extractedand all substringspro-
cessedEachsubstrings indexedinto a prevalenceable
thatincrementsa count eld for a given substringeach
time it is found. In effect, this tableimplementsa his-
togramof all obsenedsubstringsTo maintainacountof
uniquesourceanddestinatioraddressegachtableentry
alsomaintaingwo lists, containinglP addresseghatare
searchedand potentially updatedeachtime a substring
countis incremented Sortingthis tableon the substring
countandthesizeof theaddressistswill producetheset
of likely wormtraf c. Betterstill, thetableentriesmeet-
ing thisworm behavior criteriaareexactly thosecontain-
ing the invariantsubstringsf theworm. It is thesesub-
stringsthat can be usedas signatuesto Iter theworm
out of legitimatenetworktraf c.

We call this approactcontentsifting becausét effec-
tively implementsa high-passiter on the contentsof
network trafc. Network contentwhich is not prevalent

1As describecearlier the presencef “dark” IP addressesanalso
provide qualitatvely strongevidenceof worm-like behaior.

Processtaf c(payload,srclRdstIP)
prevalence[paylod]++
2 Insert(srclRlispersion[payload].sourge
Insert(dstIRlispersion[payload].dests)
if (prevalence[paylod]>P revalenceTh
andsize(dispersion[payload].sous}eS rcDispT h
andsize(dispersion[payload].destb) stD ispT h)
if (payloadin knownSignatures)
return
endif
10 Insert(payload,knenSignatires)
11  NewSignatureAlarm(paylad
12 endif

=

oooNoOUIhWw

Figure 1: The idealized content sifting algorithm detects all
packet contents that are seen often enough and are coming from
enough sources and going to enough destinations. The value of
the detection thresholds and the time window over which each
table is used are both parameters of the algorithm.
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Figure2: Multi-stage Filters. A piece of content is hashed us-
ing hash function h1 into a Stage 1 table, h2 into a Stage 2 table,
etc and each table entry contains a counter that is incremented.
If all the hashed counters are above the prevalence threshold,
then the content string is saved for address dispersion measure-
ments. In previous work we have shown that the probability of
an approximation error decreases exponentially with the number
of stages and consequently is extremely small in practice [10].

Packet
payload

or not widely disperseds sifted out, leaving only the
worme-like content. However, while contentsifting can
correctlyidentify worm signaturesthe basicalgorithm
we have describeds fartooinef cient to bepractical.ln

the next sectionwe describealgorithmsfor approximat-
ing correctnesi exchangefor ef ciency andpractical-

ity.

5 Practical Content Sifting

For automatedignatureextractionto scaleto high-speed
links, thealgorithmsmusthave smallprocessingequire-
ments(ideally well-suitedto parallelization),and small
memory requirements. Finally, to allow arbitrary de-
ployment strateies, the algorithm should not depend
on having a symmetricvantagepoint in the network.
To satisfytheserequirementswe now describescalable
and accuratealgorithmsfor estimatingcontentpreva-
lenceand addresddispersion,and techniquesor man-
aging CPU overloadthroughsmoothtradeofs between
detectiontime andoverhead.For simplicity, in this sec-
tion we describeour algorithmsat paclet (andnot o w)
granularity

5.1 Estimating contentprevalence

Identifying commoncontentinvolves nding the paclet
payloadgshatappeaiatleastx timesamongtheN pack-
etssentduringagiveninterval. However, atableindexed



by payloadcanquickly consumehugeamountsf mem-
ory. For example,on a fully loadedl Gbpslink, this
naive approachcould generatea 1 GByte tablein less
than 10 seconds.Memory consumptiorcanbe reduced
considerablypy indexing thetableusinga x edsizehash
of the paclet payloadinsteadof the full payload. After
a certainhashvaluehasrepeatedk 1 times, the next
pacletwith this hashis reported.In theabsencef colli-
sions,the associatedontentwill have appearedxactly
x times. By selectinga hashfunctionwith suitablylarge
range(e.g.,32 or 64 hits) thecollision probabilitycanbe
minimized. Assuminga 16 byte hashtableentryandan
averagepaclet size of 500 bytes, this algorithmwould
take over 4 minutesto generatehe samel GBytetable.

Memoryef ciency canbeimprovedfurtherby observ-
ing that identifying prevalent contentis isomorphicto
the well-studiedproblemof identifying high-bandwidth
o ws, frequently called “heavy hitters” [13, 10]. By
modifying the de nition of “ 0 w” to re ect content n-
gerprintsinsteadof the (srcip, dstip, srcport, dstport,
protoco) tuple usedfor ow analysis,heavy-hitter ap-
proximation algorithms can be usedto nd prevalent
contentusingcomparatiely smallamountof memory

Our prototypeusesmulti-stage lter s with consera-
tive updateto dramaticallyreducethe memoryfootprint
of theproblem(seeFigure2 for ageneradescriptiorand
[13, 1Q] for athoroughanalysis).While simple,we be-
lieve this notion of usinga contentsignatureasa“ o w
identi er” on which to maintaincountersis a powerful
techniqué?

An importantmodi cation is to appendthe destina-
tion port and protocol to the contentbefore hashing.
Sinceworms typically target a particular service(they
are designedto exploit a vulnerability in that service)
thiswill notimpactthe ability to trackwormtrafc, but
caneffectively excludelarge amountsof prevalentcon-
tent not generatecby worms (i.e., potentialfalse posi-
tives)? For example,if two userson the samenetwork
both download the Yahoohomepagethey will receive
mary packetswith identical payloads.However, traf c
sentfrom the Web sener will be directedto a so-called
“ephemeral”’port selectedby eachclient. Sincethese
portsareselectedndependentlyaddingthemto thehash
input will generallydifferentiatethesedifferent clients
evenwhenthe contentbeingcarriedis identical.

So far, we have only discussedtontentat the whole

2\Wearenotthe rst to usehashingechniqueso analyzethecontent
makeupof network trafc. Snoereretal. andDuf eld etal. bothuse
hashingto match paclet obserationsacrossa network [38, 7], and
both Springetal. andMuthitacharoeretal. useRabin ngerprints for
compressingontentsentover a network [40, 27).

3Notethatit is possiblefor this assumptiono beviolatedunderun-
usualcircumstancesin particular the Witty worm exploited promis-
cuousnetwork devicesandonly requireda x edsource portto exploit
its vulnerability — the destinationport wasrandom([6]. Catchingthis
wormrequiredusto maintainanadditionalmatchingtablein whichthe
sourceportis appendedo the hashoutputinstead.

paclet granularity While this is sufcient for detect-
ing most existing worms, it is easyto ervision worms
for which theinvariantcontentis a string smallerthana
single paclet or for which the invariantcontentoccurs
at differentoffsetsin eachinstance.However, detecting
commonstringsof atleasta minimumlengthis compu-
tationally complex. Insteadwe addresgherelated— yet
far easier problemof detectingrepeatingstringswith a
small x edlength . Aswith full paclet contentsstor
ing individual substringsanrequireexorbitantmemory
andcomputationatesourceslnstead,we usea method
similar to the oneproposedy Manberfor nding simi-
lar les in alarge le system20]. We computea variant
of Rabin ngerprints for all possiblesubstringsf a cer
tain length[32]. As these ngerprints are polynomials
they canbe computedncrementallywhile retainingthe
propertythattwo equalsubstringsill generatehesame
ngerprint, no matterwherethey arein a paclet.

However, eachpaclet with a payloadof s byteshas
S + 1 stringsof length , sothe memoryreferences
usedperpacletis still substantiallygreatethanthatcon-
sumedby a single perpaclket hash. In Section5.3, we
describea techniquecalled value samplingto consider
ably reducememoryreferences.

5.2 Estimating addressdispersion

While contentprevalenceis the key metric for identify-
ing potentialworm signaturesaddresslispersioris crit-
ical for avoiding false positives amongthis set. With-
outthis additionaltesta systemcouldnot distinguishbe-
tweenaworm anda pieceof contentthat frequentlyoc-
cursbetweerntwo computers- for examplea mail client
sendingthe sameusernamerepeatedlyasit checksfor
new mail onthemail senerregularly.

To quantifyaddresslispersioronemustcountthedis-
tinct sourcdP addresseanddestinatiorlP addresseas-
sociatedwith eachpieceof contentsuspecteaf being
generatedby a worm (notethatthisis differentfrom the
previouscontentprevalenceproblemwhichonly requires
estimatingthe repetitionsof eachdistinctstring). While
onecouldsimply countsource-destinatioaddresgairs,
countingthe sourceand destinationaddressesdepen-
dentlyallows ner distinctionsto be made.For example,
mail messagesentto a popularmailing list areassoci-
atedwith mary source-destinatioaddrespairs,but with
only two sources- the mail sener of the original sender
of themessagandthe mail sener runningthelist.

While it is possibleto countIP addressesxactly us-
ing a simplelist or hashtable, more ef cient solutions
areneededf therearemary piecesof contentsuspected
of beinggeneratedby worms. Our solutionis to trade
off someprecisionin thesecountersor dramaticreduc-
tions in memoryrequirements.Our rst approachwas
to appropriatehe directbitmapdatastructureoriginally



developedfor approximateo w counting[46, 11]. Each
contentsourceis hashedo a bitmap, the corresponding
bit is set,andanalarmis raisedwhenthe numberof bits
setexceedsa threshold. For example,if the dispersion
thresholdT is 30, the sourceaddresss hashedinto a
bitmap of 32 bits and an alarmis raisedif the number
of bits setcrosse®0 (thevalue 20 is calculatecanalyti-
cally to accountfor hashcollisions). This approacthas
minimal memoryrequirementsbut in exchangeit loses
the ability to estimatethe actualvaluesof eachcounter
—importantfor measuringherateof infectionor priori-
tizing alerts. While othertechniquesuchasprobabilis-
tic counting[12] and multiresolutionbitmaps[11] can
provide accuratecountsthey requiresigni cantly more
memory For examplea multiresolutionbitmaprequires
512bitsto countto 1 million.

Instead,we have inventeda countingalgorithmthat
leveragesthe fact that addressdispersioncontinuously
increasesluringanoutbreak.Usingthis obsenationwe
devise a new, compactdatastructure,calleda scaled
bitmap thataccuratelyestimatesaddresslispersionus-
ing vetimeslessmemorythanexisting algorithms.

Thescaledbitmapachievesthis reductionby subsam-
pling therangeof the hashspace For example,to count
up to 64 sourcesusing 32 bits, one might hashsources
into a spacefrom 0 to 63 yet only set bits for values
that hashbetween0 and 31 — thusignoring half of the
sourcesAt theendof a x edmeasuremerititerval, this
subsamplings adjustedy scalingtheresultingcountto
estimatehetruecount(afactorof two in thepreviousex-
ample).Generalizingwetrackacontinuouslincreasing
countby simply increasingthis scalingfactorwheneer
the bitmapis lled. For examplethe next con guration
of the bitmap might map one quarterof the hashspace
to a 32 bit bitmapandscalethe resultingcountby four.
This allows the storageof the bitmapto remainconstant
acrossanenormougangeof counts.

However, oncethe bitmapis scaledto a new con gu-
ration,theaddressethatwereactive throughouthepre-
vious con guration are lost and adjustingfor this bias
directly canleadto doublecounting. To minimize these
errors,the nal scaledbitmapalgorithm,shavn in Fig-
ure 3, usesmultiple bitmaps(numbmps = 3 in this ex-
ample)eachmappedo progressiely smallerandsmaller
portionsof the hashspace. To calculatethe count, the
estimatechumberof sourceshashingto eachbitmapare
added,andthen this sumis divided by the fraction of
the hashspacecoveredby all the bitmaps. When the
bitmap covering the largest portion of the hashspace
hastoo mary bits setto be accurate,t is advancedto
the next con guration by regycling it: the bitmapis re-
setandthenmappedto the next slice of the hashspace
(Figure 4). Consequentlyeachbitmap covers half the
hashspacecoveredby its predecessoiThe rst bitmap,

UpdateBitmap(IP

1 code=Hash(IP

level = CountLeadingZeroes(code)

bitcode= FirstBits(code<< (level+1))

if (level baseandlevel < basernumbmps)
SetBit(bitcode,bitmapsiVel-base])
if (level == baseandCountBitsSet(bitmaps[0f= max)

NextCon guration()

endif

endif

OCO~NOUIRWN

ComputeEstimatb{tmaps ,base)
1 numlIPs9
2 for i= 0 to numbmps -1
3 numlIPs=numIPs3In( b=CountBitsNotSet(bitmap$])
4 endfor
5 correction=
2(2base  1)=(2numbmps 1) bin(bb max))
6 return numiPs 2base (1 2 numbmps )4 correction

Figure 3: A scaled bitmap uses numbmps bitmaps of size b
bits each. The bitmaps cover progressively smaller portions of
the hash space. When the bitmap covering the largest portion of
the hash space gets too full to be accurate (the number of bits
set reaches max), we advance to the next con gur ation by “recy-
cling” the bitmap (see Figure 4). To compute an estimate of the
number of distinct IP addresses, we multiply a estimate of the
number of addresses that mapped to the bitmaps by the inverse
of the fraction of the hash space covered by the bitmaps. A cor-
rection is added to the result to account for the IP addresses that
were active in earlier con gur ations, while the current bitmaps
were not in use at their present levels.

the one covering the largestportion of the hashspace,
is the mostimportantin computingthe estimate put the
otherbitmapsprovide “memory” for countsthatarestill
small and sene to minimize the previously mentioned
biases. Consequentlynot much correctionis needed
when thesebitmapsbecomethe mostimportant. For-
mally, we canprove thatthe maximumratio betweerthe
biasof thealgorithmandthe numberof active addresses
is 2=(2numbmps  1)[36].

Overall, this new techniqueallows usto countsources
and destinationgyuite accuratelyusing only 3 bitmaps
with roughly5 timeslessmemorythanpreviouslyknown
techniqueg12, 11]. Thisis critical for practicalscaling
becauseét reducegthe systems sensitvity to the effec-
tivenessof the low-pass Iter provided by the content
prevalenceest.

5.3 CPU scaling

Usingmultistage Iters to detectcontentprevalenceand
scaledbitmapsto estimateaddresslispersiondecreases
memory usageand limits the amountof processing.
However, eachpayloadstring still requiressigni cant
processing. In our prototypeimplementation(detailed
in Section6), the CPU can easily manageprocessing
eachpaclet payloadasa singlestring, but whenapply-
ing Rabin ngerprints, the processingf every substring
of length  can overloadthe CPU during high traf c
load. For example,a paclket with 1; 000 bytesof pay-
load and = 40, requiresprocessing®60 Rabin n-
gerprints.While computingthe Rabin ngerprints them-
selesincursoverheadit is thethreeorderof magnitude
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Figure4: when the bitmap covering the largest portion of the
hash space lIs up, it is recycled. The bitmap is cleared and it
is mapped to the largest uncovered portion of the hash space
which is half the size of the portion covered by the bitmap right-
most before recycling. Recycling increments the variable base
(see Figure 3) by one.

increasan the numberof contentsifting operationghat
exceedghe capacityof our currentCPU. While a faster
CPUmight solwe this problemfor a giventrafc pro le,
the possibility of traf ¢ surgesand denial-of-serviceat-
tackson a sensomproducethe sameproblemagain. We
believe thata securitydevice shouldnotfail in thesecir-
cumstancebutinsteadsmoothlyscalebackfunctionality
to matchcapacity— still performingthe samefunctions
but perhapawith reduceddelity or responsieness.
The obvious approachto addresghis problemis via
dynamicsampling.However, randomlysamplingwhich
substringgo processould causeusto missalargefrac-
tion of the occurrencesf eachsubstringandthusdelay
the generationof a worm's signature. Instead,we use
valuesampling[20] andselectonly thosesubstringgor
whichthe ngerprint matchesa certainpattern(e.g. the
last6 bits of the ngerprint are0). Consequentlytheal-
gorithmwill systematicallyignoresomesubstringsput
trackall occurrencesf others.However, if aworm con-
tainseven a singletracked substring,it will be detected
aspromptly aswithout the sampling. For example,if f
is the fraction of the tracked substringge.g. f = 1=64
if we track the substringsvhoseRabin ngerprint ends
on 6 0s),thenthe probability of detectinga worm with a
signatureof lengthx is py ack (X) = 1 e T 1)
Since Rabin ngerprint are randomly distributed
themseles,the probability of trackinga worm substring
of length is f. Thus, the probability of missingthe
wormis pmiss ( ) = 1 f. Theprobabilityof nottrack-
ing the worm is the probability of not tracking ary of
its substringsIf theworm signaturehaslengthx, it has
X + 1 substringof length . Assumingthatno sub-
stringof length repeatsn thesignaturethe probability
of nottrackingthewormis pmiss (X) = (1 f)* *1
e " *1) For examplewith f = 1=64and = 40,
the probability of trackinga worm with a signatureof

Header

I
Addréss Dispersiqn Table
|

Key KEY | SRC IP COUNT | DEST IP COUNT

AD entry exists?
protocol/dstPort +Payload
update counters

KEY = COUNT

Counters > Dispersion Threshold?
report KEY as suspected worm

Count > Prevalence Threshold?
Create AD entry

else
Update counter

Content Prevalence Table

Figure5: Content Sifting Algorithm as used in EarlyBird.

100bytesis 55%, but for awormwith a signatureof 200
bytesit increaseso 92%,andfor 400bytesto 99.64%.
The samplingvaluef representsa tradeof between
processingandthe probability of missinga worm; pro-
cessinglecreaseknearlywith f andthelengthof thein-
variantcontentrequiredincreasedinearly with f . Note
that all currentworms have hadinvariantcontentof at
least400 bytes,for which the probability of falsenega-
tivesis at most0.36%. Our userspacesoftwareimple-
mentationrequiresf = 1=64to keep