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Abstract

the network—a task previously assigned to custom, highperformance hardware devices. The result of each of these
trends is that more devices, running a mixture of software
and hardware, sit on the data plane, handling packets. At the
same time, link rates continue to increase, first from 1 Gbps
to 10 Gbps, and now 10 Gbps to 40 Gbps, 100 Gbps [1], and
beyond. Given the increasing speed of network links, and
increasing complexity of packet processing tasks, handling
these data flows is a growing challenge [21].
Designing efficient and performant packet processing devices, either in software or hardware, relies on having an understanding of the traffic that will transit them. Each of these
devices has to carefully manage internal resources, including
TCAM entries, flow entry caches, and CPU resources, which
is affected by the arrival pattern of packets. In early seminal
work, Jain and Routhier studied the behavior of traffic transiting Ethernet networks at a packet-level granularity [12],
and found that the traffic exhibited a number of unexpected
behaviors, including the formation of “trains” which are sets
of packets, closely grouped in time, from a single source
to a particular destination. Since this analysis was undertaken, networks have evolved considerably. For example,
instead of 10-Mbps shared-medium Ethernet, modern data
center networks rely on 10-Gbps switched Ethernet.
In this work, we analyze the output of 10-Gbps servers
running a variety of data center workloads. We define a burst
to be an uninterrupted sequential stream of packets from one
source to one destination with an inter-packet spacing of less
than 2 µs. We find that the traffic exhibits bursty “train”
type behavior, similar to Jain and Routhier’s observations
from nearly three decades ago. However, we observe several
differences. First, there are new causes of these bursts, including in-NIC mechanisms designed to support higher link
rates, such as TCP segmentation offloading. Second, in an
effort to reduce CPU load, a number of data center applications rely on batching at various levels, which results in
corresponding bursts of packets. Finally, how an application
invokes standard OS system calls and APIs has a significant
impact on the burstiness of the resulting traffic. Taken together, our aim is to better understand the network dynamics
of modern data center servers and applications, and through
that information, to enable more efficient packet processing
across the network stack.

While numerous studies have examined the macro-level behavior of traffic in data center networks—overall flow sizes,
destination variability, and TCP burstiness—little information is available on the behavior of data center traffic at
packet-level timescales. Whereas one might assume that
flows from different applications fairly share available link
bandwidth, and that packets within a single flow are uniformly paced, the reality is more complex. To meet increasingly high link rates of 10 Gbps and beyond, batching is typically introduced across the network stack—at the application, middleware, OS, transport, and NIC layers. This batching results in short-term packet bursts, which have implications for the design and performance requirements of packet
processing devices along the path, including middleboxes,
SDN-enabled switches, and virtual machine hypervisors.
In this paper, we study the burst behavior of traffic emanating from a 10-Gbps end host across a variety of data
center applications. We find that at 10–100 microsecond
timescales, the traffic exhibits large bursts (i.e., 10s of packets in length). We further find that the level of this burstiness
is largely outside of application control, and independent of
the behavior of higher level applications.

1.

INTRODUCTION

As an increasing array of sophisticated applications move
to the cloud, Internet data centers must adapt to meet their
needs. Unlike software installed on a single machine, data
center applications are spread across potentially thousands
of hosts, resulting in increasingly stringent requirements
placed on the underlying network interconnect. Data center networks must isolate different tenants and applications
from each other, provide low-latency access to data spread
across the cluster, and deliver high bisection bandwidth, all
despite omnipresent component failures.
Providing these network properties are a variety of packet
processing devices, spanning all layers of the network stack.
Virtual machine hypervisors implement complex virtual
switched networks [16], ferrying packets between VMs and
the rest of the data center. Individual data flows are forwarded through a variety of middleboxes [21], which process data packets to implement a variety of value-added
services. Most recently, the adoption of software-defined
networking [15] (SDN) means that software controllers are
involved in providing basic connectivity services within
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RELATED WORK
Nearly thirty years ago, Jain and Routhier [12] analyzed
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the behavior of shared bus Ethernet traffic at MIT, and found
that such traffic did not exhibit a Poisson distribution. Instead, they found that packets followed a “train” model. In
the train model, packets exhibit strong temporal and spacial locality, and so many packets from a source are sent
to the same destination back-to-back. In this model packets
arriving within a parameterized inter-arrival time are called
“cars”. If the inter-arrival time of packets/cars is higher than
a threshold, then the packets are said to be a part of different
trains. The inter-train time denotes the frequency at which
applications initiate new transfers over the network, whereas
the inter-car time reflects the delay added by the generating
process and operating system, as well as CPU contention
and NIC overheads. In this paper, we re-evaluate modern
data center networks to look for the existence and cause of
bursts/trains (two terms that we will use interchangeably).
A variety of studies investigate the presence of burstiness
in deployed networks. In the data center, Benson et al. examine the behavior of a variety of real-world workloads, noting that traffic is often bursty at short time scales, and exhibits an ON/OFF behavior [6]. At the transport layer, the
widely used TCP protocol exhibits, and is the source of, a
considerable amount of traffic bursts [2, 4, 7, 13]. Aggarwal et al. [2] and Jiang et al. [13] identify aspects of the
mechanics of TCP, including slow start, loss recovery, ACK
compression, ACK reordering, unused congestion window
space, and bursty API calls, as the sources of these overall
traffic bursts. Previous studies in the wide area include Jiang
et. al. [14], who examined traffic bursts in the Internet and
found TCP’s self-clocking nature and in-path queuing to result in ON/OFF traffic patterns. In this paper, we identify
the causes of bursty traffic across the stack in a data center
setting.

3.

these systems require, data is sent to the network in large
chunks, potentially resulting in bursty traffic due to transport mechanisms, as described in the next subsection. NFS
performs similar optimizations by sending data to the client
in large chunks, in transfer sizes specified by the client.

3.2

The TCP transport protocol has long been identified as a
source of traffic bursts, as described in Section 2. Beyond
the basic protocol, some improvements have an impact on
its resulting burst behavior. One such example is TCP window scaling (introduced, e.g., in Linux 2.6), in which the
TCP window representation is extended from 16-bits to 32bits. The resulting increase in the potential window allows
unacknowledged data to grow as large as 1 GB, resulting in
potentially large traffic bursts.

3.3

Operating system

The operating system plays a large role in determining
the severity of traffic bursts though a number of mechanisms. First, the API call boundary between the application and OS can result in bursty traffic. Second, a variety
of OS-level parameters affect the transport and NIC hardware behavior, including maximum and minimum window
sizes, window scaling parameters, and interrupt coalescing
settings. Finally, the in-kernel mechanisms Generalized Receive Offload (GRO) and Generalized Segmentation Offload
(GSO) can be used to reduce CPU utilization, at the expense of potentially increased burstiness. GSO sends large
“virtual” packets down the network stack and divides them
into MTU-sized packets just before handing the packet to
the NIC. GRO coalesces a number of smaller packets into
a single, larger packet in the OS. Instead of a large number
of smaller packets being passed through the network stack
(TCP/IP), a single large packet is passed.

SOURCES OF TRAFFIC BURSTS

We now highlight the different layers of the network stack
that account for bursts, including the application, the transport protocol, the operating system, and the underlying hardware. Then, in Section 4, we present a detailed analysis of
the resulting burst behavior of data center applications.

3.1

Transport

3.4

Hardware

The burstiness of network traffic is affected by the behavior of hardware on either the sender or receiver. We now
review a few of these sources.
Disk drives: To maximize disk throughput, the OS and
disk controller implement a variety of optimizations to amortize read operations over relatively slow disk seeks, such as
read-ahead caches and request reordering (e.g., via the elevator algorithm). Of particular interest is the interaction
between the disk and the splice() or sendfile() system calls.
These calls improve overall performance by offloading data
transfer between storage devices and the network to the OS,
without incurring data copies to userspace. The OS divides
these system call requests into individual data transfers. In
Linux, these data transfers are the size of the disk readahead, which are transferred to the socket in batches and
result in a train of packets. The read-ahead parameter is a
configurable OS parameter with a default value of 128 KB.
Segmentation offload: TCP Segmentation Offload

Application

Ultimately, applications are responsible for introducing
data into the network. Depending on the semantics of
each individual application, data may be introduced in large
chunks or in smaller increments. For real-time workloads
like the streaming services YouTube and Netflix, server processes might write data into socket buffers in fine-grained,
ON/OFF patterns. For example, video streaming servers often write 64KB to 2MB of data per connection [11, 19].
On the other hand, many “Big Data” data center applications are limited by the amount of data they can transfer per
unit time. Distributed file systems [5, 10] and bulk MapReduce workloads [8,20] maximize disk throughput by reading
and writing files in large blocks. Because of the large reads
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features (like GRO and TSO) on traffic emanating
from the host. For bandwidth-constrained workloads,
we find that performance enhancing features strongly
affect burstiness, especially TSO and LRO.
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4. Determine whether burstiness can be controlled
through software changes. Through modification of
the TSO code in the kernel, it is possible to generate
larger bursts.
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Figure 1: The data center testbed includes an Ethernet packet
switch and an FPGA that timestamps packets at a 6.4-ns
granularity.

We first describe our measurement methodology and then
present our results.

4.1
(TSO) is a feature of the NIC that enables the OS to send
large virtual packets to the NIC, which then produces numerous MTU-sized packets. Typical TSO packet sizes are
64KB. The benefit of this approach is that large data transfers reduces per-packet overhead (e.g., interrupt processing),
thereby reducing CPU overhead.
Interrupt Coalescing (IC) and Large Receive Offload
(LRO): On the receive side of the NIC driver, IC and LRO
both further reduce the CPU overhead of receiving packets
at high speed. IC works by delaying receive interrupts until a number of packets have been received, delivering those
packets in batches to the OS. LRO works by combining multiple consecutive packets into a larger, virtual packet in the
NIC as opposed to GRO which combines the packets in the
OS. Both potentially affect the burstiness of TCP, as studied
in [3, 18, 25].
Given these sources of burstiness across the network
stack, we now measure a variety of applications in a testbed
environment to understand how each of them contribute to
the resulting network behavior.

4.

Measurement methodology

To evaluate traffic bursts, we deployed a set of applications on a small, seven-node cluster. The applications we
chose are the network file server (NFS), the Hadoop Distributed FileSystem (HDFS), a Hadoop MapReduce-based
Terasort, and a set of microbenchmark applications generating synthetic traffic. Each of the applications we evaluate
are bandwidth constrained.1
Hardware: We deployed the above applications on a set
of HP DL360p servers, each with a pair of Intel E5-2630
six-core CPUs (2.3 GHz) running Debian Linux with kernel
version 3.6.6. Each server has 16 GB of memory and eight
146 GB 15K RPM hard drives (with an ext3 partition). Each
server is configured with an Intel 82599-based 10 Gbps NIC.
The measurement sever has a Myricom 10G-PCIE2-8B22S+E NIC. We used the Intel ixgbe driver (version 3.12.6)
with default parameters and multiqueue disabled.
OS configuration: The disk read-ahead buffer was configured to be 128 KB with a CFQ disk scheduler. At the
start of our experiment, we drop caches to ensure that read
requests go directly to the disk. The network interface was
configured with a 1500-byte MTU. Unless otherwise noted,
in all our experiments we enable both TSO and LRO on the
NIC, though we increased the socket buffer size to be 32 MB
to avoid bandwidth throttling due to receive window limitations. Linux 3.6.6’s default setting of the TCP parameter
tcp_limit_output_bytes was limiting the number of
in-flight TCP packets, which reduced overall performance.
Thus, we increased this parameter from 128 KB to 2 MB.
Network and packet capture: Each of the servers is directly connected to a 10 Gbps Xilinx Virtex 6 FPGA. The
FPGA “passes through” each connection to ports on a 10
Gbps Fulcrum Monaco packet switch. The purpose of the
FPGA is to, on demand, measure the traffic transiting to and
from one of the servers. The FPGA generates a measurement record for each packet, including the packet’s source
and destination address, its size, and a timestamp of when
the packet left or arrived to the port. The timing precision of
the timestamp is 6.4 ns. Per-packet measurements are placed
into packets destined to a dedicated measurement server, labeled M, as shown in Figure 1. For all the traces we ignore

TRAFFIC MEASUREMENTS

To better understand the burst behavior of traffic emanating from hosts in data center environments, we have performed a traffic analysis of a set of testbed servers. Our
evaluation seeks to:
1. Measure the burstiness of a set of data center workloads. For simple, long-lived communication patterns
between a small number of nodes (e.g., a stride pattern), bursts can be quite large—up to about 100 packets. Even for workloads with low destination stability,
such as all-to-all patterns, bursts the length of a TSO
segment (i.e., 64 KB) are seen in practice.
2. Understand how each layer of the network stack
contributes to burstiness. We find that application behavior largely determines burstiness, yet even among
bandwidth-constrained applications, configuration parameters strongly affect burstiness (for example, NFS
configuration parameters or syscall parameters).

1

We also evaluated latency-sensitive applications like Memcached,
but omit those results since they produced little to no traffic bursts.

3. Determine the effect of NIC and OS performance
3

1.0

µs. The burst length is the number of such closely spaced
packets in the stream. We observe that the burst lengths for
both the stride and hstride patterns are quite large—up to
about 100 packets in the median case. Each of the jumps
in the CDF fall at multiples of the TSO size (which in our
testbed is 64 KB). This corresponds to the NIC sending one
or more TSO-sized amounts of data before switching destination flows. Most surprisingly, in the all-to-all pattern, the
median burst length is 44 packets, corresponding to a TSOsized amount of data. Even though there is no correlation at
the application layer, the buffering done via TSO results in
bursts of several dozen packets.
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Figure 2: CDF of burst sizes with synthetic traffic patterns.

We now analyze the burst behavior of three common,
bandwidth-intensive applications: NFS, the Hadoop Distributed FileSystem (HDFS), and a MapReduce-based sorting program.
NFS: We configure six NFS clients to concurrently request a file from a single NFS server. Each client specifies
the read size at volume mount time, and issues pipelined read
requests to the server with a file offset and the read size. Figure 3(a) shows the resulting burst lengths. The length of the
packet burst is highly correlated with the underlying read request size configured at the client. This correlation is due to
a combination of mechanisms. The NFS server relies on the
in-kernel splice() system call, which copies data from
the disk in configurable batches (e.g., 128 KB by default).
The default value of 128 KB can be tuned by changing the
disk read ahead size via sysctl. Furthermore, the NFS server
also performs its own batching as well, based on the read
size that the client specified. As a result, the server reads the
entire read size (e.g., 1 MB) off the disk into the memory
buffers and then sends the buffered data to the networking
stack. Our results confirm that application-layer batching
can result in highly bursty behavior.
HDFS: We next configured six HDFS clients to concurrently request a file from a single HDFS DataNode server.
Figure 3(b) shows the resulting burst lengths. As in the
NFS application, HDFS-based packet burst sizes are highly
correlated with the read-ahead size, since HDFS indirectly
uses the sendfile() call (via Java’s transferTo()
method). The sendfile() call copies data from the disk
into the network buffers in batches of disk read-ahead size.
Unlike the NFS server, no additional buffering or batching
is done by the server process, and so the observed burst
lengths correspond more directly to the implementation of
sendfile().
MapReduce Sort: To evaluate an all-to-all application
we use Hadoop’s Terasort. We installed both the NameNode
and TaskTracker on node C6, and generated 120 GB of data
spread across six remaining nodes (S and C1–C5). The resulting burst behavior is shown in Figure 3(c). The median
burst length is approximately 64 packets, which is lower than
the file transfer workloads above. Although still large, this

the TCP slow start behavior.
Application configuration: For the NFS experiments, we
use NFS server version 3, and the NFS server exports a partition located on a single drive. The in-kernel NFS client
reads a file by making multiple pipelined read calls to the
server. The read size is specified while mounting the file system and the maximum read size supported by the NFS client
is 1 MB. For the HDFS experiments, both the NameNode
and the DataNode processes run on the same server, and the
DataNode manages data on a single disk per machine. The
HDFS data block size is 512 MB. Both the NFS and HDFS
servers serve randomly generated files ranging in size from
25 MB to 5 GB. Each client, labeled C1 through C6 in Figure 1, copies data from the server to its local disk. Identical
copies of the same file were kept on the server to allow parallel downloads from the clients. To ensure that all the clients
start their downloads at the same time, we generate a coordination broadcast packet from a control host.

4.2

Effect of Application Behavior

Microbenchmarks

To begin our evaluation, we measure a set of synthetic
microbenchmarks, which are generated via simple memoryto-memory data transfers to eliminate any effects from the
disks, application logic, and think time. The traffic patterns
we consider are a stride pattern, in which a source host sends
data to an intermediate host, which is in turn sending data to
a destination host. This pattern differs from a simple transfer in that ACKs are intermixed with data packets. Next we
consider two variants of the stride workload, both based on
workloads used by Farrington et al. [9]. The pstride workload is based on the stride workload, except that each host
changes its destination in unison. In the hstride workload,
each host opens many flows to each destination, and slowly
changes the destination host at a flow level. Finally we consider an all-to-all workload where every host sends data to
every other host.
Figure 2 shows burst lengths in packets. A burst is an uninterrupted sequential stream of packets from one source to
one destination with an inter-packet spacing of less than 2
4
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Figure 3: An evaluation of three bandwidth-constrained workloads. The read-ahead and read syscall sizes largely determine
the burst size. For MapReduce workloads, intermediate data shuffling and various keep-alive messages reduce the burst length.
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on shrinking the burst size, as compared to disabling LRO.
However, both strongly affect CPU utilization, as shown in
Table 1. Disabling both LRO and TSO drops throughput
to 2.4 Gbps, since the kernel cannot keep up with the rate
of packets necessary to saturate the link. Combinations of
LRO and TSO result in intermediate throughputs, and both
enabled produce the highest throughput, as expected.
To understand the effect of LRO on burst size, we collected measurements of an iperf session between two servers
with LRO either on or off, and calculated the throughput,
CPU utilization, and ACK ratio for each case. The ACK
ratio is the average number of data bytes acknowledged by
a single ACK, one indication of burstiness. The results are
shown in Table 2. Without LRO an ACK is generated for every other segment, whereas with LRO enabled up to 44 KB
are acknowledged at a time, resulting in increased burstiness.
Noting that link-level burst lengths are highly correlated
with the TSO sizes configured on our NICs, we next seek to
understand whether the OS and applications would be able
to send larger bursts if the TSO size were increased. Linux
is limited to TSO sizes of 64 KB, and the Intel NIC we used
supports up to 256 KB. We were able to modify Linux to
support a TSO size of up to 148 KB. Figure 5 shows the
resulting burst lengths of an one-to-all workload, and indeed
the OS and applications were able to send bursts up to this
new maximum. Thus traffic leaving a server could be even
more bursty by modifying the TSO mechanism.

Table 1: Average throughput with different NIC settings.
lower burst length is due in part to a mixture of flows on each
server, since each node exchanges intermediate data, status
updates, keep-alive messages, and file transfer requests.

4.4

CPU
Util (%)

Table 2: The effect of LRO on CPU utilization and throughput. The ACK ratio represents the amount of data acknowledged by a single ACK packet, and the “pinned” case refers
to a configuration in which the application and interrupts are
pinned to separate CPU cores.

Burst Length (in packets)

TSO

LRO
Setting

Effect of NIC Hardware

We now examine several recent mechanisms designed to
improve network performance and lower CPU utilization.
Specifically, we examine LRO and TSO, deployed in the
NIC, and GRO, which runs in the kernel. We repeated the
microbenchmark experiments from Section 4.2, enabling or
disabling these NIC parameters. The results of the all-to-all
workload are shown in Figure 4.
We find that enabling TSO affects the burst length directly,
whereas LRO, by coalescing several packets on the receive
side into larger acknowledged segments, indirectly causes
burstiness. Thus, disabling TSO has a more prominent effect
5
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IMPLICATIONS

Thus far, we have shown that traffic exhibits large bursts at
sub-100 microsecond timescales, and these bursts are highly
correlated with the size of TSO segments, disk read-ahead
settings, and application send sizes. We now discuss the
implications—both positive and negative—of such bursts.
Negative effects of bursts: Blanton and Allman [7] analyze packet traces from three different networks and find
that, for large burst lengths (e.g., those greater than 10 segments), the probability of dropping packets increases. In
fact, with very large bursts (i.e., 60 segments or more), the
probability of dropping a single segment increases to 100%.
This connection between packet bursts and packet loss is not
confined to these examples. For example, in the YouTube
network, bursty traffic is responsible for 40% of total packet
losses [11]. Jiang et al. [13] show that flow-level bursts can
result in increased queuing delay in the network. Alizadeh
et al. [3] show that bursty traffic causes temporary increases
in network buffer occupancy, which results in variable latency and higher packet losses within a data center. To reduce burstiness, Allman and Blanton have proposed placing
a limit on the sending of new segments in response to an
ACK, called MaxBurst [4]. Several efforts [2, 3, 26] argue
for pacing packets to reduce TCP burstiness.
Positive effects of bursts: Jain and Routhier [12] argue that the presence of trains enable certain optimizations
in the network, such as amortizing classification operations
across a large number of consecutive packets to enable path
caching. More recently, Sinha et al. [22] exploit the burstiness of TCP to schedule “flowlets” on multiple paths through
the network. Wischik finds that traffic bursts can potentially
inform the sizing of buffers in routers and gateways along the
path [24]. Recently, Vattikonda et al. [23] proposed overlaying a data center network with a TDMA-based link arbitration scheme, which replaces Ethernet’s shared medium
model. With TDMA support, each host would periodically
have exclusive access to the link, and so to maximally utilize
that resource, each host would ideally send a burst of data.
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