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Abstract

An asynchronousprogram is onethat containsproce-
dure calls which are not immediatelyexecutedfrom
the callsite, but stored and “dispatched” in a non-
deterministicorderby an externalschedulerat a later
point. We formalize the problem of interprocedu-
ral data�ow analysisfor asynchronousprogramsas
AIFDS problems,a generalizationof the IFDS prob-
lemsfor interproceduraldata�ow analysis.We give an
algorithm for computingthe precisemeet-over-valid-
pathssolution for any AIFDS instance,as well as a
demand-drivenalgorithm for solving the correspond-
ing demandAIFDS instances.Our algorithm can be
easily implementedon top of any existing interpro-
ceduraldata�ow analysisframework. We have imple-
mentedthe algorithm on top of BLAST, therebyob-
taining the �rst safetyveri�cation tool for unbounded
asynchronousprograms.Thoughthe problemof solv-
ing AIFDS instancesis EXPSPACE-hard,we �nd that
in practiceour techniquecan ef�ciently analyzepro-
gramsby exploiting standardoptimizationsof interpro-
ceduraldata�ow analyses.

Categoriesand SubjectDescriptors: D.2.4[Software
Engineering]:Software/ProgramVeri�cation.
GeneralTerms: Languages,Veri�cation, Reliability.
Keywords: asynchronous(event-driven) program-
ming,data�ow analysis.
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1. Intr oduction

Asynchronousprogrammingis a popularandef�cient
programmingidiom for managingconcurrentinterac-
tionswith theenvironment.In additionto theusual,or
synchronous, function calls where the caller waits at
the callsiteuntil the calleereturns,asynchronouspro-
gramshave asynchronousprocedure calls which, in-
steadof beingexecutedfrom thecallsite,arestoredin a
taskqueuefor laterexecution.An application-level dis-
patcher choosesa call from thetaskqueue,executesit
to completion(whichmight leadto furtheradditionsto
thetaskqueue),andrepeatson theremainingpending
calls.

Asynchronouscalls permit the interleaving of sev-
eral logical unitsof work, andcanbeusedto hide the
latency of I/O-intensive tasksby deferringtheir exe-
cution to a point where the systemis not otherwise
busy. They form the basisof event-driven program-
ming,wheretheasynchronouscallscorrespondto call-
backsthat may be triggeredin responseto external
events.Further, if mechanismsto ensureatomicity, ei-
therby usingsynchronization[24] or by usingtransac-
tions[15, 29], areusedto ensureasynchronouscallsare
executedatomically, thenthe schedulercanbe multi-
threaded,runningdifferentasynchronouscallsconcur-
rently on different threadsor processors[32]. There
havebeenavarietyof recentproposalsfor addingasyn-
chronouscallsto existing languagesvia libraries,such
asLIBASYNC [20], LIBEVENT [21], andLIBEEL [6, 5].
Theselibraries have beenusedto build ef�cient and
robust systemssoftwaresuchasnetwork routers[19]
andwebservers[25]. Further, severalrecentlanguages
such as NESC [12], a languagefor networked em-
beddedsystems,andMACE [23], a languageto build
distributedsystems,provide explicit supportfor asyn-
chronouscalls.



The �e xibility andef�ciency of asynchronouspro-
gramscomesat a price. The loosecoupling between
asynchronouslyexecutedmethodsmakes the control
anddatadependenciesin the programdif�cult to fol-
low, making it harderto write correctprograms.As
asynchronousprogramsaretypically writtento provide
a reliable,high-performanceinfrastructure,thereis a
critical needfor techniquesto analyzesuchprograms
to �nd bugsearlyor to discover opportunitiesfor opti-
mization.

Forprogramsthatexclusively usesynchronousfunc-
tion calls, interprocedural data�ow analysis[31, 28]
provides a generalframework for programanalysis.
In the settingof [28], interproceduraldata�ow prob-
lem is formulatedasa context-free reachabilityprob-
lem on theprogramgraph,i.e., a reachabilityproblem
wherethe admissiblepathsin the graphform a con-
text free languageof nestedcalls and returns.Unfor-
tunately, this approachdoesnot immediatelygeneral-
ize to asynchronousprograms,for example,by treat-
ing asynchronouscallsassynchronous.In fact,suchan
analysisyields unsoundresults,becausethe factsthat
hold at thepoint wheretheasynchronouscall is made
may no longerhold at the point wherethe storedcall
is �nally dispatched.Thoughthe valuespassedaspa-
rametersin theasynchronouscall remainunalteredtill
thedispatch,theoperationsexecutedbetweentheasyn-
chronouscall andits dispatchmaycompletelyalterthe
valuesof the global variables.Further, the pairing of
asynchronouscalls and their actualdispatchesmakes
thelanguageof valid programexecutionsanon-context
free language,and a simple reductionto context free
reachabilityseemsunlikely.

This paperformalizestheproblemof data�ow anal-
ysis for asynchronousprogramsas AsynchronousIn-
terprocedural FiniteDistributiveSubset(AIFDS) prob-
lems,a generalizationof the IFDS problemsof Reps,
Horwitz andSagiv [28] to programsthat additionally
containasynchronousprocedurecalls. The key chal-
lengein devising algorithmsto solve AIFDS problems
precisely, that is, to computethe meetover all valid
paths(MVP) solutionsfor suchproblems,lies in �nd-
ing awayto handletheunboundedsetof pendingasyn-
chronouscalls,in additionto theunboundedcall stack.
Wesurmountthischallengethroughthreeobservations.

1. Reduction We can reducean AIFDS instanceinto
a standard,synchronousdata�ow analysisproblem
wherethesetof data�ow factsis theproductof the

original setwith a setof counters which track, for
eachof �nitely many kindsof pendingcalls,theex-
act numberof instancesof the call that are pend-
ing.Thoughthereducedinstancehasthesamesolu-
tion astheAIFDS instance,we cannotusestandard
data�ow analysesto computethesolutionasthelat-
tice of data�ow factsis now unbounded:the coun-
terscangrow unboundedlyto track the numberof
pendingasynchronouscalls.

2. Approximation Given any �x ed parameterk 2 N,
we cancomputeapproximationsof the meet-over-
valid pathsolutionsin the following way. We com-
puteanunder-approximation of thein�nite reduced
instanceusinga counterthat countsup to k, drop-
ping any asynchronouscall if thereare alreadyk
pendinginstancesfor thatcall. Wecall thisproblem
thek-reducedIFDS problem.We computeanover-
approximationof thein�nite reducedinstanceusing
acounterthatcountsupto k, andbumpsupto in�n-
ity assoonasthevalueexceedsk. This hastheef-
fect of trackingup to k pendingcallsprecisely, and
thensupposingthat an unboundednumberof calls
arependingif anadditionalasynchronouscall isper-
formed.We call this problemthek1 -reducedIFDS
problem.For eachk, both the over- andthe under-
approximationsare instancesof standardinterpro-
ceduraldata�ow analysisas the abstractionof the
countersmakesthesetof data�ow facts�nite. Thus,
we cancomputeover- andunder-approximationsof
the precisesolutionof the AIFDS instanceby run-
ning standardinterproceduraldata�ow analysisal-
gorithms[28].

3. ConvergenceIn a crucial step,we prove that for
eachAIFDS instance,therealways exists a k for
which the solutionsof the over-approximateIFDS
instanceandthe under-approximateIFDS instance
coincide,therebyyielding the precisesolution for
theAIFDS instance.Thus,our simplealgorithmfor
computingthe meetover valid pathssolutionsfor
AIFDS instancesis to run anoff-the-shelfinterpro-
ceduralanalysison thek andk1 -reducedIFDS in-
stancesfor increasinglylargervaluesof k, until the
two solutionsconvergeuponthepreciseAIFDS so-
lution.

The proof of the third observation, and therefore,
that our algorithmis complete,proceedsin two steps.
First,wedemonstratetheexistenceof a �nite represen-



tationof thebackward or inverseMVP solutionof the
in�nite reducedinstance.To do so,we designa back-
ward versionof the algorithm of Reps,Horwitz and
Sagiv [28] andprove that it terminateswith the �nite
upward-closedbackwardssolutionby usingproperties
of well quasi-orderings[1, 10]. Second,we prove that
if thebackwardsolutionis theupwardclosureof some
�nite set, thenthereexists a k at which the solutions
of the �nite k- and k1 -reducedIFDS instancescon-
verge.Thoughthecorrectnessproof usessometechni-
cal machinery, its detailsareentirely hiddenfrom an
implementer, whoneedonly know how to instantiatea
standardinterproceduraldata�ow analysisframework.

We have implementedthis algorithmon top of the
BLAST interproceduralreachabilityanalysiswhich is
a lazy versionof the summary-basedinterprocedural
reachabilityanalysisof [28]. Theresultis anautomatic
safetyveri�er for recursive programswith unbound-
edly many asynchronousprocedurecalls. Our reduc-
tion techniqueenablesthe reuseof optimizationsthat
we have previously found critical for software veri�-
cationsuchason-the-�y exploration,localizedre�ne-
ment [18], and parsimoniousabstraction[17]. While
we cannothopefor analgorithmthatworksef�ciently
for all asynchronousprograms(theAIFDS problemis
EXPSPACE-hard,in contrastto IFDS which is poly-
nomial time), our initial experimentssuggestthat in
practicetheforwardreachablestatespaceandthek re-
quiredfor convergenceis usuallysmall,makingtheal-
gorithmpractical.In preliminaryexperiments,wehave
usedour implementationto verify and�nd bugsin an
opensourceload balancer(plb ) and a network test-
ing tool (netchat ). Wecheckedfor null pointererrors,
buffer overruns,aswell asapplication-speci�cproto-
col stateproperties.In eachcase,our implementation
ran in lessthana minute,andconvergedto a solution
with k = 1.

Related Work. Recently, the reachability(andhence,
data�ow analysis)problemfor asynchronousprograms
wasshown decidable[30], usinganalgorithmthatwe
believe will be dif�cult to implementand harder to
scaleto real systems.First, thealgorithmworksback-
wards,therebymissingthe opportunitiesavailablefor
optimization by restricting the analysisto the (typi-
cally sparse)reachablestatesthatwe have foundcriti-
cal for softwareveri�cation [18]. Second,onecrucial
step in their proof replacesa recursive synchronous
functionwith anequivalentautomatonconstructedus-

Figure 1. An ExamplePlb

ing Parikh's lemma[26]. Thus, their analysiscannot
be performedin an on-the-�y manner:the language-
theoreticautomatonconstructionmustbeperformedon
the entireexplodedgraphwhich canbe exponentially
largein softwareveri�cation. Finally, insteadof multi-
setrewriting systemsandParikh's lemma,ourproofof
completenessrelieson counterprogramsandaversion
of context freereachabilityon well quasi-orderedstate
spaces[10].

Counters[22] have beenusedto modelcheckcon-
currentC [16] and Java programs,via a reductionto
Petri Nets [7]. However, thosealgorithms were not
interproceduraland did not deal with recursion.Our
proof techniqueof providing a forward abstraction-
basedalgorithmwhosecorrectnessis establishedusing
a backwardalgorithmwasusedin [16] andformalized
for ageneralclassof in�nite statesystemsin [13].

Noticethatin contrastto thedecidabilityof AIFDS,
the data�ow analysisproblem for two threadseach
with recursive synchronousfunction calls is undecid-
able[27]. This rulesoutsimilaralgorithmictechniques
tobeappliedtoobtainexactsolutionsfor multithreaded



programs,or modelsin which threadsandeventsare
bothpresent.

2. Problem

Figure1 shows an asynchronousprogramPlb culled
from an event-driven load balancer. Executionbegins
in the proceduremain which makesan asynchronous
call to a procedure(omittedfor brevity) that addsre-
queststo the global requestlist r , andmakesanother
asynchronouscall to a procedurereqs that processes
the requestlist (highlighedby a �lled box). The reqs
procedurechecksif r is empty, andif so,reschedulesit-
self by asynchronouslycalling itself. If instead,thelist
is notempty, it allocatesmemoryfor the�rst requeston
the list, makesanasynchronouscall to client which
handlesthe request,andthen(synchronously)calls it-
self (highlightedby theun�lled box)aftermoving r to
the restof the list. The procedureclient handlesin-
dividual requests.It takesasinput the formal c which
is a pointerto a client t structure.In thesecondline
of client the pointer c is dereferenced,and so it is
critical that when client begins executing,c is not
null. This is ensuredby the checkperformedin reqs
beforemakingtheasynchronouscall to client . How-
ever, we cannotdeducethis by treatingasynchronous
callsassynchronouscalls (andusinga standardinter-
proceduraldata�ow analysis)as that would addition-
ally concludetheunsounddeductionthat r is alsonot
null whenclient is called.

We shallnow formalizetheasynchronousinterpro-
cedural �nite data�ow analysis(AIFDS)framework, a
generalizationof the IFDS framework of [28], solu-
tions of which will enableus to soundlydeducethat
whenclient beginsexecuting,c is non-null,but that
r maybenull.

2.1 AsynchronousPrograms

In theAIFDS framework,programsarerepresentedus-
ing ageneralizationof control�o w graphs,thatinclude
specialedgescorrespondingto asynchronousfunction
calls.

Let P bea �nite setof procedurenames.An Asyn-
chronousControl Flow Graph (ACFG) Gp for a pro-
cedurep 2 P is a pair (Vp; Ep) whereVp is the set
of control nodesof theprocedurep, includingaunique
startnodevs

p andauniqueexit nodeve
p, andEp is aset

of directedintraprocedural edgesbetweenthe control
nodesVp, correspondingto oneof thefollowing:

� anoperationedgecorrespondingto abasicblockof
assignmentsor anassumepredicatederived from a
branchcondition,

� a synchronouscall edge to aprocedureq 2 P, or
� anasynchronouscall edge to aprocedureq 2 P.

For each directed call edge, synchronousor asyn-
chronous,from v to v0 we call the sourcenodev the
call-site node,and the target node v0 the return-site
node.

EXAMPLE 1: Figure2 shows theACFGfor theproce-
duresmain, reqs andclient of theprogramPlb . For
eachprocedure,the startnode(resp.exit node)is de-
notedwith ashortincomingedge(resp.doublecircle).
Thelabelsontheintraproceduraledgesareeitheroper-
ationscorrespondingto assumes(in box parentheses),
andassignments,or asynchronouscall edges,shown in
�lled boxes,e.g., the edgeat v1, or synchronouscall
edges,shown in un�lled boxes,suchas the recursive
call edgeat nodev9, for which thecall-siteandreturn-
sitearerespectively v9 andv10. 2

A Program G� comprisesa set of ACFGsGp for
eachprocedurein p 2 P. Thecontrol locationsof G�

areV � , the union of the control locationsof the indi-
vidual procedures.Theedgesof G� areE � , theunion
of the (intraprocedural)edgesof the individual proce-
durestogetherwith a specialsetE 0 of interprocedural
edges de�ned asfollows. Let Calls be the setof (in-
traprocedural)synchronouscall edgesin G� . For each
synchronouscall edgefrom call-sitev to procedureq
returningto return-sitev0 in Calls wehave:

� An interproceduralcall-to-startedgefrom thecall-
sitev to thestartnodevs

q of q, and,
� An interproceduralexit-to-returnedgefrom theexit

nodeve
q of q to thereturn-sitev0.

As in [28], thecall edges(or call-to-return-siteedges)
allow usto modellocalvariablesandparameterpassing
in our framework.

In Figure2, thedottededgescorrespondto interpro-
ceduraledges.The edgefrom call-sitev9 to the start
nodev4 of reqs is a call-to-startedge,and the edge
from theexit nodev10 to thereturn-sitev10 is anexit-
to-returnedge.

An Asynchronous Program is a programG� that
contains a special dispatch proceduremain (with
ACFGGmain ), which is not calledby any otherproce-



Figure2. ACFGsfor Plb

dure,andthathas,for everyotherprocedure,aself-loop
synchronouscall edgefrom its exit nodeve

main to itself.
The exit nodeve

main is called the dispatch node, the
self-loopsynchronouscall edgesof the dispatchnode
are called dispatch call edges, the call-to-startedges
from thedispatchnodearecalleddispatch call-to-start
edges, andtheexit-to-returnedgesto thedispatchnode
arecalleddispatch exit-to-returnedges.

Thus,anAsynchronousProgramis aclassicalsuper-
graphof [28] togetherwith specialasynchronouscall
edges,anda specialdispatchprocedurethat hassyn-
chronouscall edgesfor eachprocedure,whichareused
to modelasynchronousdispatch.

EXAMPLE 2: TheACFGfor main shown in Figure2
is the dispatchprocedurefor Plb . The exit nodev3,
shadedin blue,is thedispatchnodewith dispatchedges
to reqs andclient . Theinterproceduraledgefrom v3

to v12 is adispatchcall-to-startedgeto client andthe
edgefrom v15 to v3 is adispatchexit-to-returnedge.2

2.2 AsynchronousProgram Paths

Executionsof an asynchronousprogramcorrespond
to pathsin the ACFGs.However, not all pathscor-
respondto valid executions.In addition to the stan-
dard requirementof interproceduralvalidity, namely
thatsynchronouscallsandreturnsmatchup,werequire
thatadispatchcantake placeonly if thereis apending
asynchronouscall to thecorrespondingprocedure.

Paths. A path of length n from node v to v0 is a
sequenceof edges� = (e1; : : : ; en ) wherev is the
sourceof e1, v0 is the target of en , and for each0 �
k � n � 1, the target of ek is thesourceof ek+1 . We
write � (k) to referto thekth edgeof thepath� .
Inter procedural Valid Paths. Supposethat eachcall
edgein Calls is given a uniqueindex i . For eachcall
edgei 2 Calls supposethat the call-to-startedgeis
labeledby thesymbol( i andtheexit-to-returnedgeis
labeledby thesymbol) i . We saythata path� from v
to v0 is aninterprocedural valid pathif thesequenceof
labelson theedgesalongthepathis a stringaccepted
by thefollowing Dyck language,generatedby thenon-
terminalD:

M ! � j M (i M )i for eachi 2 Calls
D ! M j D (i M for eachi 2 Calls



We useIVP (v; v0) to denotethesetof all interproce-
duralvalid pathsfrom v to v0.

Intuitively, M correspondsto the languageof per-
fectly balancedparentheses,which forces the path
to match the return edgesto the correspondingsyn-
chronouscall sites,andD allows for someprocedures
to “remainon thecall stack.”

Unlike in synchronousprograms, not all Dyck
pathscorrespondto potentialexecutionsof the Asyn-
chronousProgram,aswe have not accountedfor asyn-
chronousprocedurecalls.For example,thepathalong
theedgesbetweennodesv0,v1,v2,v3,v12 of theACFGs
of Figure 2 is a valid interproceduralpath, but does
not correspondto a valid asynchronousexecutionas
there is no pendingasynchronouscall to client at
thedispatchnodev3. To restrictanalysesto valid asyn-
chronousexecutions,weuseschedulesto mapdispatch
call-to-startedgeson paths to matchingprior asyn-
chronouscall edges.

Schedules.Let � be a path of length n. We say � :
N ! N is a schedulefor � iff � is one-to-one,andfor
each0 � k � n, if � (k) is adispatch call-to-startedge
to procedurep, then:

� 0 � � (k) < k, and,
� theedge� (� (k)) is anasynchronouscall to proce-

durep.

Intuitively, the existenceof a scheduleimplies that at
eachsynchronous“dispatch”of procedurep at stepk,
thereis a pendingasynchronouscall to p madein the
past,namelythe oneon the � (k)-th edgeof the path.
The one-to-onepropertyof � ensuresthat the asyn-
chronouscall is dispatchedonly once.There are no
asynchronousexecutionscorrespondingto interproce-
duralpathsthathave no schedules.

EXAMPLE 3: Figure3 shows a pathof Plb , abbrevi-
atedto show only theasynchronouscall edgesandsyn-
chronouscall-to-startedges.Ignoretheboxeswith the
numberson the left andthe right for themoment.For
thepre�x comprisingall but thelastedge,therearetwo
schedulesindicatedby thearrows on the left andright
of the path.Both schedulesmap the dispatchcall-to-
startedge2 to theasynchronouscall atedge1. Theleft
(right) schedulemapsthe dispatchcall-to-startedges
8; 9 to theasynchronouscallsat 5; 3 respectively (3; 5
respectively). If we include the last edge,thereis no
scheduleastherearethreedispatchcall-to-startedges
to client but only two asynchronouscalls,andso,by

Figure 3. Path showing a sequenceof asynchronous
posts(in shadedboxes)andsynchronouscalls (in un-
�lled boxes).Two differentschedulesareshown using
the arrows from dispatchcall-to-startedgesto asyn-
chronouscall points.

thepigeonholeprinciplethereis noone-to-onemap. 2

2.3 AsynchronousIFDS

An instanceof a data�ow analysisproblemfor asyn-
chronousprogramscan be speci�ed by �xing a par-
ticular asynchronousprogram,a �nite setof data�ow
facts, andfor eachedgeof the program,a distributive
transferfunctionthatgiventhesetof factsthathold at
thesourceof theedge,returnsthesetof factsthathold
at thetarget.

AIFDS Instance. An instanceA of an asynchronous
interprocedural �nite distributive subsetproblem or
(AIFDS problem),is a tupleA = (G� ; Dg; D l ; M ; u),
where:

1. G� is anasynchronousprogram(V � ; E � ),
2. Dg; D l are�nite sets,respectively calledglobaland

local data�ow facts– we write D for the product
Dg � D l whichwecalledthedata�ow facts,



3. M : E � ! 2D ! 2D mapseachedgeof G� to a
distributive data�ow transferfunction,

4. u is themeetoperator, which is eithersetunionor
intersection.

Unlike the classical formulation for synchronous
programs(e.g. [28]), theasynchronoussettingrequires
eachdata�ow factto beexplicitly split into aglobaland
a local component.This is becauseat thepoint where
the asynchronouscall is made,we wish to capture,
in addition to which call was made,the initial input
data�ow fact resultingfrom thepassingof parameters
to thecalledprocedure.We cannotusea singleglobal
setof factsto representtheinputcon�guration,asoper-
ationsthatgetexecutedbetweentheasynchronouscall
andtheactualdispatchmaychangetheglobalfact,but
not thelocal fact.

For example,in Plb (Figure1), at the point where
the asynchronouscall to client is made,the global
pointer r is not null, but this fact no longer holds
whenclient beginsexecutingaftera subsequentdis-
patch.However, thelocalpointerc passedvia aparam-
etercannotbechangedby intermediateoperations,and
thus,is still notnull whenclient beginsexecutingaf-
terasubsequentdispatch.

Thus, our data�ow facts are pairs of global facts
Dg and local factsD l . By separatingout global and
local facts,whendispatchinga pendingasynchronous
call, wecanusethe“current” globalfacttogetherwith
the local fact from theasynchronouscall to which the
schedulemapsthedispatch.

EXAMPLE 4: Thefollowing isanexampleof anAIFDS
instance.G� is theasynchronousprogramof Figure2,
Dg is thesetf r; �r g that respectively representthat the
global pointer r is de�nitely not null and r may be
null, and D l is the set f rc; rc; c; �cg that respectively
representthatthelocalpointerrc is de�nitely notnull,
rc may be null, c is de�nitely not null andc may be
null. We omit thestandardtransferfunctionsfor these
factsfor brevity. Thus, the pair ( �r ; c) is the data�ow
fact representingprogramstateswherer maybenull,
but c is de�nitely notnull. 2

Path Functions. Let A = (G� ; Dg; D l ; M ; u) be an
AIFDS instance.Given an interproceduralvalid path
� , we de�ne a path relation PR(A)( � ) � D � D
that relatesdata�ow factsthat hold before the pathto
thosethat hold after the operationsalongthe pathare
executed.Formally, givenaninterproceduralvalid path

� = (e1; : : : ; en ) from v to v0 we say that (d;d0) 2
PR(A)( � ) if there exists a schedule� for � and a
sequenceof data�o w factsd0; : : : ; dn suchthat,d =
d0, d0 = dn and,for all 1 � k � n:

� if ek is anasynchronouscall edge,thendk = dk� 1,
� if ek is a dispatchcall-to-startedge, then dk =

(dg; dl ) where dk� 1 = (dg; �) and (�; dl ) 2
M (e� (k) )(d� (k) )

� otherwisedk 2 M (ek )(dk� 1).

We de�ne thedistributiveclosure of a functionf as
the function: �S: [ x2 S f (x). The pathfunction is the
distributive closureof:

PF (A)( � ) = �d: f d0 j (d;d0) 2 PR(A)( � )g

As a path may have multiple schedules,the path
relationis de�ned astheunionof thepathrelationfor
eachpossibleschedule,which, in turn is de�ned by
appropriatelycomposingthe transferfunctionsfor the
edgesalongthepathasfollows. We directly compose
the transfer functions for the edgesthat are neither
asynchronouscallsnordispatchcall-to-startedges.We
deferapplying the transferfunction for asynchronous
call edgesuntil thematchingdispatchcall-to-startedge
is reached.For eachcall-to-startedge,weusethegiven
scheduleto �nd thematchingasynchronouscall edge.
Theglobaldata�ow factafterthedispatchis theglobal
fact just beforethe dispatch.The local fact after the
dispatch,is obtainedby applyingthe transferfunction
for thematchingasynchronouscall edgeto thedata�ow
fact just before the matchingasynchronouscall was
made.

EXAMPLE 5: Figure4 shows a pathof the program
Plb , togetherwith the data�ow factsobtainedby ap-
plying thepathfunctionon thepre�x of thepathupto
eachnode.At the start of the �rst call to reqs , the
global r andthe local rc may both be null. After the
�rst check,at v5, we know thatr is de�nitely not null,
hencethe global fact is r . Similarly after the malloc
andthesubsequentcheck,thelocal factat v7 is rc, i.e.,
rc is not null. After the subsequentassignmentto r ,
it may againbecomenull, hencethe global fact is �r .
Notethatat v7 wheretheasynchronouscall to client
is made,r holds,but not at v3 just beforethedispatch
call to client . Thereis asingleschedulefor thispath,
thatmapsthedispatchedgefrom v3 to v12 to theasyn-
chronouscall edgefrom v7 to v8. Thus,theglobalfact
at v12 is thesameasat thepreviousdispatchlocation,



Figure 4. A pathof theprogramPlb . The rectangles
denotethedata�ow factsobtainedby applyingthepath
functionon thepre�x of thepathsuptoeachnode.The
shadedgrey box is the global fact, and the unshaded
box the local fact at eachpoint. To reduceclutter, we
show thefactsatnodeswherethey differ from thefacts
at thepredecessor.

namely�r , thatr maybenull. Thelocalfactatv12 is ob-
tainedby applyingthetransferfunctionof thematching
asynchronouscall to thedata�ow fact (r; rc) thatheld
at thematchingasynchronouscall siteatv7. As thecall
passesthe local rc asthe formal c, the local fact is c,
i.e., c is notnull. 2

AIFDS Solutions.Let A = (G; D g; D l ; M ; u) be an
AIFDS instance.Themeetover all valid paths(MVP)
solutionto A is a mapMVP (A) : V � ! 2D , de�ned
as:

MVP (A)(v) = u � 2 IVP (vs
main ;v)PF (A)( � )(> )

Thus,given an AIFDS instanceA, the problemis to
�nd analgorithmto computetheMVP solutionfor A.

If a path hasno schedule,then its path relation is
empty, and so its path function mapsall facts to ? .
Thus,theMVP solutiononly takesinto accountpaths
thatcorrespondto avalid asynchronousexecutions.

3. Algorithm

There are two problemsthat any preciseinterproce-
dural analysisfor asynchronousprogramsmustsolve.
First, it mustkeeptrackof theunboundedsetof pend-
ing asynchronouscalls in orderto only considervalid
asynchronousprogramexecutions.Second,it must�nd
awayto determinethelocaldata�ow factscorrespond-
ing to the input parameters,that hold after a dispatch
call-to-startedge.This is challengingbecausetheselo-
cal factsare the result of applying the transferfunc-
tion to thedata�ow factsthatheldatthepointwhenthe
matchingasynchronouscall wasmade,which maybe
unboundedlyfar backduringtheexecution.

Ourapproachtosolvingboththeseproblemsis to re-
duceanAIFDS instanceinto a standardIFDS instance
by encodingthependingasynchronouscalls insidethe
setof data�ow facts,by takingtheproductwith a new
setof factsthatcounthowmanyasynchronouscalls to
a particularfunction,with a given input data�ow fact
arepending.However, asthependingsetis unbounded,
this new setof factsis in�nite, andso we cannotdi-
rectly solve the instance.Instead,we abstractly count
thenumberof facts,thusyieldinga �nite instance,and
then usethe standardIFDS algorithmto obtain a se-
quenceof computableunder- andover-approximations
of theexactAIFDS solution,which we prove, is guar-
anteedto convergeto theexactsolution.We �rst recall
the standard(synchronous)InterproceduralData�ow
Analysisframework andthendescribeouralgorithm.

Solving Synchronous IFDS Instances. A Syn-
chronousData�ow Analysis probleminstance(IFDS
[28]) is a tuple I = (G� ; D ; f>g ; M ; u) that is a spe-
cial caseof anAIFDS instance,where:

1. theprogramG� hasnoasynchronouscall edges,
2. thereis asingleglobalsetof data�ow factsD .

For any valid interproceduralpath from v to v0 all
schedulesaretrivial astherenodispatchcall edges.The
MVP solutionfor anIFDSinstanceI canbecomputed
by usingthealgorithmof [28] thatwe shall refer to as
RHS.



THEOREM 1. [Algorithm RHS [28]] For every IFDS
instanceI = (G� ; D ; f>g ; M ; u), wehaveRHS(I ) =
MVP (I ).

Counters. A counterC is a contiguoussubsetof N [
f1g . We assumethat 1 2 C whenever the counter
C is an in�nite subset.For a counterC, anda natural
numbern 2 N, maxC (n) is n if n 2 C andmax C
otherwise,and minC (n) is n if n 2 C and min C
otherwise.For a map f , we write f [s 7! v] for the
new map:

�x: if x = s thenv elsef (x)

A countermapf is amapfrom somesetS to acounter
C. For any s 2 S, wewrite f + C s for thecountermap:

f [s 7! maxC (f (s) + 1)]

andwewrite f � C s for themap:

f [s 7! minC (f (s) � 1)]

Note that both f + C s andf � C s aremapsfrom S
to C. Intuitively, we think of f + C s (resp.f � C s) as
“adding” (resp.“removing”) ans to (resp.from) f . We
de�ne thecounterC1 asthesetN [ f1g , andfor any
k � 0, the counterCk asf 0; : : : ; kg, andthe counter
C1

k asf 0; : : : ; k; 1g . Wewrite c0 for thecountermap
�s: 0. A C1 countermap tracksthe exact numberof
s in f . A Ck countermaptracksthe exact numberof
s in f upto a maximum value of k, at which point
it “ignores” subsequentadditions.A C1

k countermap
trackstheexactnumberof s in f uptoamaximumof k
afterwhich a subsequentincrementresultsin themap
gettingupdatedto 1 , which remains,regardlessof the
numberof subsequentremovals.

3.1 Algorithm ADFA

We now presentour Algorithm ADFA for computing
theMVP solutionof AIFDS instances.Thekey stepof
thealgorithmis theuseof countermapsto encodethe
setof pendingasynchronouscalls inside the data�ow
facts,and therebyconverting an AIFDS instanceinto
anIFDSinstance.

GivenanAIFDS instanceA = (G� ; Dg; D l ; M ; u),
and a counterC we de�ne the C-reducedIFDS in-
stanceasthetuple(G�

C ; DC ; f>g ; M C ; uC ) where:

� G�
C is obtainedby replacingeachasynchronouscall

edgein G� with a fresh trivial operationedgebe-
tweenthesamesourceandtargetnode,

� DC is the set (Dg � D l ) � (P � D l ! C). The
elementsof the set are pairs (d;c) where d is a
data�ow fact in Dg � D l and c is a countermap
that tracks,for eachpair of asynchronouscall and
inputdata�ow fact,thenumberof such callsthatare
pending.

� M C is de�ned on thenew data�ow factsandedges
asfollows.

if e is an asynchronous call edge
to p in G� then M C (e)(d;c) =
f (d;c + C (p;d0

l )) j (�; d0
l ) 2 M (e)(d)g

if e is a dispatch call to start edge
to p in G� then M C (e)(d;c) =
f ((dg; d0

l ); c � C (p;d0
l )) j c(p;d0

l ) > 0; d = (dg; �)g
otherwise M C (e)(d;c) =
f (d0; c) j d0 2 (M (e)(d)g.

� uC is theunion(resp.intersection)operationif u is
theunion(resp.intersection)operation.

Intuitively, thereducedtransferfunctionfor anasyn-
chronouscall “adds” the pair of the calledprocedure
andthe initial local data�ow fact to the countermap.
For a dispatchcall-to-startedgeto procedurep, the
transferfunction returnsthe set of tuplesof the cur-
rentglobaldata�ow facttogetherwith thoselocal facts
dl for which thecountermapof (p;dl ) is positive, to-
getherwith the countermapswhere the pairs (p;dl )
have beenremoved. If for all pairs (p; �) the counter
mapvalueis zero,thenthetransferfunctionreturnsthe
emptyset,i.e. ? .

EXAMPLE 6: Figure4showsapathof theC1 -reduced
instancesof Plb . On the left of each(intraprocedural)
path, we show the data�ow facts resulting from ap-
plying the pathfunction to the pre�x of the pathupto
eachcorrespondingnode.Theshadedboxcontainsthe
global data�ow fact, the white box the local fact, and
the numbersi; j; k on top representthe countermap
valuesfor (reqs ; > ), (client ; c), and(client ; �c) re-
spectively. Forall otherpairs,thecountermapisalways
zero.Note that thevaluefor (reqs ; > ) increasesafter
theasynchronouscall atv1, decreasesafterthedispatch
at v3 andagainincreasesaftertheasynchronouscall at
v11. At thesecondoccurrenceof v3 (thedispatchloca-
tion), (client ; c) is theonly pair with client asthe
�rst parameter, for whichthecountermapvalueis pos-
itive. Thus,after the dispatch,the data�ow fact is the



pair of theglobal �r from thedispatchlocationandthe
localc from thecountermap. 2

Our �rst observationis thattheMVP solutionof the
C1 -reducedinstanceis equivalentto theMVP solution
of the original AIFDS instance.This is becausethe
C1 -reducedinstanceexactly encodesthe unbounded
numberof pendingasynchronouscall andinitial local
factpairswithin thecountermapsof thedata�ow facts.
Thus,for any interproceduralvalid paththe (reduced)
path function returnsthe union of the setof data�ow
factsresultingfrom everypossibleschedule.

For two setss � B � D ands0 � B � D , wesaythat
s _= s0 (resp.s _� s0) if f b j (b;�) 2 sg is equal to (resp.
included in) the f b0 j (b0; �) 2 s0g. For two functions
f : A ! 2B � D and f 0 : A ! 2B � D 0

, we say
f _= g (resp.f _� g) if for all x, thesetf (x) _= f 0(x) (resp.
f (x) _� f 0(x)).

THEOREM 2. [Counter Reduction] For everyAIFDS
instanceA, if I is theC1 -reducedinstanceof A, then
MVP (I ) _= MVP (A).

Unfortunately, this reductiondoesnot directly yield
analgorithmfor solvingAIFDS instances,astheC1 -
reducedinstancehasin�nitely many data�ow facts,due
to thein�nite numberof possiblecountermaps.

Our secondobservation is that we cangenerate�-
nite IFDS instancesthatapproximatetheC1 -reduced
instanceandthus,theoriginal AIFDS instance.In par-
ticular, for any k, the Ck -reducedand C1

k instances
are,respectively, anunder-approximation andanover-
approximationof theC1 -instance.

In theCk -reducedIFDS instance,thepathfunction
returns? for any pathalongwhich therearek + 1 (or
more)successive dispatchesto somefunction starting
with somegiven local fact. This happensas because
thenumberof tracked pendingcalls never risesabove
k, after the k successive dispatches,the map value
mustbe zero,thusthe k + 1-th call yieldsa ? . Thus,
the MVP solution for the Ck -reducedinstanceis an
underapproximationof the exact AIFDS solutionthat
includesexactly thosepathsalongwhich thereareat
mostk successive dispatchesto a particularprocedure
with agivenlocal fact.

Dually, in the C1
k -reducedIFDS instance,oncea

k + 1-th pendingcall is addedfor someprocedure,the
countermapis updatedto 1 (insteadof k + 1). As a
result,from this point on, it is alwayspossibleto dis-
patcha call to this procedure.Thus,theMVP solution

for theC1
k -reducedinstanceis anover-approximation

of theexactAIFDS solutionthat includesall thevalid
pathsof theAIFDS instance,andalsoextrapathscorre-
spondingto thoseexecutionswhereatsomepoint there
weremorethank pendingcallsto someprocedure.

EXAMPLE 7: Figure3 illustrateshow theC1-reduced
instanceandtheC1

1 -reducedinstancearerespectively
under- and over-approximationsof the C1 -reduced
IFDSinstanceof Plb . SupposethatD g andD l aresin-
gletonsetscontaining> . Ontheleft andright weshow
thesequenceof data�ow factsobtainedby applyingthe
pathfunctionsfor theC1 andC1

1 respectively, on the
pre�x of theoperationsuptothatpointonthepath.The
numbersi; j above theboxesindicatethecountermap
valuefor (reqs ; > ) and(client ; > ) respectively. As
eachasynchronouscall is made,the countermap for
thecorrespondingcall is updated,andfor eachdispatch
call, thevalueis decremented.

In the C1-reducedinstance(left), the secondasyn-
chronouscall to client is dropped,i.e., the counter
is not increasedabove 1, andthus,theseconddispatch
to client resultsin ? . Thus, the effect of this path
is not includedin the(under-approximate)MVP solu-
tion for the C1-reducedinstance.In the C1

1 -reduced
instance(right), the secondasynchronouscall results
in the counterfor client is increasedto 1 . Thus,
in this instance,the seconddispatchto client yields
a non-? data�ow fact.Moreover, anysubsequentdis-
patchyields a non-? value,all of which get included
in the (over-approximate)MVP solutionfor the IFDS
instance. 2

THEOREM 3. [Soundness]For every AIFDS instance
A, for everyk � 0, if I ,I k ,I 1

k are respectivelytheC1 -
reduced,Ck -reducedandC1

k -reducedIFDS instances
of A, then:

(a) MVP (I k ) _� MVP (I ) _� MVP (I 1
k )

(b) MVP (I k ) _� MVP (I k+1 )
(c) MVP (I 1

k+1 ) _� MVP (I 1
k )

The proof of the soundnessTheorem3, follows by
observingthattheCk - (resp.C1

k -) instanceeffectively
only considersa subset(resp.superset)of all thevalid
asynchronousexecutions,andfor eachpathfor which
both the AIFDS path function and the reducedin-
stance'spathfunctionreturnanon-? value,thevalue's
returnedby thetwo areidentical.



Algorithm 1 Algorithm ADFA
Input: AIFDS instanceA
Output: MVP solutionfor A
k = 0
repeat

k = k + 1
Ik = Ck-reducedIFDS instanceof A
I 1
k = C1

k -reducedIFDS instanceof A
until RHS(I k ) _= RHS(I 1

k )
return RHS(I k )

As for eachk, the countersCk andC1
k are �nite,

we can useRHS to computethe MVP solutionsfor
the�nite IFDSinstancesI k andI 1

k , therebycomputing
under- andover- approximationsof the MVP solution
for theAIFDS instance.

Our algorithm ADFA (shown in Algorithm 1) for
computingthe MVP solution for an AIFDS instance
A is to computesuccessively morepreciseunder- and
over-approximations.An immediatecorollary of the
soundnesstheoremis that if we �nd somek for which
theunder- andover-approximationscoincide,thenthe
approximationsare equivalent to the solution for the
C1 -reducedinstance,and hence,the exact MVP so-
lution for A. The next theoremstatesthat for every
AIFDS instance,thereexists a k for which the under-
and over-approximationscoincide,and therefore,the
Algorithm ADFA is guaranteedto terminate.

THEOREM 4. [Completeness] For each AIFDS in-
stanceA there existsa k such that, if I k and I 1

k are
respectivelythe Ck - and C1

k -reducedIFDS instances
of A, thenMVP (I k ) _= MVP (I 1

k )

ThisTheoremfollows from thefollowing lemma.

LEMMA 1. [Pointwise Completeness] Let A =
(G� ; Dg; D l ; M ; u) be an AIFDS instance, and I be
the C1 -reducedIFDS instanceof A. For every d 2
Dg � D l and v 2 V � , there exists a kd;v 2 N such
that for all k � kd;v , 9ck s.t.(d;ck ) 2 MVP (I k )(v)
iff 9c s.t.(d;c) 2 MVP (I )(v) iff 9c1

k s.t.(d;c1
k ) 2

MVP (I 1
k )(v).

To prove Theorem4 we pick any k greaterthan
maxd;v kd;v (this is well de�ned sinceD andV � are
�nite sets).Thus,thecruxof ourcompletenessresultis
theproofof Lemma1 whichwepostponeto Section5.

THEOREM 5. [Corr ectness of ADFA] For every
AIFDSinstanceA, AlgorithmADFA returnsMVP (A).

Theproof follows from Theorems1,3,4.

3.2 Demand-driven AIFDS Algorithm

We now presentan algorithmfor solving a Demand-
AIFDS problem.This algorithmworks by invoking a
standardDemand-IFDSAlgorithm on Ck- and C1

k -
reducedIFDS instancesof theAIFDS instance.

Demand-AIFDS Instance. An instanceA of a De-
mandAIFDS problemis a pair (A; vE) whereA is an
AIFDS instance,andvE is a specialquerynodeof the
supergraph of A. Given a DemandAIFDS instance,
the Demand-AIFDSproblemis to determinewhether
MVP (A)(vE) 6= ? .

Demand-IFDS and DemRHS. We de�ne a Demand-
IFDS Instanceasan AIFDS instance(I ; vE) whereI
is anIFDS instance.Let DemRHSbea Demand-IFDS
Algorithm suchthatDemRHS(I ; vE) returnsTRUE if f
MVP (I )(vE) 6= ? .

To solve a Demand-AIFDSproblem,we use Ck -
and C1

k -reducedunder- and over-approximationsas
before.Only, insteadof increasingk until the under-
andover-approximationscoincide,we increaseit until
either:

1. in the under-approximation(i.e., the Ck-reduced
IFDSinstance),theMVP solutionis not? , in which
casewe candeducefrom Theorem3 that theexact
AIFDS solutionis alsonot? , or dually,

2. in the over-approximation(i.e., the C1
k -reduced

IFDS instance),the MVP solution is ? , in which
casewe deducefrom Theorem3 that the exact
AIFDS solutionis also? .

The completenesstheorem guarantees that this
demand-driven algorithm DemADFA (summarizedin
Figure2) terminates.

THEOREM 6. [Corr ectnessof DemADFA] For each
Demand-AIFDSinstance(A; vE), DemADFA termi-
natesandreturnsTRUE if MVP A (vE) 6= ? andFALSE

otherwise.

Thoughwe would have likedpolynomialtime algo-
rithms for solving AIFDS andDemand-AIFDSprob-
lems,thefollowing result(alsoin [30]), thatfollowsby
reductionfrom reachabilityof structuredcounterpro-
grams[11], shows thatthis is impossible.



Algorithm 2 Algorithm DemADFA
Input: AIFDS instanceA, ErrornodevE

Output: SAFE or UNSAFE

k = 0
loop

k = k + 1
Ik = Ck-reducedIFDS instanceof A
I 1
k = C1

k -reducedIFDS instanceof A
if DemRHS(I k )(vE) 6= ? then return TRUE

if DemRHS(I 1
k )(vE) = ? then return FALSE

THEOREM 7. [EXPSPACE-Hardness] The Demand-
AIFDS problemis EXPSPACE-hard, evenwhenthere
are norecursivesynchronouscalls.

3.3 Optimizations

Wenow describetwo generaloptimizationsthatcanbe
appliedto any AIFDS instancethatreducethenumber
of statesexploredby theanalysis.

1. Effective Counting The �rst optimizationis based
on two observations. First, the dispatchnode is the
only node where the countermapsare “read” (have
any effecton thetransferfunction).At othernodes,the
countermapis eitheraddedto (for someasynchronous
calls),or copiedover. Thus,ratherthanexactly propa-
gatingthecountermapsin thedata�ow facts,we need
only to summarizethe effect of a (synchronous)dis-
patchon the countermap,and usethe summariesto
updatethecountermapsaftereachdispatchcall returns
to the dispatchlocation.Second,betweenthe time a
dispatchcall beginsandthetime it returns,thecounter
mapvaluesonlyincreasedueto asynchronouscallsthat
mayhappenin thecourseof thedispatch.

Thus,we summarizetheeffect of a dispatchon the
countermapasfollows. Supposethat thecountermap
at a (synchronous)callsiteis c. For a call-to-startedge
to procedurep, for eachentry data�ow fact for p, we
resetthe countermapto c0 (all zeros)andonly com-
putethedata�ow factsreachablefrom suchresetcon-
�gurations. For eachsummaryedge[28] for p with
the target countermapc0, we propagatethe summary
edgeat the callsite,by updatingthe countermap to:
�x: maxC (c(x) + c0(x)) , whereC is the counterbe-
ing usedin thereducedinstance.Thesaving from this
optimization is that for eachprocedure,for eachen-
try data�ow fact,we only computesummariesstarting

Figure5. ExampleRace

from thesingleresetcountermapc0, ratherthanupto
jCj jD l jj P j distinctcountermaps.

2. Counter Map Covering The secondoptimization
follows from observingthat thereis a partialorderbe-
tweenthe countermaps.For two countermapsc;c0,
we saythat c � c0 if for all s, we have c(s) � c0(s).
It is easyto check that if c � c0, then for any in-
stanceI , for all paths� , for all data�ow facts d 2
Dg � D l , the PF (I )( � )(d;c) _� PF (I )( � )(d;c0). This
implies that we only needto maintain maximal ele-
mentsin this ordering.Thus,thesetof factsreachable
from c is covered by the factsreachablefrom c0, and
so in our implementationof RHS, whenwe �nd two
instancesof thedispatchlocationin theworklist, with
facts(d;c) and(d;c0) with c � c0, we droptheformer
instancefrom theworklist.

4. Application: SafetyVeri�cation

We now describehow theADFA algorithmcanbeap-
plied to thetaskof safetyveri�cation, i.e., determining
whetherin a givenasynchronousprogram,someuser-
speci�ederrorlocationvE is reachable.

EXAMPLE 8: Figure5 shows a typical idiom in asyn-
chronousprogramswheredifferent clients attemptto
write �les to a device. The main function spawns an
asynchronouslisten procedurethatis nondeterminis-
tically calledevery time a new client joinson a socket.
The procedurethen calls newclient with a unique
gid or “group id” [6] which processesthe requestof
theindividualclients.A critical mutualexclusionprop-
erty in suchprogramsis thatoncea client, represented
by its gid , has“acquired” and thus begun writing to
thedevice,no otherclient shouldbegivenaccessuntil



the �rst client is �nished. To ensuremutualexclusion,
many asynchronousprogramsusestate-basedmecha-
nismslike thatin Race. Thedevice is stampedwith an
owner �eld that tracksthe last gid that wrote to the
device,andaclient is grantedaccessif theowner �eld
is 0, indicatingthereis no currentclient writing to the
device. To verify themutualexclusion,we encodethe
propertyasanassertionby creatinga(skolem)constant
k thatrepresentssomearbitraryclient id, andchecking
the assertionthat whenever the device is written to in
write , that the id of the writer is k, thenthe owner
of thedevice is alsok. Thus,theprogramsatis�esthe
mutualexclusionpropertyiff the error locationcorre-
spondingto thelabelERRis not reachable. 2

To perform safety veri�cation, we instantiatethe
generalAIFDS framework with data�ow facts and
transferfunctionsderived via predicateabstraction[2,
14]. The result is a DemandAIFDS instancethat we
solve usingtheDemADFA algorithm.If the MVP so-
lution for theerrornodeis ? , thenwe candeducethat
theerrorlocationis not reachable.If thesolutionis not
? , then either the error location is reachable,or the
setof predicatesis tooimprecise,andweautomatically
learnnew predicatesfrom the infeasiblecounterexam-
plewhosepathfunctionis not? , usingthetechniqueof
[17]. Wethenrepeattheveri�cation with thenew pred-
icates,until we �nd an executionthat reachesthe er-
ror location,or thelocationis provento beunreachable
[4, 3, 18]. We now describehow to generateDemand
AIFDS instancesfor a safetyveri�cation problemby
describingthecorrespondingAIFDS instances.

4.1 PredicateAbstraction AIFDS Instances

A PredicateAbstractionAIFDS instanceis atupleA =
(G� ; Dg; D l ; M ; u), where:

� G� is anasynchronousprogram,
� Dg is a�nite setof globalpredicates,i.e., predicates

over theglobalprogramvariables,
� D l is a �nite setof local predicates,i.e., predicates

over thelocal programvariables,
� M (e) is thede�ned asthedistributive closureof:

� (dg; dl ): f (d0
g; d0

l )jsp(e;dg ^ dl ) ^ d0
g ^ d0

l is satis�ableg

wheresp(e;' ) is thestrongestpostcondition[9] of
' w.r.t. theoperatione,

� u is thesetunionoperator.

This is slightly differentfrom thestandardformulation
of predicateabstraction[14], where the elementsof
Dg andD l areall thepossiblecubesover somesetof
atomicpredicates.

We can generate an AIFDS instance ARace

for the safety veri�cation problem for Race
as follows. The set of global predicates is
f ow = 0; ow > 0 ^ ow = k; ow > 0 ^ ow 6= kg,
where ow is an abbreviation for dev:owner,
and the set of local predicates is
f gid > 0; gid = k; gid 6= k; id = k; id 6= kg. With
thesepredicates,for example,thetransferfunctionfor
the edge dev:owner = 0 is the distributive closure
of � (dg; dl ):(ow = 0; dl ), i.e., the global predicate
becomesow = 0 and the local predicateremains
unchanged.

Figure 6 shows the result of the optimized De-
mand IFDS analysisfor the C1

1 reducedIFDS in-
stanceof ARace. Thegrey boxcontainstheglobalpred-
icateandthe white box the local predicate.The num-
bersi ,j ,k,l above the boxescorrespondto the counter
map values for (listen ; > ),(newclient ; gid >
0),(write ; id = k) and(write ; id 6= k) respectively.

Executionbegins in main, with no pendingasyn-
chronouscalls, and proceedsto the dispatchlocation
where the global predicateow = 0 holds, and the
only pendingcall is to listen . We analyzelisten ,
the only pendingcall from the dispatchcall site 1,
from the countermap mappingall predicatesto ze-
ros(p standsfor any of theglobalpredicates).Theex-
plodedsupergraphfor listen shows thatanexecution
of listen preserves the global data�ow fact, makes
an asynchronouscall to listen , andmay, if the call
to newgid is successful(i.e., returnsa positive gid ),
make anasynchronouscall to newclient with a pos-
itive argument.We plug in the summaryedgesfrom
listen into the dispatchcall site 1 – the resultsare
shown with thedottededgeslabeledL.

For eachgenerated(i.e., “exploded”)instanceof the
dispatchcall site,we computethe resultsof dispatch-
ing eachpossiblependingasynchronouscall (together
with theinput data�ow fact).Thus,at thedispatchcall
site instance2, therearependingcalls to listen and
newclient . Pluggingin the summariesfor listen ,
we deducethat the result is eithera self loop backto
dispatchcall site 2, or, if anotherasynchronouscall
to newclient is made,thena dottedsummaryedge
to dispatchcallsite3 wherethereare1 callspending



onnewclient becausetheactualvalue2 obtainedby
addingtheeffect1 to thepreviouscountermapvalueat
thecall sitegetsabstractedto 1 in theC1

1 reduction.
Similarly, weplugin thesummariesfor newclient

andwrite (shown in therespective boxes),for eachof
the �nitely many dispatchcall site instances,resulting
in thesuccessorscorrespondingto dottededgeslabeled
N and Wrespectively. The call site instances3; 5 are
covered by the instances6; 7 respectively, and so we
do notanalyzetheeffectsof dispatchesfrom 3; 5.

Noticethatnewclient is alwayscalledwith apos-
itive argument,and that write is only called either
whenboth id andowner areequalto k or whennei-
theris equalto k, andsothemutualexclusionproperty
holds.

4.2 Experiences

We have implementedtheDemADFA algorithmalong
with theseoptimizationsin BLAST[18], obtaining a
safety veri�cation tool for recursive programswith
asynchronousprocedurecalls. In our experiments,we
checked several safetypropertiesof two event driven
programswritten usingthe L IBEEL event library [6].
Theseprogramswere ported to L IBEEL from corre-
spondingL IBEVENT programs,andareavailablefrom
the L IBEVENT web page[21]. plb is a high perfor-
manceload balancer(appx 4700 lines), and nch is a
network testingtool (appx684 lines).We abstractthe
event registrationinterfaceof L IBEEL in the follow-
ing way. We assumethat externaleventscanoccur in
any order, andthus,theregisteredcallbackscanbeex-
ecutedin any order. In particular, thismeansthatweab-
stractout theactualtimesfor callbacksthatare�red on
sometimeoutevent. With this abstraction,eachevent
registrationcall in L IBEEL becomesan asynchronous
call thatpoststhecallback.While thepredicatediscov-
ery procedureimplementedin BLAST[17] is not guar-
anteedto �nd well-scopedpredicatesin thepresenceof
asynchronousprograms,we useit heuristically, andit
doesproducewell-scopedpredicatesin our examples.
We think a predicatediscovery algorithm that takes
asynchronouscalls into accountis an interestingopen
researchdirection.

Null Pointer. The �rst propertycheckscorrectnessof
pointerdereferencesin the two benchmarks.For each
callback,we insertan assertionthat statesthat the ar-
gumentpointer passedinto the callback is non-null.
Usually, this is ensuredby a checkon the argument

in a caller up the asynchronouscall chain.Hence,the
correctnessdependson trackingprogram�o ws across
asynchronousaswell assynchronouscalls.Theresults
are shown in Table 1. Thereare 4 instancesof these
checksfor plb , namely, plb-1 throughplb-4 and2
for nch. The instancesfor plb areall safe.Thereis a
bug in oneof thechecksin nch wheretheprogrammer
forgetsto checktheresultof anallocation.All theruns
takea few seconds.In eachexample,wemanuallypro-
vide the predicatesfrom the assertionsto BLAST, but
additionalpredicatesare found throughcounterexam-
pleanalysis.

Protocol State. plb maintainsan internal protocol
statefor eachconnection.Theprotocolstatefor anin-
valid connectionis 0, on connection,thestateis 1, and
thestatemovesto 2 andthen3 whencertainoperations
are performed.Theseoperationsare dispatchedfrom
a genericcallbackthat getsa connectionanddecides
which operationto call basedon the state.It is an er-
ror to sendan invalid connection(whosestateis 0) to
this dispatcher. We checked the assertionthat the dis-
patchernever receivesa connectionin an invalid state
(�le plb-5 ). We found a bug in plb that showed this
propertycouldbeviolated.Thebug occursif theclient
sendsatoolargerequestto read,in whichcasethecon-
nectionis closedandthestateresetto 0. However, the
programmerforgot to returnat this point in the error
path.Instead,control continuesandthe next callback
in the sequenceis posted,which calls the dispatcher
with aninvalid connection.
Buffer Over�o w. Eachconnectionin plb maintains
two integer �elds: onetracksthe sizeof a buffer (the
numberof bytesto write), and the secondtracksthe
numberof bytesalreadywritten. The second�eld is
incrementedoneverywrite operationuntil therequired
numberof bytesis written. We checkthat the second
�eld isalwayslessthanorequalto the�rst (�le plb-6 ).
The complicationis that the systemwrite operation
may not write all the bytesin onego, so the callback
reschedulesitself if the entire buffer is not written.
Hencethecorrectnessof thepropertydependson data
�o w through asynchronouscalls. BLAST can verify
that this property holds for the program.We model
the write procedureto non-deterministically returna
numberof bytesbetween0 and the number-of-bytes
argument.

Our initial experienceshighlight two facts. First,
even thoughthe algorithmis exponentialspacein the



Figure 6. Summariesfor Race

Program Time Preds Total Dispatch
plb-1 3.05 7 2047 30
plb-2 4.10 16 1488 18
plb-3 7.05 20 1583 20
plb-4 5.290 14 1486 25
nch-1 1.32 4 521 27
nch-2(*) 0.440 0 - -
plb-5(*) 30.20 55 - -
plb-6 22.68 41 1628 22

Table 1. Experimentalresults.Time measurestotal
time in seconds.Preds is the total numberof atomic
predicatesused. Total state is the total number of
reachable“exploded” nodes.Dispatch is the number
of reachable“exploded”dispatchnodes.(*) indicates
theanalysisfoundaviolationof thespeci�cation.

worstcase,in practice,thereachablestatespaceaswell
asthecountervaluerequiredfor convergenceis small
(in all experimentsk = 1 wassuf�cient). Second,the
correctnessof theseprogramsdependson complicated
data�ow throughtheasynchronouscalls:this is shown
by the numberof distinct global statesreachedat the
dispatchlocation.

5. Proof

The foundationon which our techniquefor solving
AIFDS is basedis thattheCk- andC1

k -reducedunder-
andover-approximationsactuallyconvergeto theC1 -
reducedinstance,and thereforeto the preciseMVP
solution of the AIFDS instance.The main technical
challengeis to prove the completenessTheorem4,
which, asoutlinedearlier, proceedsfrom the proof of
Lemma1. We prove Lemma1 in two steps.In the�rst
step(Lemma3), we show that the backward solution
of the C1 -reducedIFDS instanceis equivalent to the
upward closureof some�nite numberof facts.In the
secondstep(Lemma4), we show how, from the �nite
setof facts,we can�nd a k suchthat theC1

k -reduced
instancecoincideswith theC1 -reducedsolution.

Upward Closure. For two countermapsc;c0 from S
to C, we write c � c0 if for all s 2 S, we have c(s) �
c0(s). Let Dg � D l bea �nite setof data�ow facts.The
upward closure of a setB � (D g � D l ) � (D l ! C)
is theset

B � = f (d;c0) j 9(d;c) 2 B s.t.c � c0g

WesayB is upward closedif B = B � .
Theordering� oncountermapswith a�nite domain

is awell quasi-order, thatis, it hasthepropertythatany
in�nite sequencec1, c2, : : : of countermapsmusthave



two positionsi and j with i < j suchthat ci � cj

[8]. We shall usethe following fact aboutwell quasi-
orderings.

LEMMA 2. [1] Let f bea functionfromcountermaps
to countermapsthat is monotonicw.r.t. � . Let (f � 1)�

denotethe re�exive transitive closure of the inverse
of f . For any upward closedset U of countermaps,
there is a �nite setB of countermapssuch that B � =
(f � 1)� (U).

Backward Solutions. For an IFDS instanceI =
(G� ; D ; f>g ; M ; u) (whereD maybein�nite), for any
v0 2 V � andd 2 D, wede�ne thebackwardsmeetover
valid pathssolutionMVP � 1(I ; v0; d0)(v) as:

f d j 9� 2 IVP (v; v0) s.t.(d;d0) 2 PR(I )( � )g

Intuitively, thebackwardsor inversesolutionfor v0; d0

is the setof factsat v, which get “transferred”along
somevalid path to the fact d0 at v0. If D is �nite, we
can computethe inversesolution using a backwards
versionof the RHS algorithm. It turns out, that if D
correspondsto thein�nite setof factsfor aC1 -reduced
instanceof anAIFDS, thenthein�nite inversesolution
is equivalentto theupwardclosureof a�nite set.Recall
thatc0 is themap�x: 0.

LEMMA 3. [30, 10] Let A = (G� ; Dg; D l ; M ; u) be
an AIFDS instance, and I be the C1 -reducedIFDS
instanceof A. For every v0 2 V � and d0 2 Dg �
D l , there exists a �nite set B (v0; d0; v) � (Dg �
D l ) � (P � D l ! N) such that: B (v0; d0; v) � =
MVP � 1(I ; v0; (d0; c0))( v).

PROOF. Sketch. The proof relieson two facts:�rst, �
formsawell quasi-orderon(D g� D l )� (P � D l ! N),
andsecond,thatthedata�ow factsandtransferfunction
for A is amonotonicfunctionon thisorder. Intuitively,
the transferfunction is not “inhibited” by addingel-
ementsto the countermap. With thesein mind, and
usingLemma2, wecandeviseabackwardsRHSalgo-
rithm whosetermination(shown in [10]) is guaranteed
by thewell quasi-orderingof (D g � D l ) � (P � D l !
N) [8, 1] andguaranteestheexistenceof the �nite set
B (v0; d0; v). Thebackward RHSalgorithmpropagates
data�ow factsbackward and createssummariesfrom
returnpointsto correspondingcall points.

An alternateproofof theaboveresultis obtainedfol-
lowing theproof in [30] which reducestheAIFDS in-

stancevia Parikh's lemmato a multisetrewriting sys-
temanduseswell quasi-orderingargumentson multi-
setsto guaranteetermination.Parikh's lemmais used
to replacetheoriginalprogramthatmayhave recursive
callswith anautomatonwhichhasthesameeffectw.r.t.
countermaps.

In the the secondstep,we show that from the set
B (v0; d0; v), we canobtaina k, that suf�ces to prove
theCompletenessLemma1.

Maxcount. Let A = (G� ; Dg; D l ; M ; u) beanAIFDS
instance,andlet I be the C1 -reduced(in�nite) IFDS
instanceof A. Wede�ne themaxcountof A, as:

1+max
[

d0;v0;v

f c(s) j (d;c) 2 B (v0; (d0; c0); v); s 2 Sg

Notethatasd0; v0; v rangeover �nite setsD g � D l and
V � respectively, and from Lemma3 B (v0; (d0; c0); v)
is �nite, themaxcountof A is also�nite.

We observe that if k is themaxcountof theAIFDS
instance,thenif the factd0 is not in theMVP solution
for v0 in the C1 -reducedinstancethenit is not in the
solutionof the�nite C1

k -reducedIFDS instance.

LEMMA 4. Let A = (G� ; Dg; D l ; M ; u) bean AIFDS
instance, with maxcountk, and I (resp. I 1

k ) be the
C1 - (resp.C1

k -) reducedIFDS instancesof A. For
everyv0 2 V � andd0 2 Dg � D l ,

(a) if (> ; c0) 62 MVP � 1(I ; v0; (d0; c0))( vs
main )

then for all v 2 V � , MVP (I 1
k )(v) \

MVP � 1(I ; v0; (d0; c0))( v) = ;
(b) if @c0: (d0; c0) 2 MVP (I )(v0) then@c0: (d0; c0) 2

MVP (I 1
k )(v0).

PROOF. First,notethat(b) follows from (a)by observ-
ing from the de�nitions of solutionsand backwards
solutions that there exists a c0 such that (d0; c0) 2
MVP (I )(v0) iff (> ; c0) 2 MVP � 1(I ; v0; d0), thenin-
stantiatingthe universalquanti�er in (a) with v0, and
�nally applyingthefact thatMVP � 1(I ; v0; (d0; c0)) is
upward closed(from Lemma3). Next, we prove the
following statementwhich implies(a).

IH 8n 2 N; v 2 V � ; 8� 2 IVP (vs
main ; v) of

lengthn, if (d;c) 2 PF (I 1
k )( � )(> ; c0) then

(d;c) 62MVP � 1(I ; v0; (d0; c0))( v).

Theproof is by inductionon n. Thebasecasefollows
from thehypothesisthat(> ; c0) is notin thebackwards
solutionfor v0; (d0; c0).



For the inductionstep,supposethe IH holds upto
n. Considera path � = � 00; (v00; v) of length n + 1
wherethe pre�x � 00is of length n. By the de�nition
of the path function, we know thereexists a (d00; c00)
suchthat (1) (d;c) 2 M (v00; v)(d00; c00), (2) (d00; c00) is
in PF (I 1

k )( � 00)(> ; c0), and (3) therefore,by the IH,
that(d00; c00) 62MVP � 1(I ; v0; (d0; c0))( v00).

We shall prove the inductionstepby contradiction.
Supposethat (d;c) 2 MVP � 1(I ; v0; (d0; c0))( v00).
By Lemma 3, there is a (d;c� ) 2 B (v0; d0; v),
such that c� � c. Consider the countermap
bcc = �x: min f c(x); k + 1g. As c is a C1

k counter,
andk is bigger thanevery elementin the rangeof c�

(it is the maxcount),it follows that c� � bcc. Thus,
asbackwardssolutionsareupwardclosed(Lemma3),
(d;bcc) 2 MVP � 1(I ; v0; (d0; c0))( v). By splitting
caseson the possibleoperationson the edge(v00; v),
we can show that that there exists a c00

� such that:
(i) (d;bcc) 2 M (v00; v)(d00; c00

� ) and (ii) c00
� � c00. In

otherwords,(d00; c00
� ) is in MVP � 1(I ; v0; (d0; c0))( v00).

By the upward closure of the backwards solu-
tion, (d00; c00) 2 MVP � 1(I ; v0; (d0; c0))( v00),
thereby contradicting (3) above. Hence,
(d;c) 62 MVP � 1(I ; v0; (d0; c0))( v00), completing
theproofof IH andtherefore,thelemma.

Wecannow prove CompletenessLemma1.

PROOF. (of Lemma 1). Supposethat there exists a
c such that (d;c) 2 MVP (I )(v). Then thereexists
some path � 2 IVP (vs

main v;) such that (d;c) 2
PF (I )( � )(v). Pickingthe lengthof � askd;v suf�ces,
as for all k greaterthan this kd;v we can prove that,
(d; �) 2 MVP (I k )(v), and from Theorem3, (d; �) 2
MVP (I 1

k )(v).
Supposethat there is no c such that (d;c) 2

MVP (I )(v). If we let kd;v bethemaxcountof A, then
Lemma4 shows that thereis no (d; �) 2 MVP (I 1

k ),
and from Theorem 3, there can be no (d; �) 2
MVP (I k ).

This concludestheproof of correctness.Noticethat
while the correctnessproof relieson several technical
notions,thesecanall be hiddenfrom an implementer,
who only needsto call an interproceduraldata�ow
analysisalgorithmwith appropriatelattices.

6. Conclusion

We believe that our AIFDS framework andalgorithm
providesaneasyto implementprocedurefor perform-

ing precisestaticanalysisof asynchronousprograms.
While theoreticallyexpensive, our initial experiments
indicatethatthealgorithmscaleswell in practice.Thus,
we believe thealgorithmspresentedin this paperopen
the way for soundly transferringthe data�ow analy-
sis basedoptimization and checkingtechniquesthat
have beendevised for synchronousprogramsto the
domainof asynchronousprograms,therebyimproving
theirperformanceandreliability.
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