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Abstract

An asyntironousprogram is one that containsproce-
dure calls which are not immediatelyexecutedfrom

the callsite, but stored and “dispatched”in a non-

deterministicorderby an externalschedulemat a later

point. We formalize the problem of interprocedu-
ral data ow analysisfor asynchronougprogramsas
AIFDS problems,a generalizatiorof the IFDS prob-

lemsfor interproceduratiata ow analysisWe give an

algorithm for computingthe precisemeet-oervalid-

pathssolution for ary AIFDS instance,as well asa

demand-driveralgorithm for solving the correspond-
ing demandAIFDS instancesOur algorithm can be

easily implementedon top of ary existing interpro-

ceduraldata ow analysisframewvork. We have imple-

mentedthe algorithm on top of BLAST, therebyob-

taining the rst safetyveri cation tool for unbounded
asynchronougrograms.Thoughthe problemof solv-

ing AIFDS instancess EXPSFRACE-hardwe nd that

in practiceour techniquecan ef ciently analyzepro-

gramsby exploiting standaraptimizationsof interpro-

ceduraldata ow analyses.

Categoriesand SubjectDescriptors: D.2.4[Software
Engineering]Software/ProgranYeri cation.

General Terms: Languagesyeri cation, Reliability.
Keywords: asynchronous(event-driven) program-
ming, data ow analysis.
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1. Intr oduction

Asynchronougprogrammings a popularandef cient
programmingidiom for managingconcurrentinterac-
tionswith the ervironment.In additionto the usual,or
syndironous function calls wherethe caller waits at
the callsite until the calleereturns,asynchronougro-
gramshave asyntironousprocedue calls which, in-
steadof beingexecutedrom thecallsite,arestoredin a
taskqueudor laterexecution.An application-lgel dis-
patcher chooses call from thetaskqueue executest
to completion(which mightleadto furtheradditionsto
thetaskqueue) andrepeatson the remainingpending
calls.

Asynchronouscalls permit the interleaving of sev-
erallogical units of work, andcanbe usedto hide the
latengy of 1/O-intensve tasksby deferringtheir exe-
cution to a point where the systemis not otherwise
busy They form the basisof event-driven program-
ming,wheretheasynchronousallscorrespondo call-
backsthat may be triggeredin responseto external
events.Further if mechanisms$o ensureatomicity ei-
therby usingsynchronizatioj24] or by usingtransac-
tions[15, 29|, areusedto ensureasynchronousallsare
executedatomically thenthe schedulercan be multi-
threadedrunningdifferentasynchronousalls concus
rently on different threadsor processorg32]. There
have beemavarietyof recentproposaldor addingasyn-
chronouscallsto existing languagewia libraries,such
asLIBASYNC [20], LIBEVENT [21], andLIBEEL [6, 5].
Theselibraries have beenusedto build efcient and
robust systemssoftware suchas network routers[19]
andwebseners[25]. Further severalrecenttanguages
such as NEsc [12], a languagefor networked em-
beddedsystemsand MACE [23], a languageto build
distributed systemsprovide explicit supportfor asyn-
chronousalls.



The e xibility and efciency of asynchronougro-
gramscomesat a price. The loose coupling between
asynchronouslyexecutedmethodsmakes the control
anddatadependencies the programdif cult to fol-
low, making it harderto write correctprograms.As
asynchronouprogramsaretypically writtento provide
a reliable, high-performancenfrastructure thereis a
critical needfor techniquedo analyzesuchprograms
to nd bugsearlyor to discorer opportunitiesfor opti-
mization.

For programghatexclusively usesynchronou$unc-
tion calls, interprocedual data ow analysis[31, 2§
provides a generalframevork for programanalysis.
In the settingof [28], interprocedurabdata ow prob-
lem is formulatedas a context-free reachabilityprob-
lem on the programgraph,i.e., a reachabilityproblem
wherethe admissiblepathsin the graphform a con-
text free languageof nestedcalls and returns.Unfor-
tunately this approachdoesnot immediatelygeneral-
ize to asynchronouprogramsfor example,by treat-
ing asynchronousallsassynchronousin fact,suchan
analysisyields unsoundresults,becausdhe factsthat
hold at the point wherethe asynchronousall is made
may no longerhold at the point wherethe storedcall
is nally dispatchedThoughthe valuespassedaspa-
rametersn the asynchronousall remainunalteredill
thedispatchtheoperationgxecutedetweertheasyn-
chronousall andits dispatchmay completelyalterthe
valuesof the global variables.Further the pairing of
asynchronougalls andtheir actualdispatchesnakes
thelanguagef valid programexecutionsanon-cont&t
free languageand a simple reductionto contet free
reachabilityseemaunlikely.

This paperformalizesthe problemof data ow anal-
ysis for asynchronouprogramsas Asyntironousin-
terprocedual Finite Distributive Subse{AIFDS) prob-
lems,a generalizatiorof the IFDS problemsof Reps,
Horwitz and Sagv [28] to programsthat additionally
containasynchronougprocedurecalls. The key chal-
lengein devising algorithmsto solve AIFDS problems
precisely that is, to computethe meetover all valid
paths(MVP) solutionsfor suchproblemsliesin nd-
ing awayto handletheunboundedetof pendingasyn-
chronoustalls,in additionto theunboundedaall stack.
We surmounthischallengahroughthreeobserations.

1. Reduction We canreducean AIFDS instanceinto
a standardsynchronouglata ow analysisproblem
wherethe setof data ow factsis the productof the

original setwith a setof countes which track, for

eachof nitely mary kindsof pendingcalls,the ex-

act numberof instancesof the call that are pend-
ing. Thoughthereducednstancehasthe samesolu-

tion asthe AIFDS instancewe cannotusestandard
data ow analyseso computethe solutionasthelat-

tice of data ow factsis now unboundedthe coun-
terscangrov unboundedIiyto track the numberof

pendingasynchronousalls.

2. Approximation Givenary x edparametek 2 N,
we can computeapproximationsof the meet-wer
valid pathsolutionsin the following way. We com-
puteanunderappioximatian of thein nite reduced
instanceusing a counterthat countsup to k, drop-
ping ary asynchronougall if thereare alreadyk
pendinginstancesor thatcall. We call this problem
thek-reducedFDS problem.We computean over
appoximationof thein nite reducednstanceausing
acounterthatcountsupto k, andbumpsupto in n-
ity assoonasthe valueexceedsk. This hasthe ef-
fect of trackingup to k pendingcalls precisely and
thensupposinghat an unboundechumberof calls
arependingf anadditionalasynchronousall is per
formed.We call this problemthek?! -reducedFDS
problem.For eachk, boththe over andthe under
approximationsare instancesof standardnterpro-
ceduraldata ow analysisasthe abstractionof the
countersnakesthesetof data ow facts nite. Thus,
we cancomputeover- andunderapproximationof
the precisesolutionof the AIFDS instanceby run-
ning standardnterprocedurablata ow analysisal-
gorithms[28].

3. Convergenceln a crucial step, we prove that for
eachAIFDS instance there always exists a k for
which the solutionsof the overapproximateFDS
instanceand the underapproximatelFDS instance
coincide,therebyyielding the precisesolution for
the AIFDS instanceThus,our simplealgorithmfor
computingthe meetover valid pathssolutionsfor
AIFDS instancess to run anoff-the-shelfinterpro-
ceduralanalysison thek andk?! -reducedFDS in-
stancedor increasinglylarger valuesof k, until the
two solutionscornverge uponthe preciseAlIFDS so-
lution.

The proof of the third obseration, and therefore,
thatour algorithmis complete proceedsn two steps.
First,we demonstrat¢heexistenceof a nite represen-



tation of the badward or inverse MVP solutionof the
in nite reducednstance.To do so, we desigha back-
ward versionof the algorithm of Reps,Horwitz and
Sagv [28] andprove thatit terminateswith the nite
upward-closedackwardssolutionby usingproperties
of well quasi-ordering$l, 10]. Secondwe prove that
if thebackwardsolutionis the upward closureof some
nite set,thenthereexists a k at which the solutions
of the nite k- andk! -reducedIFDS instancescon-
vemge. Thoughthe correctnesproof usessometechni-
cal machinery its detailsare entirely hiddenfrom an
implementerwho needonly knowv how to instantiatea
standardnterproceduratiata ow analysisframework.

We have implementeahis algorithmon top of the
BLAST interprocedurateachabilityanalysiswhich is
a lazy versionof the summary-basethterprocedural
reachabilityanalysisof [28]. Theresultis anautomatic
safety veri er for recursve programswith unbound-
edly mary asynchronougrocedurecalls. Our reduc-
tion technigueenableghe reuseof optimizationsthat
we have previously found critical for software veri -
cationsuchason-the- y exploration,localizedre ne-
ment[18], and parsimoniousabstraction17]. While
we cannothopefor analgorithmthatworks ef ciently
for all asynchronougrogramgthe AIFDS problemis
EXPSFACE-hard,in contrastto IFDS which is poly-
nomial time), our initial experimentssuggestthat in
practicetheforwardreachablestatespaceandthek re-
quiredfor corvergenceis usuallysmall,makingtheal-
gorithmpractical.ln preliminaryexperimentsywe have
usedour implementatiorto verify and nd bugsin an
opensourceload balancer(plb ) and a network test-
ing tool (netchat ). We checledfor null pointererrors,
buffer overruns,aswell asapplication-speci cproto-
col statepropertiesIn eachcase,our implementation
ranin lessthana minute,andcorvergedto a solution
with k = 1.

Related Work. Recently the reachability(and hence,
data ow analysis)roblemfor asynchronouprograms
wasshavn decidablg30], usingan algorithmthatwe
believe will be dif cult to implementand harderto
scaleto real systemsFirst, the algorithmworks back-
wards,therebymissingthe opportunitiesavailable for
optimization by restricting the analysisto the (typi-
cally sparseyeachablestateshatwe have found criti-
cal for software veri cation [18]. Secondponecrucial
stepin their proof replacesa recursve synchronous
functionwith an equivalentautomatorconstructedis-

global request_1list *r;

main () {
...//setup request list r
async regs();
...//dispatch loop

}

reqgs () {
if (r==NULL) {
async regs();
return;
}
rc = malloc(..);
if (rc == NULL) {
return ABORT_OUT_OF_MEM;
}
async client (rc,r—>id);
r = r->next;
reqgs();

}

client (client_t *c, int id) {
...//setup

c—->id = id;

...//continue processing
return;

}

Figure 1. An ExamplePlb

ing Parikh's lemma[26]. Thus,their analysiscannot
be performedin an on-the- y manner:the language-
theoreticautomatorconstructiormustbeperformedn
the entire explodedgraphwhich canbe exponentially
largein softwareveri cation. Finally, insteadof multi-
setrewriting systemsandParikh's lemma,our proof of
completenesgelieson counterprogramsanda version
of context freereachabilityon well quasi-orderedtate
space$10].

Counterdg22] have beenusedto modelcheckcon-
currentC [16] and Java programs,via a reductionto
Petri Nets [7]. However, those algorithmswere not
interprocedurabnd did not deal with recursion.Our
proof techniqueof providing a forward abstraction-
basedlgorithmwhosecorrectnesss establishedising
a backward algorithmwasusedin [16] andformalized
for ageneraklassof in nite statesystemsn [13].

Noticethatin contrasto thedecidabilityof AIFDS,
the data ow analysisproblem for two threadseach
with recursie synchronoudgunction calls is undecid-
able[27]. Thisrulesoutsimilar algorithmictechniques
to beappliedto obtainexactsolutionsfor multithreaded



programs,or modelsin which threadsand eventsare
bothpresent.

2. Problem

Figure 1 shavs an asynchronouprogramPIb culled
from an event-driven load balancer Executionbegins
in the proceduremain which makes an asynchronous
call to a procedurg(omittedfor brevity) thataddsre-
gueststo the global requestlist r, and makes another
asynchronousall to a procedurereqs thatprocesses
therequestist (highlighedby a lled box). Thereqgs
procedurehecksf r is empty andif so,reschedules-
selfby asynchronouslgallingitself. If insteadthelist
is notempty it allocatesnemoryfor the rst requesbn
thelist, makesanasynchronousall to client  which
handleghe requestandthen(synchronouslyxallsit-
self (highlightedby theun lled box) aftermovingr to
the restof thelist. The procedureclient handlesin-
dividual requestslt takesasinput the formal ¢ which
is apointerto aclient _t structureln thesecondine
of client the pointerc is dereferencedandsoit is
critical that whenclient  begins executing,c is not
null. This is ensuredby the checkperformedin regs
beforemakingtheasynchronousall to client . How-
ever, we cannotdeducethis by treatingasynchronous
callsassynchronougalls (andusinga standardnter
proceduraldata ow analysis)as that would addition-
ally concludethe unsounddeductionthatr is alsonot
null whenclient is called.

We shall now formalizethe asyn&ironousinterpro-
cedual nite data ow analysis(AIFDS)frameavork, a
generalizationof the IFDS framevork of [28], solu-
tions of which will enableus to soundlydeducethat
whenclient  beginsexecuting,c is non-null, but that
r maybenull.

2.1 AsynchronousPrograms

In the AIFDS framavork, programsarerepresenteds-
ing ageneralizatiorf control o w graphsthatinclude
specialedgescorrespondindgo asynchronougunction
calls.

Let P bea nite setof procedurenamesAn Asyn-
chronousContol Flow Graph (ACFG) G, for a pro-
cedurep 2 P is a pair (Vp; Ep) whereV, is the set
of contiol nodesof theprocedurep, includingaunique
startnodevg anda unigueexit nodevg, andE, isaset
of directedintraprocedual edgesbetweenthe control
nodesV,, correspondingo oneof thefollowing:

anopeiation edge correspondingdo a basicblock of
assignmentsr an assumepredicatederved from a
branchcondition,

a syntironouscall edgeto aprocedureg 2 P, or
anasyntironouscall edgeto aprocedureg 2 P.

For each directed call edge, synchronousor asyn-
chronousfrom v to vOwe call the sourcenodev the
call-site node, and the target node v° the return-site
node.

ExAMPLE 1: Figure2 shavsthe ACFGfor theproce-
duresmain, regs andclient of theprogramPlb. For
eachprocedurethe startnode(resp.exit node)is de-
notedwith a shortincomingedge(resp.doublecircle).
Thelabelsontheintraprocedura¢dgesareeitheroper
ationscorrespondingo assumegin box parentheses),
andassignmentsyr asynchronousall edgesshavn in
lled boxes,eg., the edgeat v1, or synchronousall
edgesshavn in un lled boxes,suchasthe recursve
call edgeat nodevy, for which the call-siteandreturn-
sitearerespectiely vg andvig. 2

A Program G comprisesa setof ACFGsGy, for
eachproceduran p 2 P. Thecontrollocationsof G
areV , theunion of the control locationsof the indi-
vidual proceduresThe edgesof G areE , theunion
of the (intraproceduraledgesof the individual proce-
durestogethemwith a specialsetE ° of interprocedual
edgesde ned asfollows. Let Calls be the setof (in-
traproceduralsynchronousall edgesn G . For each
synchronougall edgefrom call-sitev to procedurey
returningto return-sitev®in Calls we have:

An interproceduratall-to-start edgefrom the call-
sitev to thestartnodeva of g, and,

An interproceduragxit-to-return edgefrom the exit
nodev§ of g to thereturn-sitev®.

As in [28], the call edgedor call-to-return-siteedges)
allow usto modellocalvariablesandparametepassing
in our framework.

In Figure2, thedottededgescorrespondo interpro-
ceduraledges.The edgefrom call-site vg to the start
nodev, of reqgs is a call-to-startedge,and the edge
from the exit nodev;g to thereturn-sitevyg is an exit-
to-returnedge.

An Asyndironous Program is a programG that
contains a special dispat® proceduremain (with
ACFG Gpain ), Whichis not calledby ary otherproce-



c->id=id

Figure 2. ACFGsfor PIb

dure,andthathas for everyotherprocedureaself-loop
syndironouscall edge from its exit nodevy,;, toitself.
The exit nodevg,,;, is calledthe dispath node the
self-loopsynchronouall edgesof the dispatchnode
are called dispatt call edges the call-to-startedges
from thedispatchnodearecalleddispatt call-to-start
edges andtheexit-to-returnedgedo thedispatchnode
arecalleddispatd exit-to-returnedges

Thus,anAsynchronou$rograms aclassicabuper
graphof [28] togetherwith specialasynchronousall
edges,anda specialdispatchprocedurethat hassyn-
chronousall edgedor eachprocedurewhichareused
to modelasynchronousdispatch.

EXAMPLE 2. The ACFGfor main shavn in Figure2
is the dispatchprocedurefor Plb. The exit nodevs,
shadedn blue,is thedispatchhodewith dispatchedges
toregs andclient . Theinterproceduragédgefromvs
to vy, is adispatchcall-to-startedgeto client  andthe
edgefrom vy5 to vs is adispatchexit-to-returnedge. 2

2.2 AsynchronousProgram Paths

Executionsof an asynchronougprogram correspond
to pathsin the ACFGs. However, not all pathscor

respondto valid executions.In addition to the stan-
dard requirementof interprocedurabalidity, namely
thatsynchronousallsandreturnsmatchup, werequire
thata dispatchcantake placeonly if thereis apending
asynchronousall to the correspondingrocedure.

Paths. A path of length n from nodev to V0 is a
sequencef edges
sourceof e, vV is the tamget of e,, andfor each0

k n 1, thetamgetof g is the sourceof g1 . We
write (k) toreferto thekth edgeof thepath .

Inter procedural Valid Paths. Supposehat eachcall
edgein Calls is givena uniqueindex i. For eachcall
edgei 2 Calls supposehat the call-to-startedgeis
labeledby the symbol(; andthe exit-to-returnedgeis
labeledby the symbol);. We saythatapath fromv
to vOis aninterprocedual valid pathif the sequencef
labelson the edgesalongthe pathis a string accepted
by thefollowing Dyck languagegeneratedby the non-
terminalD:

M !
D !

for eachi 2 Calls
for eachi 2 Calls

MG M)
MjD( M



We uselVP (v;v9 to denotethe setof all interproce-
duralvalid pathsfrom v to v°

Intuitively, M corresponddgo the languageof per
fectly balancedparentheseswhich forces the path
to matchthe return edgesto the correspondingsyn-
chronouscall sites,andD allows for someprocedures
to “remainonthecall stack’

Unlike in synchronousprograms, not all Dyck
pathscorrespondo potentialexecutionsof the Asyn-
chronousProgramaswe have notaccountedor asyn-
chronousprocedurecalls. For example,the pathalong
theedgeshetweemodesvg,vi,Vo,V3,V12 Of the ACFGs
of Figure 2 is a valid interprocedurapath, but does
not correspondo a valid asynchronougxecutionas
thereis no pendingasynchronousall to client at
thedispatchnodevs. To restrictanalysego valid asyn-
chronousexecutionswe usescheduleto mapdispatch
call-to-startedgeson pathsto matchingprior asyn-
chronousall edges.

Schedules.Let be a path of lengthn. We say

N! Nisasdedulefor iff isone-to-oneandfor
each0 k n,if (k)isadispatt call-to-startedge
to procedurep, then:

0 (k) < k, and,
theedge ( (k)) is anasynchronousall to proce-
durep.

Intuitively, the existenceof a schedulemplies that at
eachsynchronousdispatch” of procedurep at stepk,

thereis a pendingasynchronousall to p madein the
past,namelythe oneonthe (k)-th edgeof the path.
The one-to-onepropertyof  ensuregshat the asyn-
chronouscall is dispatchedonly once.There are no

asynchronousgxecutionscorrespondingdo interproce-
dural pathsthathave no schedules.

ExampPLE 3. Figure3 shaws a pathof Plb, abbrei-
atedto shaw only theasynchronousall edgesandsyn-
chronouscall-to-startedgeslgnorethe boxeswith the
numberson the left andthe right for the moment.For
thepre x comprisingall but thelastedge therearetwo
schedulesndicatedby the arrowvs on the left andright
of the path. Both schedulesnap the dispatchcall-to-
startedge? to theasynchronousall atedgel. Theleft
(right) schedulemapsthe dispatchcall-to-startedges
8; 9 to theasynchronousalls at 5; 3 respectiely (3;5
respectrely). If we includethe last edge,thereis no
scheduleastherearethreedispatchcall-to-startedges
to client but only two asynchronousalls,andso, by

0,0 N 0,0
| @) |
1 regs
1,0 1,0
O E@ O
0,0 2, reqs 0,0
O O O
0,1 )3, Client — 01
O @) O

o
—
=8
-
D
Na]
7}
o
-

O
O
O

..... ) 0,1 —5, client | o,
| O O
0,1 6y F€as 0,00
O O w

dropped |,

7. regs o
async call 3 @ |
: 10 —8, cliente— |
N S
..... ) ———g_ client —

1 b 4 1,00
O O

10 client .
O

Figure 3. Path shawving a sequencef asynchronous
posts(in shadedoxes)andsynchronougalls (in un-
lled boxes).Two differentschedulesreshavn using
the arrowvs from dispatchcall-to-startedgesto asyn-
chronouscall points.

thepigeonholeprinciplethereis no one-to-onemap. 2

2.3 AsynchronousIFDS

An instanceof a data ow analysisproblemfor asyn-
chronousprogramscan be speci ed by xing a par
ticular asynchronougprogram,a nite setof data ow
facts andfor eachedgeof the program,a distrikutive
transferfunctionthatgiventhe setof factsthathold at
the sourceof theedge returnsthe setof factsthathold
atthetamet.

AIFDS Instance. An instanceA of an asyn@ironous
interprocedual nite distributive subsetproblem or
(AIFDS problem),is atupleA = (G ;Dg4;D ;M u),
where:

1. G isanasynchronouprogram(V ;E ),

2.Dg; D) are nite setsrespectiely calledglobaland
local data ow facts— we write D for the product
Dg D, whichwe calledthedata ow facts,



3.M :E ! 2P 1 2P mapseachedgeof G toa
distributive data ow transferfunction,

4. u is the meetoperatorwhich is eithersetunion or
intersection.

Unlike the classicalformulation for synchronous
programge.g. [28]), theasynchronousettingrequires
eachdata ow factto beexplicitly splitinto aglobaland
alocal componentThisis becauset the point where
the asynchronougall is made,we wish to capture,
in additionto which call was made,the initial input
data ow factresultingfrom the passingof parameters
to the calledprocedureWe cannotusea singleglobal
setof factsto representheinputcon guration,asoper
ationsthatgetexecutedbetweertheasynchronousall
andtheactualdispatchmaychangeheglobalfact, but
notthelocalfact.

For example,in Plb (Figure 1), at the point where
the asynchronougall to client is made,the global
pointer r is not null, but this fact no longer holds
whenclient begginsexecutingaftera subsequerndis-
patch.However, thelocal pointerc passedia aparam-
etercannotbechangedy intermediateperationsand
thus,is still notnull whenclient  beginsexecutingaf-
terasubsequerdispatch.

Thus, our data ow facts are pairs of global facts
Dy andlocal factsD,. By separatingout global and
local facts,whendispatchinga pendingasynchronous
call, we canusethe“current” globalfacttogethemith
thelocal factfrom the asynchronousall to which the
schedulanapsthedispatch.

ExAMPLE 4: Thefollowing is anexampleof anAIFDS

instanceG is theasynchronouprogramof Figure2,

Dy is thesetfr;rg thatrespectiely representhatthe
global pointerr is de nitely not null andr may be
null, and D, is the setfrc;TT; c;cg that respecirely

representhatthelocal pointerrc is de nitely notnull,

rc may be null, ¢ is de nitely not null andc may be
null. We omit the standardransferfunctionsfor these
factsfor brevity. Thus,the pair (r; c) is the data ow

factrepresentinggrogramstatesvherer may be null,

but ¢ is de nitely notnull. 2

Path Functions. Let A = (G ;Dg4;D|;M;u) bean
AIFDS instance.Given an interproceduralalid path

, we de ne a path relation PR(A)( ) D D
that relatesdata ow factsthat hold befoe the pathto
thosethat hold after the operationsalongthe pathare
executed Formally, givenaninterproceduravalid path

do, d°= d, and,foralll k n:

if e isanasynchronousall edgethendy = d¢ 1,
if e is a dispatchcall-to-startedge,thendy =
(dg;di) wheredy 1 = (dg;) and (;d) 2
M (e @y)(d (1))

otherwisedy 2 M (e¢)(dk 1).

We de ne thedistributive closue of afunctionf as
thefunction: S: [ x2s f (x). The pathfunctionis the
distributive closureof:

PF(A) )= d:fd% (d;d% 2 PR(A)( )g

As a path may have multiple schedulesthe path
relationis de ned asthe union of the pathrelationfor
eachpossibleschedulewhich, in turn is de ned by
appropriatelycomposinghe transferfunctionsfor the
edgesalongthe pathasfollows. We directly compose
the transferfunctions for the edgesthat are neither
asynchronousallsnor dispatchcall-to-startedgesWe
deferapplying the transferfunction for asynchronous
call edgeauntil thematchingdispatchcall-to-startedge
is reachedFor eachcall-to-startedge we usethegiven
schedulgo nd the matchingasynchronousall edge.
Theglobaldata ow factafterthedispatchis theglobal
fact just beforethe dispatch.The local fact after the
dispatchjs obtainedby applyingthe transferfunction
for thematchingasynchronousall edgeto thedata ow
fact just before the matchingasynchronouall was
made.

ExAMPLE 5: Figure4 shavs a pathof the program
Plb, togetherwith the data ow factsobtainedby ap-
plying the pathfunctionon the pre x of the pathupto
eachnode. At the startof the rst call to regs, the
globalr andthelocal rc may both be null. After the
rst check,atvs, we know thatr is de nitely notnull,
hencethe global factis r. Similarly after the malloc
andthesubsequentheck thelocal factatvy isrc, i.e.,
rc is not null. After the subsequenassignmento r,
it may againbecomenull, hencethe global factis r.
Notethatat v; wheretheasynchronousall to client

is made,r holds,but not at v just beforethe dispatch
calltoclient . Thereis asinglescheduldor this path,
thatmapsthedispatchedgefrom vs to v, to theasyn-
chronouscall edgefrom v to vs. Thus,theglobalfact
at vy, is the sameasat the previous dispatchlocation,
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Figure 4. A pathof the programPIb. The rectangles
denotethe data ow factsobtainedby applyingthepath
functiononthepre x of thepathsuptoeachnode.The
shadedgrey box is the global fact, and the unshaded
box the local fact at eachpoint. To reduceclutter, we
shawv thefactsatnodeswherethey differ from thefacts
atthepredecessor

namelyr, thatr maybenull. Thelocalfactatvi, is ob-
tainedby applyingthetransferfunctionof thematching
asynchronousall to the data ow fact(r;rc) thatheld
atthematchingasynchronousall siteatv;. As thecall

passeghelocal rc astheformal c, thelocal factis c,

i.e., cisnotnull. 2

AIFDS Solutions.Let A = (G;Dg;D|;M;u) bean
AIFDS instance The meetover all valid paths(MVP)
solutionto A isamapMVP (A) : V | 2P dened
as:

MVP (A)(V) = U 2vp (vs

main

v PFE(A)()(>)

Thus, given an AIFDS instanceA, the problemis to
nd analgorithmto computethe MVP solutionfor A.
If a path hasno schedulethenits pathrelationis
empty and so its path function mapsall factsto ?.
Thus,the MVP solutiononly takesinto accountpaths
thatcorrespondo avalid asynchronousxecutions.

3. Algorithm

There are two problemsthat ary preciseinterproce-
dural analysisfor asynchronougrogramsmustsolve.
First, it mustkeeptrackof the unboundedetof pend-
ing asynchronousallsin orderto only considervalid
asynchronouprogramexecutionsSecondit must nd
awayto determinghelocal data ow factscorrespond-
ing to the input parametersthat hold after a dispatch
call-to-startedge.Thisis challengingbecaus¢hesdo-
cal factsare the result of applying the transferfunc-
tion to thedata ow factsthatheldatthe pointwhenthe
matchingasynchronousall wasmade,which may be
unboundedlyar backduringthe execution.
Ourapproacho solvingboththeseproblemsstore-
duceanAIFDS instancanto astandardFDS instance
by encodingthe pendingasynchronousallsinsidethe
setof data ow facts,by takingthe productwith a new
setof factsthatcounthowmanyasynchronousallsto
a particularfunction, with a giveninput data ow fact
arependingHowever, asthependingsetis unbounded,
this new setof factsis in nite, andso we cannotdi-
rectly solve the instance Instead we abstactly count
thenumberof facts,thusyielding a nite instanceand
thenusethe standardFDS algorithmto obtaina se-
guenceof computablainder andover-approximations
of theexact AIFDS solution,which we prove, is guar
anteedo corvemgeto the exactsolution.We rst recall
the standard(synchronous)nterproceduraData ow
Analysisframavork andthendescribeour algorithm.

Solving Synchronous IFDS Instances. A Syn-
chronousData ow Analysis probleminstance(IFDS
[28]) isatuplel = (G ;D;f>g ;M;u) thatis a spe-
cial caseof an AIFDS instancewhere:

1. theprogramG hasnhoasynchronousall edges,
2. thereis asingleglobalsetof data ow factsD.

For ary valid interproceduralpath from v to v° all

schedulegaretrivial astherenodispatchcall edgesThe
MVP solutionfor anlFDSinstancd canbecomputed
by usingthe algorithmof [28] thatwe shallreferto as
RHS



THEOREM 1. [Algorithm RHS[28]] For every IFDS
instancel = (G ;D;f>g ;M;u), wehaveRHY1) =
MVP (1).

Counters. A counterC is a contiguoussubsef N [
flg . Weassumghatl 2 C wheneer the counter
C is anin nite subsetFor a counterC, anda natural
numbern 2 N, maxc(n) isnif n 2 C andmax C
otherwise,and minc(n) isnif n 2 C andmin C
otherwise.For amapf , we write f[s 7! v] for the
new map:

x: if x = sthenv elsef (x)

A countermapf is amapfrom somesetS to acounter
C.Forarys 2 S,wewritef + ¢ sfor thecountermap:

f[s 7! maxc(f (s) + 1)]

andwewritef ¢ sfor themap:

fls7!' minc(f(s) 1)]

Notethatbothf +¢ s andf ¢ s aremapsfrom S
to C. Intuitively, we think of f + ¢ s (respf ¢ s)as
“adding” (resp.“removing”) ans to (resp.from) f . We
de ne thecounterC; asthesetN|[ flg , andfor any
k 0, thecounterCy asfO0;:::;kg, andthe counter

s: 0. A C; countermaptracksthe exact numberof
sin f. A Cx countermaptracksthe exact numberof
s in f upto a maximumvalue of k, at which point
it “ignores” subsequenadditions.A C|} countermap
trackstheexactnumberof sin f uptoa maximumof k
afterwhich a subsequennhcrementresultsin the map
gettingupdatedo 1 , whichremainsyegardlessf the
numberof subsequentemovals.

3.1 Algorithm ADFA

We now presentour Algorithm ADFA for computing
the MVP solutionof AIFDS instancesThekey stepof
the algorithmis the useof countermapsto encodehe
setof pendingasynchronousalls inside the data ow
facts,andtherebycorverting an AIFDS instanceinto
anlFDSinstance.

GivenanAIFDS instanceA = (G ;Dg;D|;M;u),
and a counterC we de ne the C-reducedIFDS in-
stanceasthetuple (G, ;Dc;f>g ;Mc;uc) where:

G, is obtainedby replacingeachasynchronousall
edgein G with a freshtrivial operationedgebe-
tweenthe samesourceandtamgetnode,

Dc istheset(Dg Dy) (P D;! C).The
elementsof the set are pairs (d;c) whered is a
data ow factin Dg D, andc is a countermap
that tracks,for eachpair of asynchronousall and
inputdata ow fact,thenumberof sud callsthatare
pending

Mc is de ned on the new data ow factsandedges
asfollows.

if e is an asynchronous call edge
to p in G then Mc(e)(d;c =
f(dic+c (p;d) i (;d) 2 M (e)(d)g

if e is a dispatch call to start edge
to p in G then Mc(e)(d;c =
f((dg;dD);c ¢ (p;d)) je(p;d)) > 0; d= (dg; )g
= otherwise Mc(e)(d;c) =
f(d%¢) jd°2 (M (e)(d)g.

Uc istheunion(resp.intersectionpperationif u is
theunion (resp.intersectionpperation.

Intuitively, thereducedransferfunctionfor anasyn-
chronouscall “adds” the pair of the called procedure
andthe initial local data ow factto the countermap.
For a dispatchcall-to-startedgeto procedurep, the
transferfunction returnsthe setof tuplesof the cur
rentglobaldata ow facttogethemwith thoselocalfacts
d, for which the countermapof (p;d,) is positve, to-
getherwith the countermapswhere the pairs (p;d;)
have beenremoved. If for all pairs(p; ) the counter
mapvalueis zero,thenthetransferfunctionreturnsthe
emptyset,i.e. ?.

ExXAMPLE 6: Figured4 shavsapathoftheC; -reduced
instance®f Plb. On theleft of each(intraprocedural)
path, we shav the data ow factsresulting from ap-
plying the pathfunctionto the pre x of the pathupto
eachcorrespondingnode.The shadedox containghe
global data ow fact, the white box the local fact, and
the numbersi; j; k on top representhe countermap
valuesfor (regs;>), (client ;c), and(client ;c) re-
spectvely. For all otherpairs,thecountemapis always
zero.Note thatthe valuefor (reqgs;>) increasesfter
theasynchronousall atvy, decreaseafterthedispatch
atvs andagainincreasesftertheasynchronousall at
v11. At thesecondbccurrencef v; (thedispatchloca-
tion), (client ;c) is theonly pair with client asthe
rst parameterfor whichthecountemapvalueis pos-
itive. Thus, after the dispatch the data ow factis the



pair of theglobalr from the dispatchlocationandthe
local c from the countemrmap. 2

Our rst obserationis thatthe MVP solutionof the
C: -reducednstances equvalentto theMVP solution
of the original AIFDS instance.This is becausehe
C; -reducedinstanceexactly encodeshe unbounded
numberof pendingasynchronousall andinitial local
factpairswithin thecountermapsof thedata ow facts.
Thus,for ary interprocedurabalid paththe (reduced)
path function returnsthe union of the setof data ow
factsresultingfrom everypossibleschedule.

Fortwosetss B Dands® B D,wesaythat
s=s0 (resp.s _s9 if fbj (b;) 2 sg is equalto (resp.
includedin) the fb%j (B* ) 2 s%. For two functions
f A1 22D andf%: A1 28 D° wesay
f =g (respf _g) if for all x, thesetf (x)=f {x) (resp.
f (x) _f qx)).

THEOREM 2. [Counter Reduction] For every AIFDS
instanceA, if | istheC, -reducednstanceof A, then
MVP (1)=MVP (A).

Unfortunatelythis reductiondoesnot directly yield
analgorithmfor solving AIFDS instancesastheC -
reducednstancéhasin nitely mary data ow facts,due
to thein nite numberof possiblecountermaps.

Our secondobsenration is that we cangenerate-
nite IFDS instanceghat approximatehe C, -reduced
instanceandthus,the original AIFDS instanceln par
ticular, for ary k, the C¢-reducedand C|} instances
are,respecirely, anunderapproximation andanover
appoximationof theC; -instance.

In the Cy-reducedFDS instancethe pathfunction
returns? for ary pathalongwhichtherearek + 1 (or
more) successke dispatcheto somefunction starting
with somegiven local fact. This happensas because
the numberof tracked pendingcalls never risesabore
k, after the k successie dispatchesthe map value
mustbe zero,thusthe k + 1-th call yieldsa ? . Thus,
the MVP solution for the Cy-reducedinstanceis an
underapproximatiomf the exact AIFDS solutionthat
includesexactly thosepathsalong which thereare at
mostk successke dispatchego a particularprocedure
with agivenlocalfact.

Dually, in the C|} -reducedIFDS instance,oncea
k + 1-th pendingcall is addedfor someprocedurethe
countermapis updatedto 1 (insteadof k + 1). Asa
result,from this point on, it is alwayspossibleto dis-
patcha call to this procedureThus,the MVP solution

for the C|} -reducednstances an overapproximation
of the exact AIFDS solutionthatincludesall the valid
pathsof the AIFDS instanceandalsoextra pathscorre-
spondingo thoseexecutionsvhereat somepointthere
weremorethank pendingcallsto someprocedure.

ExAaMPLE 7. Figure3 illustrateshow the C;-reduced
instanceandthe C{ -reducednstancearerespectiely
under and overapproximationsof the C; -reduced
IFDS instanceof Plb. SupposéhatD g andD, aresin-
gletonsetscontaining> . Ontheleft andright we shav
thesequencef data ow factsobtainedby applyingthe
pathfunctionsfor the C; andCi respectiely, onthe
pre x of theoperationsuptothatpointonthepath.The
numbers; j above the boxesindicatethe countermap
valuefor (regs;>) and(client ;>) respecirely. As
eachasynchronougall is made,the countermap for
thecorrespondingall is updatedandfor eachdispatch
call, thevalueis decremented.

In the C;-reducedinstance(left), the secondasyn-
chronouscall to client is dropped.,i.e., the counter
is notincreasedbove 1, andthus,the seconddispatch
to client resultsin ? . Thus, the effect of this path
is notincludedin the (underapproximate MVP solu-
tion for the C;-reducedinstance.In the C} -reduced
instance(right), the secondasynchronougall results
in the counterfor client is increasedio 1 . Thus,
in this instance the seconddispatchto client yields
anon? data ow fact. Moreover, any subsequendis-
patchyields a non®? value,all of which getincluded
in the (overapproximateMVP solutionfor the IFDS
instance. 2

THEOREM 3. [Soundness]For every AIFDS instance
A, foreveryk O, if | ,Ik,lkl arerespectivelyheC; -

reducedCy-reducedand C|} -reducedFDS instances
of A, then:

(@) MVP (1) —MVP (1) _MVP (1} )
(b) MVP (Ix) —-MVP (Ix+1)
(©)MVP (11,) -MVP (1})

The proof of the soundnes3heorem3, follows by
observinghatthe Cy- (resp.Ci} -) instanceeffectively
only considersa subsefresp.supersetpf all the valid
asynchronousxecutions,andfor eachpathfor which
both the AIFDS path function and the reducedin-
stances pathfunctionreturnanon-? value,thevalue’s
returnedby thetwo areidentical.



Algorithm 1 Algorithm ADFA

Input: AIFDS instanceA

Output: MVP solutionfor A

k=0

repeat
k=k+1
Ik = Ck-reducedFDS instanceof A
I} = C} -reducedFDSinstanceof A

until RHYI)=RHY1} )

return RHYly)

As for eachk, the countersCy andC;} are nite,
we can use RHS to computethe MVP solutionsfor
the nite IFDSinstance$y andlk1 , therebycomputing
under andover- approximationof the MVP solution
for the AIFDS instance.

Our algorithm ADFA (shavn in Algorithm 1) for
computingthe MVP solution for an AIFDS instance
A is to computesuccessiely morepreciseunder and
overapproximations An immediatecorollary of the
soundnestheoremis thatif we nd somek for which
the under andover-approximationsoincide,thenthe
approximationsare equivalent to the solution for the
C, -reducedinstance,and hence,the exact MVP so-
lution for A. The next theoremstatesthat for every
AIFDS instancethereexists a k for which the under
and overapproximationscoincide, and therefore,the
Algorithm ADFA is guaranteedb terminate.

THEOREM 4. [Completeness] For eadr AIFDS in-

stanceA there existsa k sud that, if I, and1,} are

respectivelythe Cy- and C|} -reducedFDS instances
of A, thenMVP (I, )=MVP (1} )

This Theoremfollows from thefollowing lemma.

LEMMA 1. [Pointwise Completeness] Let A =
(G ;Dg;Dy;M;u) bean AIFDS instance and | be
the C;1 -reducedIFDS instanceof A. For everyd 2
Dy Djandv 2 V ,ther existsa kqy 2 N sudh
thatfor all kK Kq.v, 9¢ s.t.(d;c) 2 MVP (Iy)(V)
iff 9cs.t.(d;0) 2 MVP (I1)(v) iff 9¢} s.t.(d;ct ) 2
MVP (11 )(v).

To prove Theorem4 we pick ary k greaterthan
maXq.y Kq.y (this is well de ned sinceD andV are
nite sets).Thus,thecruxof ourcompletenesgesultis
the proof of Lemmal which we postpondo Section5.

THEOREM 5. [Correctness of ADFA] For every
AIFDSinstanceA, AlgorithmADFA returnsMVP (A).

Theprooffollows from Theoremsl,3,4.

3.2 Demand-driven AIFDS Algorithm

We now presentan algorithmfor solving a Demand-
AIFDS problem. This algorithmworks by invoking a
standardDemand-IFDSAIgorithm on Cy- and C} -

reducedFDS instance®f the AIFDS instance.

Demand-AIFDS Instance. An instanceA of a De-
mandAIFDS problemis a pair (A; vg) whereA is an
AIFDS instanceandvg is a specialquerynodeof the
supegraph of A. Given a DemandAIFDS instance,
the Demand-AlIFDSproblemis to determinewhether
MVP (A)(vg) 6.

Demand-IFDS and DemRHS We de ne a Demand-
IFDS Instanceasan AIFDS instance(l ; ve) wherel
is anlFDS instancelLet DemRHSbea Demand-IFDS
Algorithm suchthatDemRHSI ; vg) returnsTRUE iff
MVP (1 )(ve) 672.

To solve a Demand-AIFDSproblem, we use Cy-
and le -reducedunder and overapproximationsas
before.Only, insteadof increasingk until the under
andoverapproximationgoincide,we increaset until
either:

1. in the underapproximation(i.e., the Cy-reduced
IFDSinstance)theMVP solutionis not? , in which
casewe candeducefrom Theorem3 thatthe exact
AIFDS solutionis alsonot ? , or dually,

2.in the overapproximation(i.e., the C|} -reduced
IFDS instance) the MVP solutionis ?, in which
casewe deducefrom Theorem3 that the exact
AIFDS solutionis also? .

The completenesstheorem guaranteesthat this
demand-dsien algorithm DemADFA (summarizedn
Figure2) terminates.

THEOREM 6. [Corr ectnessof DemADFA] For eat
Demand-AlFDSinstance (A;veg), DemADFA termi-
natesandreturnsTRUE if MVP A (Veg) 6 ? andFALSE
otherwise

Thoughwe would have liked polynomialtime algo-
rithms for solving AIFDS and Demand-AlFDSprob-
lems,thefollowing result(alsoin [30]), thatfollows by
reductionfrom reachabilityof structuredcounterpro-
gramg[11], shawvsthatthisis impossible.



Algorithm 2 Algorithm DemADFA

Input: AIFDS instanceA, Errornodevg

Output: SAFE or UNSAFE

k=0

loop
k=k+1
Iy = Ck-reducedFDS instanceof A
I} = C} -reducedFDSinstanceof A
if DemRHSI)(ve) 6? thenreturn TRUE
if DemRHSI! )(vg) =? thenreturn FALSE

THEOREM 7. [EXPSPACE-Hardness] The Demand-
AIFDS problemis EXPSRACE-had, evenwhenthere
are norecusivesyntronouscalls.

3.3 Optimizations

We now describéwo generabptimizationghatcanbe
appliedto ary AIFDS instancethatreducethe number
of statesexploredby theanalysis.

1. Effective Counting The rst optimizationis based
on two obsenrations. First, the dispatchnode is the
only node where the countermapsare “read” (have
ary effectonthetransferfunction).At othernodesthe
countemapis eitheraddedo (for someasynchronous
calls), or copiedover. Thus,ratherthanexactly propa-
gatingthe countermapsin the data ow facts,we need
only to summarizethe effect of a (synchronousylis-
patchon the countermap, and usethe summariesdo
updatehecountemapsaftereachdispatchcall returns
to the dispatchlocation. Second,betweenthe time a
dispatchcall beginsandthetimeit returns the counter
mapvaluesonlyincreasedueto asynchronousallsthat
may happenin the courseof thedispatch.

Thus,we summarizehe effect of a dispatchon the
countermapasfollows. Supposehatthe countermap
ata (synchronoustallsiteis c. For a call-to-startedge
to procedurep, for eachentry data ow factfor p, we
resetthe countermapto cq (all zeros)andonly com-
putethe data ow factsreachabldrom suchresetcon-
gurations. For eachsummaryedge[28] for p with
the target countermap c®, we propagatehe summary
edgeat the callsite, by updatingthe countermap to:
x: maxc (c(x) + c{x)), whereC is the counterbe-
ing usedin thereducednstanceThe saving from this
optimizationis that for eachprocedurefor eachen-
try data ow fact,we only computesummariestarting

listen (int socket) {
gid = new_gid();
if (gid > 0){

global struct device dev;
const int k>0;

main () { . .
dev.owner = 0; async new_client (gid);
socket = create_socket(); :
async listen(socket); async listen(socket);

} return;

}
write(int id, int £d){
if (id==k&& dev.owner!=k) ERR:
if (transfer (fd,dev)) {
async write (id, £d);
return;
} // else, write complete

new_client (int gid) {
if (dev.owner > 0){
async new_client (gid) ;
} else {
dev.owner = gid;
fd=file_descript (gid);
async write (gid, £d); dev.owner = 0;
} fd = file_descriptor(id);
} free_gid(id, £d) ;
}

Figure5. ExampleRace

from the singleresetcountermapcy, ratherthanupto
jCjiPWiPi distinctcountemaps.

2. Counter Map Covering The secondoptimization
follows from observingthatthereis a partial orderbe-
tweenthe countermaps.For two countermapsc;c®,
we saythatc  c@if for all s, we have ¢(s)  cYs).
It is easyto checkthatif ¢ ¢ thenfor ary in-
stancel , for all paths , for all data ow factsd 2
Dy Dj, thePF(1)( )(d;c) _PF(I)( )(d;c?. This
implies that we only needto maintain maximal ele-
mentsin this ordering.Thus,the setof factsreachable
from c is covered by the factsreachabldrom c® and
soin our implementationof RHS whenwe nd two
instanceof the dispatchlocationin the worklist, with
facts(d;c) and(d;c® withc ¢ we droptheformer
instancdrom theworklist.

4. Application: SafetyVeri cation

We now describehow the ADFA algorithmcanbe ap-
pliedto thetaskof safetyveri cation, i.e., determining
whetherin a given asynchronougrogram,someuser

speci ederrorlocationvg is reachable.

ExAMPLE 8: Figure5 shavs atypicalidiom in asyn-
chronousprogramswhere different clients attemptto
write les to a device. The main function spavns an
asynchronoulsten procedurdhatis nondeterminis-
tically calledevery time anew clientjoins onasoclet.
The procedurethen calls newclient  with a unique
gid or “group id” [6] which processeshe requestof
theindividual clients.A critical mutualexclusionprop-
erty in suchprogramds thatoncea client, represented
by its gid , has“acquired” and thus begun writing to
thedevice, no otherclient shouldbe givenaccesaintil



the rst clientis nished. To ensuremutualexclusion,
mary asynchronougprogramsusestate-basethecha-
nismslike thatin Race Thedevice is stampedwvith an
owner eld thattracksthe lastgid thatwrote to the
device,andaclientis grantedaccesdf theowner eld

is O, indicatingthereis no currentclient writing to the
device. To verify the mutualexclusion,we encodethe
propertyasanassertiorby creatinga (skolem)constant
k thatrepresentsomearbitraryclientid, andchecking
the assertiorthat wheneaer the device is written to in

write , thattheid of the writer is k, thenthe owner
of thedevice is alsok. Thus,the programsatis esthe
mutualexclusionpropertyiff the errorlocationcorre-
spondingo thelabel ERRs notreachable. 2

To perform safety veri cation, we instantiatethe
general AIFDS framewvork with data ow facts and
transferfunctionsderived via predicateabstractior2,
14]. Theresultis a DemandAIFDS instancethat we
solve usingthe DemADFA algorithm.If the MVP so-
lution for the errornodeis ? , thenwe candeducethat
theerrorlocationis notreachablelf thesolutionis not
?, then either the error location is reachablepr the
setof predicatess tooimpreciseandwe automatically
learnnew predicategrom theinfeasiblecountergam-
plewhosepathfunctionis not? , usingthetechniqueof
[17]. Wethenrepeatheveri cation with thenew pred-
icates,until we nd an executionthatreacheghe er
ror location,or thelocationis provento beunreachable
[4, 3, 18]. We now describehow to generatdDemand
AIFDS instancedor a safetyveri cation problemby
describinghecorrespondind\IFDS instances.

4.1 PredicateAbstraction AIFDS Instances
A PredicatéAbstractionAlIFDS instances atuple A =
(G ;Dg;Dy;M;u), where:

G isanasynchronouprogram,

Dgyisa nite setof globalpredicatesi.e., predicates
overtheglobalprogramvariables,

D, is a nite setof local predicatesi.e., predicates
overthelocal programvariables,

M (e) is thede ned asthedistributive closureof:
(dg; di): f(d3; dP)jsp(e;dg ~ ) ~ dg ~ dfi

wheresp(e;' ) is the strongestpostconditior[9] of
' w.r.t. theoperatiore,

u is thesetunionoperator

Thisis slightly differentfrom the standardormulation
of predicateabstraction[14], where the elementsof
Dg andD, areall the possiblecubesover somesetof
atomicpredicates.

We can generate an AIFDS instance ARrace
for the safety verication problem for Race
as follows. The set of global predicates is
fow= 0;ow> 0" ow = k;ow > 0" ow 6 Kg,
where ow is an abbreiation for dev:owner,
and the set of local predicates is
fgid > 0;gid = k;gid 6 k;id = k;id 6 kg.  With
thesepredicatesfor example,thetransferfunctionfor
the edge dev.owner= 0 is the distributive closure
of (dg;d)):(ow = 0;d)), i.e., the global predicate
becomesow = 0 and the local predicateremains
unchanged.

Figure 6 shawvs the result of the optimized De-
mand IFDS analysisfor the C} reducedIFDS in-
stanceof Arace- Thegrey boxcontaingheglobalpred-
icate andthe white box the local predicate. The num-
bersi,j ,k,| above the boxescorrespondo the counter
map values for (listen ;>),(newclient ;gid >
0),(write ;id = k) and(write ;id 6 k) respectiely.

Executionbggins in main, with no pendingasyn-
chronouscalls, and proceedgo the dispatchlocation
where the global predicateow = 0 holds, and the
only pendingcall is to listen . We analyzelisten
the only pendingcall from the dispatchcall site 1,
from the countermap mappingall predicatesto ze-
ros (p standdor ary of the global predicates)The ex-
plodedsupegraphfor listen shavsthatanexecution
of listen preseres the global data ow fact, makes
an asynchronougall to listen , and may; if the call
to newgid is successfuli.e., returnsa positve gid ),
make anasynchronousall to newclient with apos-
itive agument.We plug in the summaryedgesfrom
listen into the dispatchcall site 1 — the resultsare
shavn with thedottededgedabeledL.

For eachgeneratedi.e., “exploded”)instanceof the
dispatchcall site, we computethe resultsof dispatch-
ing eachpossiblependingasynchronousall (together
with theinput data ow fact). Thus,atthe dispatchcall
site instance?, thereare pendingcallsto listen and
newclient . Pluggingin the summariedor listen

s sattis ableqq qeqycethat the resultis eithera self loop backto

dispatchcall site 2, or, if anotherasynchronousall
to newclient is made,thena dottedsummaryedge
to dispatchcallsite 3 wheretherearel callspending



onnewclient because¢heactualvalue2 obtainedby
addingtheeffectl to thepreviouscountermapvalueat
thecall sitegetsabstractedo 1 in theC] reduction.

Similarly, we plugin thesummarie$or newclient
andwrite (shawn in therespectie boxes),for eachof
the nitely mary dispatchcall site instancesresulting
in thesuccessorsorrespondingo dottededgedabeled
N and Wrespectiely. The call site instances3; 5 are
covered by the instancess; 7 respectiely, and so we
do notanalyzethe effectsof dispatche$rom 3; 5.

Noticethatnewclient is alwayscalledwith apos-
itive agument,and that write is only called either
whenbothid andowner areequalto k or whennei-
theris equalto k, andsothemutualexclusionproperty
holds.

4.2 Experiences

We have implementedhe DemADFA algorithmalong
with theseoptimizationsin BLAST[18], obtaining a
safety veri cation tool for recursve programswith
asynchronougrocedurecalls. In our experimentswe
checled several safetypropertiesof two event driven
programswritten usingthe LIBEEL eventlibrary [6].
Theseprogramswere portedto LIBEEL from corre-
spondingL IBEVENT programsandareavailablefrom
the LIBEVENT web page[21]. plb is a high perfor
manceload balancer(appx4700lines), andnch is a
network testingtool (appx684 lines). We abstracthe
event registrationinterface of LIBEEL in the follow-
ing way. We assumehat externaleventscanoccurin
ary order andthus,theregisteredcallbackscanbe ex-
ecutedn ary order In particular thismeanghatwe ab-
stractouttheactualtimesfor callbackghatare red on
sometimeoutevent. With this abstractioneachevent
registrationcall in LIBEEL becomesan asynchronous
call thatpoststhecallback.While the predicatediscor-
ery proceduréamplementedn BLAST[17] is not guar
anteedo nd well-scopedredicatesn thepresencef
asynchronougrogramswe useit heuristically andit
doesproducewell-scopedpredicatesn our examples.
We think a predicatediscovery algorithm that takes
asynchronousallsinto accountis aninterestingopen
researctuirection.

Null Pointer. The rst propertycheckscorrectnessf
pointerdereferencem the two benchmarksFor each
callback,we insertan assertiorthat statesthat the ar-
gumentpointer passednto the callbackis non-null.
Usually this is ensuredby a checkon the agument

in a caller up the asynchronousall chain.Hence,the

correctnesslepend®on trackingprogram o ws across
asynchronouaswell assynchronousgalls. Theresults
areshavn in Table 1. Thereare 4 instancesf these
checksfor plb , namely plb-1 throughplb-4 and?2

for nch. Theinstancedor plb areall safe.Thereis a

bugin oneof thechecksn nch wherethe programmer
forgetsto checktheresultof anallocation.All theruns

take afew secondsln eachexample we manuallypro-

vide the predicatedrom the assertionto BLAST, but

additionalpredicatesare found throughcountergam-

ple analysis.

Protocol State. plb maintainsan internal protocol
statefor eachconnectionThe protocolstatefor anin-
valid connectionis 0, on connectionthestateis 1, and
thestatemovesto 2 andthen3 whencertainoperations
are performed.Theseoperationsare dispatchedrom
a genericcallbackthat getsa connectionand decides
which operationto call basedon the state.lt is aner
ror to sendaninvalid connection(whosestateis 0) to
this dispatcherWe checled the assertiorthat the dis-
patchemever recevesa connectionin aninvalid state
(le plb-5). We founda bug in plb thatshaved this
propertycouldbeviolated.Thebug occursif theclient
sendsatoolargerequesto read,in which casethecon-
nectionis closedandthe stateresetto 0. However, the
programmeiforgot to returnat this point in the error
path. Instead,control continuesandthe next callback
in the sequencas posted,which calls the dispatcher
with aninvalid connection.

Buffer Over o w. Eachconnectionin plb maintains
two integer elds: onetracksthe size of a buffer (the
numberof bytesto write), and the secondtracksthe
numberof bytesalreadywritten. The second eld is

incrementean every write operatioruntil therequired
numberof bytesis written. We checkthat the second
eld isalwayslessthanorequaltothe rst (le plb-6 ).

The complicationis that the systemwrite operation
may not write all the bytesin onego, sothe callback
reschedulestself if the entire buffer is not written.

Hencethe correctnessf the propertydepend®n data
ow through asynchronougalls. BLAST can verify

that this property holds for the program.We model
thewrite procedureto non-deterministicafl returna
numberof bytesbetween0 and the numberof-bytes
argument.

Our initial experienceshighlight two facts. First,
even thoughthe algorithmis exponentialspacein the
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Figure 6. Summariesor Race
Program  Time Preds Total Dispatch 5. Proof
plb-1 305 7 2047 30 The foundationon which our techniquefor solving
plb-2 410 16 1488 18 AIFDS is baseds thatthe Cy- andC;} -reducedunder
plb-3 7.05 20 1583 20 andover-approximationsctuallycorverge to theCy -
plb-4 5.290 14 1486 25 reducedinstance,and thereforeto the preciseMVP
nch-1 132 4 521 27 solution of the AIFDS instance.The main technical
nch-2(*) 0.440 0 - - challengeis to prove the completenes§heorem4,
plb-5(*) 30.20 55 - - which, asoutlined earlier proceedsrom the proof of
plb-6 22.68 41 1628 22 Lemmal. We prove Lemmal in two stepsIn the rst

Table 1. Experimentalresults. Time measuredotal
time in secondsPredsis the total numberof atomic
predicatesused. Total stateis the total number of
reachablé'exploded” nodes.Dispatch is the number
of reachabléexploded”dispatchnodes(*) indicates
theanalysifounda violation of the speci cation.

worstcasejn practicethereachablestatespaceaswell
asthe countervaluerequiredfor corvergenceis small
(in all experimentsk = 1 wassufcient). Secondthe
correctnessf theseprogramsdependon complicated
data ow throughthe asynchronousalls: this is shavn
by the numberof distinct global statesreachedat the
dispatchocation.

step(Lemma3), we shav that the backward solution
of the C; -reducedFDS instances equialentto the
upward closureof some nite numberof facts.In the
secondstep(Lemmad4), we shaw how, from the nite
setof facts,we can nd ak suchthattheC} -reduced
instancecoincideswith the C; -reducedsolution.

Upward Closure. For two countermapsc;c® from S
to C,wewritec  cCif foralls 2 S, we have ¢(s)

cYs). LetDg D, bea nite setof data ow facts.The
upwad closueofasetB  (Dg Dy) (D;! C)
is theset

B =f(d;chjo(dic)2Bs.tc Yy

We sayB is upwad closedif B = B

Theordering oncountemapswith a nite domain
is awell quasi-oder, thatis, it hasthe propertythatary
in nite sequencey, ¢y, ::: of countermapsmusthave



two positionsi andj with i < j suchthat c; G
[8]. We shall usethe following fact aboutwell quasi-
orderings.

LEMMA 2. [1] Letf bea functionfromcountermaps
to countermapsthatis monotoniow.r.t. . Let(f 1)
denotethe re exive transitive closue of the inverse
of f . For any upwad closedsetU of countermaps,
theris a nite setB of countermapssud thatB =

(f 1 ).

Backward Solutions. For an IFDS instancel =
(G ;D;f>g ;M;u) (whereD maybein nite), for ary
v02 V andd 2 D, wede ne thebakwardsmeetbver
valid pathssolutionMVP (1 ;v® d9(v) as:

fdj9 2 IVP (v;v9)s.t.(d;d) 2 PR(I)( )g

Intuitively, the backwardsor inversesolutionfor v& d°
is the setof factsat v, which get “transferred”along
somevalid pathto the factd®at Ve If D is nite, we
can computethe inversesolution using a backwards
versionof the RHS algorithm. It turnsout, thatif D
correspondto thein nite setof factsforaC; -reduced
instanceof anAIFDS, thenthein nite inversesolution
is equivalentto theupwardclosureof a nite set.Recall
thatcy isthemap x: 0.

LEMMA 3. [30, 10] LetA = (G ;Dg4;D|;M;u) be
an AIFDS instance and | be the C; -reducedIFDS
instanceof A. For everyv® 2 V andd® 2 Dy
D,, there exists a nite set B(v®d%v) (Dg
D) (P D; ! N)sudh that: B(v®d®v) =
MVP (15 v (dS% co))(v).

PrROOF. Sletch. The proof relieson two facts: rst,
formsawell quasi-ordeon(Dg D;) (P D;! N),
andsecondthatthedata ow factsandtransferfunction
for A is amonotonicfunctionon this order Intuitively,
the transferfunction is not “inhibited” by addingel-
ementsto the countermap. With thesein mind, and
usingLemmaz2, we candeviseabackwardsRHSalgo-
rithm whosetermination(shavn in [10]) is guaranteed
by thewell quasi-orderingf (Dg D)) (P D;!

N) [8, 1] andguaranteeshe existenceof the nite set
B (v® d® v). The backward RHS algorithm propagates
data ow factsbackward and createssummariesrom
returnpointsto correspondingall points.li

An alternateproofof theabove resultis obtainedol-
lowing the proofin [30] which reduceghe AIFDS in-

stancevia Parikh's lemmato a multisetrewriting sys-
temanduseswell quasi-orderingargumentson multi-
setsto guarantedermination.Parikh's lemmais used
to replacetheoriginal programthatmayhave recursve
callswith anautomatomwhich hasthesameeffectw.r.t.
countermaps.

In the the secondstep,we shav that from the set
B (v d®v), we canobtaina k, that sufces to prove
the Completenesekemmal.

Maxcount. LetA = (G ;Dg;Dj;M;u) beanAIFDS
instanceandlet | bethe C; -reduced(in nite) IFDS
instanceof A. We de ne themaxcounbf A, as:

1+max fc(s) j (d;c) 2 B(v® (d® cp);v);s 2 Sg

doyOy

Notethatasd® v v rangeover nite setsDy D, and
V respectiely, and from Lemma3 B (v® (d® co); V)
is nite, themaxcountbf A is also nite.

We obsere thatif k is the maxcouniof the AIFDS
instancethenif thefactd®is notin the MVP solution
for vOin the C; -reducednstancethenit is notin the
solutionof the nite C}! -reducedFDSinstance.

LEMMA 4. LetA = (G ;Dg4;D(;M;u) beanAIFDS
instance with maxcountk, and | (resp.lkl ) be the
C; - (resp.C} -) reducedIFDS instancesof A. For
everyv°2 V andd’2 D4 D,

@if (>;c0) 62 MVP (1;vC(d%co))(Viain)
then for all v. 2 VvV, MVP(I})(v) \
MVP (1% (8 co))(v) = ;

(b) if @ (d®cY 2 MVP (1)(vO then@® (d®c9) 2
MVP (11 )(v9).

PRrROOF. First, notethat(b) follows from (a) by observ-
ing from the de nitions of solutionsand backwards
solutions that there exists a c® such that (d®c9 2
MVP (1)(VY iff (>;¢c0) 2 MVP (1;v®d9, thenin-
stantiatingthe universalquanti er in (a) with v° and
nally applyingthefactthatMVP (1 ;v® (d® cp)) is
upward closed(from Lemma3). Next, we prove the
following statementvhichimplies(a).

IH8n 2 N;v2V;8 2 IVP(vi,p,;V) of
lengthn, if (d;c) 2 PF (1.} )( )(>;co) then
(d;c) 62MVP (1 ;v (d% co))(Vv).
The proofis by inductionon n. The basecasefollows

from thehypothesighat(> ; ¢p) is notin thebackwards
solutionfor v (d® co).



For the induction step, supposethe IH holds upto
n. Considera path = 9% (v%®v) of lengthn + 1
wherethe pre x ~ %is of lengthn. By the de nition
of the path function, we know thereexists a (d°°c
suchthat(1) (d;c) 2 M (v®v)(d®®c%, (2) (d°c% is
in PF(12)( %(>; ), and(3) therefore by the IH,
that(d%c® 62vvP (1 ; v® (d® co))(vYS.

We shall prove the inductionstepby contradiction.
Supposethat (d;c) 2 MVP 2(I;v® (d® cp))(vY.
By Lemma 3, thereis a (d;c) 2 B(vV®d®v),
such that c c. Consider the countermap
bcc = x: min f¢(x);k + 1g. Ascis aC|} countey
andk is biggerthanevery elementin the rangeof c
(it is the maxcount),it follows that c bcc. Thus,
asbackwardssolutionsareupward closed(Lemma3),
(d;bcc) 2 MVP 3(1;v% (d® cp))(v). By splitting
caseson the possibleoperationson the edge(v%v),
we can shav that that there exists a c%° such that:
(i) (d;bcc) 2 M (vO9v)(d%9c and (i) ¢ % In
otherwords,(d%°c% isin MVP (1 ;v (d® cp))(v9Y.
By the upward closure of the backwards solu-
tion, (d%c¢®§ 2 MVP (1;V8(d% ) (v,
thereby contradicting (3) aboe. Hence,
(d:c) 62 MVP 1(1:v%(d®cp))(v®, completing
theproofof IH andthereforethelemmal

We cannow prove Completenessemmal.

ProOOF. (of Lemma 1). Supposethat there exists a
c suchthat (d;c) 2 MVP (1)(v). Thenthere exists
somepath 2 IVP (vpa,V;) suchthat (d;c) 2
PF(1)( )(v). Pickingthelengthof askq., sufces,
asfor all k greaterthan this kq., we can prove that,
(d; ) 2 MVP (Ix)(v), andfrom Theorem3, (d; ) 2
MVP (12 )(v).

Supposethat there is no ¢ such that (d;c) 2
MVP (1)(v). If weletkqy., bethemaxcouniof A, then
Lemma4 shaws thatthereis no (d; ) 2 MVP (1.} ),
and from Theorem 3, there can be no (d;) 2

MVP (1). 1

This concludeghe proof of correctnesaNoticethat
while the correctnesproof relieson several technical
notions,thesecanall be hiddenfrom animplementer
who only needsto call an interproceduraldata ow
analysisalgorithmwith appropriatdattices.

6. Conclusion

We believe that our AIFDS framevork andalgorithm
providesan easyto implementprocedurdor perform-

ing precisestatic analysisof asynchronougrograms.
While theoreticallyexpensve, our initial experiments
indicatethatthealgorithmscaleswvell in practice.Thus,
we believe the algorithmspresentedn this paperopen
the way for soundlytransferringthe data ow analy-
sis basedoptimization and checkingtechniquesthat
have beendevised for synchronousprogramsto the
domainof asynchronouprogramstherebyimproving

their performancendreliability.
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