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Abstract

This survey will deal with the problem of selective opening attacks (SOA). We will present the
known results (both possibility and impossibility ones) and the main open questions related to SOA.
Despite the importance of this problem, many of the important questions were open until very
recently and some important questions about the power of SOA are still open.

1 Introduction

The problem. Consider a scenario in which there are many parties exchanging encrypted messages
between themselves and there is an adaptive adversary that can observe the ciphertexts and corrupt
arbitrary parties. When the adversary corrupts some party, he learns the whole state of the machine,
which includes not only the underlying messages sent/received by this party, but also any secret key
and any randomness used in the encryption process. The important question is then Do the messages
exchanged between the uncorrupted parties remain private?, i.e., Is it the case that the adversary cannot
learn anything about the unopened messages other than what is already implied by the opened messages
and the message distribution? This kind of attack is called Selective Opening Attack (SOA) and arises
in applications such as multiparty computation. When one wants to design a multiparty computation
protocol that is secure against adaptive adversaries, the approach that is used in general is designing an
unconditionally secure protocol using a model in which the existence of secure channels between any two
parties is assumed [11, 16]. But these secure channels will normally be implemented using encryption
schemes, and so SOA arises as the parties involved in the protocol can be adaptively corrupted by
the adversary. Or, we can even restrict our attention to the much simpler scenario in which there
are multiple clients sending encrypted messages to a single server (all of them using the unique server
public-key) and there is an adversary that can only (adaptively) corrupt clients. SOA also arises as a
problem in this scenario.

Security notions for selective opening security. We explained above the notion of SOA-
security in an intuitive level. In order to formalize the notion of SOA-security, there are nowadays
two different flavors of security definitions: indistinguishability-based definitions and simulation-based
definitions.

The indistinguishability-based definitions [5, 10, 26] formalize the notion of SOA-security by requir-
ing that an adversary, after being given the ciphertexts and the openings corresponding to some parties,
cannot distinguish the unopened messages from fresh messages. There is a subtle point in this security
definition. Namely, the fresh messages should be efficient sampled according to the message distribu-
tion conditioned on the opened messages. But many efficiently samplable message distributions are not
efficiently conditionally re-samplable. Thus, on one hand, this definition is weak as a general purpose
definition, since for many applications the message distributions do not have this efficient conditional
resampling property. On the other hand, there are many efficient schemes that achieve this notion of
security [5, 10, 25].

The simulation-based definitions [21, 5, 10, 23, 9, 26, 4] formalize the notion of SOA-security by
requiring that anything that an efficient adversary can learn from the ciphertexts and the openings



corresponding to some parties, can also be learned by an efficient simulator that only receives the
opened messages. On one hand, this is a strong notion of security and thus it is considered very
appropriate for applications. On the other hand, maybe this notion is too strong (as indicated by the
recent impossibility results [4]) and there are fewer schemes that achieve this notion of security.

Status quo. For encryption schemes, the standard notions of security that are widely accepted as
the desired ones are IND-CPA [24] and IND-CCA [30, 20]. But when the simulation-based definition
of SOA-security is considered, neither IND-CPA nor IND-CCA imply SOA-security [4] (even if only
senders/only receivers corruptions are allowed). And when the indistinguishability-based definition is
considered, there is no proof that IND-CPA or IND-CCA imply SOA-security (although so far there is
also no counter-example against this implication).

The problem of SOA-security for encryption schemes was the subject of many works [3, 14, 13,
2, 19, 28, 15, 5, 10, 23, 9, 25, 4, 27, 12]. So far the only schemes that were proven SOA-secure in a
model allowing corruptions of both senders and receivers of the messages either are proved secure only
in the programmable random oracle model [28], or assume the possibility of erasing data in a reliable
way [3, 15] (which is difficult to achieve in practice) or use non-committing encryption schemes [14, 2, 19]
(and thus must have keys that are at least as large as the total amount of bits ever encrypted using the
keys [28]).

For the simpler case where there is only one receiver and only senders can be corrupted (i.e.,
the clients/server model described above), efficient SOA-secure encryption schemes are known in the
standard-model and without assuming the possibility of reliably erasing data. The first efficient solu-
tions of this kind were proposed by Bellare et al. [5, 10] and were based on lossy encryption. Additional
solutions based on lossy encryption were presented in [25, 27]. Deniable encryption [13] was also used in
this context, in order to obtain an encryption scheme that is chosen ciphertext secure under SOA [23]
and to obtain a SOA-secure identity-based encryption scheme [9].

The core of the problem. It was noticed that the core of difficulty in achieving SOA-security
is that the encryption function of most encryption schemes are committing (i.e., they constitute a
non-interactive commitment scheme), and this observation lead to study of SOA-security for commit-
ment schemes [21]. For non-interactive commitment schemes, some impossibility results (both for the
indistinguishability-based and simulation-based definitions) were presented by Hofheinz [26]. Further
impossibility results for the simulation-based definition were shown by Bellare et al. [4] who rule out the
existence of SOA-secure1 non-interactive commitment schemes (under the assumption that a collision-
resistant hash function exists). These impossibility results showed that not being committing (a property
enjoyed by all the constructions mentioned above) is an essential condition for an encryption scheme
to be SOA-secure according to the simulation-based definition (thus supporting the intuition of [21]).
Some possibilities results for non-interactive commitment schemes (according to the indistinguishability-
based definition) and for interactive commitment schemes (for both the indistinguishability-based and
the simulation-based definition) were presented in [5, 26, 31, 29].

Organization. We study the known results for the most interesting scenario where there is no random
oracle and reliable erasures cannot be assumed. For most of this work we will focus on the simpler case
where there is only one receiver and only senders can be corrupt. We decided to focus on this case
because it is a good representative (in the sense that it already shows the difficulties in achieving
selective opening security) and also it is the case in which most papers have focused on. Additionally,
we will focus on one-shot adversaries, i.e., adversaries that receive all the ciphertexts at once and choose
which senders will be corrupted at once. One-shot notions of security facilitate the description and
handling, and for these reasons they were chosen by most works in the area. We should however stress
that most results in the literature can also be extend to completely adaptive adversaries. For this
scenario, we will present the known results and the open questions for both encryption schemes and

1According to the simulation-based definition.
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non-interactive commitment schemes. The paper is organized as follows. In Section 2 we establish
some notation and recall some basic definitions. After that, we introduce the formal notions of selective
opening security in Section 3. We present the known results and open questions for non-interactive
commitment schemes in Section 4 and for encryption schemes in Section 5. We conclude with the final
remarks in Section 6.

2 Preliminaries

Notation. We write w
$← AO1,O2,...(x, y, . . .) for representing the act of running the algorithm A with

inputs x, y, . . ., having access to the oracles O1,O2, . . . and producing an output w. All algorithms are
randomized, unless otherwise specified as being deterministic. For an algorithm A, let CoinsA(x, y, . . .)
denote the set of possible coins when A is executed with inputs (x, y, . . .). Let w ← A(x, y, . . . ; r) denote
running algorithm A on inputs (x, y, . . .) and with specific coins r ∈ CoinsA(x, y, . . .).

If λ ∈ N then 1λ denote the string of λ ones. The empty string is denoted by ε. For n ∈ N, [n] denote
the set {1, . . . , n}. For any vector m of n components and for i ∈ [n], m[i] denote the i-th component
of m and for a set I ⊆ [n] of indices i1 < i2 < . . . < il, m[I] denote (m[i1],m[i2], . . . ,m[il]). If x and y
are bit strings, let x ‖ y denote their concatenation and, for strings of the same length, let x⊕y denote
their bitwise XOR.

Games. This work uses the language of code-based game-playing [8], see Figure 1 for an example. A
game G is executed with an adversary A and a security parameter λ as follows. G has an Initialize
procedure that is always executed in the beginning (with the security parameter λ as input) and whose
outputs are the inputs of the adversary A. Then the adversary A is executed and G has some procedures
to respond to the oracle queries made by A. Finally, when the adversary terminates with some output
w, it is given as input to G’s Finalize procedure which produces the output of the game G, denote by
GA(λ). We let “GA(λ)” denote the event that this game output takes value true. The running time of
an adversary is the worst-case time of the execution of the adversary with the game defining its security.

Encryption schemes. A public-key encryption scheme AE = (P,K, E ,D) is a tuple of PT algorithms
defined as follows. The parameter generator algorithm P takes as input the security parameter 1λ and
returns the system parameters π (such as descriptions of groups, etc). The key generation algorithm K
takes the system parameters π as input and outputs a public key pk and a secret key sk . The encryption
algorithm E takes as inputs the system parameters π, a public key pk and a message m (the message
should be from the plaintext space PtSp(π)) and outputs a ciphertext c. The deterministic decryption
algorithm D takes the system parameters π, a public/secret key pair (pk , sk) and a ciphertext c as
inputs and outputs either a message m or ⊥. The public-key encryption scheme AE should meet the

correctness condition, i.e. for all π
$← P(1λ), (pk , sk)

$← K(π),m ∈ PtSp(π) it should be the case that
D(π, pk , sk , E(π, pk ,m)) = m.

The standard notions of security for encryption are indistinguishability under chosen-plaintext attack
(IND-CPA) [24] and indistinguishability under chosen-ciphertext attack (IND-CCA) [30, 20], which are
defined in Figure 1. For a public-key encryption scheme AE , the IND-CPA-advantage of an adversary
B is defined as

AdvIND-CPA
AE,B (λ) = 2 · Pr

[
IND-CPAB

AE(λ)
]
− 1

and similarly the IND-CCA-advantage of an adversary B is

AdvIND-CCA
AE,B (λ) = 2 · Pr

[
IND-CCAB

AE(λ)
]
− 1 .

We say that a public-key encryption scheme AE is IND-CPA-secure (resp. IND-CCA-secure) if for any
efficient adversary B, the IND-CPA-advantage (resp. IND-CCA-advantage) of B is negligible in the
security parameter λ.
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Initialize(1λ)

C ← ∅ ; b
$← {0, 1}

π
$← P(1λ) ; (pk , sk)

$← K(π)
Return (π, pk)

LR(m0,m1)

If |m0| 6= |m1| then return ⊥
c

$← E(π, pk ,mb)
C ← C ∪ {c}
Return c

Dec(c)

If c ∈ C then return ⊥
m← D(π, pk , sk , c)
Return m

Finalize(b′)

Return (b′ = b)

Initialize(1λ)

b
$← {0, 1} ; π

$← P(1λ)

(pk , sk)
$← K(π)

Return (π, pk)

LR(m0,m1)

If |m0| 6= |m1| then return ⊥
c

$← E(π, pk ,mb)
Return c

Finalize(b′)

Return (b′ = b)

Figure 1: For a public-key encryption scheme AE = (P,K, E ,D), game IND-CCAAE (left) defines the
notion of IND-CCA security, game IND-CPAAE (right) defines the notion of IND-CPA security.

Non-interactive commitment schemes. A non-interactive commitment scheme CS = (P, E ,V)
is a tuple of PT algorithms defined as follows. The parameter generator algorithm P takes as input
the security parameter 1λ and returns the system parameters π (such as group descriptions etc). The
commitment algorithm E takes the system parameters π and a message m (from some message space
PtSp(π)) as input, uses random coins r and outputs a commitment c. The deterministic verification
algorithm takes the system parameters π, a message m, coins r and a commitment c as input and outputs
a boolean value. The non-interactive commitment scheme CS should meet the correctness condition, i.e.

for all π
$← P(1λ),m ∈ PtSp(π), r ∈ CoinsE(π,m) it should be the case that V(π,m, r, E(π,m; r)) = true.

The standard notion of security for commitment schemes is hiding-and-binding security, which is
defined using the games in Figure 2. For a non-interactive commitment scheme CS, the HID-advantage

Initialize(1λ)

b
$← {0, 1} ; π

$← P(1λ)
Return π

LR(m0,m1)

If |m0| 6= |m1| then return ⊥
c

$← E(π,mb)
Return c

Finalize(b′)

Return (b′ = b)

Initialize(1λ)

π
$← P(1λ)

Return π

Finalize(c,m0,m1, r0, r1)

If m0 = m1 returns false
d0 ← V(π,m0, r0, c)
d1 ← V(π,m1, r1, c)
Return (d0 ∧ d1)

Figure 2: For a non-interactive commitment scheme CS = (P, E ,V), game HIDCS (left) defines the
notion of hiding and game BINDCS (right) defines the notion of binding.
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of an adversary B is defined as

AdvHID
CS,B(λ) = 2 · Pr

[
HIDB

CS(λ)
]
− 1 .

We say that a non-interactive commitment scheme CS = (P, E ,V) is hiding if for any efficient adversary
B, the HID-advantage of B is negligible in the security parameter λ. We say that CS is statistically hid-
ing if even for unbounded adversaries B the HID-advantage of B is negligible in the security parameter
λ. We say that it is perfectly hiding if AdvHID

CS,B(λ) = 0 for all adversaries B.

For a non-interactive commitment scheme CS the BIND-advantage of an adversary C is

AdvBIND
CS,C (λ) = Pr

[
BINDC

CS(λ)
]
.

We say that a non-interactive commitment scheme CS = (P, E ,V) is binding if for any efficient adversary
C, the BIND-advantage of C is negligible in the security parameter λ. We say that CS is statistically
binding if even for unbounded adversaries C the BIND-advantage of C is negligible in the security
parameter λ. We further say that it is perfectly binding if AdvBIND

CS,C (λ) = 0 for all adversaries C.

3 Security definitions for selective opening attacks

As mentioned previously, currently there are two kinds of security definitions for selective opening
attacks: an indistinguishability-style definition and a simulation-style definition. In this section we will
present both definitions and for both commitment schemes and encryption schemes.

3.1 Simulation-style definitions

We consider a simulation-style definition of selective opening security that is similar to the ones presented
in [21, 5, 10, 23, 9, 26, 4]. A relation R is a PT algorithm with boolean output. A message sampler M
is a PT algorithm that takes as input a string α and the system parameters π and returns a vector m
of n(λ) messages. An auxiliary-input generator Z is a PT algorithm.

The encryption case. Let AE = (P,K, E ,D) be a public-key encryption scheme, R be a relation,
M be a message sampler, and Z be an auxiliary-input generator. We define the SEM-SOA security using
two games: SEM-SOA-REALAE,M,R,Z that is played with an adversaryA and SEM-SOA-IDEALAE,M,R,Z
that is played with a simulator S (see Figure 3 for details). The adversary A plays the real game and
receives as input the system parameters π, the auxiliary-input z and the receiver’s public-key pk . Then
the adversary makes one call to the oracle Msg(·) with input α and receives as output the vector of
ciphertexts. After that, A makes one call to Corrupt(·) specifying a subset I of the senders whose
messages and randomness should be revealed. Finally, A calls the procedure Finalize with some out-
put w. The adversary A wins if, for this w, the relation R returns true. The simulator S plays the ideal
game in which it only receives the system parameters π and the auxiliary-input z as input. Then, S
calls Msg(·) with input α, but does not receive any output. After that, S makes one call to Corrupt(·)
specifying a subset I of the senders whose messages should be revealed (note that there is no senders
randomness in this game). Finally, S calls the procedure Finalize with some output w. The simulator
S wins under the same conditions as A. The SEM-SOA-advantage of an adversary A with respect to
AE ,M,R,Z and a simulator S is

AdvSEM-SOA
AE,M,R,Z,A,S(λ) = Pr

[
SEM-SOA-REALAAE,M,R,Z(λ)

]
− Pr

[
SEM-SOA-IDEALSAE,M,R,Z(λ)

]
.

We say that an encryption scheme AE is SEM-SOA-secure if for any efficient message samplerM, any
efficiently computable relation R, any efficient auxiliary-input generator Z and any efficient adversary A,
there exists an efficient simulator S such that the SEM-SOA-advantage of A with respect to AE ,M,R,Z
and S is negligible in the security parameter λ.

For encryption schemes, we can also define the stronger notion of SEM-SOA-CCA-security, in which
the adversary A additionally has access to a decryption oracle (of course he cannot query the challenge
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Initialize(1λ)

π
$← P(1λ) ; z

$← Z(1λ)

(pk , sk)
$← K(π)

Return (π, z, pk)

Msg(α)

m
$←M(π, α)

For i = 1, . . . , n(λ) do

r[i]
$← CoinsE(π, pk ,m[i])

c[i]← E(π, pk ,m[i]; r[i])
Return c

Corrupt(I)

Return (m[I], r[I])

Finalize(w)

Return R(z, π,m, α, I, w)

Initialize(1λ)

π
$← P(1λ) ; z

$← Z(1λ)
Return (π, z)

Msg(α)

m
$←M(π, α)

Corrupt(I)

Return m[I]

Finalize(w)

Return R(z, π,m, α, I, w)

Figure 3: For an encryption scheme AE , game SEM-SOA-REALAE,M,R,Z (left) capturing the real-world
SOA attack performed by an adversary A and game SEM-SOA-IDEALAE,M,R,Z (right) capturing the
ideal-world SOA attack performed by a simulator S.

ciphertexts in this oracle).

The non-interactive commitment case. For a non-interactive commitment scheme CS = (P, E ,V),
SEM-SOA security is defined similarly to the encryption case (see Figure 4 for details), the only difference
is that now there is no public-key involved.

3.2 Indistinguishability-style definitions

In this approach for defining selective opening security [5, 10, 26] there is an efficient message sampler
M that takes a string α and the system parameters π as input and returns a message vector m of
length n(λ). But now there is an additional requirement on M. Namely, M should support efficient
conditional resampling, i.e., given any message m0 sampled by M and any set I ⊆ [n], there should
be an efficient procedure to sample a message m1 distributed according to M but restricted to have
m1[I] = m0[I] (we henceforth denote this algorithm by M|I,m0).

The encryption case. Let AE = (P,K, E ,D) be a public-key encryption scheme, M be an efficient
message sampler that supports efficient conditional resampling, and Z be an auxiliary-input generator.
We define the IND-SOA security using the game described in Figure 5. The IND-SOA-advantage of an
adversary A with respect to AE ,M and Z is

AdvIND-SOA
AE,M,Z,A(λ) = 2 · Pr

[
IND-SOAA

AE,M,Z(λ)
]
− 1 .

We say that an encryption scheme AE is IND-SOA-secure if for any efficient message sampler M that
supports efficient conditional resampling, any efficient auxiliary-input generator Z and any efficient
adversary A the IND-SOA-advantage of A with respect to AE ,M and Z is negligible in the security
parameter λ.

For encryption schemes, we can also define the stronger notion of IND-SOA-CCA-security. In this
case the adversary A also has access to a decryption oracle (obviously he cannot query the ciphertext
that he received in the Msg query to this oracle).

The non-interactive commitment case. For a non-interactive commitment scheme CS = (P, E ,V),
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Initialize(1λ)

π
$← P(1λ) ; z

$← Z(1λ)
Return (π, z)

Msg(α)

m
$←M(π, α)

For i = 1, . . . , n(λ) do

r[i]
$← CoinsE(π,m[i])

c[i]← E(π,m[i]; r[i])
Return c

Corrupt(I)

Return (m[I], r[I])

Finalize(w)

Return R(z, π,m, α, I, w)

Initialize(1λ)

π
$← P(1λ) ; z

$← Z(1λ)
Return (π, z)

Msg(α)

m
$←M(π, α)

Corrupt(I)

Return m[I]

Finalize(w)

Return R(z, π,m, α, I, w)

Figure 4: For a non-interactive commitment scheme CS, game SEM-SOA-REALCS,M,R,Z (left) capturing
the real-world SOA attack performed by an adversary A and game SEM-SOA-IDEALCS,M,R,Z (right)
capturing the ideal-world SOA attack performed by a simulator S.

Initialize(1λ)

π
$← P(1λ) ; z

$← Z(1λ)

b
$← {0, 1} ; (pk , sk)

$← K(π)
Return (π, z, pk)

Msg(α)

m
$←M(π, α)

For i = 1, . . . , n(λ) do

r[i]
$← CoinsE(π, pk ,m[i])

c[i]← E(π, pk ,m[i]; r[i])
Return c

Corrupt(I)

m0 ←m

m1
$←M|I,m0

Return (r[I],mb)

Finalize(b′)

Return (b = b′)

Figure 5: Game IND-SOAAE,M,Z defining the indistinguishability-style security definition of selective
opening attacks against an encryption scheme AE .
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Initialize(1λ)

π
$← P(1λ) ; z

$← Z(1λ) ; b
$← {0, 1}

Return (π, z)

Msg(α)

m
$←M(π, α)

For i = 1, . . . , n(λ) do

r[i]
$← CoinsE(π,m[i])

c[i]← E(π,m[i]; r[i])
Return c

Corrupt(I)

m0 ←m

m1
$←M|I,m0

Return (r[I],mb)

Finalize(b′)

Return (b = b′)

Figure 6: Game IND-SOACS,M,Z defining the indistinguishability-style security definition of selective
opening attacks against a non-interactive commitment scheme CS.

IND-SOA security is defined in almost the same way as the encryption one (see Figure 6 for details),
the only difference is that there is no public-key involved.

4 Non-interactive commitment schemes

In this section we present the known result for SOA-security of non-interactive commitment schemes
and also the open questions.

Impossibility results for non-interactive commitments schemes. Hofheinz [26] proved that
no non-interactive commitment scheme can be proved SEM-SOA-secure using black-box reductions to
standard cryptographic assumptions (a standard cryptographic assumption as defined in [26] is specified
by a particular type of game). I.e, there is no relativizing proof of security. The proof’s idea for this
impossibility result is to use a random oracle in such way that the messages of the senders are the
output of applying the random oracle to an input consisting of the description of the commitment
scheme concatenated with the index of the message and some “short” seed X (that is common to
all messages). There is also one powerful oracle B whose only function is helping in breaking the
commitment scheme with relation to this message distribution. B expects n(λ) commitments as input,
then select n(λ)/2 of them to be open. If all openings received by B for these commitments are valid,
then B returns the set of all seeds that are consistent with these n(λ)/2 messages. In the case of the
real game there will be only one compatible seed with overwhelming probability and so it is clear that a
real adversary can use such oracle to recover the whole message vector with overwhelming probability.
But the oracle B is useless to any simulator S. If S uses B before requesting its Corrupt query, then
B’s answers will not be related to the message vector that is used in the ideal game. But if S uses
B after requesting its Corrupt query, then with overwhelming probability S will need to open to B
some message that he does not know. Note that B is not breaking the bindingness of the commitment
scheme, it is only computing something that is a function of the opened messages.2 Using similar
ideas, Hofheinz [26] also proved that, for the indistinguishability-based definition, no perfectly binding
commitment scheme can be proved secure using a black-box reduction to a standard cryptographic
assumption. While these results do not rule out the SEM-SOA-security or the IND-SOA-security of
any non-interactive commitment schemes, they indicate that these proofs of security may be difficult to
obtain (since most reductions in cryptography are black-box).

Bellare et al. [4] proved additional impossibility results for SEM-SOA-security of non-interactive com-
mitment schemes. They proved that if a collision-resistant hash functions exists, then no non-interactive

2There are some technical aspects related to the fact that B cannot be stateful, and hence needs to be specified as a
next-message function.
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commitment scheme can be SEM-SOA-secure. The idea of the proof is the following. Consider any
commitment scheme CS and a message sampler that outputs messages distributed independently and
uniformly at random. The adversary A receives the commitment vector c and applies a hash function
to it (the key of the hash function is given as an auxiliary input to both the adversary A and the
simulator S). The output of the hash function is then used to decide which parties will be corrupted.
The set of corrupted parties is basically an encoding of the hash output. The adversary A outputs the
commitment vector c and the coins that were revealed to him. The relation R recomputes the hash
output and checks two constraints: (1) if the set of corrupted parties was chosen correctly from the hash
output, (2) if the tuples formed by the message, the commitment and the coins are consistent for all
corrupted parties (this is checked using the verification algorithm of CS). If both checks are successful,
R outputs true; otherwise it outputs false. Note that the specified adversary A always make the rela-
tion return true. On the other hand, no simulator S is able to make R return true with overwhelming
probability. Suppose that some simulator S could make the relation return true with overwhelming
probability, then it is possible to use this S to break the collision-resistance of the hash function or the
bindingness of the commitment scheme. The idea is the following. S is executed until the point where it
specifies the subset of parties to be corrupted. From this point, the execution of S is bifurcated in two,
and two different messages vectors are given as response to the Corrupt queries. Through the Reset
Lemma [6], it is possible to related the probability that both executions makes the relation return true
to the original probability with which S makes R return true. But, if both executions are successful,
then either the commitment vectors outputted by the two executions of S are different or equal. If the
commitment vectors are different, then the double execution of S is breaking the collision-resistance of
the hash function (since the sets of the corrupted parties are the same in both executions and thus the
hash outputs are also the same). If the commitment vectors are equal, then the double execution of
S is violating the bindingness of the commitment scheme (since some messages are different between
the executions, but both are accepted by the verification algorithm using the same commitment value).
Since, by assumption, the hash function is collision-resistant and the commitment scheme is hiding-and-
binding secure, we conclude that no simulator S can make the relation return true with non-negligible
probability and so the commitment scheme is not SEM-SOA secure.

Positive results for non-interactive commitments schemes. Dwork et al. [21] proved that
any non-interactive commitment scheme achieve SEM-SOA-security when there are few legal subset of
parties from which the adversary A must choose I for sending to his Corrupt query (in order to receive
the openings corresponding to the parties in I). The idea of the proof is that the simulator S should run
the adversary internally and guess the subset that will be sent to the Corrupt query (with the same
probability distribution that the adversary would ask them). Then, in the ideal-game, the simulator
send the guessed subset I ′ to its own Corrupt query and can simulate the real-game for A as follows.
S computes the commitments to the messages m[I ′] correctly and send dummy messages in the other
positions. Note that, if the subset I that A gives to its Corrupt query was correctly guessed by the
simulator (i.e., I = I ′), then the simulator will correctly simulate the real-game for A. But since there
are only “few” legal subsets, S can guess the correct subset with high-probability (and if the guess was
not right, S can rewind the simulation to the point where it received the answers to its own Corrupt
query).

For independent messages, Dwork et al. [21] showed that every non-interactive commitment scheme is
SOA-secure according to a relaxed version of SEM-SOA definition in which the relation R is substituted
by a efficiently computable function F . The idea of the proof is that the simulator S should efficiently
approximate the most probable output of the function F . Note that, since the impossibility result of
[4] used independent messages, this resulf of Dwork et al. cannot be extended to the full definition
of SEM-SOA-security (note that prior to the result of [4] it was believed that the difficulty of proving
SEM-SOA-security was due to the fact that the messages could be related, but in the impossibility
result of [4] the messages are independent).

Hofheinz [26] showed that any statistically hiding commitment scheme is also IND-SOA-secure.
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The idea behind the proof is that A’s views (of the game execution) for any two messages vectors
m0,m1 : m0[I] = m1[I] are statistically close, and so A cannot distinguish the original unopened
messages from fresh ones.

Relations between SEM-SOA and IND-SOA. Taking together the possibility result of Hofheinz [26]
for IND-SOA-secure non-interactive commitment schemes and the impossibility result of Bellare et al. [4]
for SEM-SOA-secure non-interactive commitment schemes, we conclude that SEM-SOA-security is a
strictly stronger notion than IND-SOA.

Open questions. An important open question is whether hiding-and-binding security of non-interactive
commitment schemes implies IND-SOA-security or not. Hofheinz [26] showed that the IND-SOA-
security of perfectly binding commitment schemes cannot be proved using black-box reductions to
standard cryptographic assumptions. But still it maybe the case that all such schemes can be proved
IND-SOA-secure using non-black-box techniques or using reductions to non-standard cryptographic
assumptions.

Another interesting problem would be to find an intermediary security notion that is not as strong
as SEM-SOA-security and thus avoids the impossibility results, but at the same time does not have
the weakness of IND-SOA-security (i.e., the necessity of the message distributions being efficiently
conditionally resamplable) and thus is very suitable for the applications.

Results for interactive commitment schemes. In the case of interactive commitment schemes,
Hofheinz [26] showed that no perfectly binding commitment scheme can have either its SEM-SOA-
security or its IND-SOA-security proved with a black-box reduction to a standard cryptographic assump-
tions. On the other hand, there exists interactive commitment schemes that are SEM-SOA-secure [26].

5 Encryption schemes

In this section we present the open questions/known results for the case of SOA-security (with relation
to senders corruptions) of encryption schemes.

Impossibility results for encryption schemes. Any encryption scheme AE that is binding (as
formalized below) inherits the impossibility result presented in Section 4 for SEM-SOA-security, and so
any binding encryption scheme cannot be SEM-SOA-secure if a collision-resistant hash function exists.

A verification algorithm associated to some encryption scheme AE is an algorithm that takes as
input the system parameters π, a public-key pk , a message m, coins r and a ciphertext c, and returns
a boolean value. We define the notion of binding for encryption schemes using the BIND game (see
Figure 7). For an encryption scheme AE and an associated verification scheme V, the BIND-advantage
of an adversary C is

AdvBIND
AE,V,C(λ) = Pr

[
BINDC

AE,V(λ)
]
.

An encryption scheme AE is binding if there is an efficient verification algorithm V such that for any
efficient adversary C, AdvBIND

AE,V,C(·) is negligible in the security parameter λ.
The class of binding encryption schemes includes ElGamal [22], Cramer-Shoup [17, 18] and most

traditional encryption schemes. But in the case of encryption, it is possible to design encryption schemes
that are not binding in order to achieve SOA-security as will be explained below.

Non-committing encryption. The first solutions to the problem utilized non-committing encryption
schemes [14, 2, 19] (in fact, these were solutions to the more general problem in which there are multiple
receivers and senders and both can be corrupted). But Nielsen [28] proved that any non-interactive non-
committing encryption scheme should have keys of size at least equal to the total size of the messages
ever encrypted using them. The result of Nielsen implies that, for schemes that can transmit any
polynomial number of bits, the keys should have superpolynomial size and thus the schemes are not
efficient.
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Initialize(1λ)

π
$← P(1λ)

Return π

Finalize(pk , c,m0,m1, r0, r1)

If m0 = m1 returns false
d0 ← V(π, pk ,m0, r0, c)
d1 ← V(π, pk ,m1, r1, c)
Return (d0 ∧ d1)

Figure 7: For an encryption scheme AE = (P,K, E ,D) with associated verification algorithm V, game
BINDAE,V defining the notion of binding.

SOA-secure schemes from lossy encryption schemes. Lossy encryption schemes can be used
to obtain SOA-secure schemes that are stateless, have short keys (i.e., keys of fixed length that do not
depend on the total size of the messages), do not rely on erasures and do not use a random oracle [10, 5].
A lossy encryption scheme is an encryption scheme that in addition to the normal algorithms has a
lossy key generation algorithm. A lossy encryption scheme should satisfy the following properties:

• Correctness on the real keys. I.e., given a correctly generated ciphertext, the encrypted message
should be recovered by the decryption algorithm.

• The keys generated by the lossy key generation algorithm should be indistinguishable from the
keys generated by the normal key generation algorithm.

• The encryptions with lossy keys should be lossy. I.e., the result of encrypting any two messages
should be statistically close (in other words, information about the message is lost during the
encryption process).

Note that the last property implies that a ciphertext sent using a lossy key can be open to any message
with overwhelming probability (at least using the inefficient, canonical opener algorithm that list all
coins that would result in a specific message being encrypted as a specific ciphertext and then randomly
chooses one of these coins). To prove the IND-SOA-security of the encryption schemes, it is possible
to first substitute the real keys by lossy keys and then encrypt dummy messages instead of the real
messages in order to answer the adversary’s Msg query. The ciphertexts are later opened to the real
messages using the opener algorithm. Doing that, we guarantee that the ciphertexts do not leak any
information about the unopened messages. In order to achieve SEM-SOA-security we need an efficient
opener since the simulator will need to execute it (actually in this case the lossiness of the encryption
should hold even when someone knows the secret key).

It was proved by Bellare et al. [10, 5] that lossy encryption can be implemented from lossy trapdoor
functions, directly from DDH and directly from the Quadratic Residuosity Assumption (using the
Goldwasser-Micali scheme). The Goldwasser-Micali scheme has an efficient opener algorithm [10, 5]
and thus it is SEM-SOA-secure. After the work of Bellare et al., it was proved by Hemenway et al.
[25] that re-randomizable public-key encryption, honest-receiver statistically-hiding 1-out-of-2 oblivious
transfer and hash proof systems all imply a lossy encryption scheme. Hemenway et al. [25] also
showed that all-but-N lossy trapdoor functions can be used to construct a scheme which is bounded
IND-SOA-CCA-secure (here bounded means that the number of senders is limited when the public-key
is fixed). All-but-N lossy trapdoor functions functions can be implemented under the DDH or the
Composite Residuosity assumptions [25]. Very recently, Hofheinz [27] built all-but-many lossy trapdoor
functions (based on the Decisional Composite Residuosity assumption or based on pairing assumptions),
which can be used to obtain an IND-SOA-CCA-secure encryption scheme.
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SOA-secure schemes from deniable encryption schemes. Fehr et al. [23] obtained SEM-SOA-
secure and SEM-SOA-CCA-secure encryption schemes using bit deniable encryption schemes as a build-
ing block. Bit deniable encryption [13] is an encryption scheme in which an encryption of a message 1
can be equivocate to message 0 a posteriori if necessary. The basic idea for the SEM-SOA-secure encryp-
tion scheme is that encryptions of 1 consists of a pseudo-random number, while those of 0 consists of a
random number. If a one-way trapdoor permutation has explainable domain, one can find a posteriori
correct randomness to explain the ciphertext corresponding to a 1 as being select at random instead of
pseudo-random. In order to obtain SEM-SOA-CCA-secure encryption schemes, they generalize the idea
using (1) a hard subset membership problem (similar to Cramer-Shoup [18]) with a sparse language and
explainable ciphertext, (2) a 2-universal extended hash proof system with tags and explainable keys, (3)
a collision-resistant hash and (4) a cross authentication code (this is a new primitive introduced in the
paper that serves to authenticate the keys of the hash proof systems) in order to clue the ciphertexts
of different bits together. For encrypting a bit 1, the scheme samples an element of the language and
a key of the extended hash proof system, while for encrypting a bit 0, the scheme samples a random
ciphertext and a random key. Then it is possible to equivocate the challenge ciphertexts bit by bit. The
resulting scheme can be instantiate using assumptions such as DDH, decisional composite residuosity,
and quadratic residuosity.

Deniable encryption was also used by Bellare et al. [9] to obtain SEM-SOA-secure identity-based
encryption schemes.

Open problems. The main open question regarding SOA-security of encryption schemes is whether
strong, standard notions of security such as IND-CPA (or even IND-CCA) imply IND-SOA or not. As
in the non-interactive commitment case, it would also be interesting to find an intermediary security
notion that has the best qualities of both IND-SOA and SEM-SOA. Of course, obtaining more efficient
schemes and/or schemes based on other computational assumptions is always interesting.

Receivers case. In the case of encryption schemes, we can also define the dual case where there are
multiple receivers, only one sender and the adversary is restricted to corrupt only receivers. In this case
the openings reveal the secret-keys instead of the coins. For this scenario, Bellare et al. [4] proved that
no decryption-verifiable encryption scheme is SEM-SOA-secure (decryption verifiability is a weak form
of robustness [1] that was introduced in [4]).

General case. For the more general scenario in which there are multiple senders and multiple re-
ceivers, and the adversary is allowed to corrupt any party, there are solutions if a random oracle [7] is
assumed [28], or if the possibility of reliably erasing data is assumed [3, 15], or using non-committing en-
cryption [14, 2, 19] (but according to the result by Nielsen [28] these schemes are inefficient as explained
above).

6 Conclusion

We have briefly presented the state of the art for selective opening security of both encryption schemes
(when considering senders corruptions) and non-interactive commitment schemes, and have briefly
stated the main known results for interactive commitment schemes and for encryption schemes in more
general cases. The main open question in this area is understanding if standard notions of security
imply the indistinguishability-based notions of selective opening security or not. Another interesting
problem would be to developed an alternative notion of security for selective opening attacks that
captures the best of both worlds (i.e., the best characteristics of both the simulation-style and the
indistinguishability-style definitions).
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