SYMMETRIC ENCRYPTION
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A symmetric encryption schem8E = ( K; E; D) consists of three

algorithms:
x
¢ $
K

ki k4
» M

M »> T —»C ¢ C» 0 —» Morl

A

K is randomized
E can be randomized or stateful
D is deterministic

2/116



Correct decryption requirement

*—$K—+

M*f—rc—rwg—rM

Formally: For allk andM we have

PriDk (E&c(M)) = M]=1;

where the probability is over the coins &f
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Example: OTP

SE=(K;E; D) where:

Alg K Alg E< (M) Alg Dk (C)
K ¥ 0;1g C K M M K C
return K return C return M
Correct decryption:
Dk (Ex(M)) = Dk(K M)
=K (K M)

M

4/116



Block cipher modes of operation

E:f0;1g f 0;1g" ! f 0;1g" a block cipher

Notation: x][i] is the i-th n-bit block of a string x, so that
x = X[1]:::x[m] if jxj = nm.

Always:

Alg K
K ¥ 01¢
return K
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Block cipher modes of operation

Block cipher provides parties sharig with

which enables them to encrypt a 1-block message.

How do we encrypt a long message using a primitive that onlgligs to
n-bit blocks?
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ECB: Electronic Codebook Mode

SE=(K;E; D) where:

Alg B¢ (M)

fori=1;::::mdo
Cli] E«(M[i])

return C
M[1] M[ 2] M[m]
I T
EK EK EK
3 3 7

Clll C[2] Clm]
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ECB: Electronic Codebook Mode

SE=(K;E; D) where:

Alg E¢ (M) Alg Dk (C)
fori=1;::::mdo fori=1;:::;mdo

Cli] E«(M[i]) M[i]  E¢ “(CIi])
return C return M

M[1] M[ 2] M[m]

EK EK EK

3 3 ¥

C[1] Cl[2] CIm]

Correct decryption relies on E being a block cipher, so tBatis
invertible
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Evaluating Security

Sender encrypts some messagd#s, :::; Mg, namely

G E «(M1);:5Cq E k(My)

and transmitsCy; :::; Cq to receiver.

Adversary
KnowsSE = (K; E; D)
Knows Cy; :::; Cq
Is not givenK!
Possible adversary goals:
RecoverK
RecoverM 4
But we will need to look beyond these
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Security of ECB

M[1]  M[2] M[m]
E, E, o |E,
\ v o v
Clll  cr2l CIm]

Adversary has ciphertext = C[1] C[m]

Adversary taskl Assessment  Why?
Compute K |
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Security of ECB

M[1]  M[2] M[m]
E, E, o |E,
\ v o v
Clll  cr2l CIm]

Adversary has ciphertext = C[1] C[m]

Adversary taskl Assessment  Why?
Compute K | seems hard E is secure
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Security of ECB

M[1]  M[2]
EK EK
\ v
Cl1]  Cl2l

M[m]

Y

E

i

\
CIm]

Adversary has ciphertext = C[1] C[m]

Adversary taskl Assessment  Why?

Compute K

seems hard\ E is secure

ComputeM[1]
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Security of ECB

M[1] M[2] M[m]

EK EK EK

v Y v

C[1] C[2] Clm]

Adversary has ciphertext = C[1] C[m]

Adversary taskl Assessment  Why?

Compute K | seems hard E is secure
ComputeM[1] | seems hard E is secure
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Security of ECB

WeaknessM; = My) Ci =G

Why is the above true? Becaudg is deterministic:

Mq[1]

Ex

Ci[1]

M1[m]

Ex

Cy[m]

Why does this matter?

Mo[1]

Ex

Co[1]

Maz[m]

e

Ex

Co[m]
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Security of ECB

Suppose we know that there are only two possible messages,1"
andN = 0", for example representing

FIRE or DON'T FIRE a missile

BUY or SELL a stock

Vote YES or NO

Then ECB algorithm will beEc (M) = Ex (M).
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Security of ECB

VotesM1; M, 2 f Y ;Ng are ECB encrypted and adversary sees
ciphertextsC; = Ex (M1) and C, = Ex (M>)

M M,
| |
Ex Ex
l l
C C

Adversary may have cast the rst vote and thus knows;; say
M = Y. Then adversary can gure ouMy:

If C; = C; then M, must beY
ElseM, must beN
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Is this avoidable?

Let SE=(K;E;D) be ANY encryption scheme.
SupposeM; M, 2 f Y ;Ng and
Sender sends ciphertex& E g (Mi) andC, E k(My)
AdversaryA knows thatM; = Y

Adversary says: I€, = C; then M, must be Y else it must be N.

Does this attack work?
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Is this avoidable?

Let SE=(K;E;D) be ANY encryption scheme.
SupposeM; M, 2 f Y ;Ng and
Sender sends ciphertex& E g (Mi) andC, E k(My)
AdversaryA knows thatM; = Y

Adversary says: I€, = C; then M, must be Y else it must be N.
Does this attack work?

Yes, ifE is deterministic.
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Randomized encryption

For encryption to be secure it must be randomized
That is, algorithmE¢ ips coins.

If the same message is encrypted twice, we are likely to gekba
di erent answers. That is, ifM1 = M, and we let

Ci E «(Mp) andC, E «(Mp)

then
Pr[C; = C]

will (should) be small, where the probability is over the m®iof E:
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Randomized encryption

There are many possible ciphertexts corresponding to eaeksage.
If so, how can we decrypt?

We will see examples soon.

C
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Randomized encryption

A fundamental departure from classical and conventionatioms of
encryption.

Clasically, encryption (e.g., substitution cipher) is adsy associating to
each message a unique ciphertext.

Now, we are saying no such code is secure, and we look to etignyp
mechanisms which associate to each message a number ofetiter
possible ciphertexts.
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Stateful encryption

An alternative to randomization is to allow the encryptiongarithm to
maintain state. This might be a counter

encrypt depending on counter value
then update counter

We will see schemes that use this paradigm to get around theusty
weaknesses of deterministic encryption without using ramdess.

17/116



More Modes of Operation

Randomized Stateful

CBCS$, CTR$ CBCC,CTRC
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CBC$: Cipher Block Chaining with random IV mode
SE=(K;E;D) where:

Alg E¢ (M)

clo] ¥ o;1g9"

fori=1;:::;mdo

Cli] EBM[i] CJi

return C
M[1] M[2]
EK EK
v v

C[o1

C[1]

C[2]

M[m]

-

m
=

Clm]
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CBC$: Cipher Block Chaining with random IV mode
SE=(K;E;D) where:

Alg B« (M) ) Al Dy (C)
Cloj T 019 fori=1;:::; m do
fori=1;:::;mdo Lieei.mdo .
. ’ ’ . . MTi E (: i (: i 1
Cli] Ex(M[i] Cli 1J) retum[}w (€D Cli 1]
return C
M[1] MI2] MIm)
EK EK EK
v T - R —
Clo] CI1] Cl2] CIml

Correct decryption relies ok being a block cipher so thaEg is
invertible
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CTRC mode

Sender maintains a countastr that is initially 0 and is updated by

hi = the n-bit binary representation of intege0 j < 2")

Alg E¢(M)
C[0] ctr
fori=1;:::;mdo

Pli] Ex(hctr +ii)
Clil PJi] MI]i]
ctr ctr + m
return C
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CTRC mode

Sender maintains a countastr that is initially 0 and is updated by
hi = the n-bit binary representation of intege0 j < 2")

Alg Ec(M)
C[0] ctr

Pli] Ex(hctr +ii)
Clil PJi] MI]i]
ctr ctr + m
return C
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CTRC mode

Sender maintains a countastr that is initially 0 and is updated by

hi = the n-bit binary representation of integgr(O

Alg E¢(M)
C[0] ctr
fori =

P[i] Ex(rctr + ii)

Cli] PIi]
ctr ctr + m
return C

M[i]

j<2)
Alg Dk (C)
ctr  C[0]
fori=1;::::mdo

P[i] Ex(hctr + ii)
M[i] P[i] C[i]
return M

20/116



CTRC mode

Sender maintains a countastr that is initially 0 and is updated by

hi = the n-bit binary representation of integgr(O

Alg Ec(M)
C[0] ctr

PIi]

Cli] P[]
ctr ctr + m
return C

Ex (hetr + ii)

M{i]

<2

Alg Dk (C)
ctr  C[0]

P[i]
MIi]
return M

Ex (Fotr + i)
Pli] CIi]

Decryptor does not maintain a counter

D does not use, !

Encryption and Decryption are parallelizable.
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Security of CBC$ against key recovery

If adversary has a plaintext! and corresponding ciphertext
C E k(M) then it has input-output examples
(M[1] C[O;C[1]);(M[2] C[1]; C[2]) of Ex.

MI1] MI[2]

Ex Ex

clo]— C[1] CfZ]

So chosen-message key recovery attack€ocan be mounted to
recoverk.

Conclusion:Security of CBC$ against key recovery is no better than
that of the underlying block cipher.
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Voting with CBC$

Suppose we encrypii;; M, 2 f Y ; Ng with CBCS.

fo;1g" 1° C[0]—  Ci[d]

Mo

f0;1g" 1* Co[0] —

AdversaryA seesC; = C1[0]Cy[1] and C; = C,[0]C,[1].

SupposeA knows thatM, = Y.

CanA determine whetheM, = Y or M, = N?

Ex

C[1]

22/116



Voting with CBC$

Suppose we encrypii;; M, 2 f Y ; Ng with CBCS.

M1 M
Ex Ex
f0;1g" 1* C[0]— Ci[1] f0;1g" 1* Co[0] — Co[1]

AdversaryA seesC; = C1[0]Cy[1] and C; = C,[0]C,[1].
SupposeA knows thatM, = Y.

CanA determine whetheM, = Y or M, = N?

NO!
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Voting with CBC$

If M1 = Y we have

Ci0] Y C[0] M2
Ex Ex
Ci[1] C[1]

A knows C4[0]Cy[1] and C,[0]C,[1]. Now
If C1[0] = C,[0] then A can deduce that
If Cz[l] = Cj_[l] then Mo =Y
If Cz[l] 6 Cj_[l] then M, = N

But the probability that C1[0] = C,[0] is very small.
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Assessing security

So CBC$ is better than ECB. But is it secure?

CBC$ is the world's most widely used encryption scheme (SShH,
TLS, ...) so knowing whether it is secure is important

To answer this we rst need to decide and formalize what we médxy
secure.
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Types of encryption schemes

Special purposetSsed in a speci ¢ setting, to encrypt data of some
known format or distribution. Comes with a

WARNING! only use under conditions X.

General purposetsed to encrypt in many di erent settings, where the
data format and distribution are not known in advance.
We want general purpose schemes because

They can be standardized and broadly used.

Once a scheme is out there, it gets used for everything anyway

General purpose schemes are easier to use and less subject to
mis-use: it is hard for application designers to know whethe
condition X is met.
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Security requirements

A priori information: What the adversary already knows about the data
from the context. For example, it is drawn frorY ; Ng

Data distribution or format: The data may be English or not; may have
randomness or not; ...

Security should not rely on assumptions about these things.
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E-mail encryption

E-mail data could be
English text
A pdf or executable le
Votes

Want security in all these cases.
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Security requirements

Suppose sender computes

Gt ExM);  ;Cq E k(Mg)

What if A |

RetrievesK | Bad!
RetrievesM; | Bad!

But also ...
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Security requirements

We want to hide all partial information about the data stream
Examples of partial information:

DoesM1 = My?

What is rst bit of M;?

What is XOR of rst bits of M1; M»?
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Security requirements

We want to hide all partial information about the data stream

Examples of partial information:
DoesM1 = My?
What is rst bit of M;?
What is XOR of rst bits of M1; M»?

Something we won't hide: the length of the message
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What we seek

We want a single \master" property MP of an encryption schersech
that

MP can be easily speci ed
We can evaluate whether a scheme meets it

MP implies ALL the security conditions we want: it guaransethat
a ciphertext reveals NO partial information about the pl&emt.

Thus a scheme having MP means not only that if adversary has
C. E k(M) andC, E k(M>) then

It can't get M,
It can't get 1st bit of M1
It can't get XOR 1st bits ofM1; M
but in fact implies \all" such information aboutM;; M, is protected.
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Seeking MP

So what is the master property MP?

It is a notion we call indistinguishability (IND). We will dee
IND-CPA: Indistinguishability under chosen-plaintexttatk
IND-CCA: Indistinguishability under chosen-ciphertextaak
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De ne IND-CPA
Examples of non-IND-CPA schemes

See why IND-CPA is a \master" property, namely why it implies
that ciphertexts leak no partial information about plaintes

Examples of IND-CPA schemes
IND-CCA
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Intuition for de nition of IND

Consider encrypting one of two possible message streartigrei

or

Adversary, given ciphertexts and both data streams, has goire out
which of the two streams was encrypted.
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ind-cpa-adversaries

Let SE=(K;E; D) be an encryption scheme

An ind-cpa adversarA has an oracld.R

It can make a queryMo; M; consisting of any two equal-length
messages

It can do this many times
Each time it gets back a ciphertext
It eventually outputs a bit

Mg; M1

LR
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ind-cpa-adversaries

Let SE=(K;E; D) be an encryption scheme

Left world Right world
A Mo; M1 LR A Mo; M1 LR
C C E «(Mo) C C E k(My)

Intended meaning:
A's output d | | think | am in the
1 Right world
0 Left world

The harder it is forA to guess world it is in, the mor&secure" SE is as
an encryption scheme.
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Let SE=(K;E; D) be an encryption scheme

Gameleftsg GameRight g
procedure Initialize procedure Initialize
K K K K
procedure LR(Mg; M1) procedure LR(Mg; M1)
ReturnC E «(My) ReturnC E k(M)
Associated toSE; A are the probabilities
h i h [
Pr Leftsg) 1 Pr Right3g) 1

that A outputs 1 in each Worrlld. The (ind_—cpaadr\{antageof Alis
_ i i
AdviP(p) = Pr Right&c) 1  Pr Leftdy) 1
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Let E: f0;1g¢ f 0;1g*®1f 0;1g'?8 be a block cipher and let
SE=(K;E; D) be de ned by

08 Alg Ec (M) Alg D (M)
49 return Ex (M) return E (M)
return K

This scheme encrypts only 1-block messages.

Succinctly: Bc (M) = Ex (M)
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Let Ex (M) = Ex (M) and let A be the following ind-cpa adversary

adversary A
C: LR(O™0M; C LR@A™OM
if C, = C, then return 1 else return0

Left world Right world
A Mo; M1 LR A Mo; M1 LR
C C E k(M) C C E k(My)
Then
h i h i

Pr Leftse) 1 = Pr Right§g) 1 =
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Let B¢ (M) = Ex (M)

Left world

adversary A
A | Mo M, LR C.  LR(O™0";C, LR(1";0")
C C E k(M) if C, = C, then return 1 else return0
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Let B¢ (M) = Ex (M)

Left world
adversary A
A | Mg My LR C. LR(O"0");C, LR(1";0"
C C E k(My) if C. = C, then return 1 else return0

What happens
C1 = B (0") = Ex (0"
Co= K(1") = Ex(1") 8 Ex(0")
soC; 6 C, and A returns O

SO h i
Pr Lefte) 1 =0
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Let B¢ (M) = Ex (M)
Right world

adversary A
C: LR(@Q"0");C LR(1"0M A | Mo, My LR
if C; = C, then return 1 else return0 C C E «k(My)
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Let B (M) = Ex (M)

Right world
adversary A
C: LR0O™0M; C  LR@A™OM A Mo; M1 LR
if C; = C, then return 1 else return0 C C E «k(My)

What happens
Cyp = B(0") = E«(O")
Co = B (0") = Ex(O")
soC; = C, andA returns 1

SO h i
Pr Right3g) 1 =1
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Let B¢ (M) = Ex (M)

adversary A
C: LR(O™0"; C LR@A™OM
if C; = C, then return 1 else return0

h i h i
Pr Right8z) 1 Pr Leftsg) 1

1 O
=1

Advind-erap)
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The measure of success

Let SE=(K;E; D) be an encryption scheme aml be an ind-cpa

adversary. Then h ] h ]
_ i i
AdviideP(p) = Pr Right&e) 1 Pr Leftdy) 1

is a number between 1 and 1.

A\large" (close to 1) advantage means
A is doing well
SE is not secure
A \small" (close to 0 or 0) advantage means
A is doing poorly
SE resists the attackA is mounting
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IND-CPA security

Adversary advantage depends on its
strategy
resources: Running time and numberqg of oracle queries

Security: SEis IND-CPA (i.e. secure)
if Advi2P3(A) is \small" for ALL A that use\practical” amounts of
resources.

ind-
Advge PdA) 20
for any A with time and number of oracle queries at mosi®2".

Insecurity: SEis not IND-CPA (i.e. insecure) if there existé using
\few" resources that achievehkigh" advantage.
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ECB is not IND-CPA-secure

Let E:f0;1gk f 0;1g" !f 0;1g" be a block cipher. Recall that ECB
mode de nes symmetric encryption scherd& = ( K; E; D) with

EB«(M) = Ex (M[I)Ex (M[2])  Ex (M[m])
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ECB is not IND-CPA-secure

Let E¢(M) = Ex (M[1])  Ex(M[m])

Left world Right world
A Mo; M1 LR A Mo; M1 LR
C C E «(Mo) C C E k(My)

Can we desigm\ so that . h .
_ i i
AdviideP(p) = Pr Right&g) 1 Pr Leftdy) 1

is close to 1?
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ECB is not IND-CPA-secure

Let E¢(M) = Ex (M[1])  Ex(M[m])

Left world Right world
A Mo; M1 LR A Mo; M1 LR
C C E «(Mo) C C E k(My)

Can we desigm\ so that . h .
_ i i
AdviideP(p) = Pr Right&g) 1 Pr Leftdy) 1

is close to 1?

Exploitable weakness @E: M1 = M, impliesEc (M1) = B¢ (My).
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ECB is not IND-CPA-secure

Let E¢(M) = Ex (M[1])  Ex(M[m]).

Left world Right world
A | Mg M; LR A | Mo M LR
C C E k(Mo C C E k(My)

adversary A
C: LR(O™0M; C LR@A™OM
if C, = C, then return 1 else return0
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ECB is not IND-CPA-secure: Right world analysis

Eis de ned byE« (M) = Ex (M[1])  Ex(M[m]).

adversary A
C: LR(O™0M; C LR@A™OM
if C, = C, then return 1 else return0

GameRight 5 _
- Right world
procedure Initialize
K K A | MoiMy LR
procedure LR(Mg; M1) C C E k(My)
Return Ex (M1)
Then h i

Pr Rightgg) 1 =
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ECB is not IND-CPA-secure: Right world analysis

Eis de ned byE« (M) = Ex (M[1])  Ex(M[m]).

adversary A
C: LR(O™0M; C LR@A™OM
if C, = C, then return 1 else return0

GameRight g

procedure Initialize

K K
procedure LR(Mg; M1)

Return B¢ (M1)

Then h i

Right world
Mo; M1 LR
C C E k(My)

Pr Rightgg) 1 =1

becauseC; = Ex (0") = Ex (0") = C,.
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ECB is not IND-CPA-secure: Left world analysis

Eis de ned byEx (M) = Ec(M[1])  Ex(M[m]).

adversary A
C: LR(O™0M; C LR@A™OM
if C, = C, then return 1 else return0

Gameleftsg
- Left world
procedure Initialize
K kK A Mo; M1 LR
procedure LR(Mg; M) C C E k(M)
Return Ex (Mo)
Then h i

Pr Leftg) 1 =
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ECB is not IND-CPA-secure: Left world analysis

Eis de ned byEx (M) = Ec(M[1])  Ex(M[m]).

adversary A
C: LR(O™0M; C LR@A™OM
if C, = C, then return 1 else return0

Gameleftsg
- Left world
procedure Initialize
K kK A Mo; M1 LR
procedure LR(Mg; M) C C E k(M)
Return Ex (Mo)
Then h i

Pr Left3g) 1 =0

becauseC; = Ex (On) 6 Ex (1”) = C,.
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ECB is not IND-CPA secure

adversary A
C: LR(O™0M; C LR@A™OM
if C, = C, then return 1 else return0

AN R G B J—
Advid Pa(a) = Pr RightAz =1  Pr Right&g =1

=1

And A is very e cient, making only two queries.
Thus ECB isnot IND-CPA secure.
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Why is IND-CPA the \master" property?

We claim that if encryption schem8E = ( K; E; D) is IND-CPA secure
then the ciphertext hides ALL partial information about thgaintext.

For example, fronC; £ «(M1) and C, E « (M,) the adversary
cannot

get M;

get 1st bit of M

get XOR of the 1st bits ofM1; M

etc.

Why is this true?
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XOR-insecurity implies IND-CPA-insecurity

Let Isb(M) denote the last bit ofM

Suppose we are given an advers8rsuch that

Ex (M) 1° Cy ! 5 I Isb(My)  Isb(M>)

Ec (M) 1° Gy !
for all M1; M». Then we claim we can design an ind-cpa adversary
such that

ind. '
Adveg P (A) =1 ;

meaningSE is not IND-CPA secure.

Thus:

XOR-insecurity )  IND-CPA-insecurity
IND-CPA-security )  XOR-security
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XOR-insecurity implies IND-CPA-insecurity

Left world Right world
A | Mo M; LR A | MgM LR
C C E k(Mo) C C E x(My)

adversary A
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XOR-insecurity implies IND-CPA-insecurity

Left world Right world
A | Mg M; LR A | Mo M LR

[ C E k(M) C C E k(My)
adversary A

Makes twoLR queries

The left messages arkld = 0" and M3 =0".
Why? Because Isb{y) Isb(0") =0

The right messages aél{ =0" andM? = 1",
Why? Because Isb() Isb(1")=1
Gets back 2 ciphertext€;; C,

RunsB(Cy; Cy) to compute IsbMl) Isb(M2) which equalsb,
indiciating whether Left or Right world
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XOR-insecurity implies IND-CPA-insecurity

Left world Right world
A | Mo M; LR A | MgM LR

C C E k(Mo) C C E «(My)
adversary A

Ci LR(O™0"); C; LR(O"1")
d * B(Cy;Cy); return d
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XOR-insecurity implies IND-CPA-insecurity

Left world
adversary A
A | Mo; M LR C: LR(O";0");C, LR(O";1"
C C E k(Mo) d ® B(Cy;Cy); return d

What happens:
Ci E k(") andC, E (0™
The rst bits of the encrypted messages XOR to O
soB returns O

SO h [
Pr Lefte) 1 =0
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XOR-insecurity implies IND-CPA-insecurity

Right world
adversary A
C; LR(@O™0";C, LR(O";1M) A | Mg M; LR
d * B(Cy;Cy); return d C C E k(My)

What happens:
C. E k@O0 andC, E (1M

The rst bits of the encrypted messages XOR to 1

soB returns 1
SO h [
Pr Right3g) 1 =1
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XOR-insecurity implies IND-CPA-insecurity

So

Advind-erap)

as claimed

h
Pr Rightgg) 1

1 0
1

h
Pr Left3g) 1
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Alternative formulation of advantage

Let SE=(K;E;D) be a symmetric encryption scheme and A an

adversary.
GameGuesse procedure LR(Mg; M1)
return C £ « (Mp)
procedure Initialize procedure Finalize(b9
K K ;b1 01g return (b = b9
h i

Proposition: Advi2 3 (A) =2 Pr Gues§g) true 1.

Proof: Observe
h i
Pr RightSg) 1
h i
Pr LeftQg) 1

Prb’=1jb=1

Prb®=1jb=0
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Proof (continued)

h i
Pr Guesse) true

= Pr b=1°
= Pr b=b%b=1 Prlb=1]+Pr b=1b%b=0 Prlb=0]

= Pr b=0b%b=1 i b=0b%b=0 1
2 2
= Pr b’=1jb=1 E b°=0jb=0 1
2 2
= Pr b°=1jb=1 %+ 1 Prb’=1jb=0 %

Pr Right5z) 1 Pr Leftge) 1

I
NI NP N
+ +

NI NP N

Adv g P (A) :
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Security of CTRC

LetE:f0;1g¢ f 0;1g"!f 0;1g" be a block cipher. Sender maintains
a counterctr; initially 0. The scheme iSE = (K;E;D) where

Alg E¢ (M)
C[0] ctr
fori=1;:::;mdo

P[il Ex(hctr + ii)
Cli] P[i] MIJi]
ctrr ctr+m
return C

Question: Is SE IND-CPA secure?

We cannot expect so iE is \bad". So, let's ask:

Question: AssumingE is good (a PRF) isSE IND-CPA secure?
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IND-CPA security of CTRC

SE=(K;E;D) CTRC mode relative to block cipheg:
Question: If E is a PRF then isSE ind-cpa SECURE?
Answer:YES

And we canprovethat the above answer is correct.

The above
means CTRC has no \structural" weaknesses.
Is not a triviality because it was not true for ECB.
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Implications

Fact: If E is secure (PRF) then CTRC mode is a secure (IND-CPA)
encryption scheme.

This means CTRC is a good, general purpose encryption scheme
Ciphertexts leak NO partial information about messages.

Provides security regardless of message distribution.e¥atan be
securely encrypted.

We do not need to look for attacks on the scheme. We are guazadt
there are no attacks as long ds is secure.
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Intuition for IND-CPA security of CTRC

Consider the CTRC scheme witg replaced by a random functioRn.

Alg Ern(M)
C[0] ctr

Pli]  Fn(hctr + ii)
Clil] PIJi1] MI]i]
ctr ctr+m
return C

Alg DFn(C)
ctr  C[0]

Pli]
M[i]
return M

Fn(hctr + ii)
Pli] CIi]

Analyzing this is a thought experiment, but we can ask whetiidas

IND-CPA secure.

If so, the assumption thak is a PRF says the real CTRC is IND-CPA

secure.
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CTRC with a random function

Alg Ern(M)
C[0] ctr
fori=1;:::;mdo

P[il] Fn(hctr + ii)
Cli] P[i] MIJi]
ctrr ctr+m
return C

SinceFn is random, the sequende[l] P[m] is random and the above
is just one-time pad encryption, which is certainly IND-CRAcure.

So CTRC with a random function is IND-CPA secure.
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IND-CPA security of CTRC

Theorem: Let E : f0;1gK f 0;1g" ! f 0;1g" be a family of functions
and letSE = (K; E; D) be the corresponding CTRC mode symmetric
encryption scheme. LeA be an ind-cpa adversary making at magtLR
queries totalling at most blocks. Then there is a prf-adversaB/ such
that _

AdvldTPacay 2 AdvRT(B):

FurthermoreB makes at most oracle queries and runs in time at mos
t+( g+n):
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IND-CPA security of CTRC

Theorem: Let E : f0;1gK f 0;1g" ! f 0;1g" be a family of functions
and letSE = (K; E; D) be the corresponding CTRC mode symmetric
encryption scheme. LeA be an ind-cpa adversary making at magtLR
queries totalling at most blocks. Then there is a prf-adversaB/ such
that

ind - fay.

AdvSE Pi(A) 2 Advl' (B):
FurthermoreB makes at most oracle queries and runs in time at mos
t+( g+n):

Implication:

EaPRF ) Adv2"(B) small
) AdviidTPa(a) small

) SE IND-CPA secure
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Proof by reduction

A's world

B runsA, itself replying toA's oracle queries
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kMkn, = number of n-bit blocks inM:

That is, M = M[1]:::M[m] wherem = kKMKp:

hi denotes then-bit binary encoding of integey 2 f 0;:::;;2"  1g.
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Games for CTRC security proof

Game(y

procedure Initialize

K ¥ o1gb ¥ 0;1g

cr O

procedure LR(Mg; M1)

C[0] ctr;m k Mgpkp

fori=1;::;mdo
Plhctr + ii]
Cli] Pflhctr +ii]

ctr  ctr+m

return C

procedure Finalize(b9
return (b = b9

Ex (hetr + ii)

Mpli]

GameG;

procedure Initialize
b ¥ 01gctr 0

procedure LR(Mg; M1)

C[0] ctr;m k Mpky

fori =1;:::;mdo
Plhetr + ii] ¥ 0;1g"
Cli] P[hctr +ii]

ctr ctr+m

return C

Mpli]

procedure Finalize(b9
return (b = b9
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Claim 1: Therﬁ is a prf-adversarhﬁ such that
i i

Pr G§) true Pr GP') true Adv2'(B):
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Claim 1: Therﬁ is a prf-adversaLﬁ such that
i i

Pr G§) true Pr GP') true Adv2'(B):

subroutine LR (Mg; M1)
adversary B C[0] ctr;m k Mpkp
b ¥ 01g ctr 0 fori=1;::;mdo
hO * ALR Plhctr + ii]  Fn(hctr + ii)
If (b= b9 then return 1 Cli] Plhctr +ii] My]i]
Elsereturn O ctr ctr+m
return C

If Fn = Ex then B is providingA the environment of gamésy so
Pr[Real) 1]=Pr[G) ) true]

If Fn is random thenB is providingA the environment of gam&; so
Pr[Randg) 1] =Pr[G} ) true]
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Claim 1: Therﬁ is a prf-ac_lversarhy B such that
i i

Pr Gb) true

adversary B

b ¥ 01g; ctr

bO $ ALR

If (b = bY then return 1

Elsereturn O

Thus

AdvP(B)

which proves Claim 1.

0;

h

Pr

Pr Gf') true AdvP(B):

subroutine LR (Mg; M1)
C[0] ctr;m k Mpkp
fori=1;::;mdo
Plhctr + ii]  Fn(hctr + ii)
Cli] Plhctr +ii] My]i]
ctr ctr+m
return C

i h i
Reaf1) 1 Pr Rand®) 1
i h i

h
Pr G)) true Pr GP') true
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PriGS ) true] =Pr[Gl) true]l+ Pr[G)) true] Pr[G) true]
| {z
Adv2™ (B)

So,
Advgg PH(A) = 2 PriGf) true] 1

2 PrGf) truel+ AdvP'(B) 1

2 AdvPT(B)+2Pr[G}) true] 1
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PriGS ) true] =Pr[Gl) true]l+ Pr[G)) true] Pr[G) true]
| {z
Adv2™ (B)

So,

Advinderacay

2 PriGy) true] 1

2 PrGf) truel+ AdvP'(B) 1

2 AdvPT(B)+2Pr[G}) true] 1

Claim 2: Pr[Gf*) true] = 3
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PriGS ) true] =Pr[Gl) true]l+ Pr[G)) true] Pr[G) true]
| {z
Adv2™ (B)

So,
Advgg PH(A) = 2 PriGf) true] 1

2 PrGf) truel+ AdvP'(B) 1

2 AdvPT(B)+2Pr[G}) true] 1
Claim 2: Pr[Gf*) true] = 3

So,Advid™®3(a) 2 AdvP"(B)

69/116



Proof of Claim 2 in CTRC analysis

GameG;
GameG;
procedure Initialize
b ¥ 0igectr 0 procedure Initialize
b ¥ Oilgctr 0
procedure LR(Mg; M1)

C[0] ctr;m k Mypky procedure LR(Mo; M1)
fori=1;::;mdo C[0] ctr;m k Mok,
Plhetr +ii] ¥ 0;1g9" fori=1;::;mdo
C[i] Plhctr +ii] Mypli] Cli] ¥ 019"
ctr ctr + m return C
return C

procedure Finalize(b®)
procedure Finalize(b? return (b= b9
return (b = b9

Claim 2: Pr{Gf*) true] = 3:

Proof: LR in G; does not use bith so

PriG}) true]=Pr[G}) true] = %:

70/116



IND-CPA security of CTRC

Theorem: Let E : f0;1gK f 0;1g" ! f 0;1g" be a family of functions
and letSE = (K; E; D) be the corresponding CTRC mode symmetric
encryption scheme. LeA be an ind-cpa adversary making at magtLR
gueries totalling at most blocks. Then there is a prf-adversaBs such
that _

AdvZ2TPaA) 2 AdvRT(B):

FurthermoreB makes at most oracle queries and runs in time at mos
t+( q+n):
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Birthday attack on CBC$

Let E:f0;1gk f 0;1g" ! f 0;1g" be a block cipher. Let

SE=(K;E;D) be the CBC$ mode.

Suppose we are encrypting 1 block messalgesvi©:

M

Ex

f0;1g"!* C[0] — C[1]

Observation:If C[0] = CY0] then

Cl1]= cY1] i

MO

fo;1g" 1* c90] —

M= MO

Ex

cq1]
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Birthday attack on CBC$

If 1 block messages are encrypted under CBC$, then messagaigq
can be detected whenever the IVs are the same.

Butif 22 messages are encrypted, we expect by the birthday
paradox to see collisions in IVs, so we will be able to breakgbheme.
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Birthday attack on CBC$

Left world Right world
A Mo; M1 LR A Mo; M1 LR
C C E «k(Mo) C C E «(My)
adversary A

fori=1;::qdo
G[OICi[1] * LR(hi;H0i)
S f (4;): Glo]=C[0]land1l j<" qg
If S6 ;, then
;) °s
If G[1] = C[1] thenreturn 1
return O
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Birthday attack on CBC$: Right world analysis

adversary A
fori=1;::;qdo

G[OICi[1] ® LR(Hi;H0i)
S f (j;): G[O]= C[0] and

1 j<° qg
If S6 ;, then
;) °s
If G[1] = C[1] then
return 1

return O

Right world

C E k(My)




Birthday attack on CBC$: Right world analysis

adversary A
fori=1;::;qdo
G[OJG[1] ° LR(Hi;H0i)

S f (j;): G[o]= C[0] and Right world
fS6 ; 1the:1< 0 A | MoM LR
[ " C C E K(Ml)
;) °s _C
If Gj[1] = C[1] then
return 1
return O

If G[0] = C[Q] then
Gl = Ec(hoi  G[O]) = Ex(Mi  C[0]) = C[1]

S0 h i
Pr Right3g) 1 =Pr[S6 ;1= C(2";q)

75/116



Birthday attack on CBCS$: Left world analysis

adversary A
fori=1;::9do
GlOIGi[1] * LR(hi;t0i)

S f (j;): G[0]= C[0] and Left world
s @ o Mo IR
IfS_.&\ ,,$then C C E «(Mg)
4G:) ° s —
If G[1] = C[1] then
return 1

return O
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Birthday attack on CBCS$: Left world analysis

adversary A
fori=1;::9do
GlOIGi[1] * LR(hi;t0i)
S f (j;): G[0]= C[0] and Left world
1)< ag Mo; M1 LR
S8 ;. then AT ¢ B ey
4;) " S E—
If G[1] = C[1] then
return 1
return O

If G[0] = C[Q] then
Gl = Ec(hi  G0]) 8 Ex(hi C[0])= C[1]

SO h [
Pr Left§g) 1 =0:

76/116



Birthday attack on CBC$

adversary A
fori=1;::9do

GlOIGi[1] * LR(hi;t0i)
S f (j;): G[0]= C[0] and

1 j<° qg
If S6 ;, then
;) °s
If G[1] = C[1] then
return 1
return O
AdvEg X (A) = Pr Rightg) 1 Pr Leftd) 1
= C(@"q) O
1
0:3 q(q 1)

2n
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Birthday attack on CBC$

Conclusion:CBC$ can be broken (in the IND-CPA sense) in abolf2
gueries, whera is the block length of the underlying block cipher,
regardles®of the cryptanalytic strength of the block cipher.
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Security of CBC$

So far: A g-query adversary can break CBC$ with advantagezﬂTz1

Question: Is there any better attack?
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Security of CBC$

So far: A g-query adversary can break CBC$ with advantagezﬂTz1
Question: Is there any better attack?

Answer: NO!

We can prove that the bestj-query attack short of breaking the block

cipher has advantage at most
2

on
where is the total number of blocks encrypted.

Example:If g 1-block messages are encrypted therr q so the
adversary advantage is not more thag=2".
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Security of CBC$

Fact: If E is secure (PRF) then CBC$ mode can be used to securely
encrypt up to 272 blocks, wheren is the block length of the block
cipher.

This is not much for DES1f = 64, 2"72 = 232) put a lot for AES
(n =128, 2172 = 264

This means CBC$ is a good, general purpose encryption scheme
Ciphertexts leak NO partial information about messages.

Provides security regardless of message distribution.e8atan be
securely encrypted.

We do not need to look for attacks on the scheme. We are gueaeedt
there are no attacks as long ds is secure.
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Security of CBC$

Theorem: Let E : f0;1gk f 0;1g" ! f 0;1g" be a block cipher and
SE=(K;E; D) the corresponding CBC$ symmetric encryption scheme
Let A be an ind-cpa adversary againStEE that has running timet and
makes at mostg LR queries, these totalling at most blocks. Then
there is a prf-adversar3 againstE such that

2
ind - f
Advge Pi(A) 2 AdvE'(B)+ >

Furthermore,B makes at most oracle queries and has running time
t+ ( n).
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GameG&y

procedure Initialize
K ¥ o1g:b ¥ 0;1g;S
procedure LR(Mg; M;)
m k Mpks; C[0] ¥ 0;1g"
fori=1;::;;ndo
P C[i 1] Myli]
if P 62S then T[P] Ex(P)
Clil TIP]
S S|[f Pg
return C
procedure Finalize(b9
return (b = b9

Games for CBC$ Security Proof

GameG;
procedure Initialize
b ¥ 01g;S ;
procedure LR(Mg; M1)
m k Mpk,: C[0] ¥ 0;1g"
fori=1;::;ndo
P C[i 1] Myli]
if P2SthenT[P] ¥ 0;1g
Cli]  TIP]
S SJ[f Pg
return C

procedure Finalize(b9
return (b = b9
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Security of CBC$

Then _ h i
AdvIdP(pA) =2 Pr G§') true 1

Buk i h i h i h i
Pr G§') true =Pr Gl') true + Pr G{') true Pr G) true

Claim 1: We Cﬁ.n design prf-adVﬁrsaB' so that
i |

Pr G)') true Pr GP') true Adv2'(B)

h i
. 1
Claim 2: Pr Gf*) true S+ 2 pnl

So
2

Advind-erap) 2 1+2 AdvP'(B)

+
2n+l

NI

2
= 5 t2 Adv2 (B)
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Claim 1: We Cﬁln design prf-advgrsas' So that:
i |

Pr G§') true Pr GP') true Adv2'(B)
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Claim 1: We Cﬁln design prf-advgrsa& So that:
i |

Pr G§') true Pr GP') true Adv2'(B)

subroutine LR (Mg; M1)
m k Mpks; C[0] ¥ 0;1g"
fori=1;:;mdo

P C[i 1] Myp[i]

if P2Sthen T[P] Fn(P)

adversary B

bt 01g;S ;

bO ¢ ALR

if (b= b9 then return 1

else return0 g[l] S[-I;[Izlg
return C
h i h i
PrReaf) 1 = Pr G§) true
h i h i

Pr Rand2) 1

Pr G') true
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h i

Claim 2: Pr Gf') true S+ ot

2

=
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Introducing \bad"

GameG;

procedure Initialize
bt 01g;S ;
procedure LR(Mo; M1)
m k Mpky; C[0] ¥ 0;1g"
fori=1;::;ndo
P C[i 1] My]i]
If P2sthenT[P] ¥ 019"
C[i] TI[P]
S SIf Pg
return C
procedure Finalize(b®)
return (b = b9

h

Game G|, Gs

procedure Initialize
b ¥ 019;S ;
procedure LR(Mo; M1)
m k Mk C[0] ¥ 0;1g"
fori=1;::;ndo
P C[i 11 My[i]
cri] ¥ o9
If P2 s then
bad true; |C[i] T[P]
T[P] CIJi]
S S|[f Pg
return C
procedure Finalize(b%
return (b = b9
h i

Pr Gi') true =Pr G)) true
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Claim 2: Pr[G) true] 3+ anl

Pr[G) true] = Pr[G3) true]
=Pr[G}) true]l+ (Pr[Gy) true] Pr[GY) truel)

87/116



Claim 2: Pr[G) true] 3+ anl

Pr[G) true] = Pr[G3) true]
=Pr[G}) true]l+ (Pr[Gy) true] Pr[GY) truel)
Will show:

PriGY) true]= 3
Pr[G) ) true] Pr[G§) true] 2n—+21
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Analysis 0G;

GameG;

procedure Initialize
bt 01g;S ;
procedure Finalize(b®)
return (b = b9

procedure LR(Mo; M1)
m k Mpks; C[0] ¥ 0;1g"
fori=1;::;ndo
P C[i 11 My[i]
ci] ¥ 019
If P2 sthenbad true
T[P]  CIi]
S S|[f Pg
return C

CiphertextC in Gz is always random, independently bf so

h i
Pr G{) true = >
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Fundamental Lemma of game playing

GamesG; H areidentical-until-badif their code di ers only in
statements following the setting of bad to true.

Lemma: If G;H areidentical-until-bad,then for any adversary A and

anyy h i h i h i
PrGA) vy PrHY) vy Pr HA setsbad
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Using the fundamental lemma

procedure LR(Mo; M1)
m k Mpke; C[0] ¥ 0;1g"

Game G, |, Gs fori=1;::;ndo
P C[i 1] Myi]

procedure Initialize cli] ¥ 019"
bt 01g:S If P2 s then
procedure Finalize(b? bad true; |C[i] T[P]
return (b = b T[P] CIi]
S S[f Pg
return C

G, and Gz are identical-until-bad, so Fundamental Lemma implies
h i h i h i
Pr G)) true Pr G§) true Pr G5 setsbad :
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Bounding the probability of bad iGs

Gamea;

procedure Initialize
bt 01g:S
procedure LR(Mo; M1)
m k Mpky; C[0] ¥ 0;1g"
fori=1;::;mdo
P Cli 1] My[i]
cli] ¥ 019
If P2 S thenbad true
T[P] CIJi]
S SI[f Pg
return C
procedure Finalize(b®)
return (b = b9

h

GameG,

procedure Initialize
b ¥ 01g;S ;
procedure LR(Mo; M1)
m k Mokn
fori=1;:;mdo
P f 019"
Cli 11 P Mypli]
If P2 s thenbad true
S SJ[f Pg
Cim] ¥ 0;1g"
return C
procedure Finalize(b%)
return (b = b9

h i

Pr G{ setsbad =Pr G} setsbad
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Bounding the probability of bad G,

The "-th time the if-statement is executed, it has probability
1
2n

of setting bad. Thus

h i )( N 1
Pr G} setsbad
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How many LR queries?

The IND-CPA de nition allows the adversargnultiple queries to its LR
oracle. This models the adversary distinguishing betweémtiver the
messages encrypted were one stream

or another stream

It turns out that allowing only one LR query captures the sasecurity
requirement up to a factoq in the advantage, as long as the adversan
has a (plain) encryption oracle as well.

This can simplify analyses and the proof will illustrate thgbrid
technique.
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Find-then-guess

Let SE=(K;E;D) be a symmetric encryption scheme.

GameFTGLeft g GameFTGRight g
procedure Initialize procedure Initialize

K K K K

procedure LR(Mg; M1) procedure LR(Mg; M1)
return C £ « (Mo) return C £ « (My)
procedure Enc(M) procedure Enc(M)
return C E (M) return C £ k(M)

AdversaryB is allowedonly onequery to its LR oracle.

h i h i
Advi9(B)=Pr FTGRightS:) 1 Pr FTGLeftS.) 1
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Find-then-guess

Proposition: Let SE=(K;E;D) be a symmetric encryption scheme
and A an ind-cpa adversary makingj oracle queries and having running
time at mostt. Then there is aftg adversaryB making one query to its
LR oracle andy queries to its encryption oracle, such that

Advild=ePacay g Advie(B):

Furthermore, the running time oB is that of A.
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Hybrid Technique: illustration

SupposeA makes queries
(M§: M1); (M&; M9); (MG M3); (Mg M)
Then we will de ne game<sg; G1; Gy; Gs; G4 so that

Messages encrypted i@"
M{; ME; M7 M{
Mg; M$; ME M
M§; Mg MZ; M
Mg; M§; Mg; M
M M3 M3 MG

A WDNPEFEO—
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Hybrid Technique

GameG (0 i Q)

procedure Initialize

K K> o0

procedure LR(Mg; M1)
SN

If * > i thenC E «(My) else
C E k(Mo)

ReturnC

Let h i

97/116



Properties of the hybrid games

In G5 the messages encrypted akéf;:::; MY, so
h i
Pr Right3¢) 1 = Py:
In G{? the messages encrypted aké;:::;M¢, so
h i
Pr Leftdg) 1 = Pg:
So,
AdvITPR(A) = Py P

(Po P1)+(P1 Po)+ ::i+(Pg 1 Pg)

If P Pgqis large, so is at least one term in the sum. We desRito
have advantage that term.
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adversary B subroutine ELR

0 T+l

gf 1::::q9 If > gthenc E g (My)

b0 * AELR(:) If * = g thenc * LR(Mg; My)
Return h° If *< gthenc E k(Mo)

SupposeA's queries areNI3; M1);:::; (M3 Mq) and supposeB picks
g = i. Then the messages encrypted are

SO

Pr FTGRight8.) 1jg=i
h i
Pr FTGLeftBc) 1jg=i
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adversary B subroutine ELR

0 T+l

gf 1::::q9 If > gthenc E g (My)

b0 * AELR(:) If * = g thenc * LR(Mg; My)
Return h° If *< gthenc E k(Mo)

SupposeA's queries areNI3; M1);:::; (M3 Mq) and supposeB picks
g = i. Then the messages encrypted are

SO

Pr FTGRight8.) 1jg=i
h i
Pr FTGLeftBc) 1jg=i

Pi 1

Pi
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Analysis oB

Advgl(B)

as desired.

h i h i
Pr FTGRight2:) 1 Pr FTGLeft2:) 1

xd h i
Pr FTGRight 2c)j g=1i Prlg=i]

xd h i
Pr FTGLeft2:) 1jg=i Pr[g=i]
i=1
xa 1 X 1
Pi1 — P —=
i=1 q i=1 q

Pi 1 Py)
i=1

%(P0 Pq) = éAdviS”g'Cpa(A)
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Identi cation

ATM card contains a keyk K known also to Bank, where
SE=(K;E;D) is a symmetric encryption scheme.

CLIENT ATM BANK
Alice Alice Al
K — —E— M= 0,1)
c—=EdM)
< R CE—
M —1— _w 5
If M=M" allow
transaction
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Attack Setting

Adversary ATM BANK
Alice A _
_Alice o Alice 5 M4—L{0,1)";
(R H{)
? < < - C
1 M' M' ?

Adversary transmits Alice's identity, but how can it answitie challenge
(meaning decryptC) without knowing Alice's key?
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Active Attack

Trojan horse ATM

Alice
K
i: - C
M ——>

Tries to getK or learn how to decrypt by creating ciphertexts and
getting the card to decrypt them.

This is called achosen ciphertext attack
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Chosen-ciphertext attacks

New capability: Adversary has access to a decryption oracle

c!

M Dec

What is the adversary's goal?

In our example it was to get the kel , but based on the principles we
have discussed before we would like to ask for more: no dartia
information on un-decrypted messages is leaked by the ciphts.
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ind-cca adversaries

Let SE=(K;E; D) be an encryption scheme. An ind-cca adversary
Has access to &R oracle
Has access to a decryption oradbec
Outputs a bit

Mo; M1
C LR
A CO
0 Deg
La) M
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IND-CCA

Let SE=(K;E; D) be an encryption scheme ard an ind-cca

adversary.
Left world Right world
Mo; M1 R Mo; My R
& C E k(Mo -C C E k(My)
A o A o
d - MO 3 Dec d - MO - Dec

Intended meaning:
A's output d | | think | am in the
1 Right world
0 Left world

The harder it is forA to guess world it is in, the mor&secure" SE is as
an encryption scheme. 106/116




Let SE=(K;E;D) be a symmetric encryption scheme and ktbe an

adversary. Consider

Gameleftgg
procedure Initialize

K K
procedure LR(Mg; Mj)
ReturnC E k (Mo)

procedure Dec(C)
return M D g (C)

GameRight g
procedure Initialize

K K
procedure LR(Mg; M1)
ReturnC E ¢ (M)

procedure Dec(C)
return M D k(C)

Associated toS IE; A are theI probabilities

Pr Leftsg) 1

that A outputs 1 in each worrlld. The (ind_—ccaad\ﬁantageof Alis
i i
Advind-cea(A) = Pr Rightgg) 1

h i
Pr Right3g) 1

Pr Leftsg) 1
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A problem

Gameleftsg
procedure Initialize

K K
procedure LR(Mg; M1)
ReturnC E k (Mo)

procedure Dec(C)
return M D ¢ (C)

GameRightgg
procedure Initialize

K K

procedure LR(Mg; M1)
ReturnC E «(My)

procedure Dec(C)
return M D ¢ (C)

We canALWAYS designA with advantage 1, meanin@\LL schemes are

insecure.
adversary A

C °*LR(O";1"); M Dec(C)

if M =0" then return O else returnl1

Then .
h i
Pr Leftgg) 1 =0

h i
Pr Right§g) 1 =1
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Avoiding the problem

Encryption can only hide information about un-decrypted ssages!

We address this by making the followingle:

An ind-cca adversar is not allowed to quenDec on a ciphertext
previously returned by.R

Adversary from before breaks rule:

adversary A

c " LR 1"); IIBEO
if M =0" then return O else return1
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IND-CCA attack onCBC$

Let E:f0;1gk f 0;1g" !'f 0;1g" be a block cipher.

Alg Ec(M)
c[o] ¥ 0;1g"; fori=1;:::;mdoC[i] Ex(M[i] C[i 1]
return C
Left world Right world
MO; Ml‘ LR MO’ Ml‘ LR
C C
- cE k (Mo) - CE k (M1)
A o A o
d MO Dec d MO Dec
Can we desigm\ so that h i

i
AdvildcaA) = Pr Rightaz) 1  Pr Leftdg) 1
SE SE SE

is close to 1?
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IND-CCA attack onCBC$

What we would like to do:

adversary A
C *LR(O";1"); M  Dec(C)
if M =0" then return O else return 1

but queryingC is not allowed. Instead we will

C! [ModifyC|! C°! |Dec|! M%! |ModifyM |! M
so thatM = Dk (C) but C°6 C. Then

adversary A

C * LR(O™1")

C® ModifyC(C); M® Dec(CH; M  ModifyM (M9
if M =0" then return 0 else return 1
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The Modify process

Let 60" be some block.
M M

co] —  c[i] co] —  c[i
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The Modify process

6 0" be some block.

Let

C[0]

M M
Ex Eq
— C[1] C[0] — C[1]
cloC[1] ! C({O]N'Odg{oc] | CcY0IC[1]
clocra]! | Dec 1 MO= M
s ModifyM .

M MO
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IND-CCA attack onCBC$: Right world analysis

adversary A

C[0IC[1] ® LR(O™;1M): 1"
cyo] c[o] ; M? Dec(CioIC[l); M MO

if M =0" then return 0 else return1

GameRight g Mo; M1 R
procedure Initialize C

K ¥ - C E «(My)

A

procedure LR(Mg; M1) co
ReturnC £ « (Mo) d MO Dec
procedure Dec(C) =

return M D g (C)

Then h i
Pr Rightg) 1 =
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IND-CCA attack onCBC$: Right world analysis

adversary A

C[0IC[1] ® LR(O™;1M): 1"
cyo] c[o] ; M? Dec(CioIC[l); M MO

if M =0" then return 0 else return1

GameRight g Mo; M1 R
procedure Initialize C

K ¥ - C E «(My)

A

procedure LR(Mg; M1) co
ReturnC £ « (Mo) d MO Dec
procedure Dec(C) =

return M D g (C)

Then h i
Pr Right3e) 1 =1

becauseC[0]C[1] £ «(1") soM =1"60".
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IND-CCA attack onCBC$: Left world analysis

adversary A

C[0IC[1] ® LR(O™;1M): 1"
cyo] c[o] ; M? Dec(CioIC[l); M MO

if M =0" then return 0 else return1

Gameleftse Mo; My R
procedure Initialize C

K ¥ - C E «(Mo)

A

procedure LR(Mg; M1) co
ReturnC £ « (Mo) d MO Dec
procedure Dec(C) =

return M D g (C)

Then h [
Pr Leftdg) 1 =
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IND-CCA attack onCBC$: Left world analysis

adversary A

C[0IC[1] ® LR(O™;1M): 1"
cyo] c[o] ; M? Dec(CioIC[l); M MO

if M =0" then return 0 else return1

Gameleftse Mo; My R
procedure Initialize C

K ¥ - C E «(Mo)

A

procedure LR(Mg; M1) co
ReturnC £ « (Mo) d MO Dec
procedure Dec(C) =

return M D g (C)

Then h [
Pr Lefte) 1 =0

becauseC[0]C[1] E «(1") soM =0".
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IND-CCA attack orCBC

adversary A
C[0IC[1] ® LR(O™;1M): 1"
cyo] c[o] ; M® Dec(cYoICc[l); M MO

if M =0" then return O else returnl1

2N |
Pr Right3g) 1 Pr Left3g) 1

=1

AdvZE?(A)

And A is very e cient, making only two queries.
Thus CBC$ isnot IND-CCA secure.
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Protecting against CCAs

Can you think of a way to design a scheme that is IND-CCA se2ure

We will see such a scheme later, after we have some more tools.
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