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Abstract

Message-logging protocols are an integral part of a popular technique for implementing
processes that can recover from crash failures. All message-logging protocols require that, when
recovery is complete, there be no orphan processes , which are surviving processes whose states
are inconsistent with the recovered state of a crashed process. We give a precise speci�cation
of the consistency property \no orphan processes". From this speci�cation, we describe how
di�erent existing classes of message-logging protocols (namely optimistic, pessimistic, and a class
that we call causal) implement this property. We then propose a set of metrics to evaluate the
performance of message-logging protocols, and characterize the protocols that are optimal with
respect to these metrics. Finally, starting from a protocol that relies on causal delivery order, we
show how to derive optimal causal protocols that tolerate f overlapping failures and recoveries
for a parameter f : 1 � f � n.

Index Terms Message logging, optimistic protocols, pessimistic protocols, checkpoint-restart
protocols, resilient processes, speci�cation of fault-tolerance techniques.

1 Introduction

Message-logging protocols (for example, [BBG83, PP83, SY85, JZ87, SBY88, SW89, JZ90, VJ94,
EZ92]) are popular for building systems that can tolerate process crash failures. These protocols
require that each process periodically record its local state and log the messages it received after
having recorded that state. When a process crashes, a new process is created in its place: the new
process is given the appropriate recorded local state and then it is sent the logged messages in the
order they were originally received. Thus, message logging protocols implement an abstraction of
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a resilient process in which the crash of a process is translated into intermittent unavailability of
that process.

All message-logging protocols require that once a crashed process recovers, its state is consistent
with the states of the other processes. This consistency requirement is usually expressed in terms
of orphan processes, which are surviving processes whose states are inconsistent with the recovered
state of a crashed process. Thus, message-logging protocols guarantee that upon recovery, no
process is an orphan. This requirement can be enforced either by avoiding the creation of orphans
during an execution, as pessimistic protocols do, or by taking appropriate actions during recovery
to eliminate all orphans as optimistic protocols do.

This paper examines more carefully the di�erent approaches to message-logging protocols. To
do so, we characterize more precisely the property of having no orphans. This characterization is
surprisingly simple yet it is general enough to describe both pessimistic and optimistic message-
logging protocols. Both classes of protocols, however, have drawbacks, which are apparent from
their characterizations. Thus, we use the same characterization to de�ne a third class of protocols
that we call causal message-logging protocols. These protocols are interesting because they do not
su�er from the drawbacks of the other two classes and can be made optimal with respect to a set
of reasonable performance metrics.

Finally, starting from a simple but ine�cient message-logging protocol that uses causal multi-
cast, we derive an optimal causal protocol that maintains enough information to tolerate f over-
lapping failures, where f is a parameter of the protocol. We only derive this protocol far enough
to illustrate how piggybacking can be used to implement causal message-logging. A thorough dis-
cussion of such optimal causal protocols and of the tradeo�s involved in their implementation is
presented in [AM96].

The characterization that we give is concerned with how information can be lost in the system
due to crashes, and how message-logging protocols cope with this loss of information. There
are other issues of message-logging protocols that are out of the scope of this paper, such as
communication with the environment, checkpointing, and recovery. A discussion of these issues in
the context of causal message logging is presented in [Alv96].

The paper proceeds as follows. Section 2 describes the system model commonly assumed for
message-logging protocols. Section 3 discusses the notion of consistency in message-logging pro-
tocols. Section 4 presents the derivation of the always-no-orphans condition, and explains how it
relates with the consistency conditions implemented by pessimistic, optimistic and causal protocols.
Sections 5 de�nes optimal message-logging protocols. In Section 6 we present a simple non-optimal
protocol that uses causal delivery to implement the always-no-orphans consistency condition. In
Section 6.3 we re�ne this protocol to obtain an optimal causal message-logging protocol. Section 7
concludes the paper.

2 System Model

Consider a distributed system N consisting of n processes. Processes communicate only by ex-
changing messages. The system is asynchronous: there exists no bound on the relative speeds of
processes, no bound on message transmission delays, and no global time source.

Processes execute events, including send events, receive events, and local events. These events
are ordered by the irreexive partial order happens before ! that represents potential causal-
ity [Lam78]. We assume that a send event speci�es only a single destination, but the following
could be easily extended to include multiple destination messages. We also assume that the chan-
nels between processes do not reorder messages and can fail only by transiently dropping messages.
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Processes can fail independently according to the fail-stop failure model [Sch84]. In this model,
processes fail by halting, and the fact that a process has halted is eventually detectable by all
surviving processes.

Outside of satisfying the happens-before relation, the exact order a process executes receive
events depends on many factors, including process scheduling, routing, and ow control. Thus, a
recovering process may not produce the same run upon recovery even if the same set of messages
are sent to it since they may not be redelivered in the same sequence as before. We represent this
low-level nondeterminism by creating a nondeterministic local event deliver that corresponds to the
delivery of a received message to the application. When an deliver event is executed, any received
message can be chosen to be delivered to the application. The only constraints are that a message
can be delivered only once, channel order is preserved, and as long as a process does not fail, it
eventually delivers all messages that it receives.

A deliver event assigns a receive sequence number to a message m that encodes the order in
which m was delivered1. We denote the receive sequence number of a message m as m.rsn. Thus,
if process p delivers m and m.rsn = ` then m is the `th message that p delivered [SY85].

An execution of the system is represented by a run, which is the sequence of states the system
passes through during that execution. Each state consists of the individual process states, each
of which is a mapping from program variables and implicit variables (such as program counters)
to values. The state of a process does not include the variables de�ned in the underlying com-
munication system, such as the queues of messages that have been received but not yet delivered
to processes. We assume that only one process changes state between any two adjacent states in
the run. Thus, each pair of adjacent states de�nes an event that was executed by a process. The
resulting sequence of events is consistent with the happens before relation.

A property is a logical expression evaluated over runs. We use the two temporal operators 2 and
3 [Pnu77] to express properties. The property 2� (read \always �") at a state in a run means that
the property � holds in the current state and all subsequent states of the run. The property 3�
(read \eventually �") at a state in a run means that the property � holds in the current state or in
a subsequent state of the run. If no state and run are speci�ed, then a property holds if it holds in
the initial state of all runs of the system. For example, the property 2((a = 1)) 3(b = 1)) means
that in all runs, for every state in a run, if the state satis�es a = 1, then the state or a subsequent
state in the run satis�es b = 1.

3 Consistency in Message-Logging Protocols

In message-logging protocols, each process typically records both the content and receive sequence
number of all the messages it has delivered into a location (called a message log) that will survive
the failure of the process [Gra77]. This action is called logging. To trim message logs, a process
may also periodically create a checkpoint of its local state. For example, in some message-logging
protocols once a process p checkpoints its state, all messages delivered before this state can be
removed from p's message log. Note that the periodic checkpointing is only needed to bound
the length of message logs (and hence the recovery time of processes). For simplicity we ignore
checkpointing in this paper.

Logging a message may take time: therefore, there is a natural design decision of whether or
not a process should wait for the logging to complete before sending another message. For example,

1A more logical name would be the deliver sequence number. We use receive sequence number in order to be
consistent with message logging literature.
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suppose that having delivered message m, process p sends message m0 to process q, and q delivers
m0. If message m is not logged by the time p sends m0, then the crash of p may cause information
about m to be lost. When a new process p is initialized and replayed logged messages, p may
follow a di�erent run in which it does not send m0 to q. In this case, process q would no longer be
consistent with p, because q would have delivered a message that was not sent by the current process
p. Such a process q is called an orphan. Protocols that can create orphans are called optimistic

because they are willing to take the (hopefully) small risk of creating orphans in exchange of better
performance during failure-free runs. If a failure occurs, though, an optimistic protocol determines
whether there are any orphans. If so, it rolls them back in order to make the states of the processes
consistent again.

A pessimistic protocol is one in which no process p ever sends a message m0 until it knows that
all messages delivered before sending m0 are logged. Pessimistic protocols never create orphans,
and so reconstructing the state of a crashed process is straightforward as compared to optimistic
protocols. On the other hand, pessimistic protocols potentially block a process for each message it
receives. This can slow down the throughput of the processes even when no process ever crashes.

There are message-logging protocols that do not exhibit the above tradeo�: they neither create
orphans when there are failures nor do they ever block a process when there are no failures. We call
such protocols causal message-logging protocols, for reasons that will become clear later. Examples
of this class are presented in [EZ92] and [AHM93].

All message-logging protocols must address the issue of processes that communicate with the
environment. It is natural to model such communications in terms of the sending and delivery
of messages. Because one end of the communications is not a process, recovery of a process with
respect to these kinds of messages is usually done di�erently than with respect to messages between
processes. For input, the data from the environment must be stored in a location that is accessible
for the purpose of replay. For output, a process must be in a recoverable state before sending
any message to the environment. This means that, in general, even optimistic message-logging
protocols may block before sending a message to the environment. Such issues are outside of the
scope of this paper.

4 Speci�cation of Message Logging

Let � be a run of N . If no process executes nondeterministic events in � and a process fails, then
recovering the system to a consistent state is straightforward: the system can stop and restart from
its initial state. Since � contained only deterministic events, � would be re-executed. If processes
can execute nondeterministic events in �, then some mechanism is needed to guarantee that the
same events executed in � are again executed during recovery. Message logging protocol implement
such a mechanism by recording the information necessary to deterministically re-execute events of
�.

For each messagem delivered during �, letm:source andm:ssn denote, respectively, the identity
of the sender process and a unique identi�er assigned to m by the sender. The latter may, for
example, be a sequence number. Let deliverm:dest(m) denote the event that corresponds to the
delivery of message m by process m:dest, and let m:data be the application data carried by the
message. The tuple hm:source;m:ssn;m:dest;m:rsn;m:datai determinesm and the order in which
m was delivered by m.dest relative to the other messages delivered by m.dest. We call this tuple
the determinant of event deliverm:dest(m), and we denote the tuple as #m. For simplicity, we also
refer to #m as the determinant of m.

Therefore, the ability of any message logging protocol to correctly recover from process failures
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experienced during � depends crucially on the availability upon recovery of the determinants of the
delivery events that occurred during �.

However, the immediate availability of the content m:data of a message m exchanged during � is
not an essential part of #m. In practice, an e�ective technique for logging the content of messages
can result in dramatic performance gains, but, at least in principle, the content of a message can
be deterministically regenerated from the initial states of the processes and the determinants of
each deliver event in �. In other words, logging messages is not an essential task of message logging
protocols, while logging message determinants is. Hence, we will ignore in our speci�cation the
speci�cs of logging the contents of messages, just as we ignore the details related to taking periodic
checkpoints| both are caching that can be added to speed up recovery.2

Our goal is to derive a condition, which we call always-no-orphans, that guarantees that no
orphans are generated during any run of N . To do so, we de�ne two subsets of N for each message
m delivered in a run. The �rst set, Depend(m), contains all processes whose state reects delivery
of m: Depend(m) contains the destination of message m, plus any process that delivered a message
sent causally after the delivery of m. Formally,

Depend(m)
def
=

(
j 2 N

����� _ ((j = m.dest) ^ j has delivered m)
_ (9m0: (deliverm:dest(m)! deliver j(m

0)))

)

The second set, Log(m), is used to characterize the set of processes that have a copy of #m in
their volatile memory.3 Process m:dest becomes a member of Log(m) when it delivers m.

Suppose that a set of processes C � N fail. The determinant of a deliver event deliverm:dest(m)
is lost if Log(m) � C. Assume that #m is lost. By de�nition, process m:dest was in Log(m) before
the failure. Therefore, m:dest must be in C and so must be recovered. Since #m is lost, m:dest

may not be able to deliver m in the correct order during recovery. Consequently, m.dest may not
be able to regenerate some of the messages it sent after executing deliverm:dest(m) in the original
execution. All processes whose state depends on process m:dest delivering message m in the correct
order will become orphan processes.

We say that a process p becomes an orphan of C when p itself does not fail and p's state depends
on the delivery of a message m whose determinant has been lost. Formally:

p orphan of C
def
=

 
^ (p 2 N � C)
^ 9m : ((p 2 Depend(m)) ^ (Log(m) � C))

!
(1)

Negating (1) and quantifying over p gives the following necessary and su�cient condition for there
being no orphans created by the failure of a set of processes C:

8m : ((Log(m) � C)) (Depend(m) � C)) (2)

Our goal is to derive a property that guarantees that no set C of faulty processes results in the
creation of orphans. Quantifying (2) over all C, we obtain:

8m : (Depend(m) � Log(m)) (3)

2A similar argument can be made about m:dest not being essential in the determinant of m. We keep m:dest in
#m for ease of exposition.

3One can imagine protocols where no single process knows the value of #m but a set of processes collectively do.
An example of such a protocol is given in [JV87], where the value of #m for some message m may be inferred by
\holes" in the sequence of logged receive sequence numbers. Since this is the only such case that we know of and it
can tolerate at most two process failures at a time, we do not consider further this more general method of logging.
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Since we want (3) to hold for every state, we require the following property

8m : 2(Depend(m) � Log(m)) (4)

Property (4) is a safety property: it must hold in every state of every execution to ensure that no
orphans are created. It states that, to avoid orphans, it is su�cient to guarantee that if the state
of a process p depends on the delivery of message m, then p must keep a copy of m's determinant
in its volatile memory.

We say that #m is stable (denoted stable(m)) when #m cannot be lost. Condition 3 must hold
only for messages with a determinant that is not stable. Hence 3 need only hold when #m is not
stable:

8m : 2(:stable(m)) (Depend(m) � Log(m))) (5)

We call this property the always no orphans condition. If determinants are kept in stable
storage [Gra77], then stable(m) holds when the write of #m to stable memory completes. If
determinants are kept in volatile memory, and we assume that no more than f processes | where
jCj � f | can fail concurrently, then stable(m) holds as long as f +1 processes have a copy of #m

in their volatile memory. In the latter case, the always no orphans condition can be written:

8m : 2((jLog(m)j � f)) (Depend(m) � Log(m))) (6)

4.1 Pessimistic and Optimistic Protocols Revisited

As we saw in Section 3, pessimistic message-logging protocols do not create orphans. Therefore,
they must implement Property (5). Indeed, they implement the following stronger property:

8m : 2(:stable(m) ) (jDepend(m)j � 1)) (7)

In practice, (7) does not allow the process that delivers message m to send any messages until
the determinant of m is stable.4 To see this, suppose process p1 has just delivered m. Depend(m)
contains only p1, so jDepend(m)j = 1. Suppose now that p1 sends a message m

0 to process p2. Since
deliverp1(m)! deliverp2(m

0), when process p2 deliversm
0 it becomes a member of Depend(m), and

jDepend(m)j = 2. Thus, as soon as m0 is sent, the consequent in (7) can become false. To preserve
(7), p1 ensures that stable(m) holds before sending m0. If the time during which :stable(m) is brief,
then it is unlikely that p will attempt to send a message while #m is not stable, so any performance
loss by inhibiting message sends is (hopefully) small.

The reasoning behind optimistic protocols starts from the same assumption used by pessimistic
protocols: the time during which :stable(m) holds is brief. Hence, (5) holds trivially nearly all
the time. Therefore, it is not practical to incur the performance cost that pessimistic protocols
su�er. Instead, optimistic protocols take appropriate actions during recovery to re-establish (5) in
the unlikely event that it is violated as a result of the failure of a set of processes C.

Optimistic protocols implement the following property:

8m : 2(:stable(m) ) ((Log(m) � C)) 3(Depend(m) � C))) (8)

Property (8) is weaker than Property (2), and therefore weaker than Property (5). Property
(8) permits the temporary creation of orphan processes, but guarantees that, by the time recovery

4In pessimistic sender-based logging [JZ87] process m.dest increases jLog(m)j by sending the value of m.rsn to
process m.source, piggybacked on the acknowledgment of message m. Notice however that m.dest is still not allowed
to send any application messages until it is certain that m.source has become a member of Log(m).
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is complete, no surviving process will be an orphan and Property (2) will hold. This is achieved
during recovery by rolling back orphan processes until their states do not depend on any message
whose determinant has been lost. In other words, Depend(m) is made smaller (or, equivalently, C
is made larger) until Depend(m) � C and Property (2) is restored.

4.2 Causal Message-Logging Protocols

Pessimistic protocols implement a property stronger than Property (4) and therefore never create
orphans. However, implementing this stronger property may introduce blocking in failure-free runs.
Optimistic protocols avoid this blocking by satisfying a property weaker than Property (4). It is
natural to ask whether a protocol can be designed that implements Property (4) | and therefore
creates no orphans|yet does not implement a property as strong as Property (7)|and thus does
not introduce any blocking. We �nd such a property by strengthening Property (6).

Consider the following property:

8m : 2((jLog(m)j � f)) (Depend(m) = Log(m))) (9)

Property (9) strengthens (6), and so protocols that implements (9) prevents orphans. Furthermore,
such protocols disseminate the least number of copies of #m needed in order to satisfy (6), thereby
conserving storage and network bandwidth.

Unfortunately, satisfying Property (9) requires processes to be added to Log(m) and Depend(m)
simultaneously. Satisfying this requirement would result in complicated protocols. Thus, we con-
sider a di�erent strengthening of Property (6) that is weaker than Property (9) but still bounds
Log(m):

8m : 2((jLog(m)j � f)) ((Depend(m) � Log(m)) ^3(Depend(m) = Log(m)))) (10)

This characterization strongly couples logging with causal dependency on deliver events. It requires
that:

� As long as #m is at risk of being lost, all processes that have delivered a message sent causally
after the delivery of m have also stored a copy of #m.

� Eventually, all the processes that have stored a copy of #m deliver a message sent causally
after the delivery of m.

We call the protocols that implement Property (10) causal message-logging protocols. Family-
Based-Logging [AHM93] and Manetho [EZ92] are two examples of causal message-logging protocols
for the special cases f = 1 and f = n respectively.

5 Optimal Message-Logging Protocols

We now consider four metrics with which one can compare di�erent message-logging protocols.
These metrics are not the only ones that one might wish to consider when making such a comparison,
but they do give some measure of the running time of the protocol, both in the failure-free case
and during recovery.

To express these four metrics, let � be a protocol executed by a set N of processes, and assume
that � is written to tolerate no process failures and no transient channel failures. Let �� denote �
combined with a message-logging protocol � that tolerates process failures and transient channel
failures.
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1. Number of forced roll-backs: This metric gives some measure of the amount of work that might
need to be discarded as a result of a process crash. Consider a run � of ��, and suppose that
a set C � N of processes fails. We say that � forces r roll-backs if there is a run in which �

requires r correct processes to roll back their state, and for all �, � requires no more than r

correct processes to roll back their state. For example, optimistic sender-based logging [JZ87]
forces jN j rollbacks.

A lower bound for r is 0. The existence of pessimistic protocols, where no correct process
ever rolls back, establishes that this bound is tight.

2. k{blocking: This metric gives some measure of the amount of idle time that can be added to
the execution of a process during a failure-free run. Consider a messagem delivered by process
m.dest, and let e be the �rst send event of processm.dest that causally follows deliverm:dest(m).
We say that a message-logging protocol is k{blocking if, in all failure-free runs and for all mes-
sages m, process m.dest delivers no less than k messages between deliverm:dest(m) and e. For
example, pessimistic sender-based logging [JZ87] is 1{blocking because process m.dest must
receive a message acknowledging the logging of m.rsn before sending a message subsequent
to the delivery of m. Optimistic protocols are, by design, 0{blocking. For completeness, we
de�ne pessimistic protocols that log the determinant of m in local stable storage to be 1{
blocking, since there is one event (the acknowledgment of #m being written to stable storage)
that must occur between deliverm:dest(m) and a subsequent send [BBG83].

A lower bound for k is 0. The existence of optimistic protocols establishes that this bound is
tight.

3. Number of messages: This metric gives one measure of the load on the network generated by
the message logging protocol. Protocol � can be transformed into a protocol �` that tolerates
transient channel failures using an acknowledgment scheme: whenever processm.dest receives
a sequence of messages generated by �, it sends an acknowledgment to process m.source.
Process m.source resends a message until it receives such an acknowledgment. In all failure-
free runs, including failure-free ones, protocol �` will send more messages than �.

Suppose now that � is run using �� instead of �`. We say that � sends additional messages
in � if �� sends more messages than �`. For example, in order to tolerate single crash failures
pessimistic sender-based logging [JZ87] potentially requires that one extra acknowledgment
be sent for each application message sent.

A lower bound is to send no additional messages. The existence of optimistic protocols
establishes that this bound is tight.

4. Size of messages: This metric gives another measure of the load on the network generated
by the message logging protocol. Consider any message m sent in a run of �`, and let m�

be the corresponding message sent in the equivalent failure-free run of ��. Let jmj and
jm�j be the size of m and m�, respectively. We will say that � sends a additional data
if the maximum value of jm�j � jmj is a for all such m and m� taken from all pairs of
corresponding runs. For example, for optimistic protocols that track direct dependencies, a
is a constant [SW89, VJ94]; while for optimistic protocols that track transitive dependencies
a is proportional to the number of processes in the system [SY85, SW89].

A lower bound for a is 0. The existence of pessimistic receiver-based logging proves that this
bound is tight.
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There is a tradeo� between the number of additional messages sent in �� and the sizes of these
messages: a message-logging protocol � could include less information in a message by sending
additional messages containing the extra data. In the majority of deployed computer networks
there is, to a point, a performance bene�t in sending a few large messages instead of several small
messages. Hence, we prefer to keep the number of additional messages small at the expense of
message size, and we de�ne an optimal message-logging protocol as a message-logging protocol that
is 0{blocking, introduces 0 forced roll-backs, and sends no additional messages. It is a trivial
exercise to change protocols that are optimal in this sense to protocols that minimize the size of
messages by sending additional messages.

Of course, protocols that are optimal according to our de�nition do not necessarily outperform
in practice non-optimal protocols. Other issues that are di�cult to quantify, such as the cost of
output commit, must be taken into consideration in assessing the performance of a message-logging
protocol [EZ94]. Nevertheless, the protocols we call optimal are unique in optimally addressing the
theoretical desiderata of the message-logging approach.

6 Using Causal Delivery Order to Enforce the Always-No-Orphans

Consistency Condition

We now derive an optimal causal message-logging protocol, i.e. an optimal message-logging protocol
that implements Property (10). We do so by �rst presenting, in this section, a simple non-optimal
protocol that uses causal delivery order to implement the always-no-orphans consistency condition.
In the following section, we re�ne this protocol and obtain an optimal causal message-logging
protocol. We begin by de�ning causal delivery order.

6.1 Causal Delivery Order

Let sendp(m) to q denote the event whereby process p sends messagem to process q, and receiveq(m)
the event whereby q receives m.

FIFO delivery order guarantees that if a process sends a message m followed by a message
m0 to the same destination process, then the destination process does not deliver m0 unless it has
previously delivered m. Formally:

8p; r;m;m0 : sendp(m) to r ! sendp(m
0) to r

) deliver r(m)! deliver r(m
0) (11)

FIFO delivery order constrains the order in which the destination process delivers messages m
and m0 only when m causally precedes m0 and m and m0 are sent by the same process. Causal
delivery order [BJ87] strengthens FIFO delivery order by removing the requirement that ordering
occurs only when the source of m and m0 are the same. It guarantees that if the sending of m
causally precedes the sending of m0 and m and m0 are directed to the same destination process,
then the destination process does not deliver m0 unless it has previously delivered m. Formally:

8p; q; r;m;m0 : sendp(m) to r ! sendq(m
0) to r )

deliver r(m)! deliver r(m
0) (12)

An example of an execution where process r delivers messages according to causal delivery order is
shown in Figure 1. Since sendp(m3) to r causally follows sendq(m1) to r, r delivers m3 only after
m1 has been delivered.
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Figure 1: An example of causal delivery order
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Figure 2: Implementing causal delivery order through piggybacking

There are two fundamental approaches to implementing causal message delivery. The �rst is to
add to each message m additional information that m's destination process uses to determine when
m can be delivered. [RST91, SS92, BSS91] Using this approach, process r in Figure 1 would realize,
when it receives m3, that it must wait to receive m1 and would delay delivery of m3 accordingly.
The problem with this approach is that slow messages can signi�cantly a�ect the performance of
the system, since they prevent faster messages from being delivered.

The second approach is for each process p to piggyback, on each message m that p sends, all
messages m0 sent in the causal history of the event sendp(m) such that p does not know if m0 has
already been delivered [BJ87]. The piggybacked messages are placed in a total order that extends
the partial order imposed by the happens-before relation. Before delivering m, process m.dest �rst
checks if any message m0 in m's piggyback has m:dest for destination. If so, p delivers m only after
each such message m0 has been delivered according to causal delivery order. This is the approach
illustrated in Figure 2. Message m1 is piggybacked on m2 and m3, since p and q do not know
whether m1 has already been delivered. When r receives m3, it checks the piggyback to �nd m1.
Process r therefore immediately delivers m1 and then delivers m3 without waiting for the slower
copy of message m1 to arrive. When the copy of m1 is received directly from q, r discards it.

The problem with this piggybacking approach is that, even though several optimizations can
be used to reduce the size of the piggyback, the overhead on message size can become very large.
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Figure 3: Depend(m) � Log(m) in �cd

6.2 A Suboptimal Causal Protocol

We now present a Protocol �cd that uses causal delivery order to satisfy Property (4). Processes
in �cd behave as follows:

(i) Processes exchange two kinds of messages: application messages and determinant messages.
A determinant message contains the determinant of an application message.

(ii) Application and determinant messages are delivered according to causal delivery order.

(iii) Suppose process p receives an application message m. To deliverm, p creates the determinant
#m of message m and logs #m in its volatile memory. Then, p supplies m:data to the
application.

(iv) Suppose process p delivers an application message m. Before sending any subsequent appli-
cation messages, p sends a determinant message containing #m to all the other processes.

(v) Suppose process p receives a determinant message containing #m. To deliver the determinant
message, p logs #m in its local volatile memory.

Theorem 1 Protocol �cd satis�es Property (4).

Proof. Property (4) requires that

8m : ((Depend(m) � Log(m))

hold throughout execution. According to the de�nition of Depend(m) given in Section 4, a process
p is a member of Depend(m) for an application message m if one of the following two cases holds:

Case 1: p is the destination of m.

Case 2: p is the destination of an application message m0, and deliverm:dest(m) is in the causal
history of deliverp(m

0).

We now show that in both cases protocol �cd guarantees that if p 2 Depend(m) then p 2 Log(m),
so Depend(m) � Log(m) holds.

11
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m2

m1

m1

m #m21

m1 #m2 m3

#m2m1

p3

p2

p1

Figure 5: Implementing causal delivery order through piggybacking

Case 1: By point (iii) of �cd, if p is the destination of m, then p will log #m in its volatile storage
before delivering m. Hence, Depend(m) � Log(m) holds.

Case 2: If p is not the destination ofm, then some other process q 6= p deliveredm, and p delivered
a message m0 such that deliver q(m)! deliverp(m

0). Furthermore, there must exist an appli-
cation message m00, not necessarily distinct from m0, such that deliver q(m) ! sendq(m

00) !
deliverp(m

0) (see Figure 3). By point (iv) of �cd, q must have sent a determinant message
containing #m to all processes | including process p | before sending m00. By Point (ii) of
�cd, all messages are delivered according to causal delivery: therefore p must have delivered
the message containing #m before delivering m00. It follows from Point (v) of �cd that p
must have logged #m in its volatile storage before delivering m00. Hence, p 2 Log(m) holds.
2

Figure 4 shows an execution of Protocol �cd. Process p1 sends application message m1 to
process p3, and then sends application message m2 to process p2. After delivering m2, and before
sending application message m3, p2 sends to all processes a determinant message containing #m2.
Note that process p3 �rst receives m3, then #m2, and �nally m1. However, in order to respect
causal delivery order, p3 actually delivers �rst m1, then #m2, and �nally m3.

6.3 An Optimal Causal protocol

Protocol �cd has several limitations. First, it is not optimal, since for each deliver event of an
application message m, it uses additional determinant messages to send #m to all processes. Sec-
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Figure 6: Determinants are piggybacked on application messages
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Figure 7: An execution of �oc

ond, it does not satisfy Property (10), since a process can enter Log(m) by receiving a copy of #m

without ever becoming a member of Depend(m). Finally, it forces both application and determi-
nant messages to be delivered according to causal delivery order, even though causal delivery order
is necessary only to regulate how determinant messages are delivered with respect to application
messages.

However, by choosing an appropriate implementation of causal delivery order, protocol �cd can
serve as the starting point for a more e�cient protocol. Since we desire a non-blocking protocol,
our �rst step is to choose an implementation of causal delivery based on the piggybacking scheme
described in Section 6.1. Figure 5 shows the e�ects of using the piggybacking scheme on the
execution in Figure 4.

Observe that, since for each application message m the determinant #m is piggybacked on any
application message sent causally after event deliverp(m), there is no need to explicitly send #m

in a separate determinant message. Instead, we require each process, before delivering a message
m, to deliver all the determinants piggybacked on m. The resulting protocol successfully addresses
the �rst two limitations of the original protocol. By piggybacking #m on application messages,
the protocol ensures that no correct processes p will enter Log(m) unless p will eventually join
Depend(m). Furthermore, the protocol is optimal in the number of messages it sends because the
determinants are piggybacked on existing application messages. Figure 6 shows the e�ect of the
new protocol on the execution in Figure 5.

Note that, once the piggybacking of the determinants is in place, we are guaranteed that no
process will deliver an application message m unless it �rst delivers the determinants of all the
messages delivered in the causal history of sendm:source(m). This is precisely the property that we

13



need to guarantee that 8m : Depend(m) � Log(m) holds. Therefore, provided that we piggyback
the determinants, we can safely relax the requirement that application messages be delivered using
causal delivery order. Figure 7 shows the e�ects of the new protocol on the execution in Figure 6.

The last step of the derivation is to adapt the above protocol to the case where we assume that
no more than f processes fail concurrently. In this case, a process piggybacks #m on an application
message only as long as #m is not stable | i.e. as long as jLog(m)j � f . We call the resulting
protocol �oc. Processes in �oc behave as follows:

(i) Processes exchange only application messages. However, determinants may be piggybacked
on application messages.

(ii) Suppose process p sends a message m to process q. p piggybacks on m all the non-stable
determinants #m0 such that p has #m0 its volatile memory.

(iii) Suppose process p receives a message m. Before delivering m, process p �rst logs all the
determinants piggybacked on m in its determinant log, which is implemented in p's volatile
memory. Then, p creates the determinant for message m, and logs it in the determinant log.
Finally, p delivers m by supplying m:data to the application.

Theorem 2 Protocol �oc satis�es Property (10). Furthermore, Protocol �oc is optimal.

Proof. We �rst prove that �oc satis�es Property (10). In particular, we prove that:

(a) (jLog(m)j � f)) (Depend(m) � Log(m))

(b) (jLog(m)j � f)) 3(Depend(m) = Log(m))

are satis�ed by executions of �oc. We �rst observe that, if jLog(m)j > f then (a) and (b) are
trivially true. Therefore we consider the case in which jLog(m)j � f .

We prove (a) by showing that, whenever jLog(m)j � f holds, if a process p is a member of
Depend(m), then p is also a member of Log(m). Process p is a member of Depend(m) if either p is
the destination of m or p is the destination of a message m0, and deliverm:dest(m)! deliverp(m

0).
In the �rst case, by Point (iii) of �oc, p must have saved #m in its determinant log. Therefore,

if p is a member of Depend(m), then p must be a member of Log(m).
In the second case, we proceed by induction on the length ` of the causal chain of processes asso-

ciated with a causal path that starts with event deliverm:dest(m) and ends with event deliverp(m
0).

Base Case : ` = 1.

If ` = 1, then process m:dest must have been the sender of message m0. In particular, it must
be the case that

deliverm:dest(m)! sendm:dest(m
0) to p! deliverp(m

0):

By Point (ii) of �oc, process m.dest must have piggybacked on m0 all the determinants that
were not stable at the time of event sendm:dest(m

0) to p. In particular, if #m was not
stable, then it must have been piggybacked on m0. Because of point (iii) of �oc, if #m was
piggybacked on m0, then p must have saved #m in its determinant log before delivering m0.
Therefore, if p is a member of Depend(m), and jLog(m)j � f , then p is also a member of
Log(m).
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Inductive Step: We assume that (a) holds for all causal paths whose associated causal chain of
processes has length ` � c. We prove that (a) holds for any causal path whose associated
causal chain of processes has length ` = c+ 1.

Consider a causal path that starts with event deliverm:dest(m) and ends with event deliverp(m
0),

and assume that the associated causal chain of processes has length ` = c+ 1. Let q be the
process that sent message m0 to p. Since, by assumption, a process never sends a message
to itself, it follows that p 6= q. Therefore, the causal chain associated with the causal path
that starts with deliverm:dest(m) and ends with sendq(m

0) to p must be of length c. By the
inductive hypothesis, if jLog(m)j � f when m0 was sent, then q must have had #m in its
determinant log. By Point (ii) of �oc, q must have piggybacked #m on m0. By point (iii)
of �oc, when p received m0, p must have added #m to its determinant log before delivering
m. Therefore, if p is a member of Depend(m), and jLog(m)j � f , then p is also a member of
Log(m).

We now prove Part (b), assuming jLog(m)j � f .
If process p is a member of Log(m), then it must have stored a copy of #m in its determinant

log. For this to happen, p must have either received m, or it must have received a message m0,
onto which #m was piggybacked, such that deliverm:dest(m) ! sendm0 :source(m

0). In the �rst
case, unless p fails, it will eventually deliver m and become a member of Depend(m). The second
case is similar: unless p fails, it will eventually deliver m0 and become a member of Depend(m).
Furthermore, since there is only a �nite number of processes in N and Log(m) � N , eventually all
non-faulty members of Log(m) will join Depend(m) and (b) will hold. Note that, if p fails, then
p will no longer be a member of Depend(m). However, in this case, p will lose all the data in its
determinant log, which is implemented in volatile memory, and will therefore leave Log(m). Hence,
(b) holds whether p is a correct process or not. This concludes the proof that �oc satis�es Property
(10).

We now have only to show that �oc is optimal. To do so, we observe that no additional messages
are generated by protocol �oc over the ones needed by the application, because determinants are
piggybacked on existing application messages. Furthermore, no correct processes are forced to
rollback as a result of a process' failure, because �oc is a causal protocol. Finally, �oc is 0-blocking,
because none of (a)-(c) imply blocking. 2

6.4 Implementation Issues

Protocol �oc's piggybacking scheme guarantees that all the determinants needed to recover the sys-
tem to a consistent global state from up to f concurrent failures will be available during recovery.
However, the scheme leaves several open questions. First, �oc does not specify how to collect and
use the logged determinants to perform recovery. Furthermore, �oc assumes that processes have
knowledge of the current value of jLog(m)j when they determine whether or not to piggyback the
determinant #m on an application message. This assumption is not realistic in an asynchronous
distributed system, since | as we have observed before | it requires processes to have instan-
taneous access to Log(m), which is de�ned over the entire distributed system. Since the focus of
this paper is not the implementation of optimal causal message-logging protocols but rather their
speci�cation, we do not address these issues here. The interested reader is referred to [AM96], in
which we discuss the implementation of a class of optimal causal message-logging protocols that
tolerate f overlapping failures and recoveries for a parameter f : 1 � f � n. These protocols are
based on the same piggybacking scheme given above.
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7 Conclusions

In this paper, we have shown that a small amount of simple formalism can go a long way. We have
presented the �rst speci�cation of the message logging approach to fault-tolerance, by precisely
de�ning the always-no-orphans condition, which is at the foundation of the consistency requirements
of all the protocols in this class. The speci�cation is general enough to describe all existing classes of
message logging protocols, yet simple enough to be e�ectively used as a tool to derive more e�cient
protocols. We have provided a set of metrics to evaluate the performance of a message logging
protocol, and given a set requirements that a protocol must meet in order to be optimal. Finally,
we have argued the existence of optimal protocols that tolerate f overlapping failures and recoveries
for a parameter f : 1 � f � n by showing how such a protocol can be derived starting from a
simple protocol that relies on causal delivery order. A thorough discussion of optimal protocols
and of the tradeo�s involved in their implementation is presented in [AM96, Alv96].
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A Derivations

In this section, we show the derivations of the equations in this paper that may not be immediately
obvious.

Derivation of Equation (2) from Equation (1)

8p : :(p orphan of C)

= hhDe�nition of p orphan of Cii

8p : :

 
(p 2 N � C) ^
9m : ((p 2 Depend(m)) ^ (Log(m) � C))

!

= hhDe Morgan's Lawii

8p :

 
(p 62 N � C) _
(8m : (:(p 2 Depend(m)) _ :(Log(m) � C)))

!

= hhFor x not free in Q: (8x : P (x)) _Q = 8x : (P (x) _Q)ii

8p;m : ((p 2 C) _ :(p 2 Depend(m)) _ :(Log(m) � C))

= hhDe�nition of )ii

8p;m : ((Log(m) � C)) ((p 2 Depend(m))) (p 2 C)))

= hhP � Q = 8p : (p 2 P ) p 2 Q)ii

8m : ((Log(m) � C)) (Depend(m) � C))
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Derivation showing that Equation (7) implies Equation (5)

1. 8m : 2(:stable(m) ) (jDepend(m)j � 1))
hhDe�nition of Depend(m)ii

2. 8m : 2((jDepend(m)j � 1)) (Depend(m) � fm.destg))
hhDe�nition of Log(m)ii

3. 8m : (fm.destg � Log(m))
hhTransitivity of Set Inclusion, using 2 and 3ii

4. 8m : 2(jDepend(m)j � 1)) (Depend(m) � Log(m))
hhTransitivity of Implication, using 1 and 4ii

5. 8m : 2(:stable(m) ) (Depend(m) � Log(m)))

B Sharing the Log

The speci�cation derived in Section 4 assumes that a process logs determinants either in its own
volatile memory or to stable memory. Hence, determinants may be lost only when a process fails,
and since processes fail independently, di�erent copies of the same determinant are lost indepen-
dently. A more general approach is to regard determinant logs as being �rst-class objects. By doing
so, one can model a set of processes sharing storage for logging purposes and thereby decouple the
failure of processes from the loss of determinants. For example, one reasonable approach would
be to implement the logging component of a message-logging protocol so that a single, shared log
is maintained for all the processes that run on the same processor. This would result in a more
e�cient implementation of causal message logging.

De�ne a logging site to be a storage object that a process can read and write. Each process
uses a logging site for its determinant log. We assume that logging sites fail and recover. When a
logging site fails, the values written to the logging site are lost, and all processes using that logging
site also fail. A process may fail without its associated logging site failing, however.

When determinants are kept at logging sites, Log(m) denotes the set of logging sites that contain
the determinant of event deliverm:dest(m). An implementation of stable storage using stable memory
is represented by a single logging site that never fails.

Let L denote the set of logging sites. Function L(p) denotes the logging site used by process
p. Assume that L(p) is a constant function | each process uses a single logging site that does
not change. P (`), for ` 2 L, denotes the processes that are associated with logging site `. De�ne
functions L[(P) and P[(S) to be the set-valued domain versions of L(p) and P (`) respectively:

L[(P)
def
=

[
p2P

L(p) (13)

P[(S)
def
=

[
`2S

P (`) (14)

We now repeat, under these new assumptions, the derivation that in Section 4 led us to Property
(6), which enforces the always-no-orphans consistency condition.

A process is an orphan process when its state depends on a determinant that is not logged. Let
C denote a set of failed processes and E denote a set of failed logging sites. Then,

p orphan of C; E
def
=

 
(p 2 N � C) ^
9m : ((p 2 Depend(m)) ^ (Log(m) � E))

!
(15)
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A logging site must fail for a process to become an orphan. Negating (15) and quantifying over all
p gives the following:

8m : ((Log(m) � E)) (Depend(m) � C)) (16)

Property (16) is necessary and su�cient to guarantee that the failure of C processes and of E
logging sites creates no orphans. From de�nitions (13) and (14), it follows that:

A � B ) P[(A) � P[(B) (17)

A � B ) L[(A) � L[(B) (18)

where A and B are sets of the appropriate type. Noting that L[(P[(S)) = S, it is straightforward
to show that P[(A) � P[(B)) A � B:

hhHypothesis assumedii
1. P[(A) � P[(B)
hhModus ponens, 1 and (18)ii

2. L[(P[(A)) � L[(P[(B))
hhL[(P[(S)) = S and 2ii

3. A � B 2

Hence, A � B � P[(A) ) P[(B). We can replace the antecedent of (16) with the equivalent
expression P[(Log(m)) � P[(E):

8m : ((P[(Log(m)) � P[(E))) (Depend(m) � C)) (19)

By assumption, E and C are constrained: P[(E) � C. Hence, the following strengthens (19):

8m : ((P[(Log(m)) � C)) (Depend(m) � C)) (20)

Universally quantifying (20) over C we obtain:

8m : (Depend(m) � P[(Log(m))) (21)

Since we want (21) to hold in every state, we obtain the following property:

8m : 2(Depend(m) � P[(Log(m))) (22)

Property (22), like Property (4) of Section 4, is a safety property. If satis�ed, (4) guarantees that
no orphans will be created during a run.

If we assume that no more than fE logging sites can fail at any time, then #m is stable once
it has been logged at more than fE logging sites. Hence, Property (22) need hold only as long as
failures cannot cause #m to be lost:

8m : 2((jLog(m)j � fE)) ((Depend(m) � P[(Log(m))) (23)

Finally, we can strengthen Property (23) as in Section 4.2, to obtain the following property, which
characterizes causal message logging when there are shared logging sites:

8m : 2((jLog(m)j � fE)) ^(Depend(m) � P[(Log(m)))^3(Depend(m) = P[(Log(m))))(24)

Using a derivation similar to the one given in Section 6.3, it is straightforward to develop an
optimal protocol �ol that satis�es Property 24. It may be surprising that at this level of re�nement,
protocol �ol is essentially identical to protocol �oc of Section 6.3. The main di�erences in the
protocols is found through further re�nement. The most signi�cant di�erence is in the size of the
data structures they to compute Log(m): for �oc, the data structure is size O(n2) while for �ol,
the data structure is size O(jLj2) where jLj is the number of logging sites. Details can be found
in [Alv96].
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