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Abstract

Rumor mongering (also known as gossip) is an epidemiological protocol that implements
broadcasting with a reliability that can be very high. Rumor mongering is attractive because it
is generic, scalable, adapts well to failures and recoveries, and has a reliability that gracefully
degrades with the number of failures in a run. However, rumor mongering uses random selection
for communications. We study the impact of using random selection in this paper. We present
a protocol that superficially resembles rumor mongering but is deterministic. We show that
this new protocol has most of the same attractions as rumor mongering. The one attraction
that rumor mongering has—namely graceful degradation—comes at a high cost in terms of the
number of messages sent. We compare the two approaches both at an abstract level and in
terms of how they perform in an Ethernet and small wide area network of Ethernets.

1 Introduction

Consider the problem of designing a protocol that broadcasts messages to all of the processors in
a network. One can be interested in different metrics of a broadcast protocol, such as the number
of messages it generates, the time needed for the broadcast to complete, or the reliability of the
protocol (where reliability is the probability that either all or no nonfaulty processors deliver a
broadcast message and that all nonfaulty processors deliver the message if the sender is nonfaulty).
Having fixed a set of metrics, one then chooses an abstraction for the network. There are two
approaches that have been used in choosing such an abstraction for broadcast protocols.

One approach is to build upon the specific physical properties of the network. For example,
there are several broadcast protocols that attain very high reliability for Ethernet networks [16] or
redundant Ethernets [2, 5, 7]. Such protocols can be very efficient in terms of the chosen metrics
because one can leverage off of the particularities of the network. On the other hand, such protocols
are not very portable, since they depend so strongly on the physical properties of the network.

The other approach is to assume a generic network. With this approach, one chooses a set
of basic network communication primitives such as sending and receiving a message. If reliability
is a concern, then one can adopt a failure model that is generic enough to apply to many differ-
ent physical networks. There are many examples of reliable broadcast protocols for such generic
networks [25]. We consider in this paper broadcast protocols for generic networks.



Unfortunately, many reliable broadcast protocols for generic networks do not scale well to large
numbers of processors [4]. One family of protocols for generic networks that are designed to scale
are called epidemiological algorithms or gossip protocols.! Gossip protocols are probabilistic in
nature: a processor chooses its partner processors with which to communicate randomly. They are
scalable because each processor sends only a fixed number of messages, independent of the number
of processors in the network. In addition, a processor does not wait for acknowledgments nor does
it take some recovery action should an acknowledgment not arrive. They achieve fault-tolerance
against intermittant link failures and processor crashes because a processor receives copies of a
message from different processors. No processor has a specific role to play, and so a failed processor
will not prevent other processors from continuing sending messages. Hence, there is no need for
failure detection or specific recovery actions.

A drawback of gossip protocols is the number of messages that they send. Indeed, one class
of gossip protocols (called anti-entropy protocols [9]) send an unbounded number of messages in
nonterminating runs. Such protocols seem to be the only practical way that one can implement
a gossip protocol that attains a high reliability in an environment in which links can fail for long
periods of time [24]. Hence, when gossiping in a large wide-area network, anti-entropy protocols
are often used to ensure high reliability. However, for applications that require timely delivery, the
notion of reliability provided by anti-entropy may not be strong enough since it is based on the
premise of eventual delivery of messages.

Another class of gossip protocols is called rumor mongering [9]. Unlike anti-entropy, these
protocols terminate and so the number of messages that are sent is bounded. The reliability may
not be as high as anti-entropy, but one can trade off the number of messages sent with reliability.
Rumor mongering by itself is not appropriate for networks that can partition with the prolonged
failure of a few links, and so is best applied to small wide-area networks and local area networks.

Consider the undirected clique that has a node for each processor, and let one processor p
broadcast a value using rumor mongering. Assume that there are no failures. As the broadcast
takes place, processors choose partners at random. For each processor ¢ and a partner r it chooses,
mark the edge from ¢ to r. At the end of the broadcast, remove the edges that are not marked. The
resulting graph is the communications graph for that broadcast. This graph should be connected,
since otherwise the broadcast did not reach all processors. Further, the node and link connectivities
of the communications graph give a measure of how well this broadcast would have withstood a set
of failures. For example, if the communications graph is a tree, and if any processor represented by
an internal node had crashed before the initiation of the broadcast, then the the broadcast would
not have reached all noncrashed processors.

In this paper, we compare rumor mongering with a deterministic version of rumor mongering.
This nondeterministic protocol superimposes a communication graph that has a minimimal number
of links given a desired connectivity. The connectivity is chosen to attain a desired reliability, and
by being minimal link, the broadcast sends a small number of messages. This comparison allows
us to ask the question what value does randomization give to rumor mongering? We show that the
nonrandomized version does compare favoribly with traditional rumor mongering in all but one
metric, namely graceful degradation.

We call the communications graphs that we impose Harary graphs because the construction we
use comes from a paper by Frank Harary [14]. The deterministic protocol that we compare with
rumor mongering is a simple flooding protocol over a Harary graph.

The rest of the paper proceeds as follows. We first discuss some related research. We then

!The name gossip has been given to different protocols. For example, some authors use the term gossip to mean
all-to-all communications, and what we describe here would be called random broadcasting in the whispering mode [21].



describe gossip protocols and their properties. Next, we describe Harary graphs and show that
some graphs yield higher reliabilities than others given a fixed connectivity. We then compare
Harary graph-based flooding with gossip protocols both at an abstract level and using a simple
simulation.

2 Related Work

Superimposing a communications graph is a well-known technique for implementing broadcast
protocols. Let an undirected graph G = (V, E) represent such a superimposed graph, where each
node in V is a processor and each edge in E means that the two nodes incident on the edge can
directly send each other messages at the transport level. Two nodes that have an edge between
them are called neighbors. A simple broadcast protocol has a processor initiate the broadcast of m
by sending m to all if its neighbors. Similarly, a node that receives m for the first time sends m
to all of its neighbors except for the one which forwarded it m. This technique is commonly called
flooding [1]. Depending on the superimposed graph structure, a node may be sent more than one
copy of m. We call the number of messages sent in the reliable broadcast of a single m the message
overhead of the broadcast protocol. For flooding, the message overhead is between one and two
times the number of edges in the superimposed graph.

The most common graph that is superimposed is a spanning tree (for example, [10, 22]). Span-
ning trees are attractive when one wishes to minimize the number of messages: in failure-free runs,
each processor receives exactly one message per broadcast and so the message overhead is |V| — 1.
Their drawback is that when failures occur, a new spanning tree needs to be computed and dis-
seminated to the surviving processors. This is because a tree can be disconnected by the removal
of any internal (i.e. nonleaf) node or any link.

If a graph more richly connected than a tree is superimposed, then not all sets of link and
internal node failures will disconnect the graph. Hence, if a detected and persistent failure occurs,
any reconfiguration — that is, the computation of a new superimposing graph — can be done while
the original superimposed graph is still used to flood messages. Doing so lessens the impact of the
failure.

One example of the use of a graph more richly connected than a tree is discussed in [11]. In this
work, they show how a hypercube graph can be used instead of a tree to disseminate information
for purposes of garbage collection. It turns out that a hypercube is a Harary graph that is three-
connected.

A more theoretical example of the use of a more richly connected graph than a tree is given by
Liestman [17]. The problem being addressed in this work is, in some ways, similar to the problem
we address. Like our work, they are interested in fault-tolerant broadcasting. And, like us, they
wish to have a low message overhead. The models, however, are very different. They consider only
link failures while we consider both link and node failures. They assume that a fixed unit of time
elapses between a message being sent and it being delivered. They are concerned with attaining
a minimum broadcast delivery time while we are not. And, the graphs that they superimpose are
much more complex to generate as compared to Harary graphs. However, it turns out that some
of the graphs they construct are also Harary graph.

Similarly, the previous work discussed in the survey paper [21] on fault-tolerant broadcasting
and gossiping is, on the surface, similar to the work reported here. The underlying models and the
goals, however, are different from ours. Our work is about what kind of communication graphs to
superimpose such that flooding on such a graph masks a certain number of failures while sending
the minimum number of messages. We also consider how the reliability degrades with respect to



the graph structure when the number of failures exceeds what can be masked. Those earlier work,
on the other hand, assumes messages transmitted or exchanged through a series of calls over the
graph. The main goal is to compute the minimum time or its upper bound to complete a broadcast
in the presence of a fixed number of failures, given different communication modes and failure
models. The minimum number of calls that have to take place in order for a broadcast message to
reach all processes is not always a metric of interest.

The utility of the graphs described by Harary in [14] for the purposes of reducing the probability
of disconnection was originally examined in [23]. This work, however, was concerned with rules
for laying out wide-area networks to minimize the cost of installing lines while still maintaining a
desired connectivity. It is otherwise unrelated to the work described in this paper.

3 Gossip Protocols

Gossip protocols, which were first developed for replicated database consistency management in
the Xerox Corporate Internet [9], have been built to implement not only reliable multicast [4, 12]
but also failure detection [20] and garbage collection [13]. Nearly all gossip protocols have been
developed assuming the failure model of processor crashes and message links failures that lead to
dropped messages. Coordinated failures, such as the failure of a broadcast bus-based local area,
are not usually considered. Such failures can only be masked by having redundant local area
networks that fail independently (see, for example, [2, 5, 7]). And, they are not usually discussed
in the context of synchronous versus asynchronous or timed asynchronous models [8, 25]. Like
earlier work in gossip protocols, we do not consider coordinated failures or the question of how
synchronous the environment must be to ensure that these protocols terminate in all runs.
Gossip protocols have the following features:

e scalability Their performance does not rapidly degrade as the number of processors grow. Each
processor sends a fixed number of messages that is independent of the number of processors.
And, each processor runs a simple algorithm that is based on slowly-changing information.
In the protocol above, a processor needs to know the identity of the other processors on its
(local-area or small wide-area) network and a few constants. Hence, as long as the stability
of the physical network does not degrade as the number of processors grow, then gossip is
scalable.

o adaptability 1t is not hard to add or remove processors in a network. In both cases, it can be
done using the gossip protocol itself.

e graceful degradation For many reliable broadcast protocols, there is a value f such that if there
are no more than f failures (as defined by a failure model) then the protocol will function
correctly. If there are f + 1 failures, however, then the protocol may not function correctly.
The reliability of the protocol is then equal to the probability that no more than f failures
occur. Computing this probability, however, may be hard to do and the computation may be
based on values that are hard to measure. Hence, it is advantageous to have a protocol whose
probability of functioning correctly does not drop rapidly as the number of failures increases
past f. Such a protocol is said to degrade gracefully. One can build gossip protocols whose
reliability is rather insensitive to f.

There are many variations of gossip protocols within the two approaches mentioned in Section 1.
Below is one variation of rumor mongering. This is the protocol that is used in [15] (specifically,



F =1 and the number of hops a gossip message can travel is fixed) and is called blind counter
rumor mongering in [9]:

initiate broadcast of m:
send m to B, neighbors

when (p receives a message m from ¢q)
if (p has received m no more than F times)
send m to B randomly chosen neighbors that
p does not know have already seen m;

A gossip protocol that runs over a local-area network or a small wide-area network effectively
assumes that the communications graph is a clique. Therefore, the neighbors of a processor would
be the other processors in the network. A processor knows that another processor ¢ has already
received m if it has previously received m from ¢q. Processors can more accurately determine
whether a processor has already received m by having m carry a set of processor identifiers. A
processor adds its own identifier to the set of identifiers before forwarding m, and the union of the
sets it has received on copies of m identify the processors that it knows have already received m.
Henceforth in this paper, the gossip protocol we discuss is this specific version of rumor mongering
that uses this more accurate method.

Since a processor selects it partners randomly, there is some chance that a message may not
reach all processors even when there are no failures. However, in a clique, such probability is
small [19]. Therefore, the reliability of gossip protocols is considered to be high. This is not the
case when the connectivity of the network is not uniform, though. It has been shown that when
the network has a hierarchical structure, a gossip message can fail to spread outside a group of
processors [18].

It is often very difficult to obtain an analytical expression to describe the behavior of a gossip
protocol. Often, the best one can get are equations that describe asymptotic behavior for simple
network topologies. For more complex topologies or protocols, one almost always resorts to simu-
lations. Below we give reliability results obtained from simulations when failures are considered.

Table 1 shows the measured reliability of 10,000 broadcasts among n = 32 processors for different
values of B, F and f, where f is the number of crashed processors. No link failures occurred during
these broadcasts and all processors that crashed did so before the first broadcast. As can be seen,
the reliability does not drop too much between f = 0 and f = 4 since a processor can receive
messages from many processors. Also, the reliability of gossip rapidly increases with B - F. In
general, for a given value of B - F', higher reliability is obtained by having a larger F' (and therefore
a smaller B). This is because a processor will have a more accurate idea of which processors already
have m the later it forward m.

Table 2 shows the average number of messages sent per broadcast for the runs that were used
to generate Table 1. The number of messages sent is bounded by BF(n — f). For a given value
of F' - B, fewer messages are sent for larger F. In this case, some processors learn that most other
processors have already received the broadcast by the time they receive m F — 1 times, and so do
not forward m to B processors.

Figure 1 illustrates how gracefully the measured reliability of gossip degrades as a function of
f. This figure was generated using simulation with 10,000 broadcasts done for each value of f and
having the f processors crash at the beginning of each run. The number of processors n is 32,
B =4, and F = 3. The measured reliability is 0.9999 for f = 3 crashed processors and is 0.869
for f = 16 crashed processors. Notice that the measured reliability is not strictly decreasing with



FIB-F|[f=0]f=1]f=2]f=3]f=4]
0.0290 | 0.0243 | 0.0171 | 0.0150 | 0.0157
0.3598 | 0.3242 | 0.3021 | 0.2708 | 0.2547
0.7351 | 0.7120 | 0.6781 | 0.6483 | 0.6174
0.8011 | 0.7711 | 0.7349 | 0.6880 | 0.6429
0.9786 | 0.9724 | 0.9663 | 0.9614 | 0.9458
0.9912 | 0.9872 | 0.9844 | 0.9784 | 0.9703
0.9982 | 0.9963 | 0.9964 | 0.9956 | 0.9906
0.9996 | 0.9996 | 0.9996 | 0.9995 | 0.9987
0.9996 | 0.9997 | 0.9997 | 0.9991 | 0.9990
1.0000 | 1.0000 | 1.0000 | 0.9999 | 1.0000
0.9999 | 0.9999 | 1.0000 | 1.0000 | 0.9999
1.0000 | 1.0000 | 1.0000 | 1.0000 | 1.0000
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Table 1: Measured reliability with 10* broadcasts. n = 32, Bjpitiqt = min(B, f + 1).

FIB-F|[f=0]f=1]f=2]f=3]f=4]
64.00 | 62.00 | 61.00 | 60.00 | 59.00
96.00 | 93.00 | 90.00 | 88.00 | 86.00
128.00 | 124.00 | 120.00 | 116.00 | 113.00
121.64 | 116.99 | 114.19 | 111.09 | 107.77
187.97 | 181.75 | 175.46 | 170.58 | 165.44
180.29 | 173.00 | 169.09 | 164.42 | 159.37
251.80 | 243.75 | 235.66 | 227.53 | 220.57
235.52 | 225.39 | 220.51 | 214.31 | 207.58
280.12 | 270.68 | 261.10 | 253.77 | 246.06
375.59 | 363.45 | 351.19 | 338.95 | 328.30
370.57 | 357.66 | 344.79 | 335.27 | 325.02
498.84 | 482.36 | 465.90 | 449.32 | 435.11
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Table 2: Average number of messages per broadcast with 10* broadcasts. n = 32, Binitial =
min(B, f + 1).
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Figure 1: Reliability of gossip as a function of f (B =4, F = 3,n = 32).

f; when f is close to n, only a few processors need to receive the message for the broadcast to be
successful. Indeed, when f =n — 1, gossip trivially has a reliability of 1.

4 Harary Graphs

In this section, we discuss the approach of imposing a Harary graph of certain connectivity on a
network of processors and having each processor flood over that graph. The graph will be connected
enough to ensure that the reliability of the flooding protocol will be acceptably large.

4.1 Properties of Harary Graphs
A Harary graph is an n—node graph that satisfies the following three properties:

1. It is t-node connected. The removal of any subset of £ —1 nodes will not disconnect the graph,
but there are subsets of ¢ nodes whose removal disconnects the graph.

2. It is t-link connected. The removal of any subset of ¢t — 1 links will not disconnect the graph,
but there are subsets of ¢ links whose removal disconnects the graph.

3. It is link minimal. The removal of any link will reduce the link connectivity (and therefore
the node connectivity) of the graph.

Let H,; denote the set of Harary graphs that contains n nodes and has a link and a node
connectivity of ¢. For example, H,, ; is the set of all n—node trees, and H,, 5 is the set of all n—node
circuits. Figures 2 show examples of graphs in H7 3, Hg 3 and Hg 4.

Harary gave an algorithm for the construction of a graph in H,, ; for any value of n and ¢ < n. [14]
We denote this graph as Hy ; and call it the canonical Harary graph. The algorithm is as follows:

n1: The tree with edges Vi : 0 <i<n—1: (3,1 +1).
Hy, o The circuit with edges Vi : 0 <4 <n: (4,4 + 1 mod n).

5 for t > 2 and even: First construct Hy 5. Then, for each value of m : 2 <m <t/2 add edges
(1,7) where |i — j| = m mod n.



H7,3 H8,3 H8,4

Figure 2: Graphs of H7 3, Hg 3 and Hg 4.

Figure 3: Another graph of Hy 3.

Hy , for t > 2 and odd: First construct Hy ;. Then, connect all pairs (,7) of nodes such that
j—i=1[n/2].

For most values of n and ¢, there are more than one graph in the set of H,, ; graphs. The graphs
given in Figure 2 are canonical Harary graphs, while the graph in Figure 3 is not (it is the unit
cube).

It is not hard to see why Harary graphs are link-minimal among all ¢-connected graphs. For
any graph G, the node connectivity x(G), link connectivity A\(G), and minimum degree §(G) are
related:

r(G) < AG) <0(G) (1)

Harary showed that 6(G) is bounded by [2¢/n], where £ is the number of links [14]. Therefore,
to have ¢ node or link connectivity, the number of links has to be at least [nt/2]. If G is a regular
graph (that is, all of the nodes have the same degree), then k(G) = A(G) = 6(G) = t. A regular
graph with n¢/2 links is thus link-minimal among all graphs with ¢ node or link connectivity. Harary
graphs are such graphs when ¢ is even or when n is even and ¢ is odd.

When both n and ¢ are odd, Harary graphs are not regular graphs because there is no regular
graph of odd degree with an odd number of nodes. Rather, there are n — 1 nodes of degree t and
one node of degree ¢ + 1. The number of links is [nt/2]. They are link-minimal because removing
any link will result in at least one node having its node degree reduced from ¢ to ¢ — 1.



4.2 Overhead and Reliability of Flooding on Harary Graphs

When n or t is even and assuming no failures, the overhead of flooding over a Harary graph is
bounded from above by n(t — 1) + 1: the processor that starts the broadcast sends ¢ messages and
all the other processors send no more than £ —1 messages. When n and ¢ are odd one more message
can be sent because the graph is not regular.

As long as the communications graph remains connected, a flooding protocol is guaranteed to
be reliable. Hence, we characterize reliability as the probability of H,,; disconnecting. We first
consider a failure model that includes the failure of nodes — that is, processor crashes, and the
failure of links — that is, message channels that can drop messages due to congestion or physical
faults. We then consider only node failures.

For local-area networks and small wide-area networks, one normally assumes that each link has
the same probability p, of failing and each node has the same probability p, of failing, and that all
failures are independent of each other. We do so as well.

Since H,; is both t-connected and t-link connected, one can compute an upper bound on the
probability of H,, ; being disconnected: the disconnection of H,, ; requires z node failures and y link
failures such that z + y > ¢. [3] The reliability r is thus bounded from below by the following:

n—2 l
r>1=% (OpEA-p)"" > (Opf(1—py*Y (2)
=0 y=max(t—z,0)

where £ is the number of links in Hy,; : £ = [nt/2]. This formula, however, is conservative since it
assumes that all such failures of nodes and links disconnect the graph. For example, consider Hy 2
and assume that p, = 0.99 and p, = 0.999 (that is, each processor is crashed approximately 14
minutes a day and a link is faulty approximately 1.4 minutes a day). The above formula computes
a lower bound on the reliability of 0.9993. If we instead examine all of the failures that disconnect
H, > and sum the probabilities of each of these cases happening, then we obtain an actual reliability
of 0.9997.

In general, computing the probability of a graph disconnecting given individual node and link
failure probabilities is hard [6], and so using Equation 2 is the only practical method we know of
for computing the reliability of flooding on H,, ;. But, if one assumes that links do not fail then one
can compute a more accurate value of the reliability. Note that assuming no link failures may not
be an unreasonable assumption. A vast percentage of the link failures in small wide-area networks
and local area networks are associated with congestion at either routers or individual processors.
Hence, link failures rarely endure and can often be masked by using a simple acknowledgment and
retransmission scheme.

Consider the following metric:

Definition 1 Given a graph G € H, 4, the fragility F(G) of G is the fraction of subsets of t nodes
whose remowval disconnects G.

For example, in the left graph of Figure 4, 187 of the 7,315 subsets of 4 nodes are cutsets of the
graph, and so the graph has a fragility of 0.0256. The graph on the right, also a member of Hyj 4,
has a fragility of 22/7,315 = 0.0030. The differences in fragility of the two graphs of Figure 4 is
large. As we show below, the left-hand graph has a fragility of n(n —t — 1)/ (2(})), whereas the
right-hand one has a fragility of n/(7}).

Since here we consider node failures only, py is zero. We further assume that p, is small. Thus,
the probability of G disconnecting can be estimated as the probability of ¢ nodes failing weighted
by F(G): F(G)py (1 —pn)"". So,



Figure 4: Two graphs of Ha 4.

r<1—F(G)p,(1—pa)"™" (3)

This is an upper bound on r because it does not consider disconnections arising from more than ¢
nodes failing. But, when p,, is small the contribution due to more than ¢ nodes failing is small.

Assume that each processor is crashed for five minutes a day, and so p, = 0.0035. From
Equations 2 and 3 and setting p, = 0 we compute 0.999998989 < r < 0.999999974 for flooding
in the left graph of Figure 4. In fact, the reliability » computed by enumerating all the cutsets
and summing their probability of occurring is 0.999999973. Similarly, for the right-hand graph of
Figure 4, we compute 0.999998989 < r < 0.999999997 and r is 0.999999997.

4.3 Graceful Degradation

Still assuming that p, = 0, one can extend the notion of fragility to compute how gracefully
reliability degrades in flooding on a Harary graph.

Definition 2 Given a graph G € Hy, 1, F(G, f) is the fraction of subsets of f nodes whose removal
disconnects G.

Hence, F(G,t) = F(G) and F(G,f) =0for 0 < f <torn—1< f <n. On the condition
of any subset of f nodes having failed, the graph will remain connected with the probability of
1— F(G, f). Thus, we can use 1 — F(G, f) as a way to characterize the reliability of flooding on a
Harary graph G. This is much like the way we measured the reliability of gossip as a function of f
as illustrated in Figure 1. There, the reliability was measured after f nodes have crashed.

The graphs of 1 — F(G, f) for the two graphs of Figure 4 is shown in Figure 5. As can be seen,
the less fragile graph also degrades more gracefully than the canonical graph.

4.4 Bounds on Fragility

Since the upper bound on reliability and how gracefully reliability degrades depend on the fragility
of a Harary graph, we examine some fragility properties of canonical Harary graphs. We show
that canonical Harary graphs can be significantly more fragile than some other families of Harary
graphs, and describe how to construct these less fragile graphs.
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H(22,4) canonical
(22,4) modified

Figure 5: Graceful degradation of Ha4. The dashed line is for the modified graph and the solid
line for the canonical graph.

In the following, the symbol & signifies addition modulo n and & subtraction modulo n. Given
a node i, the set of nodes {i,i ®1,i®2,...,i® k} for some k > 0 are sequential to each other, and
the node i + n/2 the antipodal node of i. A single node can be thought of as a one-element set of
sequential nodes.

We define a t—cutset of a graph G to be a set of £ nodes of G whose removal disconnects G.
And, given a subgraph S of G, we define the joint neighbors of S to be those nodes in G — S that are
a neighbor of a node in S. The two ideas are related: if S is connected, A are the joint neighbors
of S, and AU S C G, then A is a |A|—cutset of G.

H, n—1 is an n—clique and so F(Hy,—1,f) = 0 for all f between 0 and n. Hence, in the
following we assume that t <n — 1.

Lemma 1 For Hy , with even t, the set of joint neighbors of any sequence of nodes A = {i,i ®
1,...,i® z} has a size of t as long as z <n —t.

Proof: Since Hy, , for even n or ¢ is symmetric, we can assume without loss of generality that ¢ = 0.
;From the definition of Hy, ;, the joint neighbors of A are {n —t/2,n —t/2+1,...,n—1,2+ 1,2+
2,...,2+t/2}. These nodes are distinct as long as z — t/2 < n —t/2, or as long as z < n —t. If
this holds, then the number of joint neighbors is .

O

Lemma 2 For Hj , with even t > 2, consider any two nodes i and i ® (k+ 1) for k > 0. If k <t,
then all of the nodes between i and i ® k are joint neighbors of i and i & (k + 1); otherwise, t of
these nodes are joint neighbors of i and 1 ® (k + 1).

Proof: Without loss of generality, let i = 0. From the definition of Hy ;, the nodes {1,2,...,t/2}
are all neighbors of 0 and the nodes {k —¢/2 + 1,k —t/2 +2,...,k} are all neighbors of k + 1.
If K —1t/2+1 < t/2 (which is equivalent to £ < t) then these two sets intersect and their union
contains k£ nodes. Otherwise, the union of these two sets contains ¢ nodes.

O
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Lemma 3 For any subset A of Hy, ; such that A does not consist of sequential nodes and 1 < |A| <
n —t — 2, the set of joint neighbors of A contains at least t + 1 nodes.

Proof: We only consider subgraphs A of Hy, ; that have no more than |(n —t)/2] nodes. Any larger
subgraph A" with a ¢—cutset shares that cutset with a subgraph A whose size is n — ¢t — |A’| which
is less than [(n —t)/2].

A consists of g > 1 sets of sequential nodes. Let Hy, Hs,..., H; be the corresponding sets of
sequential nodes in Hy , — A (which we call the “holes”). Without loss of generality, let H; be hole
with the largest size. Since g > 1 there is a second hole Hy. We consider two cases:

1. |Hy| > t. By Lemma 2, H; contributes ¢ joint neighbors to A, and by the same lemma Ho
contributes at least one joint neighbor to A. Hence, there are at least ¢t 4+ 1 joint neighbors of

A.

2. |Hy| < t. By Lemma 2, each of the remaining g — 1 holes contributes at least 1 joint neighbor
to A. Since H; is one of the largest holes, Vi : 1 < i < ¢ : |H;| < t. By Lemma 2, each
other hole H; contributes |H;| to the joint neighbors of A. Hence, there are >7_, |H;| joint
neighbors of A.

By definition, n = [A| + Y7, |H;|, and so >, |H;| = n—|A] > n — |(n —t)/2]. This
implies Y7 | |H;| > [(n+1t)/2]. Since n > t, [(n +t)/2] > ¢ and so A has more than ¢ joint
neighbors.

In both cases, the lemma holds.
O

Theorem 1 For even t > 2 and n >t + 2, the number of subsets of t nodes that disconnects Hy, ,
isn(n—t—1)/2.

Proof: Lemmas 1 and 3 together show that for Hy ;, with even ¢, the only sets of nodes that have
a set of joint neighbors of size ¢ are sequential nodes of size no larger than n — ¢. They also imply
that each t—cutset divides the graph into two sequential sets of nodes.

Let A ={i,i®1,...,i®z} be a set of sequential nodes, C its joint neighbors, and B = G-C—A
the remaining set of n — ¢ — z — 1 sequential nodes.

For any value of z, there are n pairs of A and B, one pair for each value of 7 : 0 <7 <n — 1.
And, for any value of z, as long as |A| < |B], we can count n cutsets without double counting.
When |A| = |B|, we can count n/2 cutsets without double counting.

Thus we count n cutsets for all integer values of z: 2 > 0 and 2+ 1 < n—t—z—1. Simplifying,
we get 0 < z < (n—t—2)/2. Similarly, we count n/2 cutsets when z = (n — ¢ —2)/2 is an integer.

If n is odd, then (n — ¢ — 2)/2 is not an integer and the largest integer value of z satisfying
z < (n—t—2)/2is (n—t—3)/2. Hence, we count n((n—t—3)/24+1) =n(n—t—1)/2 cutsets. If n
is even, then (n—t—2)/2 is an integer and the largest integer value of z satisfying z < (n—t—2)/2
is (n —t—2)/2 — 1. Hence, we count n((n —¢t —2)/2—-1+1+1/2) =n(n —t —1)/2 cutsets.

O

We can construct a member of Hy,; for even ¢ and n > 2¢ that are less fragile than Hy ;. These
graphs, which we call modified Harary graphs and denote with H}";, have n distinct {—cutsets.
The right hand graph of Figure 4 is H3} 4, while the left hand graph is H5, 4. An algorithm for
constructing Hy" is as follows:
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H}: First construct Hy,. Then, for each value of m: 2 < m < ¢/2 add edges (i,7) where
li — j| = (m + 1) mod n.

Lemma 4 For H}";, the set of joint neighbors of any sequence of nodes A = {i,i®1,...,i®z} has
sizet when z =0 orz =n—t—1, sizet+1 when z =n—t—2, and size t+2 when 0 < z < n—t—2.

Proof: Since Hy', is symmetric, we can assume without loss of generality that : = 0. From the
definition of Hy;:

e When z = 0, the neighbors of 0 are {1,3,4,...,t/2+1,n—1,n—3,n—4,...,n—1t/2 —1}.
These nodes are unique as long as n —¢/2 —1 > ¢/2 41 which can be rewritten as n > ¢t + 2.
Since Hy is defined only for n > 2¢ and for even ¢ > 2, n >t + 2 holds.

e When z > 0 then the joint neighbors of A are {z+1,z2+2,2+3,...,z2+¢t/2+1,n—1,n —
2,n—=3,n—4,...,n—t/2—1}. If z+t/24+1 <n—1t/2—1 then this set contains ¢ + 2 nodes.
This inequality can be rewritten as z <n —t—2. If z+¢/2+1=n—t/2—1 (which can be
written as z = n — ¢t — 2) then this set contains ¢t + 1 nodes. Similarly, if z =n —t — 1 then
this set contains ¢ nodes.

These two cases establish the lemma.
Od

Lemma 5 For H;, consider any two nodes i and i ® (k+1) for k > 0. C(k) of the nodes between
i and i ® (k + 1) are joint neighbors of {i,1 ® (k + 1)} where

t k>t+1
k—2 t/2+3<k<t+1
Clk)y={ k 4<k<t/2+2
2 2<k<3
1 k=1

Proof: Without loss of generality we can set ¢ = 0; hence, C(k) is not a function of 7. From the
definition of H}, {1,3,4,...,t/2 + 1} are neighbors of 0 and {k —t/2,...,k — 3,k — 2,k} are
neighbors of k+ 1. If £/2+ 1 < k — t/2 then all of these ¢ nodes are distinct. For smaller values of
k through k —¢/2 = 3, only k — 2 of these nodes are distinct and in the range of 1 through k. For
yet smaller values of & through £ = 4 all £ of the nodes in the range of 1 through k are distinct.
The other two cases follow directly from substituting the corresponding value of k.

a

Lemma 6 For any subset A of H;, such that A is not a single set of sequential nodes and 1 <
|A| < [(n —t)/2], the set of joint neighbors of A contains at least t + 1 nodes.

Proof: A consists of g > 1 sets of sequential nodes. Let Hy, H>,..., Hy be the corresponding sets
of sequential nodes in H", — A (the “holes”). Thus, [(n+1t)/2] < 37_, |H;| <n—2. Without loss
of generality, let H; be hole with the largest size. There is at least one more hole Hy. There are
two cases:
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1. |Hy| > t+1. By Lemma 5, H; contributes ¢ joint neighbors to A, and by the same lemma Ho
contributes at least one joint neighbor to A. Hence, there are at least ¢t 4+ 1 joint neighbors of

A.

2. |Hy| < t+ 1. The number of joint neighbors of A is }-Y | C(|H;|). From Lemma 5, when
t > 6 C(|H;|)/|H;| > 2/3 (the lower bound is met when |H;| = 3). There are two cases:

(a) t = 4: We consider the possible values of |H;| and use the fact that [(n + 4)/2] <
Y7 |Hil < n—2. If |[Hi| = 5 then H; contributes 3 joint neighbors. From the
definition of Hy%, n > 9 and so 7 < |Hy| 4+ >, |Hi| or 3-7_,|H;| > 2. Hence, the
remaining holes contribute 2 joint neighbors bringing the total to 5. If |H;| = 4 then H;
contributes 4 joint neighbors, -7 , |H;| > 3 and the remaining holes contribute at least 2
joint neighbors. If |[H| = 3 then H; contributes 2 joint neighbors, >7_, |H;| > 4 and the
remaining holes contribute at least 3 joint neighbors. If |H;| = 2 then H; contributes
2 joint neighbors, Y7 , |H;| > 5 and the remaining holes contribute at least 3 joint
neighbors. Finally, if |[H;| = 1 then H; contributes 1 joint neighbor, >Y_, |H;| > 6 and
the remaining holes contribute at least 4 joint neighbors. In all cases there are at least
5 joint neighbors of A.

(b) t >4: 39, C(|H;|) > 2/337_, |H;i|. From above, >-7_, |H;| > [(n +t)/2] which is at
least (n +t)/2. Hence, there are at least (n +¢)/3 joint neighbors of A. By definition of
H}Y, n > 2t hence (n +t)/3 > t. Thus, there are more than ¢ joint neighbors of A.

In both cases, the lemma holds.
O

Theorem 2 When n > 2¢, H), has n t—cutsets.

Proof: From Lemma 4, Hy';, has at least n t—cutsets, namely those for each value of i and when
z = 0. The other value of z which results in a set of joint neighbors of size ¢ is when A has n — ¢
nodes, and so the removal of these nodes will not disconnect Hy';. Lemma 6 shows that any other
subset of H;", has at least a ¢ + 1—cutset. Hence there are only n {—cutsets.

a

Theorem 2 was shown by showing that all subsets of nodes of H,", have at least ¢ joint neighbors.
Hence, Hy", is t—node connected. It is easy to see that each node has degree ¢ and that the graph
has [nt/2] edges. Hence, by Equation 1 H}", is in Hy .

It is not hard to find examples of Harary graphs that have fewer than n t—cutsets. For example,
consider a bipartite graph with ¢ nodes on each side and with each node on one side connected to
each node on the other side. It is easy to see that this graph has two t—cutsets, no cutsets smaller
than ¢, a degree of , and #? edges. Hence, it is in Hy . Or, consider a Harary graph G € H,,; (for
any t and n > t) that has ¢ t—cutsets. Construct the graph G’ as follows:

1. For every node in G, create k nodes in G'.

2. For every edge (u,v) in G, add the k? edges connecting each of the nodes associated with u
with each of the nodes associated with v.
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The graph G’ has degree kt and [k?nt/2] edges. It can be disconnected only by deleting the k¢ nodes
associated with a t—cutset of G. Hence, G’ is in Hyy, s and has ¢ kt—cutsets. Thus, for example,
instead of using H{j 14 which has 100 16—cutsets, one can construct a graph by replicating each
node in Hj; 4 four times. This results in a graph that has 25 16—cutsets, which is four times less
fragile than H{f 6. For arbitrary n and ¢, however, it remains an open problem of what is the
minimum number of cutsets of size ¢ for graphs in H,, ;.

Canonical Harary graphs have a better fragility when ¢ is odd, which we now show. We first
show that when ¢ =3, Hy ; has n 3—cutsets for even n > 6 or odd n > 7. Then, we show that for
t > 5 and n >t + 2, there are n t—cutsets in Hy ;.

Theorem 3 For Hy , with even n > 6 and t = 3, there are n cutsets of size t.

Proof: Since every node in Hy, 5 has degree 3, each node has a 3—cutset. For two nodes 1, j to have
the same set of neighbors, there is (with no loss of generality) some node & such that i+1 =k = j—1
and another node m such that i —1 =m = j4+n/2. Thus, j =i+2and j+n/2=i—1=n+i—1.
Rewriting the first equation gives j — i = 2 and rewriting the second equation gives j —i =n/2—1.
Combining, we get 2 = n/2 —1 or n = 6. Thus, if n > 6 then all nodes have distinct sets of
neighbors. Hence, when n > 6 and even, there are at least n cutsets of size 3.

When n > 6 and even, a set of connected nodes A is either a set of sequential nodes or a set
of sequential nodes and a subset of their corresponding antipodal nodes. If A is a set of sequential
nodes {7,...,i®k} where 1 <k < [(n—1t)/2], then the number of joint neighbors is at least four:
{iel,i® (k+ 1)} and the k corresponding antipodal nodes. If A is a set of sequential nodes plus
a subset of their antipodal nodes, then again the number of joint neighbors is at least four. If only
one antipodal node is in A, then the two neighbors of this node are joint neighbors. If there are
at least two antipodal nodes, then at least two of them will contribute a neighbors to the joint
neighbor set.

O

Theorem 4 For Hy , with odd n > 7 and t = 3, there are n cutsets of size t.

Proof: In Hf ;, node (n —1)/2 has four neighbors; the rest have three neighbors. Each node except
(n—1)/2 has a cutset of size 3, and the subset {0,n — 1} has the cutset {1, (n —1)/2,n — 2} which
has a size 3.

An argument similar to the previous proof says all nodes except (n — 1)/2 have distinct neigh-
bors. The only nodes that can have same cutset as {0,n — 1} are 2 and n — 3. If 2 has the same
cutset, that is, {1,(n —1)/2,n —2} ={1,3,2 4+ (n —1)/2}, then we have (n —1)/2 =3 orn = 7.
A similar argument holds for n — 3. Hence, if n > 7 then Hj 5 has n distinct cutsets of size 3.

a

Theorem 5 For Hy , with even n > t+ 2 and odd t > 5, there are n cutsets of size t. For Hp,
with odd n >t 42 and odd t > 5, there are n cutsets of size t.

Proof: Hy, , for odd ¢ has embedded within it Hy , ;. From the definition of H, ;, each node (except
|n/2] when n is odd) has ¢ neighbors that are distinct. When n is odd, nodes {0,n — 1} have as
joint neighbors the ¢ nodes {1,2,...,(t—1)/2,n—2,n—3,...,n— (t — 1)/2 —1,(n—1)/2}. Hence,
when n is even and n > t 4 2 then there are at least n t—cutsets. If n is odd, {0,n — 1} is not
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separable by removing its ¢ joint neighbors unless n > ¢ + 2, in which case there again are at least
n t—cutsets.

We now show that there are no other t—cutsets. We only consider the cutsets for subgraphs A
of Hy, , that have no more than |(n —t)/2| nodes. Any larger subgraph A’ with a t—cutset shares
that cutset with a graph A whose size is within our range of consideration.

First consider a subgraph of Hy ; that consists of z + 1 sequential nodes for z > 1. Let A be
the nodes of this subgraph. By Lemma 1 A has £ — 1 joint neighbors not considering the antipodal
nodes of A. Let ¢ be the first node of A. Since |n/2] > |(n —t)/2] the antipodal nodes of the first
and last nodes of A are not in A; indeed, none of of the antipodal nodes of A are in A. And, the
antipodal nodes of all nodes (except for 0 and n — 1 when n is odd) are distinct. Hence, as long as
n is even or A is not {0,n — 1}, it has at least ¢ + 1 joint neighbors.

Now consider a subgraph of Hy , whose nodes A are not a single sequential set of nodes. Hence,
A consists of g > 1 sets of sequential nodes. As in the previous proofs, let H; represent the
corresponding g > 1 “holes”, which are the sets of sequential nodes in the nodes of Hy ; minus A.
As before, we assume without loss of generality that Hy has the largest size. There are three cases:

L. |Hy| >t—1. Let H = {i®1,i1®2,...,i®k} for some k >t —1. By the definition of Hy ,, the
nodes {i®1,i®2,...,i®(t—1)/2} are neighbors of 7 and {i®(k—(t—1)/2+1),i®(k—(t—1)/2+
2),...,i®k} are neighbors of i@ (k+1). Thus, we have counted ¢—1 joint neighbors of A, and
the remaining k—t+1 nodes of Hy are {i®((t—1)/2+1),i®((t—1)/2+2),...,i®(k—(t—1)/2)}.
Denote this set as M.

Since g > 1, there is at least one other hole. If there is more than one node in the remaining
holes, then by Lemma 2 we could add at least two more joint neighbors to A bringing the
total up to at least ¢ + 1. Hence, for contradiction, we assume that there is one more hole
Hy = {h}. This hole contributes one more joint neighbor, bringing the total up to t. And,
since -9, |H;| > [(n+1t)/2], |H1| > [(n +t)/2] — 1. In particular, |H1| > n/2, and so the
antipodal nodes of A are in Hy; in particular, they overlap the middle of Hy, where M is.

Every node of A that has an antipodal node in M contributes one more joint neighbor to A.
M must contain at least one node, since otherwise |Hi| < ¢ — 1. If A is to have only ¢ joint
neighbors, then M can contain only one node and whose antipodal node is not in A. Thus
|Hy| = t.

We thus have the following scenario: |A| =n —¢ — 1 (that is, it contains all of the nodes not
in Hy and Hs) and it may have a t—cutset. If it does, then removing these ¢ nodes results in
the two disconnected graphs A and a graph containing a single node. Hence, if there is such
a cutset, then it was counted above as one of the n t—cutsets of Hy ;.

2. |Hi| = t—1. Since 37, |H;| > [(n +t)/2] — |H1|, we have >-7 o |H;| > (n — ¢+ 1)/2.
This latter quantity is greater than 1 when n >t + 1, that is when Hy , is not a clique. By
Lemma 2, H; contribute ¢ — 1 joint neighbors of A, and from Lemma 2 and >, |H;| > 2
the remaining holes contribute at least two joint neighbors of A. Hence, A has more than ¢
joint neighbors.

3. |Hi| < t —1. From Lemma 2, each H; contributes |H;| neighbors of A. Since >-Y_, |H;| >
[(n+1t)/2] and [(n +t)/2] > t, A has more than ¢ joint neighbors.

Thus, the only t—cutsets are the n enumerated above.
a
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Figure 6: A less fragile Hg 3.

When n and ¢ are both odd, only n — 1 nodes have ¢ neighbors; one node has ¢ + 1 neighbors.
Hence, it may be surprising that Hy ; for odd n and ¢ has n t—cutsets. It is not hard to construct
graphs in H,,; for odd n and ¢ that have n — 1 t—cutsets. For example, Figure 6 gives a graph in
Hy 3 that has 8 3—cutsets. The improvement in fragility for such graphs, however, is small.

For a fixed ¢ > 2, the fragility F'(H; ;) decreases with increasing n. This is because the number
of cutsets of size t grows either linearly or quadratically with n, while (’;‘) is of O(n'). Similarly,
F(H}",) decreases with increasing n. The same observations hold for F'(Hy ;) and F(H ;) when n

is fixed and ¢ is increased.

5 Comparing Harary Graph-Based Flooding and Gossip

A simple comparison of flooding over a Harary graph and gossip indicates that each has its own
strengths:

o scalability

For a small wide-area network and local area network, the two protocols are equivalent. Both
protocols run simple algorithms that are based on slowly-changing information. Both require
a processor to know the identity of the other processors on its (small wide-area or local area)
network and a small amount of constant information (the rule used to identify neighbors
versus the constants B and F'). And, in both protocols the number of messages that each
processor sends is independent of 7.

e adaptability

The flooding protocol requires the processors to use the same Harary graph. Since each pro-
cessor independently determines its neighbors, it might appear that gossip is more adaptable
than flooding over a Harary graph. From a practical point of view, though, we expect that
they are similar in adaptability. Given the controlled environment of local-area networks and
small wide-area networks, it is not hard to bound from below with equivalent reliabilities
the time it takes for each protocol to terminate. Then, one can use reliable broadcast based
on the old set of processors to disseminate the new set of processors. In addition, adding
or removing a single processor causes only ¢ processors to change their neighbors in Harary
graph flooding. If ¢ is small, then a simple (and non-scalable) agreement protocol can be used
to change the set of processors.
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Figure 7: Graceful degradation of gossip and flooding on Ha 4

o graceful degradation

Gossip degrades more gracefully than Harary graph flooding. Figure 7 illustrates this for
n = 22. The Harary graphs used here are the Hj, , and Hyj; 4, and the gossip protocols use
B =3,F =2and B =2,F =2, both with Bj,;1ias = B. We compare the degradation of
reliability of these protocols because they have similar message overheads. Note that while
the Harary graph flooding yields a higher reliability for small f even when f > ¢, both gossip
protocols have a higher reliability for f > 10.

e message overhead

Since H,; has a minimum number of links while remaining ¢-connected, it is not surprising
that Harary graph flooding sends fewer messages than gossip. For example, given n = 32,
flooding on H3j 4 and gossip with B = 4 and F' = 3 provide similar reliabilities given proces-
sors that are crashed for five minutes a day. Gossip sends roughly BF/(t — 1) = 4 times as
many messages as Harary graph flooding.

To make a more detailed comparison of message overhead, we evaluated the performance of gos-
sip and Harary graph flooding using the ns simulator [26]. We simulated Ethernet-based networks.
One of the networks we considered was a LAN of a single Ethernet, where there are 32 processors.
The other was a small WAN of three Ethernets pairwise connected, where each Ethernet has 21
processors, one of them also acting like a router.

For the single LAN we imposed the H3j} 4 graph on the processors, and for the small WAN Hgj 4
was imposed where processors 0, 21 and 42 were the routers connecting the three LANs. Thus on
each LAN, the router has two neighbors on a different LAN and another processor has one neighbor
outside of the LAN. Flooding on these Harary graphs was compared with gossip with B = 4, F' = 3,
and Bipitiar = B.

We obtained the properties of an Ethernet based on those of a common Ethernet for LANs.
For the single LAN, we assume a bandwidth of 10 Mbps, and for the small WAN, we assumed that
the links between routers of the LANs have a bandwidth of 1 Mbps and a delay of 10 ms. The ns
simulator followed the Ethernet specifications and provided the low-level details. Each message was
contained in a 1K-byte packet. We did not consider failures in these simulations. All the results
shown are the average of 100 broadcasts.
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Figure 9: Number of packets per time slot of gossip with B = 4, F' = 3 and flooding on H3z 4

Figure 8 shows that gossip initially delivers faster. However, it takes longer for the last few
processors to receive the message. Therefore, it takes longer for gossip to complete a broadcast
than for Harary graph flooding. For both protocols, the completion time would be shorter if there
were no collisions. There were a fair amount of collisions because both protocols make intensive
use of the network.

In Figure 9, we plot the number of packets on the Ethernet histogrammed into 5-ms time slot.
All the packets delivered after the completion time shown in Figure 8 are redundant packets. As
can be seen, the packet flow of Harary graph flooding diminishes much more quickly than that of
gossip. This shows that, as discussed above, gossip has a much higher message overhead.

In the small WAN, Harary graph flooding imposes a much smaller load on the routers than
gossip does. We measured the number of packets that were sent across the LANs. With gossip,
an average of 169 packets were sent between each pair of LANs. With Harary graph flooding, only
6 packets went across because processors on each LAN have a total of three neighbors on another
LAN. This kind of overloading of routers with redundant messages happens when the network
topology is not taken into account [20, 18].
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6 Conclusions

Gossip protocols are often advertised as being attractive because their simplicity and their use of
randomization makes them scalable and adaptable. Furthermore, their reliability degrades grace-
fully with respect to the actual number of failures f. We believe that, while these advertised
attractions are valid, Harary graph flooding also provides most of these attractions with a substan-
tially lower message overhead. Furthermore, Harary graph flooding appears to be faster than gossip
for broadcast-bus networks. Hence, for local-area networks and small wide-area networks, the only
benefit of gossip is that its reliability more gracefully degrades than Harary graph flooding.

This remaining advantage of gossip, however, should be considered carefully. While it is true
that gossip more gracefully degrades than Harary graph flooding, the reliability of flooding over
H,", decreases only slightly for values of f slightly larger than ¢{. Hence, Harary graph flooding
provides some latitude in computing ¢. And, both suffer from reduced reliability as f increases
further. One improves graceful degradation of gossip by increasing F' (or, to a slightly less degree,
B). Doing so increases the message overhead and network congestion, and therefore the protocol
completion time.
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