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Abstract—
This paper investigates explicit multiflow rate control for

common forms of ensemble communication. We address rate

control in the context of the Anypoint, a communication

model that combines strong transport-layer guarantees wh

the flexibility of Anycast-style indirection. For example,

Anypoint supports cluster-based services where extensibl
routers at the network edge route inbound requests ac-
cording to pluggable service-specific redirection policig.

Anypoint also supports multipoint-to-point communication

in the reverse or outbound direction.

Our approach extends recent work on an Explicit Control
Protocol (XCP) and demonstrates compelling benefits for
multiflow rate control. For example, it allows us to unify
flow and congestion control for multipoint traffic. The
explicit rate control approach defines a set of XCP header
transformations to split and merge XCP traffic flows in an
Anypoint edge router. We describe a prototype XCP-enabled
transport protocol and Anypoint-XCP switch implementing
the split/merge transformations. Experimental results eal-
uate our approach in a prototype Anypoint cluster in the
ModelNet emulation environment, extended with support for
emulated XCP routers. The results show how Anypoint-XCP
flows compete fairly with conventional XCP flows and meet
a range of multiflow rate control objectives in a flexible and
efficient way.

[. Introduction

Several factors are driving an increased interest in mu
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Fig. 1. The Anypoint communication model encapsulates both
point-to-multipoint (Anycast) and multipoint-to-poinbmmuni-
cation. It can allow two clusters to communicate withoutlexip
knowledge of the nodes participating in the other cluster.
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text of Anypoint [8], a transport-layer abstraction for
communication withensemble sitesuch as cluster-based
network services. Anypoint is designed for transports that
transfer data as rate-controlled streams of frames, such as
SCTP. Extensible Anypoint switches at the ensemble edge
mediate communication; an Anypoint switch represents
the ensemble as a single virtual site to the outside network,
and implements a redirection policy to route incoming
frames to ensemble members. Figure 1 illustrates the
forms of multipoint communication that occur between
an ensemble and a connection “peer” or client. Section Il
?iscusses Anypoint in more detail.

tiflow rate control and ensemble communication. Welrucially, Anypoint's rate control issues are similar to
clients often draw and assemble content from multipléhe core challenges for general multipoint communication
sites to satisfy a single request [1]. And while networkand multifiow rate control. Figure 1 illustrates the range
layer Anycast [2] sees limited real-world deploymentOof multipoint communication in the Anypoint model.
many Internet content services employ the underlyinibound traffic arriving at an Anypoint ensemble is dis-
communication model. For example web server farms [3]ibuted across the ensemble members according to a
or scalable storage systems [4, 5] often use indirection &rvice-specific routing policy. Outbound traffic from mul-
allow dynamic binding to a specific server from a set ofiple ensemble members may converge on the same client.
servers that can provide a given piece of content. Simln addition, Anypoint sites may be combined for cluster-
larly, environments for large-scale data-intensive computo-cluster communication or they may cascade to form
ing have inspired new multiflow approaches for cluster-toarbitrary trees to support tiered service architecturas T
cluster communication [6] and more general multipointcreates several rate control challenges that are common to
to-point communication in which multiple flows convergeother multipoint environments:

at a single site [7].

This paper considers multifiow rate control in the con-

« The rate of an inbound connection to the ensemble
must be limited to avoid network path and endpoint



buffer overflows. The fraction of inbound traffic FreeBSD for a host-based Anypoint switch and an
destined to an ensemble member must not exceed the Anypoint-compatible transport protocol that supports
rate at which the member can receive and process it. application-layer framing and XCP-based congestion
« The outbound traffic on a given Anypoint connection control. We also added support for emulating XCP-
or session originates from multiple ensemble mem-  enabled routers in the ModelNet Internet emulation
bers (a multipoint-to-point flow). The aggregate flow environment [10]. This provides a direct execution
to the client must not exceed the rate at which they  environment for evaluating our XCP rate control
can receive and process it. Ensemble members must scheme or any general XCP implementation. We find
allocate rates to share this capacity effectively. the combination of these two point-to-point transport
« The traffic on a given Anypoint connection or session  facilities—XCP and framing—also particularly pow-
should compete fairly with other connections sharing  erful for Anypoint communication.
a bottleneck link. In particular, traffic on an Anypoint
connection should besession-fairwith respect to
competing connections: a connection’s fair sharél' Background
across a bottleneck resource is independent of the

number of constituent ensemble member flows. ~ The original impetus for the Anypoint model was to
generalize “L4-L7" server switches that support load

We develop and evaluate an approach to multiflow ratealancing and content-aware request routing for Web
control for Anypoint traffic. Our approach is based orserver clusters; the objective is to define a general redi-
explicit rate coordination in the Anypoint switches—therecting switch architecture that accommodates pluggable
network points where the flows of a given Anypointindirection policies for a wide range of service protocols,
connection split and merge. To deliver rate feedback to theot limited to HTTP over TCP. A fundamental goal of
end systems, we use a derivative of the Explicit ControAnypoint is to reconcile transparent Anycast-style com-
Protocol (XCP [9]), in which routers and switches alongnunication with strong transport guarantees, including
the network path for each flow mark the packet headersgliable, ordered, rate-controlled transmission.

with rate S|gr!als. we recognize _that though XC.P haﬁor example, consider an Anypoint cluster implementing
many compelllng benefits, it is unlikely th"’_‘t XCI,D will be a request/response service, such as a network file service.
deployed in the Internet core. However it is an |mportan&|ients of the service open connections to the service in

and valuable research perspective to understand the f‘ﬂe usual manner, and transmit streams of requests. As

impact of such a redesign of Internet congestion contro Anycast, the server to receive each request is selected
This work extends XCP’s benefits beyond those alreadg

) i , ynamically, and the selection policy may consider the
Qemonstrated for pomt-to-po.mt TIOWS’ and f|_nds.that xc,:Fz:ontent of the request [3] such as the specific file or
is a powerful basis fo_r multlpo!nt pommumcanon. Th'sblock requested [4]. Thus, different ensemble members
work makes the following contributions: may concurrently execute requests on behalf of any given

client. To a client, the server cluster appears as an onglinar

« Multipoint explicit rate control. The key to our dpoint f iabl dered T
approach is a new set of transformation rules applieﬁn pointior a refiable, ordered transport connection, i.e

to XCP headers within a network switch. Note thaft_ appears to be a service_ run_ning at a single_z host f'“ a
these transformations can be applied in general t\(grtual IP address. Anypoint hides the selection policy

any XCP-based transport, and not only to our proz_;md the structure of the ensemble from the client.

totype Anypoint-compatible transport protocol. ForThe key to Anypoint is a set of rules for maintaining state
example, the transformations do not require a frameand transforming packets to implement the redirection
based transport, nor any Anypoint switch functionpolicy in an extensible Anypoint switch. An Anypoint
ality beyond parsing and writing XCP headers [9]. switch does not terminate connections, but merely trans-
« Rate-based flow controlWe address flow control in forms packets to maintain end-to-end transport protocol
a unified way by treating it as a congestion controfuarantees at the end systems. The transport protocél itsel
problem; receive buffer space is a shared resourége a general-purpose protocol with no Anypoint-specific
subject to congestion. Thoft flow controlapproach functionality, although it does require advanced features
is flexible enough to meet flow control needs for mul-application-layer framing and partial ordering—which ex-
tipoint communication, and our experiments confirnist today in transports such as SCTP. To an end system,
that it avoids the pitfalls of obvious credit-based flowAnypoint connections are indistinguishable from point-
control policies [8]. to-point connections using the same transport: we refer to
« Prototype-based evaluation.We have prototyped this property adransport equivalenceThe switch func-
a complete rate-controlled Anypoint implementations include sequence number translations, acknowledg-
tion (Section V). It includes kernel extensions toment coalescing, and coordination of rate control signals



as described in this paper. Because the switch operatesatwork paths to each ensemble member. Observe that
the transport layer, we refer to it aste@nsport switch the peer’s sliding window paces outgoing data at the rate
It maintains per-flow soft state that is proportional to theof returning acknowledgments that open up free buffer

size of the cluster. space for new transmissions. Any outstanding data on

The Anypoint transport switch is a trusted componentpe SIO\_N_eSt or most conge_sted path stops the peer f_rom
of the service implementation, designed to operate %r%ansmntlng until the dgta is acknowledged. This limits
the edge of a server cluster (e.g., it is allowed to del e amoynt of outstan.dmg data_down all paths. Thgs -the
crypt incoming data). The switch is extensible, supportin ptimal inbound rate is a function of the switch's indi-

pluggable application-layer routing modules (ALRMS)_eCtion policy. Because the peer is unaware that its traffic

that implement the service-specific routing policy. TheS split across the en_semble, we must merge congestlon
ALRM determines thendirection schedule, or how the information from multiple network paths in proportion to

flow is split across ensemble endpoints. In our previoulgOW much they are used.

work [8] we demonstrated the Anypoint transport switchin the outbound direction ensemble endpoints must co-
ing approach as a building block for scalable IP storagerdinate to collectively achieve the appropriate capacity
appliances, and compared it to alternative approaches suatross the bottleneck link to the connection peer, but also
as TCP proxies with respect to performance, scalabilitghare that capacity among themselves. The key challenge

and reliability. here is that an ensemble endpoint doesn’t know how the
rest of the ensemble is using the bottleneck capacity.
I1l. Anypoint Rate Control B. Elow Control

This work addresses the challenge of splitting and merga a unicast scenario, flow control is a simple contract
ing transport flows while avoiding network congestion antdhetween a sender and a receiver to manage endpoint
endpoint buffer overflows. We do this at explicit points,resources (buffering) of a single flow. However, outbound
Anypoint switches, within the network, at the granularityflows must share the peer’s buffer among the ensemble,
of connections. An Anypoint connection consists of arand an inbound flow may consume receive buffering
inbound flowinto the ensemble and aoutbound flow at any ensemble endpoint. Assuming credit-based flow
to the connection peer. Figure 1 illustrates inbound angbntrol (e.g., TCP window advertisements), the switch
outbound flows. The inbound flow is split by the switchcould split the peer’s available credit evenly across the
into separate flows to each ensemble member. In thssemble to control the outbound flow. But then actively
other direction individual ensemble flows are merge&ansmitting endpoints may starve as quiescent endpoints
into a single outbound flow. Here we may speak of thgit with surplus credits. Similarly, the switch could thtet
flow between switch and peer, or the separate flows ban inbound connection to the slowest ensemble endpoint.
tween switch and ensemble endpoints. In the parlance Bbth “strict” policies avoid buffer overruns but limit the
multipoint-to-point rate control, an Anypoint connectjon ability of the switch to optimally manage receiver buffers.

consisting of one or more flows, is analogous to asessiowe overcome these limitations througioft flow con

In Anypoint transport equivalence defines the fair betrol, an optimistic rate-based flow control detailed in
havior of connections. Transport equivalence implies tha@ection IV-A that allows dynamic allocations. For com-
end nodes do not change their rate control policies tparison, consider the behavior of multiple uncoordinated
use Anypoint. Each flow abides by the same notion ofCP connections when the peer’s receive buffer space is
rate control fairness; each is limited by the available€onstrained. These connections can match the throughput
bandwidth between the endpoint and the switch. Thaf SFC only by optimistically over committing the re-
bandwidth is determined by the rate control policy ateiver's memory to each of the connections; this is the
the endpoint, e.g., a split or merged TCP flow shouldefault policy in most TCP implementations, but then
remain TCP-compatible, sharing network paths fairly witthe receiver must drop packets if all senders transmit
other TCP connections. Thus all Anypoint flows aresimultaneously. In effect, SFC reallocates receive buffer
“session-fair”, sharing bottlenecks fairly independeft omemory among the senders according to their demand,
the ensemble size. This is in contrast to “connectiorsimilarly to congestion management on a shared link.

fair” behavior, where session rates are proportional to the o ]
number of flows within them. C. A Transport Switching Rate Control Architec-

ture

A. Inbound and Outbound Flows . .
For the switch to coordinate rates, we make two re-

The inbound rate control challenge is to maximize theuirements: the transport carries explicit rate infororati
total inbound rate while avoiding overflowing the differentin its headers, and the transport employs receiver-based



congestion control. We assume that transport head Outbound Flow e Inbound Flow
carry rate, the current transmit rate, anfdibk, the future S| s cwnd ks, |
sending rate. The receiver uses the returnjfafyk to  cwnd,
adjust its transmission rate. Protocols that fit this moc o 22(;””2) ,s'ul;d;w e ING
include TFRC and XCP [11, 9]. The switch coordinate Tramsport switch Transport switch

outbound_and inbound flows by transformlng.pf’:\ck.et hee Fig. 2. A transport switch modifies XCP headers for outbound
ers, merging outbound flow headers and splitting inbou and inbound data flows. This diagram shows two transport
flow headers. switches moderating communication between two clusters. A

] ] ) outbound flow for the first transport switch becomes the imiglou
In this and the next sections we use the following termr flow for the second. In this direction the switch updatestateée

nology. For any given connection, the achieved throughy XCP header fieldscwnd, rtt, and fdbk.
to/from the peer is),, and the achieved throughpu

to/from each ensemble endpoint ’. There are N

ensemble endpoints. For inbound flows we defiethe V. Transport Switching with XCP
receive ratio for ensemble membes the ratio of traffic
directed to that endpoinl;\(—;.

cwnd * B, —

The eXplicit Control Protocol (XCP) [9] addresses many
There are four switch transforms. Each transform ensure$ the issues with traditional point-to-point transports
that fdbk and rate are consistent with the actual ratein the Anypoint context. XCP is designed for high
of the flow along that path and that the resulting flonbandwidth-delay networks, virtually eliminates conges-
is transport equivalent. The first two modifiate and tion loss, is independent of RTT, runs the network at a
fdbk from source to sink (data flow), and the secondigh level of efficiency, and removes the onus of inferring
two modify fdbk from sink to source (acknowledgmentcongestion from secondhand end-host observations. By
flow). For each flow there is a merge (outbound) aneliminating congestion loss, XCP obviates the need for
split (inbound) operation. The switch merges data headensechanisms like fast retransmit and loss differentiation i
as they arrive from the ensemble. The merged data floesontexts where link-layer loss is rare. Critically, exjilic
represents the collective desires of tieensemble mem- rate control allows a network switch to dynamically
bers asrate = Zf.vzl rate; and fdbk = Zfil fdbk;. In  coordinate flow rates, and is compatible with our rate
contrast we split a data flow header by multiplyingte ~ control architecture.

and fdbk by f;, and this maintains; = A, * ;. XCP details are found in [9], and here we give an
The acknowledgment flow returrnfgibk to the source(s). overview as it pertains to Anypoint. XCP endpoints are
The merge transform cannot simply supfubk from window based; the size of the congestion window deter-
each ensemble member because it allows unused pathiges the transmission rate. XCP requires support from
to increase the input rate, potentially overflowing usedore routers along the network path between source and
paths. Thefdbk; returning from each pathk indicates a destination. Each router adjusts individual flow rates to
rate increase or decrease. We know that= g— and match the total arrival rate to the outgoing link's capac-
thus the change in the peer’s rate is proportional to thigy. XCP routers have separate controllers for efficiency
change ini's rate A, = %;). Thus for any particular and fairness. The efficiency controller determines the

i, a fdbk of % achieves the rate change down path available capacity on the outgoing link, and the fairness

Finally, we find the rate change along the most constrainé@ntroller allocates that capacity across the current flows
inbound path by taking the minimum across all paths XCP packet headers contain sufficient information to run

(Equation 1). both controllers without maintaining per-flow state in the
routers. The routers update rate information in the packet
headers as they travel from source to sink.

Fdbk = Min(fdbki) (1) XCP headers contain three fields:_ the round-trip time
Vi i (rtt), the sender’s current congestion windowufd),
and a fdbk field initialized to the sender’s desired rate

The last acknowledgment flow transform splits the returnincrease (in bytes). To control the sender’s congestion
ing feedback among the ensemble sources. The transfomindow, XCP routers along the network path update
operates in an analogous fashion to AIMD controllers irfdbk according to the read-only fieldawnd and rtt.
standard TCP. It spreads a rate increase evenly amoRegturning acknowledgments carfyibk to the sender; the
all ensemble sources, and it reduces ensemble ratessender sets itswnd to Max(cwnd + fdbk, s), wheres
proportion to their contribution to the total outboundis the packet size. Note that the bottleneck XCP router
rate. Thus, for ensemble membgrpositive feedback is determines the feedback returned to the source: XCP
fdbk/N, and negative feedback j&ibk + L&t routers only decreasgdbk.

rate *



The goal of the switch transforms in Section Il is tc Outbound Flow Inbound Flow

make sure that the rate control information in the head: N i;d(ﬁfik;*%,, o v
is consistent before and after the switch. This is distin PR T e Wing, (b, 1) |
fro_m XCP _controllers who share a link among multipl‘ - lj{dﬁg/&:_?/m)* ~
point-to-point transport flows. A transport switch split (cwnd, lewnd) ‘

Transport switch Transport switch

an inbound XCP flow intaV transport-equivalent XCP

flows, where N is the ensemble size. In the revers gg 3 unlike XCP routers, transport switches merge and split
direction, it merges ensemble flows into a unified XC fdbk as it returns to the source.

outbound flow.

XCP switch transforms have two differences with respe it is future work to formally show stability, note that the

to those outlined in the previous section. First we mu transforms maintain consistency between the rate control

additionally transformr¢t, and, second, rate information i< jnformation in the packet headers and the actual rate of
carried as a window. All three XCP header fields are modte flow.

ified for transport-equivalent XCP data flows, while the
returning acknowledgment flow transform only modifiesA. Rate-based Flow Control

fdbk. Figure 2 shows two Anypoint transport switches

moderating communication between two clusters Frorﬁecall that strict credit-based flow control policies limit
left to right, a flow is outbound at the first switch, andperformance (Section 1lI-B) because endpoint buffers are

then inbound at the second switch. Transport equivalenégatred across flows in an Anypoint connection. Our ap-
roach here is rate-based flow control softflow control

allows us to consider the outbound and inbound flow ) X .
independently; each transport switch can be replaced FC), where endpqmts advertl_se rec_enam_s we tregt
a single endpoint. We assumé ensemble members, and! ansport-layer receive queues in an identical fashion to
that all routers are XCP-enabled. XCP router queues, and |ns_taII an XCP controller at the
end host. We slightly modify the efficiency controller
Figure 2 shows the outbound and inbound data flowy probe for the appropriate receive rate to avoid buffer
transforms. Merged flows represent the ensemble’s cabverflows. By leveraging XCP, thefdbk in XCP packets
lective rate and rate increase, while a split flow is gepresent either a bottleneck in the network or at the
fraction of the original. The transport-equivalentouthdu receiving end host. Note that XCP-enabled routers aren't
header haswnd = Y_;' | cwnd;, fdbk = ;' fdbki, required for SFC. This approach adds negligible overhead
and rtt = <nd where bw = Zﬁiﬂ%{;ii) is the at the endpoints as XCP controllers were designed for the
total outbound flow bandwidth. Each inbound header istringent CPU requirements of high-speed routers [9].
adjusted by the receive ratig8, (Section IlI-A), for each
ensemble membek. The transform splits the incoming

The SFC controller attempts to find the current drain rate

header in proportion to these ratiasendy, = cwnd + 3y of the transport receive queue. Like XCP, we run the

and fdblk — fdbk * 3. The round-trip time is-tt; — efficigncy controIIer. every epoch, the average round- '
cwndy _ cwndiB _ 4y trip t|m_e, Fo determine how mgch to change the_ sender’s
bwy, bwxPy, transmission rate (converted into a window adjustment)
Figure 3 shows the acknowledgment flow returnjfiths  during the next epoch. The original XCP efficiency con-
to the source(s). There are two differences with respegbller calculates the change in the sender’s rate using the
to the transforms in Section IlI-C. Firsfidbk; is pro- queue’s drain rate€;q,4et, Which is fixed to the link's
portional tortt;: fdbk; = Abw; * rtt; = 125 « 2 capacity. In SFC the drain rate is a function of time,
Second we must not returnfalbk that is greater than any and we need to determine the function,g.: (t) that
upstream XCP bottleneck. The final feedback along anyoes not overflow the receive buffers. It depends on the
path is the minimum off dbks,., the last feedback from application, OS process scheduling, and transport prbtoco

the source, and the new feedback from the transforms. (out-of-order data does not drain in TCP).

There are three important observations. First, the tran¥he challenge is a controller that respects both window
forms maintain transport equivalence whan= 1; XCP  imits and application limits. Each epoch we measure the
headers pass through the switch unmodified. Seconglirrent buffer occupanog, the application’s receive rate
inbound data and ack flow transforms depend upon timelyapp, and the current input ratg;,, to calculate a new
and accurate updates of the receive ratios. A stale rati,,,...,. We use an AIMD controller with five cases.

will either constrain the inbound flow or allow rOUterThe first case is an idle state that resets our estimation

gueue overflows. Section VI-B empirically shows that th o
inbound and outbound flows are stable even with varyin(?g0 one TCP segment whek,,, = 0 and@ > 0. The

ensemble link capacities and latencies (Figure 8). While 1jere, because there is only one flow, the faimess contrdtes not
have toshufflebandwidth across flows to converge to fairness [9].



second case halves the rate if packets were droppedTdate end systems advertise windows for flow control,
the receiver. The third case decreases the rate%yif and congestion control is based on New Reno with de-
our queue exceeds a high-water matkgrthresh. The layed acknowledgments, fast retransmit, and fast recovery
fourth case avoids probing if the current input rate is lesshe Anypoint transport switch used a strict flow control
than 50% of the target. And the fifth case grows the targgtolicy: for each connection, divide the flow windows
by two segments when the queue is below a low-watdor outbound traffic evenly among the ensemble for the
mark, incrthresh, and the application is draining fasterconnection, and advertise the smallest window in the
than data is arrivingXepp > Ain). We setincrthresh, ensemble to the connection peer.
decrthresh, andy t01/3, 1/2, and Ol respectively. We The new support for multipoint rate control consists of
_measur_eQ as an average of the running queue length a”t%ree components:
its maximum during the interval.
« XCP transport implementation consists of a small

V. Prototypes amount of code added to ACP to read/write XCP

headers and adjust the transmit rate. The transport

To evaluate our approach, we extended a prototype of ncludes optional support for XCP-based soft flow

an Anypoint system with support for explicit multiflow control (SFC), as described in Section IV-A.
rate control, and explored its behavior across a range*® XCP router emulation consists of extensions to
of scenarios. To allow controlled, reproducible experi-  the ModelNet [10] Internet emulation environment to

ments using wide-area network topologies, we ran our support XCP funct_lons in the emulated routers. We
experiments over the ModelNet [10] emulation system. ~added about 200 lines of code in a ModelNet plug-
ModelNet is a large scale network emulator that supports N module for a router queue discipline, based on
direct execution of distributed system prototypes over ~Katabi's XCP simulation code fans Together with
emulated wide-area network topologies: the ModelNet (e end-system support for the ACP-XCP transport, it
software intercepts packets and subjects them to hop- constitutes a complete XCP prototype for emulation

by-hop delays and losses of a specified target topology, €XPeriments. _ _
including router queuing delays. o XCP-based rate control for Anypoint consists

of about 170 new lines of code in the Anypoint

transport switch to support XCP congestion control.
For Anypoint connections, the transport switch uses
the XCP header transforms defined in Section IV
for splitting inbound traffic and merging outbound

traffic. It uses a simple histogram to compute the
receive ratiosf.

The prototype consists of a host-based Anypoint switch
and an IP-based transport protocol, both implemented as
a set of kernel extensions to FreeBSD. The Anypoint
prototype (minus the rate control features) is described in
detail in a previous paper [8]. We briefly summarize the
key aspects of our design, then focus on the new support
for multiflow rate control based on XCP and split/merge
transformation rules for XCP headers, as described in
Section IV. VI. Experimental Results

As discussed in Section I, Anypoint assumes a reliable

transport protocol with application-layer framing and-parWe condu;:gfgpsivera(; experlmentlsf to:xplor_e the effec-
tial ordering (e.g., SCTP). In our previous work we imple-t'\,’en_esS 0 -based rate control for _nypomt.commu-
cation. Our methodology for all experiments is direct

mented a simple framed transport with a few hundred lined

of code by reusing the FreeBSD TCP implementatior?xewtion of Anypoint/ACP ensemble clusters under syn-

whose behavior is stable and reasonably well understooft{f‘.e'[IC load from one or more clients. In these experiments

We refer to this as the Anypoint Compatible Protoco e testhed c0_n5|_sts of Dell PowerEdge 1_650_(S|ngle
(ACP), although its functions are not Anypoint-specific.1'4GHZ PIIl) with integrated I_ntel Pro/1000 gigabit Eth-
ACP uses a kernel socket-layer shim with framing suppoﬁrnet NICs connected by a Cisco Catalyst 4000.

based on a subset of the TCP upper-layer framing (TUR)/e ran these experiments over wide-area network topolo-
proposal, based on a now-expired IETF draft. Like TCRyies using the ModelNet emulation environment [10]. The
ACP preserves the send order for frames delivered toexperiments use variants of the network topology shown
given end node node. However, ACP does not define thie Figure 4, varying characteristics such as the latency,
delivery order among frames routed to different ensemblgandwidth, and/or cross-traffic on the transit link. There
nodes. is a single peer connecting to a service with an ensemble

Our previous Anypoint/ACP implementation uses convean four_servers,(\f = 4). Link Igtenmes are 1ms “”'?SS
tional rate control mechanisms derived from the TcpPthérwise noted, and the service uses 1KB frame sizes.

Reno (4.4 BSD) implementation on which it is basedUnless stated otherwise, all socket buffers are set to



200KB, and each transmitting source sends a continuolimited by the receive buffer size in the 100 ms case with
flow of 1KB frames to the receiver. Each data point is théow per-frame service demand.
average throughput over a 20 second interval.

©

200Mby/s|

@ 200bls [ | 200Mb = 200mbr

The middle graph of Figure 5 shows the effect of net-
Ensemble sorver work latency on delivered throughput in buffer-limited
scenarios, i.e., when the receive buffer size is inadequate
to transmit data as fast as the network can carry it or
the receiver can consume it. Receive buffer size increases
on the x-axis, allowing higher throughput; the limited
buffer sizes affect throughput more severely with higher
RTTs. The interesting behavior occurs with a shorter (10
ms) RTT, in which the SFC controller sometimes under
utilizes the available capacity, yielding lower average
throughput than credit-based flow control. These cases

. . .. should be rare if end systems have adequate memory.
Fig. 4. A representative network topology used as the basis for

Transport
Switch

200Mb/s

50Mb/s

experiments with Anypoint rate control. The right graph of Figure 5 evaluates agility of flow
control when the per-frame processing demand oscillates
A. Soft Elow Control between 100 and 750 microseconds in a square wave

pattern. SFC closely follows the available receive raté, bu
We begin by evaluating the effectiveness of soft ﬂov\p_uffer overflows and data loss occur whc_en the consump-
control (SFC). SFC treats receive buffer allocation alion rate drops; the SFC controller requires a round-rip
a congestion management problem, as an alternative 48'€ t© respond.
conventional window-based or credit-based flow controWhile SFC is effective in these scenarios, the current
However, note that SFC is optimistic and may drogmplementation can benefit from continued tuning and
packets. We show that when flow control is needed SF@evelopment. Our current SFC controller responds con-
converges quickly to the maximum sending rate. servatively to packet loss with a multiplicative decrease

1) Point-to-Point Behavior of SFCThe first experiments in the sending r_ate, asin TCP Reno and th.e reference code
(Figure 5) illustrate the delivered throughput of SFC infor XCR. For this reason, it is tuned to .av0|d overshoot by
simple point-point scenarios with a direct link betweer/ncreasing thg sending rate conservatively as buffer space
two hosts. This experiment is designed to stress tH¥comes available.
transport endpoint mechanisms in isolation, without th% £ ble Behavi ¢ SECTo show h t f
complexity of multipoint communication, network con- ) Ensem € behavior o 0 show how soft ow
gestion, or switch interactions. We vary the link speeo‘,:ontr()l can improve fairness and efficiency for multipoint
round-trip time, and receiver buffer space communication, we conducted several experiments using
' ' a four-server ensemble with a network topology based on
Figure 4 where the transit link bandwidth is 50Mb/s. The
50 pe A e graphs in Figure 6 report peak aggregate throughput for an
— 2 s r’ “7\ ss[  Anypoint connection to the ensemble in various scenarios;
30— ~ B F 3 o | - ol inbound flows are split evenly across the ensemble. The
201 Ve g’z"'ﬁ“f—Q—F 4- graphs compare throughput for SFC and strict credit-

Total Throughput (Mb/s)

10 ] \ l f’ f based flow control (see Section 111-B).
. / o] W PR B ) _
0 20 40 6 8 100 120 140 0 0 20 a0 40 The left graph in Figure 6 shows the effect on peak
Receive Socket Size (KB) Time (seconds)

inbound throughput of reducing the socket buffer size of
Fig. 6. Using the topology in 4 these graphs compare strict angn® (?f the_ ensemble ser\{ers below the standard ZOOK_B to
soft flow control as data is sent to (left graph) and from (]righthe size given on the x-axis. The strict transform advestise
graph) four servers. the minimum window to the peer, gating the flow to the
smallest window. In contrast, the SFC approach delivers
The left graph of Figure 5 shows the throughput effect odggregate throughpuk,,, that foIIowsgz—:jz, wheresS,,in
increasing the per-frame CPU service demand of the rés defined by the receive window limited server ang;,,
ceiving application. As the processing demand increasds,0.25 (Section IlI-A). Note that limiting the applicatisn
throughput becomes limited by the rate at which dateeceive rate, by increasing the application’s per-frame
drains from the receiver’s buffer. XCP-based soft flonCPU demand, is analogous to a slow ensemble link. In
control is as effective as credit-based flow control for botlthis case our experiments (removed for brevity) show that
10 ms and 100 ms RTTs. Note that both approaches aseft flow control policies provide no advantage over strict
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Fig. 5. Behavior of Soft Flow Control (labeled ACP) versus credised flow control (labeled TCP) in simple direct-connect
scenarios. Its delivered throughput is similar across geanf bandwidth-delay products, consumer speeds, andveebeifer
(socket) sizes. However, SFC is less agile.

flow control. As a baseline, Figure 7 shows the behavior of standard

The right graph in Figure 6 illustrates that SFC allocate CP rate control mechanisms (ACP-Reno) for outbound
ws. The uncoordinated outbound ensemble flows com-

the peer’s buffer space fairly across the ensemble serv | basis with other fl for bandwidth
for traffic in the outbound direction. In this experiment,pete on an equal basis with ot er fiows for banawl t
n the transit link. The cross-traffic flows share band-

the peer’s receive window (67KB) limits the aggregate®
P ve window ( ) limi gareg idth fairly amongst themselves, modulo the effects of

outbound traffic to 40Mb/s. Initially each server transmit K

at 10 MbJs, but one of the active servers stops transmi "CP slow start and fast retransmit/recovery. However, the
ting after each five-second interval. SFC quickly allow _ult(b[())un((jj t_r;E'C rflrom the en_semble corrlwsumes abltran_sn-
the remaining senders to increase their rates to fill thi'k bandwidth share proportionate to the ensemble size.

idle capacity. Beginning at time 25, one of the inactiveTh_us Tcp "’?”d ACP-Reno are nqt s.essmn—f{;ur n Apy-
oint scenarios for outbound (multipoint-to-point) treffi

servers resumes transmitting after each five-second i his behavior | I understood f dinated TCP
terval. Again, SFC allocates the outbound flow windo IS behavior 1S well understood for uncoordinate

fairly among the active servers. In contrast, strict rovJIOWS’ _and the behgwo_r IS 5|_n;lllar in this expﬁrlment Wf'th
control (not shown) constrains each server to 25% of thg"yPoint communication without new mechanisms for

peer’s receive capacity, even when unused capacity exisfg,umﬂow rate control.

strict flow control fully utilizes the receiver’s capacity In contrast, Figure 7 shows the behavior for the same

only when all servers are transmitting simultaneously. experiment using the XCP-enabled transport (ACP-XCP)
] for all traffic. In this case, transmission rates converge

B. Anypoint-XCP Rate Control rapidly, and bandwidth on the bottleneck transit link is

We now evaluate the faimess of Anypoint-XCP conges?hared fairly among all flows. In particular, the multipeint

. . . . = to-point traffic of the Anypoint connection shares band-
tion control with respect to bandwidth sharing on Wld(.ewidth fairly with the cross-traffic flows: Anypoint with

area transit links. These experiments focus on fair sharin P-XCP is session-fair. The top line gives the agaregate
of transit bandwidth among Anypoint and non-AnypoinQQC . P g ggreg

: . ) . throughput across the bottleneck transit link, showing
cz_)nnectlons, using vangnts of the network topology Mhat Anypoint-XCP uses the available link bandwidth
Eg\lxjvrc?rkél'in-lc—;:]uedﬁi e;(r?]irlg?sgticuseroit;lslslyarﬁcifnz?r:igﬁiciently. The results for similar experiments in the

’ g er . ~YPOING L ound direction are almost identical, and we omit them.
XCP transform functionality in the transport switch.

We first compare the behavior of Anypoint-XCP witt 2

—— ACP(tcp) 24

coordinated TCP-like connections (ACP-Reno) for 1 51 b e — P o SRRy
outbound from the ensemble, in which each ens sl ] £ — =
server transmits at its maximum rate to the conn § 8 W {?—;12 L

peer. These experiments constrain the transit link = 4 ¥olg j Nt

width to 20 Mb/s so that it becomes the bottlenecl o+ KM{L 0 I i

4 8 12 16 20 24 28 32 36 0 6 12 18 24 30 36

also introduce cross-traffic flows on the transit link ( ° Time (seconds)
node E to node F in Figure 4), adding an additional cross-

traffic flow after each 10-second interval. The graph§ig. 7. These two graphs compare the behavior of an outbound

-Anypoint connection using either standard TCP congestion
show the aggregate outbound throughput of the Anypo"&ntrol mechanisms (ACP-Reno) (left) or coordinated XCfe ra

connection along with each of the cross-traffic flows. Allcontrol (right). The bottleneck transit link is shared wither
link latencies are 5 ms. cross-traffic (“Xtraffic”) flows.

Time (seconds)



Last we study the impact of asymmetric RTTs on theve show that a cascade of three switches produces nearly
stability of the Anypoint-XCP transforms. The experi-identical flow behavior as a single reduced topology with
ments in Figure 8 use 3 ensemble nodes connected hysingle switch. Recall from Section IlI-A that inbound
10Mb/s links, while the RTT to one server increases frorflows are send-window limited by the maximum RTT to
15 to 68ms. Small, transient fluctuations occur when wany ensemble member. We construct the reduced topology
dynamically change the link’s latency via the sysctl interin Figure 10 by simply summing the link latencies along
face on the ModelNet emulator node. The inbound ratthe longest path in the cascade. Each switch splits the
remains unchanged until the flow becomes send-windoiwbound flow evenly among its ensemble, and we measure
limited at an RTT of 54ms. At that point the flow achieveshroughput as the delay on link is increased from 2ms

it's window-limited rate, where it was previously limited to 16ms. The middle graph shows that the cascade flow
by the sum of the outbound links. The outbound rateeceives nearly identically inbound throughput as the flow
never changes because each ensemble member’s windaevoss the reduced topology. The middle graph shows that

is sufficient for its portion of the total flow. each flow in the cascade achieves a third of its peer’s flow.
30 80 E. Related Work
28 [esRessnsps s 170 o . .
2 b Y A Multipoint-to-point rate control has been explored in the
S 24 'S 150 = context of ATM available bit rate (ATM-ABR) networks
‘é 22 7——-/7_‘/ | * 40 g and, more recently, in IP networks [1]. Like XCP, ATM-
520 — 1 30 E ABR networks allow switches to return explicit rate
£18 20 information to senders. The work in this area uses various
L p—; +{F’s§?;\>8§ar\gﬁvsr\g;3:;g 1o algorithms to merge rate information for multipoint-to-
E —RTT to swiA 0 point flows [12, 13]. We use a related approach, merging

and splitting rate information within switches, but do so
in the context of IP-based transport protocols.

0 10 20 30 40
Time (Seconds)
Inbound flows exhibit many of the same challenges as

Fig. 8. Anypoint-XCP transforms are stable under asymmetrigate-controlled multicast [14, 15]: avoiding per-receive

RTTs to ensemble endpoints (10Mb/s links) for inbound an

outbound flows. state in the sender, maximizing bandwidth to each re-
ceiver, and achieving a fair share of bandwidth across
C. Anypoint Connection Fairness bottleneck links. However inbound flows differ in that

they send disjoint data to each ensemble member.

In the following experiments we verify that Anypoint . o .
g expenn fy yp L ast, note that endpoints within an Anypoint ensemble are
flows are session fair with respect to one another. Here . R
) : ot co-located at a single host. This is in contrast to sys-
there are two simultaneous connections to the ensembje.

The leftmost graph in Figure 9 illustrates the experimen ems that share congestion information across transport-

Connection 1 to server A and connection 2 to serve?‘yer flows at a single host [16, 17]. Our notion of

A and B. We increase the transit link bandwidth to the€SSion fairness is similar to systems that calculate a

peer every 5 seconds by 2Mb/s. Figure 9 shows thatcp fair-share between edge-routers for cluster-to-efust

the inbound flows are fair across the transit link untiICommunlcatlon [18], however our solution automatically

it reaches 14Mb/s. At that point the first connection ispartltlons the share across the ensemble in a max-min fair

limited to half of server As path, 5Mb/s. Eventually theallocanon,
second connection is limited by its indirection schedule,

Smin = P, to 10Mb/s. VII. Conclusion

The rightmost graph in Figure 9 shows the total thr.oughThis paper presents a unified scheme for multiflow rate
put of both connections as they are outbound (mU|t'po'nEontroI that combines flow and congestion control for

to-point) from the ensemble. Again, when the transit Iinlib\ : . ;
. . A ) . Anypoint communication. We present results which sho
capacity reaches 14Mb/s, the first flow is limited by its fair, ypo! unicat! P uits Wi W

s that XCP offers an elegant solution to multiflow rate
share, 5.Mb/S’ alpng Server As link. However, the SECONGhtrol. Lightweight XCP transforms in edge switches
connection corltlnues 0 increase throughput as its ﬂo\Q’an provide session fairness for Anypoint connections.
from server B is unconstrained. Connections share bottlenecks between switch and peer
D. Cascaded Anypoint fairly among all XCP streams, and allow each ensemble

member fair access to the total outbound bandwidth.
Multiple, cascading switches, can be used to compogedditionally, this work demonstrates how two point-to-

tiered services within a single data center or grid site eHerpoint transport features, framing and explicit rate cantro
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Fig. 9. Here two simultaneous connections access the ensemblee asbsit link (“Peer Link”) to the peer increases in capaci
every 5 seconds. Both inbound connections (center figuré)oaitbound connections (on right) are fair across the shiémkdo
peer until it reaches 14Mb/s. At that point Connection 1isitéd by its fair share to server A.
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Fig. 10. A cascaded topology of Anypoint switches should behaveticaly to a server on a link with identical delay or bandviidt
Here an inbound flow behaves identically with either one oedahswitches as the maximum RTT increases (“RTT max”), ard th
constituent flows (rightmost graph) (al,a2,b1,b2,cl,ckjeve their respective allocations.
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