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What can the NetFPGA do?
A line-rate, flexible, open networking platform used for 
network research and in classroom experimentation.
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Who, Where, Why
Who uses the NetFPGA?

– Teachers & students
– Researchers

Where are NetFPGAs?Where are NetFPGAs?
– 1,000 cards worldwide
– 500 registered users
– 120 Institutions
– 17 Countries

Why use the NetFPGA
Offl d i f CPU t FPGA NIC
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– Offload processing from CPU to FPGA on NIC
– Teach students how to build a real Internet Router
– Add features to an Internet Router
– Precisely Measure Internet systems
– Prototype entirely new networking systems

The Internet is Staggering Success
• Society is Well Connected

– Email (Everyone is reachable)
– Web 1.0 (Websites, search engines)( , g )
– Web 2.0 (Interactive, User-generated content)

• Google Apps, Facebook, …

• Systems Interoperate
– Everything over IP (Video, Voice, CATV, .. ) 
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– IP over Everything  (Ethernet, Wi-Fi, EVDO, ..)

• Electronic Commerce Flourishes
– Shopping carts, iTunes



But Today’s Internet Now Fails Us (1/2)

• Denial of Service Attacks
– Websites are shut down by coordinated attacks

• Worms and 
Viruses infect 
our PCs
– Our computers

are attacked
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are attacked 
on a daily basis

– Networks can 
help confine 
damage

But Today’s Internet Now Fails Us (2/2)

• Phishing 
– We don’t know 

who to trustwho to trust

• Identity Theft
– Others don’t 

know if we are 
ourselves
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• e-Companies 
are concerned



The Internet needs an overhaul

• Networks needs to be secure
– Verify credentials of users, hosts, servers, ..

• Routers transport more types of traffic
– Support best effort (still), but also allocate 

bandwidth for: Voice, Video, and real-time apps

• Users want value added services in the net
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• Users want value-added services in the net
– Network Security
– Quality of Service
– Reliable Communications 

The NetFPGA

CPU Memory
Networking
Software
running on a

FPGA
1GE

1GE

PCI PC with NetFPGA

running on a 
standard PC 

A hardware 
accelerator
built with Field 
P bl
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Memory

1GE

1GE
NetFPGA Board

Programmable 
Gate Array
driving Gigabit 
network links 



An IP Router on NetFPGA
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SwitchingForwarding
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dw
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Generic Datapath Architecture

Header Processing
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Header

Header Processing
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IP Address Next Hop
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Packet

UCSD – February 2009 10 S T A N F O R D   U N I V E R S I T Y

Forwarding
Table

Buffer
Memory



Running the Router Kit

User-space development, 4x1GE line-rate forwarding

M
OSPF BGP

1GE

PCI

CPU Memory

My Protocol
user

kernel
Routing

Table

1GEFwding
Table

Packet
Buffer

“Mirror”
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FPGA

Memory

1GE

1GE

1GE

IPv4
Router

1GE

1GE

1GE

Building Modular Router Modules

M

PW-OSPF
Verilog

1GE

PCI

CPU Memory

NetFPGA Driver

Java GUI
Front Panel
(Extensible)

In QL2L3 1GE

EDA Tools
(Xilinx, 

Mentor, etc.)

1. Design
2. Simulate
3. Synthesize
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FPGA

Memory

1GE

1GE

1GE
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IP
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1GE
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Router Pipeline Stages

MAC
RxQ

CPU
RxQ

MAC
RxQ

CPU
RxQ

MAC
RxQ

CPU
RxQ

MAC
RxQ

CPU
RxQ

Input Arbiter

Output Port Lookup
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MAC
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CPU
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MAC
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CPU
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rdy



Creating new systems

M
Verilog

1GE

PCI

CPU Memory

NetFPGA Driver

1GE

EDA Tools
(Xilinx, 

Mentor, etc.)
1. Design
2. Simulate
3. Synthesize
4. Download
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FPGA

Memory

1GE

1GE

1GE

1GE

1GE

1GE

My Design

(1GE MAC is soft/replaceable)

Building the NetFPGABuilding the NetFPGA
route from the Verilog 

Source Code

Using the Xilinx ISE tools to 
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g
synthesize the logic for the FPGA



Building the NetFPGA Router
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Explore the Router
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Look inside the Router

Click 
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Networked FPGAs in Research
1. Managed flow-table switch

• http://OpenFlowSwitch.org/
2. Buffer Sizing

• Reduce buffer size & measure buffer occupancy.Reduce buffer size & measure buffer occupancy.
3. RCP: Congestion control

• New module for parsing and overwriting new packet
• New software to calculate explicit rates

4. Deep Packet Inspection (FPX)
• TCP/IP Flow Reconstruction
• Regular Expression Matching
• Bloom Filters
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• Bloom Filters
5. Packet Monitoring (ICSI)

• Network Shunt
6. Precise Time Protocol (PTP)

• Synchronization among Routers



Photos from NetFPGA Tutorials

SIGCOMM - Seattle Washington USA

Beijing, China

SIGMETRICS - San Diego, California, USA

SIGCOMM Seattle, Washington, USA
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http://netfpga.org/pastevents.php and http://netfpga.org/upcomingevents.php
EuroSys - Glasgow, Scotland, U.K. Bangalore, India

NetFPGAs in the Internet 2 & Japan
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From GENI Engineering Conference – Oct 2008



• PCs assembled from parts
– Stanford University
– Cambridge University

NetFPGA Cube Development Systems

Cambridge University
• Pre-built systems available 

– Accent Technology Inc
• Details are in the Guide

http://netfpga.org/static/guide.html
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Rackmount NetFPGA Servers

NetFPGA inserts in 
PCI or PCI-X slot

2U Server
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2U Server 
(Dell 2950) 

Thanks: Brian Cashman for providing machine

1U Server 
(Accent Technology, Inc)



Stanford NetFPGA Cluster

Statistics
• Rack of 40

• 1U PCs 
• NetFPGAs• NetFPGAs

• Manged 
• Power,
• Console
• VLANs

• Provides 160 
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Gbps of full 
line-rate 
processing 
bandwidth

NetFPGA 2008 Summe rCamp

• Format : One week event at Stanford

• 28 Participants
– Professors
– Graduate Students
– Staff from 

Google & Cisco
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• Format : One week event at Stanford 
– 2.5 Days of Training on the reference router
– 2 Days to work on projects
– Final Projects presented on Friday Afternoon

• Sample project: Wire-speed traffic distributor



NetFPGA 2009 Developer’s Workshop

• Goal
– Present and demonstrate new projects 

• Format• Format
– Workshop Paper and Live Demonstration

• Dates & Location
– Date: August 13-14, 2009 (this summer)
– Location: Stanford University

S b i i D
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• Submissions Due
– April 10, 2009

• Details
– http://netfpga.org/wordpress/?p=269

Need Help? – See Discussion Forums
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NetFPGA Hardware in North America
USA - Jan 2009
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NetFPGA Hardware in Europe
EU - Jan 2009
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NetFPGA Hardware in Asia
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China, Korea, Japan, Taiwan - Jan 2009
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Learn more About the NetFPGA

http://NetFPGA.org/
-or-

Google: “NetFPGA”
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