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Abstract

Lattice problems have been suggested as a potential source of computational hardness to be
used in the construction of cryptographic functions that are provably hard to break. A remark-
able feature of lattice-based cryptographic functions is that they can be proved secure (that is,
hard to break on the average) based on the assumption that the underlying lattice problems are
computationally hard in the worst-case. In this paper we give a survey of the constructions and
proof techniques used in this area, explain the importance of basing cryptographic functions
on the worst-case complexity of lattice problems, and discuss how this affects the traditional
approach to cryptanalysis based on random challenges.

1 Introduction

A lattice is the set of integer linear combinations of n linearly independent vectors by, ..., b,, and
can be pictorially described as the set of intersection points of an infinite regular (but not necessarily
orthogonal) grid. (See Figure 1.) A typical algorithmic problem on lattices is the following: given
a lattice (represented by a basis {bi,...,b,}), find a nonzero lattice vector that is as short as
possible, or (in case approximate solutions are allowed) not much longer than the shortest.

Traditionally, in cryptography, lattices have been used mostly as an algorithmic tool for crypt-
analysis. Since the development of the LLL basis reduction algorithm of Lenstra, Lenstra and
Lovasz [21] in the early 80’s, lattices have been used to attack a wide range of public key cryptosys-
tems (see survey papers [8, 19, 34] and references therein). Moreover, much work on improving
lattice basis reduction algorithms and heuristics (e.g., [43, 40, 41, 42, 6, 20, 31]) has been directly
motivated by cryptanalysis applications. Quoting [34], the success of basis reduction algorithms at
breaking various cryptographic schemes over the past twenty years has arguably established lattice
reduction techniques as the most popular tool in public-key cryptanalysis.

In this survey we are not concerned with the many applications of the LLL algorithm in crypt-
analysis. Rather, based on the fact that after 25 years from its discovery, the LLL algorithm is
still essentially unsurpassed, we consider the use of lattices as a source of computational hardness
to be used in cryptography. More specifically, we consider the design of cryptographic schemes
that are provably hard to break based on the conjecture that no efficient algorithm solves vari-
ous lattice problems substantially better than LLL. We remark that while the LLL algorithm has
been substantially improved in terms of running time, progress on improving the approximation
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factor achieved by LLL (while maintaining polynomial running time) has been fairly limited so
far: the approximation factor achieved by the currently best polynomial time (randomized) lattice
approximation algorithms is 20(nloglogn/logn) only a modest improvement over the exponential
approximation factor 20 achieved by LLL. So, it is reasonable to conjecture that no polynomial
time algorithm can approximate lattice problems within factors nPW that are polynomial in the
rank of the lattice.

In the late 90’s, the computational complexity of lattice problems attracted renewed attention,
stimulated by Ajtai’s surprising discovery [3] of a connection between the worst-case and average-
case complexity of certain lattice approximation problems. The importance of such connection
relies on the potential applicability of lattices in the design of secure cryptosystems. It is a well es-
tablish fact that cryptography requires problems that are hard to solve on the average, so that when
a cryptographic key is chosen at random, the corresponding function is hard to break with high
probability. Ajtai’s connection shows that such hard-on-average problems can be obtained from the
qualitatively weaker assumption that lattice problems are intractable in the worst case. To date,
all known cryptographic functions almost invariably rely on average-case complexity assumptions.
In this respect, lattice problems are exceptional in their ability to provide provably secure crypto-
graphic functions from worst-case complexity assumptions. As a result, Ajtai’s discovery attracted
a lot of interest within the theoretical cryptography and computational complexity communities,
and stimulated substantial research efforts in the area. Following Ajtai’s initial discovery, research
has progressed on several fronts:

e Determining weaker and weaker worst-case assumptions on the complexity of lattice problems
that still allow to distill average-case hardness [10, 26, 29].

e Improving the efficiency of lattice based functions both in terms of key size and computation
time [27, 4, 24, 35, 25).

e Building more complex cryptographic primitives than simple one-way functions, like pubic
key encryption schemes [5, 36, 37| and identification protocols [30].

These various lines of research, beside being individually interesting from both a theoretical
and practical point of view, have a lot in common at a technical level. Ideas and techniques
originally introduced in one setting have often found applications in the other contexts (e.g., the
Gaussian perturbation techniques originally introduced by Regev [36] to improve the analysis of
public key encryption schemes have been further developed and used by Micciancio and Regev
[29, 27] for the study of other cryptographic functions). In this paper, we give a self contained
introduction to this general area, review the current state of the art and describe the main open
problems related to the construction of cryptographic functions based on the worst-case hardness
of lattice problems. In particular, we highlight two important issues that have not received much
attention so far in the traditional algorithms/complexity and cryptanalysis literature: the study
of lattices with special properties, and the development of an appropriate methodology for the
cryptanalysis of functions based on worst-case assumptions. For simplicity, at the technical level,
we focus on collision resistant hash functions, which are described and analyzed to some depth. We
also illustrate the main ideas behind the construction of public key encryption schemes and efficient
cryptographic functions based on special classes of lattices, but at a more informal level. For an
overview of the zero knowledge proof systems underlying the lattice based identification schemes
of [30] the reader is referred to Regev’s survey [38] in this volume.



The rest of the paper is organized as follows. In Section 2 we give some general background about
lattices. In Section 3 we describe and analyze (a simplified version of) the collision resistant hash
function of Micciancio and Regev [29]. In particular, in Section 3.3, we give a detailed and essentially
self-contained description of a cryptographic function (and relative security proof) based on a worst-
case complexity assumption. In Section 3.5 we also informally discuss the work of Micciancio [27]
and subsequent developments [35, 24| on efficient hash functions based on special lattices. Next,
in Section 4, we describe the main ideas behind the public key cryptosystems of Ajtai and Dwork
[5] and Regev [36]. Section 5 concludes the paper with a discussion of the aforementioned issues
related to the security evaluation of cryptographic functions with average-case/worst-case security
guarantees.

2 Background

In this section we briefly define the concepts and notation used in the algorithmic study of lattices.
For additional background, the reader is referred to [28].

We use O(f(n)) to denote the set of all functions g(n) that are asymptotically bounded by f(n)
up to poly-logarithmic terms, i.e., g(n) < f(n)log® f(n) for some constant ¢ and all sufficiently
large n. A function e(n) is negligible if €(n) < 1/n¢ for any ¢ > 0 and all sufficiently large n.

Figure 1: A 2-dimensional lattice.

A lattice (see Figure 1) is the set of all integer linear combinations £(by,...,b,) =3 . b; - z;
(where x; € Z) of a set of linearly independent vectors by, ..., b,, called the basis of the lattice. The
integer n is called the rank of the lattice. Using matrix notation, if B = [by,...,b,] is the matrix
with the basis vectors as columns, lattice vectors can be written as Bx, and £(B) = {Bx:x € Z"}.
In this paper we will be mostly concerned with the Euclidean (also known as the ¢5) norm |[|x|| =

>~ x2. Another norm that will be occasionally used is the fo norm [|x|jcc = max; |z;|. Define
the half-open parallelepiped P(B) = {>_, z;b; : 0 < z; < 1 for 1 <i < n}. For any lattice basis B
and point x in the linear span of B, there exists a unique vector y € P(B) such that y —x € £(B).

This vector is denoted y = x mod B, and it can be computed in polynomial time given B and x.
The dual of a lattice A is the set

AN ={x:Vy € A (x,y) € Z}



of all vectors that have integer scalar product ((x,y) = >, z;y;) with all lattice vectors. It is easy
to see that for any lattice A and ¢ € R, the dual of the lattice obtained scaling all vectors in A
by a factor ¢ is (cA)* = (1/c)A*. The determinant of a lattice det(£(B)) is the (n-dimensional)
volume of the fundamental parallelepiped P(B), and does not depend on the choice of the basis.
The determinant of the dual lattice is det(A*) = 1/ det(A).

The minimum distance of a lattice A, denoted A1(A), is the minimum distance between any two
distinct lattice points, and equals the length of the shortest nonzero lattice vector:

M(A) = min{llx —y|:x#yeA}
= min{||x||:x € A\ {0}} .

This definition can be generalized to define the ith successive minimum as the smallest A; such
that the ball \;B = {x:||x|| < A\;} contains at least i linearly independent lattice points. With
some abuse of notation, we will often write \;(B) to denote the successive minima of the lattice
generated by basis B.

A central problem in the computational study of lattices is the Shortest Vector Problem (SVP.):
given a lattice basis B, find a nonzero lattice vector Bx # 0 achieving the minimum distance
|IBx|| = A1. The problem can be defined with respect to any norm, but the Euclidean norm /5 is
the most common. A ~-approximate solution to the shortest vector problem (SVP,) is a nonzero
lattice vector of length at most yA;(B). In complexity theory it is common to consider the decision
version of SVP,, (typically denoted GapSVP, ), defined below.

Definition 1 (Shortest Vector Decision Problem) An input to GapSVP; is a pair (B, d) where
B is an n-dimensional lattice basis and d is a rational number. The problem is to decide whether
A(B) < d or Ai(B) > d. More generally, for any v > 1, an input to GapSVP, is a pair (B,d)
where B is an n-dimensional lattice basis and d is a rational number. The problem is to decide
whether \1(B) < d or \y(B) > v(n)-d. (If neither condition is satisfied, any answer is acceptable.)

Clearly, the promise problem GapSVP, reduces to the problem of finding nonzero vectors of
length at most v - A1. In the opposite direction, showing that solving GapSVP, is at least as
hard as computing vectors of length at most - A1 is a classic open problem. In Section 4 we will
also consider a restricted version of GapSVP,, (denoted uGapSVP. ) where the second minimum
of the lattice satisfies A2(B) > ~d. Interestingly, uGapSVP, is polynomial time equivalent (in
both directions) to the corresponding search problem uSVP,: given a lattice basis B such that
A2(B) > vA\1(B), find the shortest nonzero lattice vector.

Another classic problem in the study of lattices is the Closest Vector Problem (CVP.,): Given a
lattice basis B and a target vector t, find the lattice point closest to the target. In the approximate
version of the problem CVP,, the goal is to find a lattice vector within distance from the target no
more than + times the distance of the optimal solution. For any approximation factor v, CVP, is
at least as hard as SVP, [14].

The last successive minimum \,, (where n is the rank of the lattice) and corresponding search
problem defined below, play a central role in the construction of cryptographic functions with
average-case/worst-case connection.

Definition 2 (Shortest Independent Vectors Problem) An input to SIVP, is a lattice basis
B. The goal is to output a set of n linearly independent lattice vectors S C L(B) such that
IS]] < v(n) - An(B) where ||S|| is the mazimum length of a vector in S, and n is the rank of the
lattice.



The shortest independent vectors problem is closely related to the following variant of the closest
vector problem.

Definition 3 (Guaranteed Distance Decoding) An input to GDD,, is a lattice basis B and a
target point t. The goal is to output a lattice point x € L(B) such that ||t —x|| < y(n)-v(B), where
v = max¢cp(B) Mikes(B) [t — X|| is the covering radius of the lattice.

The difference between GDD, and CVP,, is that the quality of the solution is measured with respect
to the worst possible distance v, rather than the distance of the given target. (A related and more
common variant of CVP,, that arises in coding theory applications, but not used in this survey, is
the “Bounded Distance Decoding”, where the promise is that the target is very close to the lattice,
typically within distance A1/2.) The relation between SIVP, and GDD,, is easily explained. First,
we recall (e.g., see [28, Theorem 7.9]) that for any n-dimensional lattice, v and A, satisfy

An <20 < v/, (1)

Next, we observe that the proof of (1) is constructive in the sense that it gives efficient reductions
from GDD 5, to SIVP, and from SIVP ;. to GDD,. Specifically, given a solution to SIVP,
instance B, and a target vector t, one can efficiently find (e.g., using Babai’s nearest plane algorithm
[7]) a lattice point within distance (y/n/2)7y - A, (B) from the target. (When v = 1, this proves that
2v < v/n)\,.) Conversely, given a lattice B, one can efficiently find a set of linearly independent
lattice vectors vi,..., Vv, of length 2yv making n calls to a GDD, oracle on input the same lattice
B and n distinct target vectors, where each t; is chosen adaptively as a vector orthogonal to
Vi,...,vi—1 of length (slightly larger than) yv. (Again, when v = 1, this proves that A, < 2v.)

3 Collision resistant hashing

In this section we give a general introduction to the problem of designing cryptographic functions
that are provably secure based on the worst-case intractability of lattice problems. For simplicity,
in this section, we concentrate on collision resistant hashing (defined below), a fairly simple, but
still useful, cryptographic primitive. Public key encryption schemes are discussed separately in
Section 4.

A collision resistant hash function family is a collection of keyed functions {hx: D — R}rex
with common domain D and range R. The hash functions are efficiently computable in the sense
that there is an efficient algorithm that on input a key k € K and a value z € D, computes the
corresponding value fi(z) € R in the range of the functions. Usually, the domain D is larger than
the range R, so that by the pigeon-hole principle, each function f; admits collisions, i.e., pairs
x # y of distinct inputs that are mapped to the same output fi(x) = fx(y). A hash function family
is called collision resistant, if such collisions are hard to find, i.e., no efficient algorithm on input
a randomly chosen key k € K will find a collision for function fx. In order to study hash function
families in the asymptotic computational setting, one considers sequences {hy: D,, — Ry }kek, of
hash function families (indexed by a security parameter n,) with larger and larger domain, range
and key space, e.g., K, = {0,1}", D,, = {0,1}*" and R, = {0,1}".

Most lattice based cryptographic functions have a subset-sum structure, and the constructions
are fairly easy to describe. Let (G,+,0) be a commutative group with binary operation + and
identity element 0. Any sequence a = (ay,...,a;,) € G" of group elements defines a subset-sum



function fa(x) mapping binary string x € {0,1}™ to group element
m
fa(X) = Zai - Lj. (2)
i=1

A collision for function f, is a pair of binary vectors x # y such that fa(x) = fa(y). Equivalently,
collisions can be represented by a single vector z = x — y such that ||z|| = 1 and fa(z) = 0 is the
identity element in G.

Notice that if m > logy |G|, then f, is a hash function, i.e., it compresses the input, and
collisions are guaranteed to exist. We want to prove that for appropriate choice of the group G
and parameter m, finding collisions to function f, with non-negligible probability (when the key
a € G™ is chosen uniformly at random) is at least as hard as solving various lattice approximation
problems in the worst case.

We remark that, for any subset-sum function (2), the set of integer vectors z € Z™ satisfying
fa(z) = 0 forms a lattice. So, the problem of breaking (i.e., finding collisions to) hash function fa
can be equivalently formulated as the problem of finding shortest nonzero vectors (in the ¢, norm)
in a random lattice. In this sense, the construction of lattice based hash functions establishes a
connection between the worst-case and average-case complexity of (different) lattice problems.

In the rest of this section we first review some mathematical material that will be used in the
analysis of the hash functions. Next, we present an oversimplified instantiation and analysis of a
lattice based function, which, although technically inaccurate, conveys most of the intuition behind
the actual constructions. In Section 3.3 we give a self contained analysis (using the mathematical
facts stated in Section 3.1) of a simple lattice based hash function. In this section we strive for
simplicity, rather than achieving the best quantitative results. The current state of the art in the
construction of lattice based hash functions is discussed in Section 3.4, followed in Section 3.5 by
a description of recent work on the construction of very efficient cryptographic functions based on
special classes of lattices.

3.1 Background

The mathematical techniques used in the analysis of the currently best results in the area of
lattice based cryptography involve Gaussian distributions and the n-dimensional Fourier transform.
Fortunately, just a few basic facts in the area are enough to analyze a simplified version of the hash
function of [29]. In this section we briefly review all necessary definitions and properties used in
our analysis in section 3.3.

For any vector ¢ € R and parameter s > 0, let Dy o(x) = e~ mlIx=2)/sl* /sn he (the probability
density function of) the Gaussian distribution with center ¢ and variance ns?/(27). For any n-
dimensional lattice A, let Dj . be the discrete probability distribution obtained conditioning
Dy (x) on the event that x € A. More precisely, for any x € A let

D; (%)
ZyEA Ds c(y) '

In [29], Micciancio and Regev introduce a lattice parameter 7.(A), called the smoothing pa-
rameter of the lattice. (To be precise, 7. is a family of parameters, indexed by a real number e.
Typically, one considers families of lattices A,, in increasing dimension, and smoothing parameter
ne where €(n) is some fixed negligible function of n.) Informally, the smoothing parameter satisfies

DA,s,c (X) =



the following fundamental property [29, Lemma 4.1]: if s > 7(A), then adding Gaussian noise with
distribution D, ¢ to a lattice A results in an almost uniform distribution over R™. More precisely,
the property satisfied by the smoothing parameter is that for any n-dimensional lattice £(B), vector
c € R", and parameter s > n.(A), the statistical distance between D, . mod P(B) and the uniform
distribution over P(B) is at most

A(Dsc mod P(B),U(P(B))) <¢/2. (3)

Here, the operation of adding noise D to a lattice £(B) is expressed as reducing D (which is
a distribution over R™) modulo the lattice, yielding a distribution over P(B). Intuitively, this
represents a distribution over the entire space obtained by tiling R™ with copies of P(B). We refer
the reader to [29] for the exact definition of the smoothing parameter, which involves the dual
lattice, and is somehow technical. The reader can think of (3) essentially as the definition of the
smoothing parameter. Below we state the two only other important properties of the smoothing
parameter that will be used in this paper. The first property [29, Lemma 4.2] is that the smoothing
parameter is not much larger than \,: for any n-dimensional lattice A and positive real ¢ > 0

() < 22 gy @

™

As a special case, if e = n 718", then 7. (A) < log(n)-An(A). The second property is that if s > 1.(A),
then the discrete distribution Dy, behaves in many respect like the continuous distribution D, ¢.
In particular, (and this is all we need in this paper) [29, Lemma 4.4] shows that if s > 7.(A), then

1—1-6'2_”
1—e¢ ’

Pr {|lx—c| > sy} <

x~Dp

(5)
i.e., the discrete distribution Dy s is highly concentrated in a sphere of radius sy/n around c.

3.2 An oversimplified construction

In the limit, the hash function family that we are going to describe and analyze corresponds to
the subset-sum problem over the additive group R" of n-dimensional real vectors. Using matrix
notation, the subset-sum functions are indexed by a real matrix A € R™™ and map input x €
{0,1}™ to fa(x) = Ax € R". Clearly, using R" as underlying group is not a valid choice, because it
results in a function with finite domain {0, 1} and infinite range R™ that cannot possibly compress
the input and be a hash function. Still, the intuition behind the actual construction can be easily
illustrated using real numbers. So, let us ignore this finiteness issue for now, and observe that the
range of the function does not depend on the parameter m. So, if the range were finite, we could
easily make the domain {0, 1}" bigger than the range by choosing a sufficiently large m.

We want to prove that collisions are hard to find, in the sense that any procedure that finds
collisions to fa for random A (with arbitrarily small, but non-negligible probability) can be con-
verted into a worst-case approximation algorithm for lattice problems, e.g., finding short vectors
in an arbitrary input lattice B. Technically, we want to give a reduction that on input a lattice
basis B selects a key A such that the ability to find a collision for fa helps to find short vectors
in £(B). The challenge is that in order for this to be a valid worst-case to average-case reduction,
the key A selected by the reduction should be (almost) independent from the input lattice B. In



other words, no matter what lattice £(B) we start from, we should end up generating keys A with
essentially the same (uniformly random) probability distribution.

This can be achieved as follows. Consider the result of selecting a random lattice point y € £(B)
and adding a small amount of noise r to it. Again, here we are being informal. Since £(B) is a
countably infinite set of points, we cannot choose y € £(B) uniformly at random. We will solve
this and other technical problems in the next section. Going back to the proof, if the amount of
noise is large enough (say, r is chosen uniformly at random from a sphere of radius n\,, sufficiently
larger than the smoothing parameter of the lattice) the resulting point y + r will be very close
to being uniformly distributed over the entire space R™. So, we can select a random key A by
choosing, for i = 1,...,m, a random lattice point y; € £(B) and random small error vector r;, and
setting a; = y; + r;. The resulting key A = [aj,...,a,] won’t be distributed exactly at random,
but will be sufficiently close to uniform that the hypothetical collision finder algorithm, on input
A, will find a collision fa(z) = 0 (where ||z||oc = 1) with non-negligible probability. (If the collision
finder does not produce a valid collision, we simply repeat the procedure again by choosing a new
A independently at random. Since the success probability of the collision finder is non-negligible, a
collision will be found with very high probability after at most a polynomial number of iterations.)
Let z be the collision found by the algorithm. We have ), a;z; = 0. Substituting a; = y; +r; and
rearranging we get

d zicyi=) (~z) T (6)
i=1 i1

Notice that the vector on the left hand side of (6) is a lattice vector because it is an integer linear
combination (with coefficients z; € Z) of lattice vectors y; € £(B). At the same time, the vector on
the right hand side of (6) is a short vector because it is a small linear combination (with coefficients
—z; € {0,1,—1}) of short vectors r;. In particular, if the error vectors r; have length at most n\,,
then the vector in (6) has length at most mn\,. So, we have found a lattice vector of length not
much bigger than A,.

The construction we just described and informally analyzed has several shortcomings. The
main problem is that the range of the function is infinite, so the assumption that no algorithm can
find collisions is vacuous. (Specifically, when A € R™*™ is chosen at random, the corresponding
function is injective with probability 1.) The conclusion that we can find a short vector in a lattice
is also trivial, as our proof sketch does not rule out the possibility that the vector ), y; - 2z equals
0. All these problems are solved in the next section by replacing R™ with the finite group Zj of
n-dimensional vectors modulo ¢, and using a variant of the closest vector problem (GDD,) as the
worst-case problem to be solved.

3.3 Simple cryptographic hash function with worst-case/average-case connec-
tion

Consider the subset-sum function family over the group Zj of integer vectors modulo g. Using
matrix notation, this function family is indexed by A € Zy*™, and each function maps binary
string x € {0, 1} to vector

fa(x) = Ax mod q € Zj. (7)

For concreteness, let us fix ¢ = 2" and m = 2n%. Notice that the corresponding subset-sum function
has a domain of size |{0,1}™| = 22"° and range of size |Zy| = 27° So, the function compresses
the length of the input by a factor 2, and collisions fa(z) = 0 (with ||z||.c = 1) are guaranteed



to exist. We prove that finding collisions is computationally hard, even on the average when A is
chosen uniformly at random.

Theorem 1 Let {fa:{0,1}" — Zy}a be the function family defined in (7), with q(n) = 27,
m(n) = 2n?, and A € Z™™. If no polynomial time algorithm can solve GDD, in the worst case
within a factor v = n3 (where n is the rank of the input lattice), then {fa}a is collision resistant.

Proof. Assume for contradiction that there exists an algorithm F that on input a uniformly random
matrix A € Zy*™, finds a collision z with non-negligible probability p. We can assume, without loss
of generality, that F always outputs a vector z = F(A) of norm ||z||- = 1, which may or may not
satisfy Az =0 (mod ¢). We know that Pr{Az mod ¢ = 0} = p is non-negligible. Notice that for
any possible output z = F(A), there exists an index j € {1,...,m} such that z; # 0. So, by union
bound, there is an index jo € {1,...,m} such that Pr{Az mod ¢ =0 A zj, # 0} > p/m = p/2n>
is also non-negligible, where the probability is computed over the random selection of A € Zj*™
and z = F(A).

We use F to approximate the GDD,, variant of the closest vector problem within a factor n3.
Specifically, given a lattice basis B € R™"*" and target t € R™, we find a lattice vector in £(B)
within distance n3v(B) from t, where v(B) is the covering radius of the lattice. As remarked in
Section 2, it is easy to see that this problem is at least as hard as approximating SIVP, within
(slightly larger) polynomial factors 7/ = n®5. Assume that a value r € [n3v(B)/2,n%v(B)] is
known. (In general, one can try all possible values » = 2¥, and stop as soon as the reduction is
successful.) Oracle F is used as follows:

1. Apply the LLL basis reduction algorithm to B, so that |B]| < (2/v/3)"A\.(B).
2. Choose a random index j € {1,...,m}.

3. Choose error vectors r; with distribution D; 5,.¢ where s = r/(2m+/n), and d;; € {0, 1} equals
1 if and only if ¢ = j. In other words, r; is chosen according to a Gaussian distribution of
parameter s centered around either O or t.

4. Let ¢; =r; mod B and y; = ¢; — r; € L(B).
5. Let a; = |gB71c;], and call the oracle F(A) on input A = [ay,...,a,].

6. Output the vector
x=2;(BA/q¢—Y)z

where Y = [y1,...,ym] and z = F(A) is the collision returned by the oracle.

We need to prove that the reduction is correct, i.e., it outputs a lattice vector x € £(B) within
distance r from the target t with non-negligible probability. (Since the success probability depends
only on the internal randomness of the reduction algorithm, the failure probability can be made
exponentially small using standard repetition techniques.)

Since j is chosen uniformly at random, j = jo with non-negligible probability 1/m = 1/(2n?).
In the rest of the proof, we consider the conditional success probability of the reduction given that
7 = jo, and show that this conditional probability is still non-negligible.

Notice that, by our assumption on r, and using (4), the Gaussian parameter satisfies s =
r/(2my/n) > n3v/4my/n > (/n/16) - \y(B) > 1:(B) for any € = 2°("). So, by (3), the distribution



of the vectors ¢; = r; mod B is within statistical distance €/2 from the uniform distribution over
P(B). Since the function ¢ + |[gB~!c] maps the uniform distribution over P(B) to the uniform
distribution over Zg, we get that each vector a; = |gB~!c;| is also within statistical distance
€/2 from the uniform distribution over Zy. Overall, the key A = [ai,...,a,] is within negligible
distance em/2 from uniform and

em D

p
Pr{Az =0 dq) Az > - > .
r{Az (mod q) A zj, # 0} > Ty 25

Notice that if Az =0 (mod ¢), then the output of the reduction

A
X = szYZ -2 Yz

is certainly a lattice vector because it is a linear combination of lattice vectors B and Y with
integer coefficients z;(Az/q) and —z;z. It remains to prove that the conditional probability that
|t — x| < r (given that j = jo, Az =0 (mod ¢) and zj, # 0) is non-negligible. We will prove
something even stronger: the conditional probability, given j = jg, C, A and z satisfying Az =0
(mod ¢) and zj, # 0, is exponentially close to 1. We bound the distance ||t — x|| as follows:

[t —x[| < [t—2(BA/qg—Y)z|
= |lzj-t+(C—-BA/q)z+ (Y — C)z||
n _ _
< gHBH (gB™'C - [gB7'C))z|| + Z |zi| - lys — (c; — di5t) ||
nm
< THBH+m'miaX'H}’i—(Ci—5i't)H'

Finally, observe that the distribution of y;, given ¢; and j, is DB s,c;—s,;¢- S0; by (5), lyi — (c;i —
dijt)|| < \/ns with probability exponentially close to 1, and

2n3(2/v/3)
2n

23
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3.4 Improving the construction and analysis

The main difference between the construction described in Section 3.3 and those studied and ana-
lyzed in [2, 10, 26, 29] is that we used a very large value of ¢ (exponential in n), while [2, 10, 26, 29]
use ¢ = n°M). Using a large value of ¢ seems necessary if one starts from an LLL reduced basis
and wants to find a short vector with just one application of the reduction. The approach taken in
[2, 10, 26, 29] is to use the reduction to find lattice vectors that are shorter than the vectors in the
input basis B by just a small (constant or polynomial) factor. A set of very short lattice vectors can
then be found by successive improvements, starting from a basis B that contains vectors potentially
as large as 2™\, and progressively finding shorter and shorter bases for the lattice.

Using a large value of ¢ has a negative impact on both the efficiency and provable security of
the hash function. On the efficiency side, since 2™ > ¢", using ¢ = 2" yields hash functions with
key size and computation time at least n - m - log(q) > n*. By contrast, using q = n9M) yields key
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size and computation time O~(n2) On the security side, our proof shows what breaking the hash
function is at least as hard as approximating SIVP, within a factor v = n3?. In fact, with little
more effort, one can reduce the factor to v = O(y/mn). Still, using ¢ = 2" results in factors larger
than n'5. Using smaller ¢ = n®W) yields collision resistant hash functions that are at least as hard

to break as approximating SIVP, within factors v = O(n) almost linear in the dimension of the
lattice. This is the best currently known result, proved by Micciancio and Regev in [29].

Theorem 2 For any sufficiently large polynomial q (e.g., q(n) = n3) the subset-sum function
fa:{0,1}" — Zy defined in (2) is collision resistant, assuming that no polynomial time algorithm
can solve SIVP,, (as well as various other lattice problems, e.g., GapSVPﬁ/) in the worst case within
a factor v = O(n) almost linear in the rank of the lattice.

We remark that the collision resistant hash function of Micciancio and Regev [29] is essen-
tially the same as the one-way function originally proposed by Ajtai [3]. The difference across
[3, 10, 26, 29] is mostly in the techniques used to analyze the function, choice of the parameters,
and corresponding worst-case factor achieved. Further reducing the factor in the worst-case inap-
proximability assumption to \/n (or even to n!=¢ for some constant € > 0) is currently one of the
main open problems in the area.

3.5 Using special lattices to improve efficiency

From a practical point of view, a drawback of the cryptographic functions of [3, 10, 26, 29] is
that they require a key size O(n2), approximately quadratic in the natural security parameter n.
Unfortunately, it seems hard to build lattice based hash functions with key size sub-quadratic in
the dimension of the underlying lattice. Intuitively, the reason is that an n-dimensional lattice is
described by an n x n integer matrix, and this representation is essentially optimal. (For example,
it can be easily shown that there are 20Un*) distinct integer lattices with determinant 2".) More
concretely, the keys to the hash functions studied in Sections 3.3, 3.4 are matrices

ail1 0 Aip Qlp+l 0 G12n A12pn4+1 Ccc Qlm
A — . . . .

an,1 " OGpn QAnn+l " An2n An2nt+1 °°° Anm

where the number of rows is the rank n of the underlying lattice, and the number of columns m is
strictly larger than n in order to achieve compression. So, even if the entries a; ; are small integers,
the key size is still at least O(n?). A possible approach to overcome this difficulty and get more
efficient and provably secure lattice based cryptographic functions was suggested by Micciancio in
[27], inspired in part by NTRU [17], a very fast commercial cryptosystem. NTRU is a ring based
cryptosystem that can equivalently be described using certain lattices with special structure, but for
which no proof of security is known. The idea common to [27] and [17] is to use lattices with special

structure that can be described with only O(n) bits. For example, [27] considers cyclic lattices,
i.e., lattices that are invariant under cyclic rotations of the coordinates. Many such lattices can be
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described by giving a single lattice vector v, and a basis for the corresponding lattice

U1 Un Un—1 -+ V2

() U1 Un, et Us

Cv = U3 V2 U1 trr U4
| Un Up—-1 Up—2 -+ U1 |

can be obtained by taking v together with its n — 1 cyclic rotations.

The novelty in Micciancio’s work [27] (which sets it apart from [17]), is that lattices with
special structure are used to build very efficient cryptographic functions that also have strong
provable security guarantees, similar to those of Ajtai’s original proposal [3] and subsequent work
[10, 26, 29]. Specifically, Micciancio [27] gives a one-way function much more efficient than the one
of [3, 29], and still provably secure based on the worst-case intractability of SIVP, (and other lattice
problems) within almost linear factors over the class of cyclic lattices. In particular, the one-way
function of [27] has key size and computation time O(n) almost linear in the security parameter n.
The adaptation of the proof of [29] to the cyclic setting is non-trivial, and several subtle issues come
up during the proof. For example, [27] only shows that the proposed cryptographic function is one-
way, but not necessarily collision resistant. In fact, it was later shown (independently, by Peikert
and Rosen [35] and Lyubashevsky and Micciancio [24]) that the function of [27] is not collision
resistant, but it can be easily modified to become a collision resistant hash function provably secure
essentially under the same assumptions as in [27]. Lyubashevsky and Micciancio [24] also extend
the construction to a wider class of lattices, named “ideal” lattices in that paper.

We only describe the construction of efficient cryptographic functions (called “generalized com-
pact knapsacks”), and refer the reader to the original papers for the proofs of security, which
combine the geometric techniques described in Section 3.3 with new algebraic methods. The fun-
damental idea of [27] is that the key A to function fa(x) = Ax (mod ¢) does not have to be
chosen at random from the set Zg*™ of all possible matrices. One can restrict, for example, matrix
A to be the concatenation

al o ad @ o a2 ay’"
A= [Calca2 t Cam/”] = : : : :
al o al & - @ dd QT/"

of a small number of circulant matrices, i.e., matrices C,: where each column is the cyclic rotation
of the previous column. Perhaps unexpectedly, an algorithm to invert random instances of the
corresponding function fa can be used to approximate SIVP, and other lattice problems in the
worst case, when restricted to the special case of cyclic lattices, i.e., lattices that are invariant
under cyclic rotation of the coordinates. As already remarked, adapting the reduction of [29] from
general lattices to the cyclic case is non-trivial, and, in particular achieving collision resistance
requires some new algebraic ideas. The nice feature of the new function is that the key A can now
be represented using only mlogq bits (e.g., just the vectors al,... ,a™/™ rather than the entire
matrix A), and the corresponding function fa can also be computed in O(m log ¢) time using the
fast Fourier transform.

The idea of using structured matrices is further developed in [35, 24] where it is shown how to
turn fa into a collision resistant hash function. The approaches followed in the two (independent)
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papers are closely related, but different. In [35] collision resistance is achieved by restricting the
domain of the function to a subset of all binary strings. In [24] it is shown how to achieve collision
resistance by appropriately changing the constraint on matrix A. Here we follow the approach of [24]
which better illustrates the algebraic ideas common to both papers. The fundamental idea (already
present in [27, 17]) is that the ring of circulant matrices is isomorphic to the ring of polynomials
Z[X] modulo (X™ —1). It turns out that the collision resistance properties of fa are closely related
to the factorization of X™ — 1: the linear factor (X — 1) allows to efficiently find collisions, while if
we replace (X" — 1) with an irreducible polynomial p(X), we get a collision resistant function. The
proof of security is based on the worst-case intractability of lattice problems over the corresponding
class of “ideal” lattices: lattices that can be expressed as ideals of the ring Z[X]/p(X). (Notice
that when p(X) = X™ — 1, the ideals of Z[X]/p(X) correspond exactly to cyclic lattices.) A
specific choice of p(X) that results in very efficient implementation [25] is p(X) = X™ + 1, which is
irreducible when n is a power of 2. In terms of matrices, X™ + 1 corresponds to using a variant of
circulant matrices

V1 —Un —Up-1 -+ —U2

v2 V1 —Un U3

C; = U3 V2 U1 A
| Un Un—1 Un—2 co i

where each column is a cyclic shift of the previous one, with the element wrapping around negated.

We emphasize that the lattice intractability assumption underlying the constructions of [27, 35,
24] is a worst-case one, but over a restricted class of lattices. The main open question is whether
lattice problems over cyclic (or, more generally, ideal) lattices are indeed hard. Very little is known
about them, but state of the art lattice reduction algorithms do not seem to perform any better
over cyclic lattices than arbitrary ones, supporting the conjecture that lattice problems over cyclic
(or similarly restricted) lattices are as hard as the general case.

4 Public key encryption scheme

One-way functions and collision resistant hash functions (treated in the previous section) are useful
cryptographic primitives, and can be used (at least in theory, via polynomial time but not neces-
sarily practical constructions) to realize many other cryptographic operations, like pseudo-random
generation, private key encryption, message authentication, commitments schemes, and digital sig-
natures. Unfortunately, this is not the case for public key encryption, one of the most fundamental
operations of modern cryptography, defined below.

Definition 4 A public key encryption scheme is a triple of probabilistic polynomial time algorithms
(G,E, D) where

e G, the key generation algorithm, on input a security parameter n, outputs (in time polynomial
inn) a pair of keys (pk, sk), called the public and secret key.

e E, the encryption algorithm, on input the public key pk and a message string m (called
plaintext), outputs a string E(pk,m), called ciphertext.

e D, the decryption algorithm, on input the secret key sk and a ciphertext ¢ = E(pk,m),
recovers the original message D(sk, E(pk,m)) = m.
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Figure 2: A lattice with “unique” shortest vector.

The typical application of public key encryption schemes is the transmission of confidential
information over a public network. Here the intended recipient generates a pair of keys (pk, sk)
using the key generation algorithm, and makes his public key pk widely available, e.g., by publishing
it next to his name in a directory. Anybody wishing to send a message to this recipient can use
the public key pk to encode the message m into a corresponding ciphertext E(pk, m), which is
transmitted over the network. The intended recipient can recover the underlying message m using
the decryption algorithm and his knowledge of the secret key sk, but it is assumed that nobody else
can efficiently perform the same task. This security property is formulated as follows: when the
public key pk is generated at random using G, for any two messages mg, m; no efficient (probabilistic
polynomial time) adversary, given pk and the encryption E(pk,m;) of a randomly selected message,
can guess the bit b with probability substantially better than 1/2. This essentially the classic notion
of security introduced by Goldwasser and Micali in [15], and typically referred to as security against
chosen plaintext attack (or, CPA-security).

No public key encryption scheme based on an arbitrary one-way or collision resistant hash func-
tion family is known, and any such construction must necessarily be non black-box [18]. Still, public
key encryption schemes can be built from many specific (average-case) computational hardness as-
sumptions, e.g., the hardness of factoring random numbers, or computing discrete logarithms in
finite fields, etc. Can a public key encryption scheme be constructed and proved secure based on
the assumption that SVP, or SIVP, is hard to approximate in the worst-case?

Inspired by Ajtai’s work on lattice-based one-way functions [3], Ajtai and Dwork [5] proposed
a public key encryption scheme (subsequently improved by Regev [36], whose proof techniques
are followed in this survey) that is provably secure based on the worst-case hardness of a lattice
problem, although a seemingly easier one that those underlying the construction of one-way hash
functions. The problem underlying the Ajtai-Dwork cryptosystem can be described as a restriction
of SVP, to a special class of lattices, namely lattices such that Ay > yA; for some factor v = nfM
polynomial in the rank of the lattice. (See figure 2.) The restriction of SVP, to such lattices is
usually referred to as the “unique shortest vector problem” (uSVP,).

Definition 5 (Unique Shortest Vector Problem, uSVP,) On input a lattice basis B such
that \2(B) > yA\1(B), find a nonzero lattice vector v € L(B) of length A\ (B).

The name of this problem is motivated by the fact that in such lattices the shortest nonzero
vector v is unique, in the sense that any vector of length less than yA; is parallel to v. It is also
easy to see that for such lattices, finding a y-approximate solution to SVP, is equivalent to finding
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the shortest nonzero lattice vector exactly: given a y-approximate solution v, the shortest vector
in the lattice is necessarily of the form v /¢ for some ¢ € {1,...,~}, and can be found in polynomial
time by checking all possible candidates for membership in the lattice. (Here we are using the
fact that + is polynomially bounded. Better ways to find the shortest vector exist, which work
for any factor +.) Interestingly, it can be shown [36] that solving uSVP, is also equivalent to the
decision problem GapSVP, under the additional promise that the input instance (B, d) satisfies
A2(B) > vd. We refer to this problem as uGapSVP,.

Definition 6 (Unique Shortest Vector Decision Problem, uSVP,) Given a lattice basis B
and a real d, distinguish between these two cases

e \(B) <d and X2(B) > ~d,
e \(B) > ~d and \a(B) > ~d.

If the input satisfies neither condition, any answer is acceptable.

We remark that this is different from the variant of GapSVP,, considered in [9], and proved not
to be NP-hard for factor v = n'/* under standard complexity assumptions. The problem studied
in [9] corresponds to GapSVP,, with the stronger additional promise that A2(B) > vA1(B), and is
not known to be equivalent to uSVP,.

Theorem 3 ([36]) For any polynomially bounded factor v, uSVP, and uGapSVP. are equivalent
under polynomial time reductions.

Another equivalent formulation of uSVP.,, is the “hidden hyperplane problem”, described below,
which is the problem directly underlying the Ajtai-Dwork cryptosystem. Informally, the “hidden
hyperplane problem” is the problem of distinguishing the uniform distribution over R™ from a
distribution concentrated nearby a set of equally spaced parallel hyperplanes H; = {v: (v,u) =i}
(where u is a vector orthogonal to the hyperplanes of length inversely proportional to the distance
between consecutive hyperplanes, see Figure 3.) The relation between the hidden hyperplane

Figure 3: Hyperplanes H; = {x : (x,v) =i} defined by a vector u.

problem and uSVP, is easily explained, but it requires the use of dual lattices. Recall that the
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dual lattice £(B)* is the set of all vectors u that have integer scalar product with all lattice vectors
v € L(B). So, any dual vector u partitions the lattice £(B) into consecutive hyperplanes

H; ={v:(u,v) =1}

(for i € Z) at distance 1/||ul| from each other. If the dual lattice contains a very short vector u, then
the distance between the hyperplanes defined by u will be very large. Moreover, if the successive
minimum A2 (£(B)*) is much larger than [jul| (i.e., £(B)* is a uSVP, lattice), then the distance
between the hyperplanes will be much larger than the characteristic distance between lattice points
within each hyperplane. So, a uGapSVP7 instance (B, d) can be reduced to the hidden hyperplane
problem as follows:

1. Pick a random lattice point in the dual lattice u € £(B)*. (Here we are being rather informal.
Technical problems like the impossibility of choosing lattice points uniformly at random can
be easily solved by methods similar to those described in Section 3.)

2. Perturb the dual lattice point by a random error vector r.
3. Run the hidden hyperplane distinguisher on the perturbed dual lattice point u + r.

We observe that if the length of the error vector is appropriately chosen, the reduction is correct.
We only describe the main idea here, and refer the reader to [5, 36] for the technical details. If
(B,d) is a “yes” instance of uGapSVP,, then £(B) contains a vector u of length at most d, and the
dual lattice £(B*) can be partitioned into hyperplanes at distance 1/d from each other. Moreover,
the additional uGapSVP,, promise that Ay > vd guarantees that the distance between dual lattice
points within each hyperplane is much smaller than 1/d (essentially proportional to 1/vd). So, by
adding some noise (sufficiently bigger than 1/vd, but smaller than 1/d) to the dual lattice points,
we can erase the fine structure of the dual lattice within each hyperplane, and obtain a distribution
concentrated nearby (and almost uniform over) these hyperplanes. On the other hand, if (B,d) is
a “no” instance of uGapSVP,, then A1(B) > 7d, and the characteristic distance between all dual
lattice points is proportional to 1/vd. So, by adding an amount of noise much larger than 1/vd we
get a distribution that is very close to uniform over the entire space. This shows that the perturbed
dual lattice point u + r is chosen according to one of the two hidden hyperplane distributions,
almost uniform either over the entire space or nearby the hidden hyperplanes. So, the reduction is
correct.

The nice feature of the hidden hyperplane problem is that it is, in a sense, random self reducible:
given an arbitrary instance of the problem, we can obtain a random instance by applying a random
rotation and scaling. (Technically, the hidden hyperplane problem is not a computational problem
in the standard sense, as its instances are not strings, but probability distributions. What we mean
by reducing a given instance to a random instance of the hidden hyperplane problem is that there
is an efficient oracle algorithm that, given black-box access to a hidden hyperplane distribution
corresponding to a fixed vector u, produces samples according to the distribution corresponding
to a random rotation Qu.) So, if we can solve the hidden hyperplane problem for a non-negligible
fraction of the “hidden” vectors u, then we can efficiently solve it for all vectors u with very high
probability. Equivalently, solving the hidden hyperplane problem on the average is at least as
hard as solving uSVP,, in the worst case. From the average-case hardness of the hidden hyperplane
problem it is easy to derive a secure public key cryptosystem for single bit messages (longer messages
can be encrypted bit by bit):
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e the secret key is a random vector u

e the public key is a set of polynomially many points p1, ..., p, chosen at random nearby the
hyperplanes defined by u

e The bit 0 is encrypted by adding up a small subset of the public vectors, and perturbing it
by a small amount of noise. Notice that this results in a vector distributed at random nearby
the hyperplanes.

e The bit 1 is encrypted by picking a random point in space, which, with high probability, will
be far from the hyperplanes.

Notice that on the one hand the encrypted bit can be efficiently recovered using the secret key
u by computing the scalar product (u, c), where c is the received cipher-text. If ¢ is the encryption
of 0, then the product will be close to an integer, while if ¢ is the encryption of 1, the product
will be close to Z + % with high probability. On the other hand, distinguishing encryptions of 0
from encryptions of 1 is essentially a random instance of the hidden hyperplane problem, which is
hard to solve on the average. So, the encryption scheme is secure based on the worst-case hard-
ness of uSVP,. We remark that many applications require a stronger notion of security than the
CPA-security considered here. Informally, CPA-security corresponds to passive adversary that can
eavesdrop, but not alter, the transmitted ciphertexts. Security with respect to active adversaries
that are able to alter transmitted messages, and trick the legitimate receiver into decrypting adver-
sarially chosen ciphertexts (called security against chosen ciphertext attacks, or CCA-security), is
often desirable, but no lattice based public key encryption scheme (provably secure in the standard
model of computation) achieving CCA security is currently known.

The Ajtai-Dwork cryptosystem introduces the possibility of decryption errors: it is possible that
the bit 1 is encrypted (by chance) as a vector close to the hyperplanes, which would subsequently
be decrypted as 0. This problem can be easily solved (as suggested by Goldreich, Goldwasser
and Halevi, [13]) by encrypting 0’s and 1’s as points close to alternating sequences of hyperplanes.
Another problem with Ajtai-Dwork cryptosystem is that it relies on the hardness of uSVP, for a
fairly large value of . This has also been substantially improved by Regev [36] to v = n!® using
Fourier analysis techniques similar to those described in Section 3. Regev [36] also shows that the
hidden hyperplane problem can be reduced to a one-dimensional problem, yielding a subset-sum
style cryptosystem where the public vectors p1, ..., P, are replaced by single numbers p1,...,pn.
The use of numbers p; rather than vectors p; seems to be essentially a matter of style, without
much of an impact on performance, because the numbers p; require very high precision.

The most important (and unsolved) theoretical problem raised by [5] is whether public key
encryption can be built from the assumption that SVP,, SIVP,, or other standard lattice problem
is hard to approximate in the worst case over arbitrary lattices, rather than the special uSVP,
lattices with unique shortest vector.

A very interesting result in this direction is another public-key cryptosystem of Regev [37], which
can be proved secure under the assumption that no quantum algorithm can efficiently approximate
SVP,, (in the worst case over arbitrary lattices) within polynomial factors. We remark that the
cryptosystem of [37] is entirely classical: encryption and decryption can be efficiently implemented
on standard computers. Only the reduction from SVP,, to the problem of breaking the cryptosystem
involves quantum computation.
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5 Concrete security of lattice based cryptography

The importance of basing lattice cryptography on worst-case complexity assumptions cannot be
overemphasized. The worst-case approximation factor achieved by lattice reduction algorithms
[21, 40] is known to be exponential in the dimension of the lattice [21, 2]. However, lattice reduc-
tion algorithms have often been reported to perform much better in practice than the worst-case
theoretical upper bound, when run on random problem instances like those arising in cryptanaly-
sis applications. (See also [32] for a recent empirical study showing that the approximation factor
achieved by the LLL algorithm on the average, when the input lattice is random, is still exponential
in the rank, but with a much smaller constant in the exponent than the worst-case factor.) So,
while it seems reasonable to conjecture, based on our current knowledge, that many computational
problems on lattices may be hard to approximate in the worst-case even within moderately large
factors, extreme caution should be exercised when making conjectures on the average-case com-
plexity of the same problems. In summary, if worst-case intractability assumptions are preferable
to average-case ones in general, this is especially true when dealing with point lattices.

The use of worst-case intractability assumptions also frees us from a major burden associated to
making average-case complexity conjectures: finding appropriate distributions on problem instances
for which no heuristics perform satisfactorily. In the case of lattice problems, heuristics (e.g.,
[43, 44]) seem to perform reasonably well in practice, and the lattices demonstrating the worst-
case performance of known algorithms [21, 2] seem more pathological examples than a source of
real practical concern. Worst-case intractability assumptions do not require the selection of an
appropriate distribution over input lattices, and the performance of heuristic approaches does not
say much about the validity of the assumption. Since the conjecture is a worst-case intractability
one, if the algorithm fails to achieve good approximation guarantees even on just a few examples,
the conjecture still stands.

All this seems good news for the cryptographic designer, but it also raises new issues when it
comes to instantiating the function with specific values of the security parameter. Traditionally, the
concrete hardness of average-case problems has been evaluated through a challenge/cryptanalysis
process: the cryptographic designer proposing a new intractability assumption produces a list of
random problem instances (for increasing values of the security parameter) as a challenge to the
rest of the cryptography community. If cryptanalysts are successful in breaking a challenge, the
corresponding value of the security parameter is considered too small to achieve security in practice.
Typically, there is a cost associated to breaking challenges in varying dimension, which can be
experimentally evaluated for moderately small values of the security parameter, and extrapolated
to larger values as an estimate of the time required to break bigger instances. (See for example
22].)

Now consider worst-case intractability assumptions. If heuristic approaches to lattice crypt-
analysis cannot be used to disprove worst-case intractability assumptions, how can we possibly
gain confidence on the validity of the assumption? And how can we select appropriate values of
the security parameter to be used in practice? Several approaches come to mind:

1. The worst-case challenge approach: we ask the cryptographer to come up with a list of (not
necessarily random) challenge problems. Since the cryptographer has complete freedom in
the choice of the challenges, he can choose the worst problem instances that are hardest
to solve by any algorithm. The problem with this approach is that the cryptographer may
not know how to select hard instances. In fact, worst-case intractability assumptions do not
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even require such hard instances to be easy to find. One of the nicest features of worst-case
intractability assumptions is that they do not require to find such hard instances. By asking
the cryptographer to come up with hard challenges, the advantage of basing cryptography on
worst-case problems would be largely lost.

2. The reverse challenge approach: after the cryptographer formulates a worst-case intractability
conjecture, the cryptanalyst produces a challenge to the conjecture in the form of a heuristic
algorithm and a claim on its worst-case performance. The challenge is for the cryptographer to
come up with an input instance for which the heuristic algorithm does not meet the promised
performance bound.

3. Direct cryptanalysis of the cryptographic function: instead of evaluating the strength of the
underlying worst-case complexity assumption, directly attack the cryptographic application.

We remark that the second approach, although unconventional, seems at least more appropriate
than the first one. Since the intractability assumption is that no efficient algorithm solves every
single problem instance, in an experimental setting it seems more appropriate to first fix the al-
gorithm and then search for the input that triggers the worst case performance, rather then the
other way around. Still, producing a counterexample each time somebody comes up with a new
heuristic algorithm with worst-case performance claims may seem too much of a burden for the
cryptographers.

A disadvantage of both the first and second approach is that it does not necessarily give an
indication of the true security of the cryptographic scheme. It may well be the case that break-
ing the cryptographic function is even harder than solving the worst case problem underlying the
security proof. This issue is addressed by the last approach, which focuses directly on the crypto-
graphic function rather than the underlying complexity assumption. This last approach has also
the advantage that the proof of security already gives a precise probability distribution according
to which challenges should be chosen. For example, in the case of lattice based hash functions, for
any set of parameters n,m,q, the challenge should be a matrix M € ngm chosen uniformly at
random. There is no need to have the cryptographer to come up with a list of challenges. The
cryptanalyst can select the challenges on her own, as long as the challenge is selected at random
according to the prescribed probability distribution.

A possible objection to the last approach is that it bypasses the proof of security. If the concrete
security of the cryptographic function is evaluated directly by cryptanalysis, what is the value of
providing a security proof? We believe that even in this scenario, security proofs are very valuable.
They may not help in assessing the concrete security of the function for specific values of the security
parameter, but they ensure that the construction has no structural flaw, and (in the case of worst-
case to average-case reductions) they provide invaluable guidance when selecting the appropriate
distribution over random keys.

A more serious disadvantage of the last approach is that any new cryptographic primitive
requires a separate cryptanalytic effort to assess its concrete security. This way, one of the main
advantages of the provable security approach is lost: the ability to concentrate cryptanalytic efforts
on a small number of selected computational problems, and derive the (concrete) security of old
and new cryptographic constructions by means of mathematical proofs.

One possible way to address some of the issues brought up in the previous discussion is to
study the tightness of worst-case to average-case security proofs. E.g., we know that breaking
the cryptographic hash functions described in Section 3 with non-negligible probability is at least
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as hard as approximating SIVP, within a factor O(n) Is it possible to prove also that given an
oracle that solves SIVP. within a factor O(n) (in the worst-case) one can find collisions to the
hash function for randomly chosen keys? Some results of this kind are proved by Nguyen and
Stern [33], who show that solving SVP., within a factor n%5~¢ allows to break the Ajtai-Dwork
cryptosystem. However, there are several gaps between the two reductions: in [33] the worst-case
lattice problems are different (SVP, or CVP,, rather than SIVP, or GapSVP,), the required
polynomial approximation factors are smaller, and the lattice dimension is larger than in the proof
of security. Giving a tight worst-case to average-case reduction between lattice problems is an
important open problem as it would allow to evaluate the concrete worst-case complexity of lattice
problems by cryptanalyzing random challenges of the average-case problem. Well understood worst-
case assumptions could then be used to prove the security of other average-case problems, without
the need of new challenges and cryptanalysis.

We conclude the paper with a discussion of two other issues that have received little attention
so far, but are certainly very important in the context of cryptanalysis of lattice based functions.
The first issue is that most lattice cryptanalysis problems are more naturally formulated as lattice
approximation problems in the £, norm. For example, we observe that finding collisions to the hash
function described in Section 3 is exactly the same as solving SVP,, in the /4, norm in the lattice
naturally associated to the function. Still, most algorithmic work has focused on the Euclidean
norm f5. While the £5 norm may be more convenient when designing algorithms, there are several
reasons to prefer the /., norm when working with applications of lattices: the £, norm often leads
to faster and easier to implement functions, and there is theoretical evidence [11, 39] that lattice
problems in the £, norm are harder (or at least not easier) than the same problems in the Euclidean
norm. For example, [39] gives reductions from many lattice problems in the ¢ norm to the same
problems in the ¢, norm. Moreover, hardness results for SVP, in the /3 norm lag behind similar
results in the £, norm. For example, SVP,, in the /, norm can be shown to be hard to approximate
within almost polynomial factors n'/€(08logn) ynder the assumption that NP # P [11]. A similar
result can be proved for the 5 norm [16], but only under the much stronger assumption that NP
does not have randomized sub-exponential time algorithms.

Despite the importance of the £, norm in cryptanalysis, the study of lattice reduction algorithms
in norms different from £y has seen little progress so far. For example, the lattice reduction algorithm
of [23] for general norms is not even known to terminate in polynomial time for arbitrary dimension.

A second very interesting issue that requires further investigation is the complexity of lattice
problems when restricted to special classes of lattices, as those arising in the design of lattice based
public key cryptosystems, and efficient hash functions. Most work on lattice algorithms has been
focused on the solution of SVP, or other lattice problems in the £5 norm on arbitrary lattices. (See
[12] for an interesting exception.) We remark that the class of lattices underlying the construction
of efficient one-way hash functions and public key encryption schemes is restricted in very different
ways:

e In the case of one-way functions, the restriction is, in a sense, algebraic, as clearly illustrated
by the most recent work on collision resistance and ideal lattices [35, 24, 25].

e In the case of public key encryption, the restriction is more geometric (e.g., there is a gap
between A\; and Ag).

Here we may call geometric those properties that are (approximately) preserved under small pertur-
bations of the lattice. It is easy to see that even a small perturbation to a cyclic or ideal lattice would
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immediately destroy the algebraic structure. Is there any reason to prefer one kind of restriction
over the other one? Ajtai’s work [1] (which essentially conjectures that any non-trivial geometric
property of a lattice is hard to decide) seems to express more confidence in the hardness of lattice
problems under geometric restrictions. On the other hand, cryptanalysis experiments [34] suggest
that lattice reduction algorithms perform better on the average when there is a big gap between
A1 and Ae. Improving our understanding of the computational complexity of lattice approximation
problems when restricted to special classes of lattices, as well as classifying the restrictions into
meaningful categories (like, algebraic or geometric restrictions) is a very interesting open problem,
both from a structural point of view (identifying properties that make computational problems on
lattices easier or harder to solve) and for the cryptographic applications of lattices.
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