
Rutgers University
CS442: Introduction to Cryptography
Professor David Cash

Homework 2
Due at the beginning of class on Monday, Oct 15

Collaboration: You may collaborate with at most one other student in the class as per the rules
described on the class website. Do not forget that must both include your collaborator’s name
on your homework submission and that the assignment you turn in must be written in your own
words.

Grading: Each problem is valued equally for a total of 50 points. Partial credit will be given.

1. Let G be a pseudorandom generator mapping n-bit strings to 2n bit strings, and consider the
following private-key encryption scheme Π: Gen(1n) selects k ∈ {0, 1}n uniformly at random
and outputs k. Enck(m) takes a 4n-bit message m ∈ {0, 1}4n, parses it into two 2n-bit strings
m1,m2 ∈ {0, 1}2n and outputs the ciphertext (c1, c2) defined by

c1 = G(k)⊕m1, c2 = G(k)⊕m1 ⊕m2.

(a) Show how to define a decryption algorithm Dec that makes Π correct.
(b) Rigorously prove that Π does not have indistinguishable encryptions in the presence of

an eavesdropper. Note: This means you should describe an efficient adversary A such
that Pr[PrivKeav

A,Π(n) = 1]− 1/2 is not negligible.

2. Define the keyed function F as follows: On input k ∈ {0, 1}n and x ∈ {0, 1}n, Fk(x) = k⊕ x.
Rigorously prove that F is not a pseudorandom function. Note: This means you should
describe an efficient distinguisher D and show that it violates the condition in Definition 3.23
of the text.

3. Problem 3.15 from the text. For each scheme, state whether or not it has indistinguishable
encryptions in the presence of an eavesdropper and whether it is CPA-secure. When you
decide that one of the schemes fails to meet one of the security notions, briefly sketch an attack
showing so. You don’t need to rigorously analyze your attacks like in the other problems.

4. (Extra credit. This problem is harder and worth 5 points.) Consider the following
definition.

Definition 1. Let F be a keyed function. We say F is key-as-input secure if for every
efficient distinguisher D there exists a negligible function ε such that

|Pr[DFk(·)(1n, Fk(k)) = 1]− Pr[Df(·)(1n, Fk(k)) = 1]| ≤ ε(n),

where k is uniform over {0, 1}n and f is uniform over Funcn.

This is the usual PRF security definition, but the adversary gets as an additional input Fk(k),
i.e., the function evaluated on the key as an input. Note that D gets Fk(k) in both cases.

Assuming that some PRF exists, prove that not all PRFs are key-as-input secure.
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