
Rutgers University
CS442: Introduction to Cryptography
Professor David Cash

Homework 1
Due at the beginning of class on Thursday, Sept 27

Collaboration: You may collaborate with at most one other student in the class as per the rules
described on the class website. Do not forget that must both include your collaborator’s name
on your homework submission and that the assignment you turn in must be written in your own
words.

Grading: Each problem is valued equally. Partial credit will be given.

1. Problem 2.3 from the text.

For this problem and the rest of the homework, use the definition of perfect secrecy from
class, which is reproduced below.

Definition 1. Let Π = (Gen,Enc,Dec) be private-key encryption scheme with key-space K,
message-spaceM, and ciphertext-space C. We say that Π is perfectly secret if for all m0,m1 ∈
M and all c ∈ C,

Pr[Enc(K, m0) = c] = Pr[Enc(K, m1) = c],

where both probabilities are over the choice of K ← Gen().

In case you don’t have the textbook yet, here is the problem. Future homeworks will not
include full problems from the textbook- You need to get the textbook!

When using the one-time pad (Vernam’s cipher) with the key k = 0`, it follows that Enck(m) =
k ⊕m = m and the message is effectively sent in the clear! It has therefore been suggested
to improve the one-time pad by only encrypting with a key k 6= 0` (i.e., to have Gen choose k
uniformly at random from the set of non-zero keys of length `). Is this an improvement? In
particular, is it still perfectly secret? Prove your answer. If your answer is positive, explain
why the one-time pad is not described this way. If your answer is negative, reconcile this with
the fact that encrypting with 0` doesn’t change the plaintext.

2. Consider the following private-key encryption scheme Π = (Gen,Enc,Dec) with keyspace
K = {0, 1}`, message space M = {0, 1, 2}` and ciphertext-space C = {0, 1, 2}`, for some
integer ` > 0. Algorithm Gen selects a key uniformly at random from K. Algorithm Enc, on
input k ∈ K and m ∈M, computes m + k mod 3 (i.e., the addition is done component-wise
modulo 3). On input k ∈ K and c ∈ C, Dec computes c − k mod 3 (again with subtraction
done component-wise).

Is Π perfectly secret according to Definition 1 above? If so, adapt the security proof from
class that the one-time pad scheme is perfectly secret. If not, rigorously show that it is not.

3. Consider the following security definition.
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Definition 2. Let Π = (Gen,Enc,Dec) be private-key encryption scheme with key-space K,
message-space M, and ciphertext-space C. We say that Π is 2-perfectly secret if for all
m0,m1,m

′
0,m

′
1 ∈M and all c, c′ ∈ C,

Pr[Enc(K, m0) = c ∧ Enc(K, m′
0) = c′] = Pr[Enc(K, m1) = c ∧ Enc(K, m′

1) = c′],

where both probabilities are over the choice of K ← Gen().

Prove that no private-key encryption scheme is 2-perfectly secure. Hint: The notation “x, y ∈ X”
does not necessarily mean that x and y are distinct.

4. Suppose that Π = (Gen,Enc,Dec) is a perfectly secret private-key encryption scheme with
key-space K and message-space M. Using the algorithms of Π as subroutines, design a
perfectly-secret private-key encryption scheme Π′ = (Gen′,Enc′,Dec′) with message space
M2 =M×M (i.e., messages for Π′ have the form (m1,m2) where m1,m2 ∈ M). Describe
the algorithms of Π′ as well as its keyspace (which can be different from K), and prove the
perfect secrecy of your scheme.

5. Let G be the algorithm that takes an input x = (x1, . . . , xn) from {0, 1}n (so each xi ∈ {0, 1})
and outputs the string G(x1, . . . , xn) = (x1, . . . , xn, x1 ⊕ x2) in {0, 1}n+1. Rigorously prove
that G is not a pseudorandom generator.
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