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Abstract
Desktop distributed computing allows companies to exploit
the idle cycles on pervasive desktop PC systems to increase
the available computing power by orders of magnitude (10x -
1000x). Applications are submitted, distributed, and run on a
grid of desktop PCs. Since the applications may be malformed,
or malicious, the key challenges for a desktop grid are how to 1)
control the distributed computing application’s resource usage
and behavior as it runs on the desktop PC, 2) provide protec-
tion for the distributed application’s program and its data, and 3)
provide a virtualized execution environment, decoupling correct
application execution from desktop configuration heterogeneity.

We describe the Entropia Virtual Machine, and the solutions
it embodies for each of these challenges. We first outline the
distinct requirements for a virtual machine in a desktop grid
environment, which differ from web-based and hardware-level
virtual machines. We then describe how the Entropia Virtual
Machine (EVM) uses binary rewriting to solve these problems,
guaranteeing the usability and protection of the desktop machine
in the face of malicious or malformed application code. We also
show that our approach provides security for the applications and
their data. We also detail how the virtual machine supports a vir-
tualized execution environment. We present performance results
for the EVM which show its performance overhead is modest,
less than 6% for the applications studied.

1 Introduction
For over four years, the largest computing systems in the world
have been based on “distributed computing” the assembly of
large numbers of PC’s over the Internet. These “grid” systems
sustain multiple teraflops continuously by aggregating hundreds
of thousands to millions of machines and demonstrate the util-
ity of such resources for solving a surprisingly wide range of
large-scale computational problems in data mining, molecular
interaction, financial modeling, etc. These systems have come
to be called “desktop distributed computing” systems and lever-
age the unused capacity of high performance desktop PC’s (up
to 2.2 Gigahertz machines with multi-gigaop capabilities[21]),
high-speed local-area networks (100 Mbps to 1Gbps switched),
large main memories (256MB to 1GB configurations), and large
disks (60 to 150 GB disks).

Deployed in an enterprise, these systems harvest idle cy-
cles from PCs sitting on hundreds to ten thousands of employ-
ees desks. Such distributed computing systems [14, 17, 3, 26,
13, 15, 10] leverage the installed hardware capability (and work
well even with low performance PC’s) and thus can achieve a
cost per unit computing (or Return-On-Investment) superior to
the cheapest hardware alternatives by as much as a factor of five
or ten. As a result, distributed computing systems are now gain-
ing increased attention and adoption within enterprises to solve
their largest computing problems and attack new problems of
unprecedented scale.

In order for a desktop grid to be accepted for enterprise de-
ployment, the system must adequately protect the desktop ma-
chine from a malformed or malicious applications. Specifically,
the system must guarantee that the application not interfere with
the performance experienced by the desktop user and that no
harm comes to the machine or its data. Some deployments also
require that the application code and data are also protected from
users of the desktop PCs.

In this paper we describe the design and evaluation of the En-
tropia Virtual Machine (EVM) which meets all of these require-
ments. The Entropia Virtual Machine supports the safe and con-
trolled execution of applications expressed as native x86 Win-
dows binaries, and EVM uses binary modification technology to
achieve full mediation. In contrast most web-based VM’s ex-
press applications in a standard (and pointer-safe) intermediate
language.

To meet the requirements of desktop grid systems, we de-
signed a binary level virtual machine with three components –
Desktop Control, Sandbox, and Application Security. Our ap-
proach uses binary modification to create a light weight inter-
face which mediates between the application processes and the
operating system. This mediation is used to control the applica-
tion behavior, and hook in other parts of the security system. Our
VM also uses an external process on the desktop machine, which
we call the Desktop Controller, to monitor and control all of the
application processes and threads running on the machine. Our
system exploits the mediation to implement a sandbox which
manages the execution of the application so that it can do no
harm to the PC and so that it leaves the desktop PC in the same
state as before the system was run. The application security is
provided through a combination of a device driver, Information
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Technology (IT) support and automated file encryption.

The Entropia Virtual Machine is a commercial product,
and is sold as part of Entropia’s DCGrid enterprise solution
(www.entropia.com). It was designed at the start of 2000, and
completed, with the features described in this paper, by the mid-
dle of 2001. The EVM has been deployed as an enterprise grid
at more then a dozen commercial sites, and used for more than
50 applications. Since the majority of desktops are Windows
x86 machines, the Entropia VM focused purely on providing
a Windows x86-based solution, supporting three generations of
Windows operating systems NT, 2000, and XP. To span these
generations with moderate effort we could not depend on spe-
cial features of any one, so we created a solution that is based on
components that are common across these three generations of
Windows.

Creating a system to run native binaries under a virtual ma-
chine provides a key advantage, which is the ease of application
integration to enable an application to run on the system. Using
binary modification technology we are able to provide strong
security guarantees and to ensure unobtrusive application exe-
cution as described above. Other desktop distributed systems
require developers to modify their source code to use custom
APIs or simply rely on the application to be “well behaved” and
provide weaker security and protection[27, 24, 4]. These so-
lutions are not desirable, since it is not always possible to get
access to the application source code (especially for commer-
cially available applications) and, regardless, maintaining multi-
ple versions of the source code can require a significant ongoing
development effort. As to relying on the good intentions of the
application programmers, we have found that even commonly
used applications in use for quite some time can at times exhibit
anomalous behavior. Entropia’s approach ensures both a large
base of potential applications and a high level of control over the
application’s execution.

Other approaches for meeting some of the desktop grid re-
quirements exist, for example, one could use VMWare’s [28]
virtual machine, and run each application on the desktop inside
VMWare. Even so, these environments do not typically pro-
vide complete resource control and monitoring of the system at
the level required to completely keep the virtual machine out of
the way of the user. In addition, these approaches provide an
extremely complex virtual environment. When we investigated
using VMWare’s virtual machine, some of the enterprise IT de-
partments had issues with installing such an intrusive system and
second operating system image on each desktop machine. Due
to the limited size of our engineering team and the complexity of
making such technology work, we chose to create a light weight
solution which also provides a complete sandbox with the fea-
tures we desire.

Another potential solution is to restrict your grid to only run-
ning virtual machine specific languages, such as Java[25, 20]and
.NET/MISL[23]. These solutions require you to compile your
code to the corresponding intermediate format, to provide all of
the VM’s security features, but often times applications use 3rd
party dlls and libraries. In addition, these virtual machines do
not provide the compete unobtrusive requirements necessary for
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Figure 1: Architecture of the Entropia Distributed Computing
System. The Physical Node Management layer and Resource
Scheduling layer span the servers and client machines. The Job
Management layer runs only on the servers.

a Desktop Grid deployment. To provide ease of application in-
tegration and the largest language support we chose to focus on
binary level integration. In addition, our solution is sufficiently
robust, in that we were able to easily wrap the Java Virtual Ma-
chine for Windows inside of our Entropia Virtual Machine in
order to run Java bytecode long with pure x86 binaries.

The remainder of the paper is organized as follows. Section
2 gives an overview of the Entropia System Architecture. The
requirements for a Desktop Grid Virtual Machine are described
in Section 3. The design and capabilities of the Entropia Virtual
Machine are explained in Section 4. Section 5 presents data from
a performance evaluation of the Entropia VM, using real appli-
cation programs. Finally, we discuss related work in Section 6,
and conclude with a summary of the paper in Section 7.

2 Entropia System Architecture
Overview

In this section we provide a very brief overview of Entropia
Desktop Distributed Computing System. Complete details of
the Entropia System Architecture can be found in [6].

The Entropia System aggregates the raw desktop resources
into a single logical resource. This logical resource is reliable,
secure and predictable despite the fact that the underlying raw re-
sources are unreliable (machines may be turned off or rebooted),
insecure (untrusted users may have electronic and physical ac-
cess to machines) and unpredictable (machines may be heav-
ily used by the desktop user at any time). This logical resource
provides high performance for applications through parallelism
while always respecting the desktop user and his or her use of
the desktop machine.

2.1 Layered Architecture
The Entropia system architecture is composed of three sepa-
rate layers (see Figure 1). At the bottom is the Physical Node
Management layer that provides basic communication and nam-
ing, security, resource management, and application control. On
top of this layer is the Resource Scheduling layer that provides
resource matching, scheduling, and fault tolerance. Users can
interact directly with the Resource Scheduling layer through
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the available APIs or alternatively, users can access the system
through the Job Management layer that provides management
facilities for handling large numbers of computations and files.

Physical Node Management The distributed computing envi-
ronment presents numerous unique challenges for providing
a reliable computing capability. Individual client machines
are under the control of the desktop user or IT manager. They
can be shutdown, rebooted, or have their IP address changed.
A machine may be a laptop computer that is disconnected for
long periods of time, and when connected must pass its traffic
through network firewalls. The Physical Node Management
layer of the Entropia System manages these and other low-
level reliability issues, while running the application on top
of the Entropia Virtual Machine.
In addition to communication and naming, the Physical Node
Management layer provides resource and application man-
agement. The resource management services capture a wealth
of static and dynamic information about each physical node
(e.g. physical memory, CPU speed, disk size, available space,
client version, data cached, etc.), reporting it to the central-
ized node manager and system console. The application man-
agement provides basic facilities for process management in-
cluding file staging, application initiation and termination,
and error reporting.

Resource Scheduling The distributed computing system con-
sists of resources with a wide variety of configurations and
capabilities. The Resource Scheduling layer accepts units
of computation from the user or job management system,
matches them to appropriate client resources, and schedules
them for execution. Despite the resource conditioning pro-
vided by the Physical Node Management layer, the resources
may still be unreliable (indeed the application may be unre-
liable in its execution). Therefore the Resource Scheduling
layer must adapt to changes in resource status and availabil-
ity and to failure rates that are considerably higher than in
traditional cluster environments. To meet these challenging
requirements the Entropia system can support multiple in-
stances of heterogeneous schedulers.
This layer also provides simple abstractions for IT adminis-
trators, which automate the majority of administration tasks
with reasonable defaults, but allow detailed control as de-
sired.

Job Management A distributed computing application often in-
volves large amounts of computation (thousands to millions
of CPU hours) submitted as a single large job. This job is then
broken down into a large number of individual subjobs each
of which is submitted into the Entropia system for execution.
A Subjob is the unit of schedulable work that is to be sched-
uled and run on a desktop machine. The Job Management
layer of the Entropia system is responsible for decomposing
the single job into the many subjobs, managing the overall
progress of the job, providing access to the status of each of
the generated subjobs, and aggregating the results of the sub-
jobs. This layer allows users to submit a single logical job
(for example, a Monte Carlo simulation, a parameter sweep

application, or a database search algorithm) and receive as
output a single logical output. The details of the decomposi-
tion, execution and aggregation are handled automatically.

The steps below show the typical life of a job as it flows
through our three-layered approach:

1. Authenticate DCGrid user to system.

2. User submits a job to the Entropia system

3. The job is broken into multiple subjobs (individual runs)

4. The binaries to run the job are automatically wrapped using
binary modification technology in the Entropia Virtual Ma-
chine through a single command that takes the application’s
executables and associated dll’s and creates new “sandboxed”
versions.

5. The subjobs are submitted to the Resource Scheduler speci-
fying input files (including executables, libraries and output
files), resource requirements (including minimum memory,
disk, processor speed, run time, priority, etc.), and a script to
be executed on the client.

6. System schedules the subjob to a desktop machine transfer-
ring files to that machine

7. Then subjob is then run under the EVM on the desktop ma-
chine

8. User optionally check subjob status.

9. Process output files when subjob is complete to analyze the
results.

This paper focuses on the Entropia Virtual Machine, which
corresponds to steps 4 and 7 above.

3 Desktop Grid Virtual Machine Re-
quirements

In order for a desktop grid to be adopted in an enterprise de-
ployment, it essential that a virtual machine protect the desktop
machine from malformed or malicious applications, to guaran-
tee that the application will stay out of the way of the user, and
that no harm will come to the machine or the data on the ma-
chine. The following are the requirements for a desktop grid
virtual machine:

Desktop Security — The Distributed Computing system must
protect the integrity of the computing resources that it is ag-
gregating. Distributed computing applications must be pre-
vented from accessing or modifying data on the computing
resources.

Application Security — Some enterprise environments have a
requirement that the system must protect the integrity of the
distributed computation. Tampering with or disclosure of the
application data and program must be prevented.

Unobtrusiveness — The system typically shares resources (both
computing, storage, and network resources) with other sys-
tems in the corporate IT environment. As a result, the use
of these resources should be unobtrusive, and where there is
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competition, non-aggressive. The distributed computing sys-
tem must manage its use of resources so as not to interfere
with the primary use of the desktops and networks for other
activities. This includes both the use due to system activities
as well as use driven by the distributed computing applica-
tion.
To enforce unobtrusiveness, killing an application’s processes
may be necessary, but if possible the VM needs to instead
pause the processes and later resume them when they will no
longer interfere with the usage of the desktop machine. This
is a vital feature, since some applications run for days, and
killing the application every time there is resource contention
would result in no jobs completing.
Another crucial feature a system must provide before an IT
department will deploy it is client cleanliness: it is crucial
that the computing resources state is identical after running
an application as it was before running the application.

Existing virtual machines focus primarily on providing desk-
top and application security from Java to VMWare, but they have
not focused on the complete list of unobtrusiveness features de-
scribed above. In addition, our approach focuses on providing a
x86 binary virtual machine to span Windows NT, 2000, and XP
that can be quickly installed and uninstalled into an IT environ-
ment, leaving a clean system behind.

4 Entropia Virtual Machine
The Entropia Virtual Machine achieves the above desktop virtual
machine requirements, and its functionality can be broken up
into the following three components:

• Desktop Controller - Monitors and controls the complete En-
tropia system and applications running on the desktop ma-
chine in terms of disk, memory, CPU, and I/O usage as well
as other machine resources like the number of processes.

• Sandboxed Execution - Is the part of the EVM that is wrapped
around the binary and lives within the virtualized binary’s ad-
dress space. It provides the virtualization and control of all of
the binary’s interactions with the operating system, as well as
an interface to the desktop control mechanism. It is responsi-
ble for ensuring the security of the desktop machine.

• Application Security - Responsible for ensuring the security
of the application and its data running on the desktop ma-
chine.

Figure 2 shows that the Desktop Controller gets assigned a
subjob from the scheduling layer, and is responsible for launch-
ing the application processes to run the subjob. It is also respon-
sible for monitoring their behavior, which is described in detail
in Section 4.3.

To contain the application inside the sandbox, application
wrapping is used to insert a mediation layer between the applica-
tion and the desktop system on which it will execute. We call this
process, application virtual machine wrapping. In the following,
we first explain how application wrapping is implemented, and
the properties it achieves. Subsequently, we discuss sandboxing,
desktop control, and application security in turn.

Sandbox

Sandbox

Desktop Machine

Desktop 
Controller

Application

Node Manager

& 

Scheduling Layer

Application

Figure 2: Entropia Desktop Components

4.1 Application Wrapping in the Entropia Virtual Machine
To support the execution of a large number of applications, and
to support the execution in a secure manner, Entropia employs
binary sandboxing techniques that enable any Win32 applica-
tion to be deployed in the Entropia system with no modification
to the source code. End-users of the Entropia system can use
their existing Win32 applications and deploy them on the En-
tropia system in a matter of minutes. This is significantly differ-
ent than the early large-scale distributed computing systems like
SETI@home and other competing systems that require rewriting
and recompiling of the application source code to ensure safety
and robustness.

4.1.1 Enabling Applications
Ease of application integration is key for the applicability and
usability of a desktop PC grid computing solution. However,
ease of application integration naturally conflicts with security
and unobtrusiveness requirements. Many applications that were
not designed to run in a distributed computing setting or appli-
cations that may be fragile or in development on desktop grids
as-is may violate requirements of security and unobtrusiveness.
These latter requirements necessarily restrict the actions of the
application or impose constraints on how they operate, thereby
reducing the set of applications that are suitable for distributed
computing.

Entropia’s approach to application integration, a process
known as “sandboxing”, is to automatically wrap an application
in our virtual machine technology. When an application pro-
gram (subjob) is submitted to the Entropia system for execution,
it is automatically sandboxed (wrapped) by the virtual machine.
An application on the Entropia system executes within this sand-
box and is not allowed to access or modify resources outside of
the sandbox. However, the application is completely unaware of
the fact that it is restricted within the sandbox since its interac-
tion with the operating system is automatically mediated by the
Entropia Virtual Machine. This mediation layer intercepts the
system calls made by the application and ensures complete con-
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trol over the application’s interaction with the operating system
and the desktop resources.

4.1.2 VM Wrapping
When an application (subjob) is submitted to the Entropia sys-
tem it is automatically wrapped inside our Virtual Machine using
binary modification technology. The patched binary is then sent
into the subjob submission system to be run on the Entropia grid.
Since we wrap native binaries, we can support any language that
compiles to x86 and 3rd party libraries (e.g. C, C++, C#, Java,
FORTRAN, etc. and most important third-party shrink-wrapped
software and common scripting languages). No source code is
required, supporting the broadest possible range of applications.
We use binary modification technology to enable strong security
guarantees and ensure unobtrusive application execution.

We also wrapped interpreters likecmd.exe, perl, and
Java Virtual Machine inside the Entropia Virtual Ma-
chine, and provided these wrapped versions with the Entropia
installation, all contained within the EVM sandbox. This allows
us to run scripts and java bytecode while still maintaining all
of the desktop VM requirements listed above. Integrating these
systems this way allows our EVM to provide resource and pro-
cess control for these environments, which is described in more
detail in Section 4.3.

The wrapping of the binary is achieved by rewriting the im-
port table of the binary, so that the Entropia vm.dll is the first dll
in the list. This technique is a binary insertion approach known
in the Windows community. The before and after picture of the
import table is shown in Figure 3. When a binary is loaded under
Windows, all of the dlls are loaded in the order in which they ap-
pear in the import table. By ensuring that the Entropia dll is the
first dll in the list, we are guaranteed that the Entropia dll will be
loaded first and more importantly that thedll main inside our
vm.dll is executed before any non-system code for the program’s
execution. Indll main we then encase the whole binary and any
dynamic libraries it uses inside of the Entropia VM.

4.2 Sandboxed Execution
The goal of the sandbox is to control the application’s (subjob)
interaction with the operating system, and to virtualize some of
the operating system components. The sandbox mediates sub-
job access to the file system, registry, and graphical user inter-
face. This prevents the subjob’s processes from doing harm to
the machine, and ensures that after subjob execution, the ma-
chine’s state is the same as it was before running the subjob.

An application’s interaction with the desktop machine must
be strictly controlled to prevent it from adversely affecting the
desktop user, machine configuration, or network. This control
will prevent any application misbehavior (due to software bugs,
inappropriate input parameters, misconfiguration, virus, etc.).
Therefore, the Entropia sandbox isolates the grid application and
ensures that it cannot invoke inappropriate system calls, nor in-
appropriately modify the desktop disk, registry, and other system
resources.

As an example of the power of this technique, consider file
system access by the application: an application uses standard
Windows API’s for opening, closing, reading and writing to
a file. To protect the desktop machine from the application,

Image File Header

.text section

.data section

.import section
DLL1

name
function list

DLL2
name
function list

…
func1
func2
…

Original    
Win32 Portable 
Execution (PE) 

Format
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.text section
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.import section
Entropia DLL

name
function list

DLL1
name
function list

DLL2
name
function list

…
func1
func2
…

Virtualized Binary 
will now load 

Entropia DLL First

Figure 3: The left figure shows the import table before inserting
the Entropia DLL. The right part of the figure shows the import
table after the DLL has been inserted.

the sandbox automatically maps the file and directory struc-
ture for the application to ensure that all files read or written
remain within the Entropia sandbox. Therefore, an applica-
tion may believe that it is reading or writing to the directory
C:\Program Files\ when in fact it is writing to a sandbox
directory deep within the Entropia software installation (e.g.,
C:\Entropia\root\C:\Program Files\).

Unlike general desktop applications, an application running
on a desktop PC grid only needs access to a subset of the Win-
dows operating system calls. The Windows operating system
provides a rich set of API functionality, much of which is fo-
cused around an application’s interaction with a user or with ex-
ternal devices. For example, there are Windows API calls for
displaying graphics and playing music, and even for logging off
a user or shutting down the machine. If these functions are in-
voked by an application, they would definitely disturb the desk-
top user. The Entropia sandbox prevents the grid application
from accessing the parts of the Windows API that can cause
these inappropriate interactions with the desktop machine and
user.

4.2.1 Creating an OS Interception Layer
We dynamically intercept all important operating system calls
before any non-system code can execute. This is initiated when
the EVM dll main is invoked. In addition, the application bi-
nary and any libraries loaded are scanned to ensure that they do
not perform any direct operating system interrupts. This leaves
us with only having to intercept the system calls in the Win-
dows system dlls. This layer that is inserted between the appli-
cation binaries and the operating system is shown in Figure 4.
We intercept and virtualize the Windows interfaces at the low-
est level of the Windows NT dll system calls (mainly NT.dll,
USER32.dll, GDI32.dll, and KERNEL32.dll). Therefore, all
system calls used by the main binary and any dlls loaded are
intercepted as they try to reach the operating system.
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Figure 4: Shows the virtual layer placed between the application
binary and dlls and the operating system. In addition, an EVM
thread is started in the application to maintain a lifeline to the
Desktop Controller.

To provide this sandboxed environment, we use binary mod-
ification to intercept all important Windows API calls. This al-
lows us to have complete control over the application and its
interaction with the desktop machine. By interception, we mean
that instead of calling the operating system interrupt with a set
of parameters, our own virtualized routine is called instead. This
allows us to completely block the call if desired, or to virtualize
(change) its behavior before or after the real call to the operating
system.

Most of the routines are intercepted using a trampoline ap-
proach analogous to Detours [18]. In this approach, for a sys-
tem call to be intercepted, we move the original routine, and any
jump to the original routine will instead perform a direct jump
(trampoline) to our own virtualized routine. Virtualization is per-
formed, which may or may not involve calling the real routine.
Then execution is returned as if the original call is returning.

4.2.2 Disallowing UnSandboxed Code
For our system to be secure, it is vital that we prevent the creation
of executable code on disk or memory that is not virtualized or
preprocessed under the Entropia Virtual Machine.

Before a process is started, we first scan the binary to make
sure it is encapsulated in EVM, so that it will run inside Entropia
sandbox. Furthermore, we also prevent sandboxed applications
from launching any unsandboxed processes by intercepting the
create process system to only allow sandboxed binaries to be
invoked. In addition, we make sure that the application binary is

unmodified as submitted using a cryptographic checksum, which
we describe in more detail in Section 4.4.2.

The EVM does not allow applications with self modifying
code to execute. We enforce this restriction to prevent non-
sandboxed code being generated that can potentially directly call
the operating system. When a sandboxed process starts exe-
cution in dll main, we lock down the binary’s virtual address
space specifying that the code portions of the address space are
“executable” and “non-writable”. Then the rest of the virtual ad-
dress space has their permissions set as “non-executable”. Win-
dows provides the ability to specify these permissions for the
virtual address space. By marking all code as executable and
non-writable, and the rest of the virtual address space as non-
executable, we guarantee that this cannot occur. Therefore, pure
x86 binary applications that rely upon self-modifying code will
not run on the Entropia system. We found this limitation not to
be a concern, since we are dealing with scientific applications.
Note that the Java virtual machine provided with the Entropia
system has this restriction turned off to allow it to create and
execute JIT code.

4.2.3 Virtualized Components
In this section we briefly summarize some of the interesting fea-
tures of the major components that were virtualized. The operat-
ing system interfaces that did not fall into these categories were
either left alone if there was no chance they could do any harm,
or the interfaces were completely disabled by the sandbox.

File Virtualization All of the File I/O interfaces in NTDLL.dll
are intercepted and virtualized to redirect and restrict an applica-
tion’s access to the file system and to maintain a clean machine
when the application finishes running. As described in an earlier
example, an application believes that it is accessing a file in the
directoryC:\Program Files\ when in fact it is accessing a
sandbox directory deep within the Entropia software installation
(e.g.,C:\Entropia\root\C:\Program Files\).

The
file name the application sees isC:\Program Files\. The
virtualization is performed such that the application only sees
the non-virtualized file names. This includes even system rou-
tines that return full directory listings. Therefore, the first step
in opening a file is for the EVM to translate the file name and
redirect it to the sandbox directory.

When installing the Entropia system certain existing direc-
tories on the desktop machine may need to be accessed by ap-
plications. These directories (e.g.,C:\WINNT\System\) are
marked as read only, and their file names are not necessarily
translated. All sandboxed applications are allowed to read files
from these ready only directories, but not allowed to write. If
any of the files need to be written to, we use a copy on write
mechanism. The file is copied to the sandbox directory, and the
access by the application is redirected to the local copy, which
it is allowed to update. We correctly keep track of the files that
exist in the virtual file system, so that files names are correctly
virtualized.

Another unique feature of our file virtualization is to pro-
vide File I/O throttling. In order to maintain a certain level of
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unobtrusiveness, we want to ensure that the applications do not
perform more than a certain amount of file I/O (data reads and
writes) per second. We therefore, keep track of the amount of file
I/O performed on a time interval (1 second) basis. If the amount
of file I/O exceeds a configurable limit, then the next call to read
or write is suspended for a specified amount of time to throttle
the I/O.

The final interesting feature of our file virtualization is the
automated file encryption for Application Security, which is de-
scribed in Section 4.4.1.

GUI Virtualization The GUI interface for applications was
virtualized to make all windows invisible. Applications can cre-
ate windows and execute properly on the Entropia DC Grid, and
this is enabled by the EVM ensuring that windows are hidden.
This allowed us to take off the shelf applications like Discreet’s
3D Studio Max, and run them under the EVM sandbox without
disturbing the user and without the user seeing what was being
rendered.

An important feature of our GUI virtualization is the ability
to catch errors for windows programs and (1) prevent a dialog
box from popping up, and (2) reporting the error back to the
user. We provide this functionality with the GUI virtualization
by intercepting the exception handler. This prevents a dialog
box from popping up, and the error string that would have been
displayed in the dialog box is stored and sent back to the user.
This was a vital feature, since it allows a user to understand what
is going wrong when there are problems with an application in a
Desktop Grid system.

Registry Virtualization The registry was virtualized in a very
similar fashion as the file system. Certain parts of the registry
were read only, and writes were redirected to a local Entropia
sandbox directory, while the application thinks it is updating the
original location. Similarly, an update of a restricted registry
entry will result in a copy on write.

Network Virtualization We virtualize the network by restrict-
ing what IP addresses an application can connect to. The typi-
cal use is that the application is not allowed to do any connec-
tion, but some applications may need to connect to a database
server, and the IP address it is allowed to connect to is controlled
through network virtualization.

Thread and Process Control The thread and process inter-
faces are virtualized to control the creation of threads and pro-
cesses to prevent intended or unintended fork bombs. In addi-
tion, through virtualizing these interfaces we restrict subjobs to
low process and thread Windows priority. This is enforced by
virtualizing the low level process creation routines.

4.3 Desktop Control
In a desktop environment, it is important to make sure that the
amount of resources an application consumes does not interfere
with the usage of the desktop machine. For example, if an appli-
cation uses more memory than what is available on a machine,

spawns a significant number of threads, or uses up too much disk
space, the machine can become unresponsive to user interaction
and possibly even crash. To prevent this behavior, the Entropia
system automatically monitors and limits application usage of
a variety of key resources including CPU, memory, disk, I/O,
threads, processes, etc. If an application attempts to use too
many resources, the Entropia sandbox will pause or terminate
all of the application’s processes. The Entropia sandbox guaran-
tees that we have strict control over all processes created when
running an application.

A single Desktop Controller is used to monitor and control
all of the resources on the desktop machine relative to the En-
tropia system. This is because an application may be running
over several separate processes on a machine, so resource con-
trol decisions cannot be made on a per process view. Instead,
a global view of all of the Entropia components and the appli-
cation processes provided by the Desktop Controller are needed
to make decisions to enforce unobtrusive behavior. Therefore,
the controller needs to keep track of all of the running processes
of the Entropia system and application binaries on the desktop.
This is enable by the use of the EVM Portal, which we describe
next.

4.3.1 EVM Portal Thread and Process Control
A key component for the Entropia Virtual Machine is the abil-
ity to maintain control over the Entropia application processes
running on the desktop machine. This functionality is provided
through what we call the VM Portal.

When a VMized application starts running it starts a hidden
thread in the application, we call the VM Portal thread. This is
implemented such that the application is completely un-aware
of the VM portal thread. The application does not see the thread
when traversing over the existing threads, and cannot terminate
the thread, since we have virtualized all of the operating system
routines. The thread is used to communicate with the Entropia
Desktop Controller to find out if it should pause or continue run-
ning the application, as well as to maintain a lifeline to the Desk-
top Controller.

As soon as the VM Portal starts up and before execution is
allowed to leavedll main, the VM portal registers the running
application with the Desktop Controller. After initial contact, a
heart beat is kept between the VM portal and the Desktop Con-
troller. If at anytime the heartbeat is lost, then the VM Portal
thread will terminate the process. This is used to provide a safety
measure for Client cleanliness in case somehow the Entropia
client crashes or is terminated. If that happens, then all of the
running VMized processes would also automatically shut-down.

Since all the running processes register using the VM por-
tal with the Desktop Controller, this communication path is used
to control the termination, pausing and resuming of all of the
processes and threads. Having the ability to pause and resume
is important since some of the life science applications we deal
with can run for days. When pausing the Entropia desktop, the
Desktop Controller sends a pause command to all of the appli-
cations, and the VM Portal thread suspends all of the threads
running in all of the application processes, except the VM Por-
tal thread, which sits idle waits for the next command from the
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Controller.
Note, that the Desktop Controller may need to pause and

resume a subjobs processes for other reasons besides resource
control. The Entropia DCGrid system allows IT departments
to configure the system so that applications are only run during
certain times of the day (e.g., at night). In this case, the Desktop
Controller will pause the running processes, and its memory will
be paged to disk. Then when execution is resumed the processes
will be repaged in and execution will continue.

4.3.2 Enforcing Resource Limits
The goal of the Desktop Controller is to harvest unused comput-
ing resources by running subjobs unobtrusively on the machine.
To accomplish this, it monitors desktop usage of the machine and
resources used by the Entropia system and application. If desk-
top usage is high, the client will pause the subjob’s execution
using the VM Portal, avoiding possible resource contention. In
this manner the Desktop Controller acts like a big brother keep-
ing watch over the subjob processes keeping their resource usage
in line.

The resources monitored by the Controller include memory,
disk, paging, I/O, process resource usage, and other resources.
If pausing the subjob processes does not remedy the situation,
termination of the subjob may be necessary. The Controller pro-
vides different levels of unobtrusiveness that can be set at in-
stall time or set dynamically by an administrator of the DC Grid
system. The highest level of unobtrusiveness monitors mouse
movement, keyboard usage, memory usage, disk I/O usage, and
CPU usage of not Entropia processes. If there is any usage at all,
it suspends the subjobs using the VM Portal, and monitors the
system to determine when to resume the subjobs. In addition, all
threads and processes created are guaranteed to run at the lowest
priority levels using Windows priorities to stay out of the way of
the user. This is enforced by the sandbox. The lowest level of
unobtrusiveness ignores keyboard and mouse usage, but uses the
process and thread priorities to keep the subjobs out of the way
of the user while monitoring the rest of the system.

In our deployments, the Desktop Controller usually has to
take control of a subjob when a system starts to do external pag-
ing. When a subjob is submitted to the system, either the user
specifies the amount of expected memory usage or an adminis-
trator associates a typical memory usage footprint with the ap-
plication. The DCGrid Scheduler knows the amount of memory
on every machine, and schedules the subjob appropriately to a
machine with potentially enough memory. Memory and paging
issues arise when either the user is doing a lot of memory inten-
sive tasks or the memory requirements specified for that appli-
cation or subjob are not right for the input being used. As stated
above, when memory usage or paging exceeds a given threshold
the application processes are paused or terminated.

Some resource issues seen for a DCGrid deployment are ac-
tually issues with the application, and not because of user con-
tention for the Desktop machine. One example, is that appli-
cation developers often put tracing code in their application, and
they may forget to completely disable the tracing code when sub-
mitting it to the Grid. The Desktop Controller has a resource
limit for a subjob’s disk usage, and if a subjob exceeds this limit

the application is terminated. Another example we have encoun-
tered is having the limit we have set for the number of processes
or threads allowed for a subjob being exceeded. This was due to
an error in a subjob, which inadvertently started to recursively
spawn threads. Disaster was prevented, since the Controller and
Sandbox limits the number of processes and the threads created,
and the subjob was terminated when it hit this limit.

4.3.3 Dealing with Resource Problems
Whenever an application is terminated due to a resource issue,
this information needs to be tracked by the DCGrid scheduler
to make better scheduling decisions in the future. In addition,
the information is sent back to the administrator of the Desktop
Grid so they can find problematic clients. Aggregate information
about the failure of subjobs are also sent back to the Job Manager
so the user knows that there is an issue with an application or
job. A vital issue in creating a Desktop Grid is how to correctly
classify failures into one of the following three categories.

• Client Black Hole - Determine if there is a problematic client.
For example, if for any reason the Entropia client is miscon-
figured for application launch, or something exists (e.g., a
malformed driver) on the desktop machine that prevents ap-
propriate functionality of the client, subjobs which should run
for minutes or hours will return (failed) within seconds. In
this case, a client can consume and run through all of the work
in the system. This needs to be detected and prevented. If a
desktop machine has a job fail 3 times in a row it is marked as
problematic at the physical node manager, and it is allowed
to retry running jobs after a back-off period.

• Malformed Subjob - Subjobs that never finish and and sub-
jobs that are misconfigured (e.g., incorrect parameters) need
to be identified. One way we addressed this is that a sub-
job is allowed to specify minimum and max time time to run,
and if the subjob violates those bounds, then there is some-
thing wrong with either the client or the subjob. At the Job
manager, if all of the subjobs are coming back as failed from
different clients, then there is a high probability the the subjob
is misconfigured or there is an issue with the application. In
addition, as stated earlier, any exceptions a subjob encounters
is tracked using the EVM and transmitted back to the user.

• Desktop Resource Contention - If the subjob is terminated
due to resource usage issues, this is communicated back to
the scheduler and the user stating what the resource problem
was. In addition, if a subjob is repeatedly paused due to desk-
top user activity, the subjob will eventually be terminated as
failed, and the cause signaled back to Entropia server.

4.4 Application Security
The last major component of the Entropia Virtual Machine is the
ability to provide application security. Protection of the applica-
tion and its data is another important aspect of security for grid
computing. It is important to make sure that users cannot ex-
amine the contents of an application’s data files, or tamper with
the contents of the files when an application is run on a desktop
machine. This application protection is needed to ensure the in-
tegrity of the results returned from running an application, and
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to protect the intellectual property of the data being processed
and produced.

It is common in enterprise environments that desktop users
do not have admin privileges. If application protection is a must
for a deployment, then (1) desktop users must not have admin
privileges, and (2) the Entropia client and the sub-job processes
are run under a special Entropia user account. This prevents
other users from being able to look at the data of the running
subjob processes (e.g, ReadProcess memory will fail). In addi-
tion, when Entropia is installed on the desktop machine a driver
is installed that prevents users from seeing any content of the En-
tropia directories. They therefore, cannot look, invoke or copy
any of the Entropia files, application files or data when running
under Windows. This is the only driver used by the Entropia
Virtual Machine.

Even so, a desktop machine can potentially be compromised
for example, by being rebooted using a Linux boot disk. To
address this, the Entropia sandbox keeps all data files encrypted
on disk, so that their contents are not accessible by non-Entropia
applications. In addition, the sandbox automatically monitors
and checks data integrity of grid applications and their data and
result files. This ensures that accidental or intentional tampering
with or removal of grid application files by desktop users will be
detected, resulting in the rescheduling of the subjob on another
client.

4.4.1 File Encryption
File encryption can be turned on or off during installation based
on the application security needs of the customer. The capability
is provided through the sandboxed file virtualization of the file
system. Whenever a read or write is performed the correspond-
ing information in decrypted (if it is not already), or encrypted.

To provide file encryption we used 3DES encryption. Whole
block encryption is used. The size of the block can be set as
small as 8 bytes, but we use a 64 byte block size. When reading
from a file, a whole block needs to be read in in order to decrypt
the block to get access to the requested data. When writing to a
file, the block may need to be read in first, decrypted, the part of
the block updated, then encrypted, and finally the full encrypted
block written to the file.

4.4.2 Detecting Application Tampering
To make sure the application and data files have not been tam-
pered with (e.g., if the machine was rebooted under Linux so that
a user had access to the Entropia file system), a configuration file
is kept that maintains an encrypted checksum of the binary and
data file. This checksum is checked whenever a binary or dll
is loaded, or a data file is opened or sent back to the Entropia
Server. A new checksum is created for data files when a data file
is closed and the file has been modified. For application bina-
ries, the checksums are created when the application is sent over
from the scheduler.

5 Performance Evaluation
The Entropia DCGrid has been deployed at over 12 industry
sites, and have been used for over 50 applications. We have

even taken shrink-wrapped applications such Discreet’s 3D Stu-
dio Max and the Java Virtual Machine, and were able to auto-
matically wrap them inside of the Entropia Virtual Machine and
run them on DCGrid.

The majority of DCGrid deployments are in pharmaceutical
companies for Virtual Screening and Sequence Analysis algo-
rithms. Virtual screening is compute-intensive, and sequence
analysis can be either compute or I/O-intensive, depending on
the parameter settings. We have measured the performance
of the Entropia Virtual Machine on four of these applications
(DLPOLY, FRED, HmmerSearch, and MOE) to evaluate the
EVM’s performance. The results are summarized in Figure 5.
First, we briefly describe each of these application areas to pro-
vide further insights into the compelling applications needs.

Virtual Screening - Virtual screening is the extension of wet
laboratory high-throughput drug molecule screening tech-
niques to the computational domain. To avoid the cost of wet-
laboratory experiments, virtual screening uses computational
techniques to evaluate hundreds of thousands to millions of
candidate molecules for efficacy in altering the activity of a
target protein.
The computational testing typically involves assessing the
binding affinity of the candidate molecule to a specific tar-
get on a protein using a technique commonly called dock-
ing. Docking codes (e.g., FRED [22], DLPOLY [11], and
MOE [11]) are well-matched for distributed computing as
each candidate molecule can be evaluated independently. The
amount of data required for each molecular evaluation is
small–basically the atomic coordinates of the molecules–and
the essential results are even smaller, a binding score. The
computation per molecule ranges from seconds to hours on
an average PC. The coordination overhead can be further re-
duced by bundling sets of molecules or increasing the rigor of
the evaluation. Low thresholds can be set for an initial scan
to quickly eliminate clearly unsuitable candidates and the re-
maining molecules can be evaluated more rigorously.

Sequence Analysis — Sequence analysis (BLAST
[1],HmmerSearch[8]) is an important bio-informatics tech-
nique for understanding possible drug toxicity, potency, and
other biological interactions. Typically, a single sequence or
set of sequences is compared to another sequence or set of
sequences and evaluated for similarity. The size of the se-
quences being compared vary widely, but each comparison is
independent. Genomes or proteomes of billions of symbols
(gigabytes) can be partitioned into thousands of slices, yield-
ing massive parallelism. Each compute client receives a set of
sequences to compare and a slice of the database, enabling it
to calculate expectation values properly for the final compos-
ite result. This simple model allows the distributed comput-
ing version to return results equivalent to serial job execution.
Distributing the data in this manner not only achieves massive
input/output concurrency, but may even reduce the memory
requirements for each run, since many sequence analysis pro-
grams hold all the data in memory.

Figure 5, shows the results for these four applications alone
and then within the EVM. The first column shows the average
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Application

Average
R unning

Time
(seconds)

Average
B ytes

Written
(kb)

Average
B ytes
R ead
(kb)

S um
B ytes I/O

/
R un Time

S um Bytes
(I/O)

NonVmized /
Vmized

R um Time
NonVmized /

Vmized

DLPOLY 1917.9 1622.0 1019.0 1.4

DLPOLY w/ E VM 1924.9 2396.0 1801.0 2.2 1.6 1.0

F RE D 244.1 838.0 552.0 5.7

F RE Dw/ E VM 242.6 907.0 603.0 6.2 1.1 1.0

HmmSearch 5683.5 0.1269357.0 47.5

HmmSearch w/ EVM 5763.4 0.1269357.0 46.9 1.0 1.0

MOE 839.6 77.0 2335.0 2.9

MOE w/ EVM 889.1 853.0 2409.0 3.7 1.4 1.1

Figure 5: Execution and I/O results for Virtual Screening and
Sequence Analysis applications running with and without the
Entropia Virtual Machine.

running time, and demonstrates the low overall overhead im-
posed on these applications by the Entropia Virtual Machine.
Run times with EVM increased by a maximum of 6% and in
one case even decreased by 1% (a statistical variation). The sec-
ond and third columns present the average bytes written and read
per run, and the fourth column shows the ratio of I/O to execu-
tion time. The measurements show that all of the applications
measured are all compute-intensive. The fifth column compares
the quantity of I/O with and without the EVM. These numbers
show that in a few small cases, the EVM file interception and
encryption increased the relative size of I/O by up to 60%. As
described in Section 4.4.1, this increase comes from the block
based encryption. As a result, a write may require a read to bring
the rest of the block in to write out the full encrypted block. In
the only case where there is a large amount of I/O, HmmrSearch,
the increase is a tiny fraction. The final column compares over-
all execution times of the applications alone, with runs using the
Entropia Virtual Machine, showing the the overall EVM over-
head is modest. All of the EVM results are with the sandbox file
encryption feature on.

To examine the range of overhead capable from using the
Entropia Virtual Machine we conducted a controlled experiment
using a benchmark application that measures the throughput of
read and write operations. We conducted the experiments on
a Pentium 4 1.6GHz PC with 1GB memory running Windows
XP Professional. We measured file I/O throughput by repeat-
edly writing 2GB random data (we also measured 512MB and
4GB, and results are similar) in 8KB blocks into files. We
then repeated the same experiment, but this time reading instead
of writing. Figure 6 shows the throughput of file I/O achiev-
able without any virtual machine for our benchmark application,
when using the Entropia Virtual Machine without file encryp-
tion, and with using EVM with encryption. The results show
that when using encryption the file I/O throughput is reduced to
be 1/4th of that without encryption.

Overall, we have found that the Entropia VM without en-
cryption has very little overhead. Encryption is only needed if
the customer wants the Application Security feature. For the ap-
plications we have deployed at these customer sites we see from
0% to 6% execution time overhead when using file encryption.
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Figure 6: The File I/O achievable when using the Entropia Vir-
tual Machine with and without encryption in comparison to no
virtual machine.

6 Related VM Work for Desktop Grids

This paper introduces the Entropia Virtual Machine, which ad-
dresses the desktop grid VM requirements of desktop security,
unobtrusiveness, and application security. A lot of research has
recently been performed investigating virtual machines for desk-
top grids. These include Virtuoso[7, 12], Terra[16], Denali[29]
and NGSCB (formerly Palladium)[9]. Most of these address
desktop security and application security, but do not address the
unobtrusive features and requirements we have discussed in this
paper.

In[7, 12], Dinda et. al. discussed why virtual machines are
the right solution to address many key problems in grid com-
puting, such as security, isolation, and resource control. They
studied performance overhead of a prototype system based on
VMWare and demonstrated the feasibility of the VM approaches
for grid computing from a performance perspective. For their
current solution they did not address some of the key require-
ments, such as unobtrusiveness. Terra[16] and NGSCB[9] also
focus on providing a trusted computing platform that can pro-
vide desktop security and application security. Denali[29] ex-
plores a different aspect of the problem. They studied how to
build lightweight virtual machine monitors to coordinate the ex-
ecution of many virtual machines.

Xen [2], Virtuoso [7, 12], Terra [16], Denali [29] and
NGSCB (formerly Palladium) [9] differ from Entropia VM in
that they are general frameworks to provide tamper-resistant
isolation among multiple VMs running on a same physical re-
source; whereas our solution for the Entropia VM is a higher
level solution focused on isolating desktop grid applications
from the hosting desktop computers. In addition, since we have
produced our EVM as product, this has forced us to have a com-
plete solution that also addresses key requirements like unobtru-
siveness.

Another related project, is the Purdue University Network
Computing Hubs (PUNCH)[19, 5], which addresses the resource
control problem in grid computing systems. They create a logi-
cal user for each grid application and a virtual file system (based
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on NFS and a set of trusted proxies) to separate the resource
(storage in this case) between grid applications and local user
applications[19]. Moreover, they addressed the client security
problem by providing a restricted shell, within which only a
restricted set of system calls are allowed. This solution is a
unix/linux only solution for providing application and data se-
curity, whereas we had to solve different challenges to provide a
desktop virtual machine for Windows.

7 Summary
We have described the requirements for Desktop Grid computing
in the enterprise, including ease of application integration, desk-
top security, application security, and unobtrusiveness. To meet
these requirements, we designed and implemented the Entropia
Virtual Machine, and the resulting Entropia DCGrid system has
been deployed widely in large enterprise IT environments and
used to support over 50 applications from a variety of applica-
tion domains.

We describe the design and implementation of the EVM in
detail. First, we outline the distinct requirements for a virtual
machine in a desktop grid environment, which differs from web-
based and hardware-level virtual machines. Second, we describe
how the Entropia Virtual Machine (EVM) uses binary rewrit-
ing and a Desktop Controller to solve each of these problems,
guaranteeing the usability/unobtrusiveness and protection of the
desktop machine in the face of malicious or malformed applica-
tion code. Third, we show that our approach provides security
for the application and their data.

To evaluate the efficacy of the solution (beyond its
widespread use), we evaluate the performance impact of EVM
on a set of life sciences computing applications. These exper-
iments show that EVM’s performance overhead is modest, less
than 6% for the applications studied.
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