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Abstract

How do we huild distributed systemsthat are secure?Cryptographictechniquescan be
usedto securethe communicationdetweenphysically separatedystemsput this is not
enough:we mustbe ableto guarantedhe privacy of the cryptographidkeys andthe in-
tegrity of the cryptographidunctions,in additionto theintegrity of the securitykerneland
accesgontrol databasewe have on the machines.Physicalsecurityis a centralassump-
tion uponwhich securealistributedsystemsarebuilt; without this foundationeventhe best
cryptosystenor themostsecurekernelwill crumble.In thisthesis| addresshedistributed
securityproblemby proposingheadditionof asmall,physicallysecurenardwaremodule,
a secue coprocessoyto standardvorkstationsand PCs. My centralaxiomis thatsecure
coprocessorareableto maintainthe privagy of the datathey process.

This thesisattacksthe distributed security problemfrom multiple sides. First, | an-
alyze the security propertiesof existing systemcomponentspoth at the hardware and
software level. Second,| demonstratdhow physicalsecurity requirementsnay be iso-
latedto the securecoprocessqrandshoved how securitypropertiesmay be bootstrapped
using cryptographictechniquedrom this centralnucleusof securitywithin a combined
hardware/softvare architecture. Suchisolation haspracticaladvantages:the nucleusof
security-relgantmodulesprovide additionalseparatiorof concernbetweerfunctionalre-
guirementsand securityrequirementandthe securitymodulesare more centralizedand
their propertiesmore easilyscrutinized. Third, | demonstrate¢he feasibility of the secure
coprocessoapproachandreporton my implementatiorof this combinedarchitectureon
top of prototypehardware.Fourth,| designanalyzejmplementandmeasurgerformance
of cryptographigrotocolswith superexponentialsecurityfor zero-knavliedgeauthentica-
tion andkey exchange. Theseprotocolsare suitablefor usein securitycritical erviron-
ments.Last,| shov how securecoprocessormaybeusedin afault-tolerantmannemwhile
still maintainingtheir strongprivagy guarantees.
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Chapter 1

Intr oduction and Moti vation

Is privagy the rst roadkill on the Information Superhighvay? * Will supet
highwaymenway lay new settlersto this electronicfrontier?

While thesequestiongnay be too steepedn metaphoythey raisevery realconcerns.
The NationalInformationInfrastructurg(NIl) [32] grandvision would have remotecom-
putersworking harmoniouslytogether communicatingvia an “electronic superhighvay,’
providing new informationalgoodsandservicedor all.

Unfortunatelymary promisingNIl applicationglemandlif cult-to-achievedistributed
securityproperties.Electroniccommerceapplicationssuchaselectronicstockbrokerage,
pay-pefruse,andmeteredserviceshave strict requirementgor authorizatiorandcon den-
tiality — providing trustworthy authorizatiorrequiresuserauthenticationproviding con -
dentialityandprivacy of communicationsequiresend-to-endencryption.As aresultof the
needfor encryptionandauthenticationpur systemanustbe ableto maintainthe secreg
of thekeys usedfor encryptingcommunicationsthe secreg of the usersuppliedauthenti-
cationdata(e.g.,passverds),andtheintegrity of theauthenticatiomatabasagainstwhich
the usersuppliedauthenticatiordatais checled. Furthermorehandin handwith the need
for privagy is the needfor systemintegrity: without the integrity of the systemsoftware
thatmediatesaccesdo protectedbjectsor theintegrity of theaccessontroldatabaseno
systemcanprovide ary sortof privagy guarantee.

Canstrongprivacy andintegrity propertiesbe achiezedon real, distributedsystems?

Themostcommoncomputingervironmentdodayon collegecampuseandworkplaces
areopencomputerclustersandworkstationsn of ces, all connectedby networks. Physical
securityis rarelyrealizablein theseervironments:neithercomputerclustersnor of ces are
secureagainstasuaintruders? let alonethe determinedxpert. Evenif of ce lockswere
safe, the physicalmediafor our local networks are often but a ceiling tile avay — ary

Thesourceof this quoteis unclearoneparaphrasedersionappearedh print, as‘If privagy isn't already
the rst roadkill alongthe informationsuperhighvay, thenit's aboutto be” [55], and othervariantsof this
have appearedh diverselocations.

>The knowledgeof how to pick locks is widespreadmary well-trainedengineersanpick of ce locks
[96].



hacler who knows her raw bits can gure out how to tap into a local network using a
PC.To make mattersworse,for mary securityapplicationsve mustbe ableto protectour
systemsagainsthe occasionalntrustworthy useraswell asintrudersfrom the outside.

Standardtextbook treatmentsof computersecurity assertthat physical securityis a
necessaryreconditionto achiezing overall systemsecurity While this may have beena
requirementhat wasreadily realizablefor yesterdays computercenterswith their large
mainframesit is clearly not arealisticexpectationfor today's PCsandworkstationstheir
physicalhardware is easily accessibldoy both authorizedusersand maliciousattaclers
alike. With completephysicalaccessthe adwersarieccanmountvariousattacks:they can
copy the harddisk's contentsfor of ine analysis;replacecritical systemprogramswith
trojan horseversions;replacevarioushardware componentso bypasdogical safgguards,
etc.

By makingthe processingpower of workstationswidely andeasilyavailable,we have
madetheentiresystemhardwareaccessibl¢o interlopers Withoutafoundationof physical
securityto build on, logical securityguaranteesrumble.How canwe remedythis?

Researcheraverealizedthe vulnerability of network wiresandothercommunication
media. They have broughttools from cryptographyto bearon the problemof insecure
communicatiometworks,leadingto avarietyof key exchangeandauthenticatiomprotocols
[25, 27, 30,59, 67, 78, 80, 93, 98] for usewith end-to-endencryption,providing privacy
for network communicationsOthershave notedthe vulnerability of workstationsandtheir
disk storageto physicalattacks andhave developeda variety of secretsharingalgorithms
for protectingdatafrom isolatedattacks[39, 75, 86]. Toolsfrom the eld of consensus
protocolscanbe appliedaswell. Unfortunately all of thesetechniqueswhile powerful,
still assumesomemeasureof physicalsecurity a property unavailable on corventional
workstationsandPCs. The gapbetweernreality andthe physicalsecurityassumptionmust
be closedbeforethesetechniguesanbeimplementedn abelievablefashion.

Canwe provide the necessaryphysicalsecurityto PCsandworkstationswithout crip-
pling their accessibility?Canreal, secureelectroniccommerceapplicationsbe built in a
networked, distributedcomputingernvironment?l arguethatthe answerto thesequestions
isyes,andl have built asoftware/hardwaresystencalledDyadthatdemonstratesy ideas.

In this thesis,| analyzethe distributed security problemnot just from the traditional
cryptographigorotocolviewpoint but alsofrom the viewpoint of a hardware/softvaresys-
temdesignerl addresshe needfor physicalsecurityandshav how we canobtainoverall
systensecurityby bootstrappindgrom alimited amountof physicalsecuritythatis achies-
ablefor workstation/PQolatforms— by incorporatinga secue coprocessolin a tamper
resistanimodule.This securecoprocessomay berealizedasa circuit boardonthe system
bus, a PCMCIAZ card, or an integratedchip; in my Dyad system,it is realizedby the
Citadelprototypefrom IBM, aboard-level securecoprocessosystem.

| analyzethe naturalsecuritypropertiesnherentin securecoprocessoenhanced¢om-
puters,and demonstratéhow security guaranteesan be strengthenedy bootstrapping
securityusingcryptographidechniques Building on this analysis,| developa combined

3personaComputetMemory CardInternationalAssociation
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software/hardware systemarchitecture providing a rm foundationuponwhich applica-
tionswith stringentsecurityrequirementganbebuilt. | describethe designof the Citadel

prototypesecurecoprocessohardware,the Mach[2] kernelport runningon top of it, the

resultansystemintegrationwith the hostplatform,the securityapplicationgunningontop

of thesecurecoprocessoandnew, highly securecryptographigrotocolsfor key exchange
andzero-knavledgeauthenticatiorf.

By attackingthedistributedsecurityproblemfrom all sides,| shav thatit is eminently
feasibleto build highly securedistributed systemswith bootstrappedecurityproperties
derivedfrom physicalsecurity

Thenext chapterdiscusse detailwhatis meantby thetermsecue coprocessomland
the basicsecurity propertiesthat securecoprocessorsust possess.Chapter3 outlines

ve applicationghatareimpossiblewithoutthe securitypropertieprovidedby secureco-
processorsChapter4 describegshe combinedhardware/softvare systemarchitectureof a
securecoprocesseenhancedhost. | considerthe basicoperationarequirementsnduced
by the demandsof securityapplicationsandthen describethe actualsystemarchitecture
asimplementedn the Dyad securecoprocessosystemprototype.Chapters describesny
new cryptographigrotocolsandgivesanin-depthanalysisof their cryptographicstrength.
Chapter6 addressethe securityissuegresentvheninitializing a securecoprocessgqmand
presentgechniquedo make a securecoprocessosystemfault tolerant. Additionally, |
demonstratéechniquesvhereproactve fault diagnosticanayallow someclasse®f hard-
warefaultsto bedetectecandpermitthereplacemenof amalfunctioningsecurecoproces-
sor. Chapter7 shovs how boththe securecoprocessohardwareandsystemsoftwaremay
be veri ed, andexaminesthe consequencesf systemprivacy breaches Chapter8 gives
performancegures for the cryptographicalgorithms,the overheadincurredby crypto-
paging,andtheraw DMA transfertimesfor our prototypesystem.In chapter9, | propose
challengedor future developersof securecoprocessors.

4Someof thisresearctwasjoint work: thedesignof Dyad,thesecureapplicationsandthe new protocols
wasdonewith Doug Tygarof CMU. Thebasicsecurecoprocessomodelwasdevelopedwith White, Palmer,
andTygar. The Citadelsystemwasdesignedy Steve Weingart,Steve White, andElaine Palmerof IBM; |
deluggedCitadelandredesignegbartsof it.






Chapter 2

Secure CoprocessorModel

A securecoprocessors a hardware module containing(1) a CPU, (2) bootstrapROM,
and (3) securenon-\wlatile memory This hardware moduleis physically shieldedfrom
penetrationandthel/O interfaceto the moduleis the only way to accessheinternalstate
of themodule.(Examplesof packagingechnologyarediscussedhaterin section2.3.) This
hardwaremodulecanstorecryptographidkeys withoutrisk of releaseMore generallythe
CPU canperformarbitrarycomputationgundercontrol of the operatingsystem);ithusthe
hardwaremodule whenaddedo acomputerbecomestruecoprocessoiOften,thesecure
coprocessowill containspecialpurposehardwarein additionto the CPUandmemory;for
example,high speedencryption/decryptiolmardwaremaybe used.

Securecoprocessormustbe packagedso that physicalattemptsto gain accesgo the
internalstateof the coprocessowill resultin resettingthe stateof the securecoprocessor
(i.e., erasureof the securenon-wlatile memorycontentsand CPU registers). An intruder
might be ableto breakinto a securecoprocessoandseehow it is constructedtheintruder
cannothowever, learnor changeheinternalstateof thesecurecoprocessoexceptthrough
normall/O channelsor by forcibly resettingthe entiresecurecoprocessofThe guarantees
aboutthe privacy andintegrity of the securenon-wlatile memoryprovide the foundations
neededo build distributedsecuritysystems.

With a rm securityfoundationavailablein the form of a securecoprocessomyreater
securitycanbeachievedfor thehostcomputer

2.1 Physical Assumptionsfor Security

All securitysystemsely onanucleusof assumptionsi-or example,it is oftenassumedhat
encryptionsystemsareresistanto cryptanalysisSimilarly, | take asaxiomaticthatsecure
coprocessorgrovide privateandtampefrproof memoryandprocessingTheseassumptions
maybefalsi ed: for example,attaclersmayexhaustvely searckcryptographidkey spaces.
Similarly, it maybe possibleto falsify my physicalsecurityaxiomby expendingenormous
resourcegpossiblyfeasiblefor very large corporationsor governmentagencies).|l rely
on a physicalwork-factorargumentto justify my axiom, similar in spirit to intractability
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assumptionsf cryptographyMy securecoprocessomodeldoesnotdependnthepartic-
ulartechnologyusedto satisfythe work-factorassumptionJustascryptographicschemes
may be scaledor changedo increasehe resourcesequiredto penetratea cryptographic
system,currentsecurity packagingtechniquesmay be scaledor changedo increasethe
work-factornecessaryo successfulljpypasshe securecoprocessoprotections.

Chapter3 shawvs how to build securesubsystemsunningpartially on a securecopro-
cessor

2.2 Limitations of Model

Con ning all computatiorwithin securecoprocessorgouldideally suitoursecurityneeds,
but in reality we cannot— and shouldnot — corvert all of our processorsnto secure
coprocessorslherearetwo mainreasons:rst, theinherentimitationsof physicalsecurity
techniquedor packagingeircuits; andsecondthe needto keepthe systemmaintainable.
Fortunately aswe shall seein chapter3, we do not needto physically shieldthe entire
computer It sufces to physicallyprotectonly a portionof the computer

If the securecoprocessois sealedn epoxyor a similar material,heatdissipationre-
quirementdimit usto oneor two printedcircuit boards.Futuredevelopmentsnay eventu-
ally relaxthis andallow usto make moreof thesolid-statecomponent®f amultiprocessor
workstationphysicallysecureperhapsanentirecardcage;however, the securityproblems
of externalmassstorageandnetworkswill in all likelihoodremainconstant.

While it may be possibleto securepackagean entiremultiprocessarit is likely to be
impracticalandis unnecessaresidesIf we canobtainsimilar functionalitiesby placing
the securityconcernswithin a singlecoprocessomwe canavoid the costandmaintenance
problemsof makingmultiple processorandall memorysecure.

Easymaintenanceequiresmodulardesign. Oncea hardware moduleis encapsulated
in a physicallysecurepackagedisassemblinghe moduleto x or replacesomecompo-
nentwill probablybeimpossible.Wholesaleboardswappingis a standardnaintenancé
hardwaredehuggingtechniqueput defectve boardsarenormallyreturnedor repairs;with
physicalencapsulationthis will no longerbe possible thusdriving up costs. Moreover,
packagingconsiderationsindthe extra hardware developmenttime imply that secureco-
processos technologymay lag behindthe host systems technology— perhapsby one
generationTheright balancebetweemhysicallyshieldedandunshieldeccomponentsie-
pendson theclassof intendedapplicationsFor mary applicationspnly asmallportionof
the systenmustbe protected.

Whataboutsystem-leel recovery afterahardwarefault?If secretsarekeptonly within
asinglesecurecoprocessghaving to replaceafaulty unit with adifferentonedueto awill
leadto dataloss. After we replacea broken coprocessowith a goodone,will we be able
to continuerunningour applications?Section6.4 givestechniquedor periodiccheckup
testingandfault tolerantoperationof securecoprocessors.
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2.3 Potential Platforms

Severalphysicallysecureprocessorsxist. This sectiondescribesomeof theseplatforms,
giving the typesof attacksthesesystemgesist,andsystemlimitations arisingfrom pack-
agingtechnology

ThepABYSS[103] andCitadel[105] systememploy board-level protection. Thesys-
temsinclude a standardmicroprocesso(Citadelusesan Intel 80386),somenon-\olatile
(batterybacled) RAM, andspecialsensingcircuitry to detectintrusioninto a protectve
casingaroundthe circuit board. Additionally, Citadel includesfast (approximately30
MBytes/secDESencryptionhardware. The securitycircuitry erasesion-wlatile memory
beforeattaclerscanpenetratéar enoughto disablethe sensor®r readmemorycontents.

Physicalsecuritymechanismsnustprotectagainstmary typesof physicalattacks.In
thepABY SSandCitadelsystemsit is assumedhatintrudersmustbeableto probethrough
astraightholeof atleastonemillimeterin diameterto penetratéhesystemprobepin volt-
agesdestry sensingeircuitry, etc). To preventdirectintrusion,thesesystemsncorporate
sensorgonsistingof ne (40 gauge)nichromewire andlow power sensingcircuits pow-
eredby a long-lived battery The wires arelooselybut denselywrappedin mary layers
aroundthe circuit boardandthe entireassemblyis thendippedin epoxy Thelooseand
densewrappingmakesthe exactpositionof thewiresin the epoxyunpredictablé¢o anad-
versary Thesensingelectronicgletectopencircuitsor shortcircuitsin thewiresanderase
non-wlatile memoryif intrusionis attempted. Physicalintrusion by mechanicalmeans
(e.g.,drilling) cannotpenetratehe epoxywithout breakingoneof thesewires.

Anotherattackis to dissole the epoxywith solventsto exposethe sensomwires. To
block this attack,the epoxyis designedo be chemically“harder” thanthe sensomwires.
Solventswill destry atleastoneof thewires— andthuscreateanopen-circuit— before
theintrudercanbypasgshe pottingmaterialandaccesshecircuit board.

Yetanotherattackusedow temperaturesSemiconductomemoriegetainstateatvery
low temperaturegvenwithout power, so an attacler could freezethe securecoprocessor
to disablethe batteryandthenextractmemorycontents.The systemsontaintemperature
sensorswvhich trigger erasureof secretsbeforethe temperaturedropsbelon the critical
level. (The systemmusthave enoughthermalmassto preventrapid freezing— by being
dippedinto liquid nitrogenor helium, for example— andthis placessomelimitationson
the minimum size of the system. This hasimportantimplicationsfor securesmartcard
designers.)

The next stepin sophistications the high-paveredlaserattack. Theideais to usea
high powered(ultraviolet) laserto cut throughthe epoxyanddisablethe sensingcircuitry
beforeit hasa chanceo react.To protectagainssuchanattack,aluminaor silicais added,
causinghe epoxyto absorhultraviolet light. Thegeneratedheatcreatesnechanicastress,
causinghe sensingwiresto break.

Insteadof theboard-lerel approachphysicalsecuritycanbeprovidedfor smaller chip-
level packagesClipperandCapstonethe NSAs proposedESreplacementft, 99, 100]
arespeciabpurposesncryptionchips. Theseantegratedcircuit chipsarereportedlydesigned
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to destry key information(andperhapstherimportantencryptionparameters— theen-
cryptionalgorithm, Skipjack,is supposedo be secretaswell) whenattemptsaremadeto

openthe integratedcircuit chips' packaging. Similarly, the iPower [58] encryptionchip

by NationalSemiconductohastamperdetectionmachinerywhich causeshemicalgo be
releasedo erasesecuredata. Thequality of protectionandthetypesof attackswvhichthese
systemcanwithstandhave not beenpublished.

Smartcads areanotherapproacho physicallysecurecoprocessingb4]. A smartcard
is a portable,supersmall microcomputer Sensingcircuitry is lesscritical for mary ap-
plications(e.g., authenticationstorageof the users cryptographickeys), since physical
securityis maintainedby the virtue of its portability. Userscarry their smartcardswith
themat all timesand provide the necessaryphysicalsecurity Authenticationtechniques
for smartcard$rave beenwidely studied[1, 54]. Additionally, newer smartcarddesigns
suchassomeGEMPIlusor Mondex cards[35] featurelimited physicalsecurityprotection,
providing atrue (simple)securecoprocessor

Thetechnologyenvelopede ned by theseplatformsandtheirimplementatiorparame-
tersconstrainghelimits of securecoprocessoalgorithms.As the computatiorpower and
physicalprotectionmechanism$or mobilecomputerandsmartcardsvolve,thiservelope
will grow.

2.4 Security Partitions

Systemcomponent®f networked hostsmay be classi ed by their vulnerabilitiesto vari-
ousattacksandplacedwithin “native” securitypartitions. Thesenaturalsecuritypartitions
containsystencomponentshatprovide commonsecurityguaranteesSecurecoprocessors
addanew systemcomponentvith fewer inherentvulnerabilitiesandcreatea new security
partition; cryptographidechniqueseducesomeof thesevulnerabilitiesandenhancesecu-
rity. For example,usinga securecoprocessoto boota systemandensurethatthe correct
operatingsystemis runningprovidesprivacy andintegrity guaranteesn memorynot oth-
erwisepossible.Publicworkstationscanemploy securecoprocessorandcryptographyto
guaranteehe privacy of disk storageandprovide integrity checks.
Table2.1shownsthevulnerabilitiesof varioustypesof memorywhenno cryptographic
techniquesare used. Memory within a securecoprocessors protectedagainstphysical
access.With the properprotectionmechanismsgatastoredwithin a securecoprocessor
canbe neitherreadnor tamperedvith. A working securecoprocessocanensurethatthe
operatingsystemwasbootedcorrectly(seesection3.1) andthatthe hostRAM is protected
againstunauthorizedogical access. It is not, however, well protectedagainstphysical
access— we canconnectogic analyzergo thememorybusandlistenpassvely to memory

5] assumehatthe operatingsystemprovidesprotectedaddresspaces Pagingis performedon eithera
remotedisk via encryptechetwork communicatior(seesectiond.1.3below) or alocal diskwhichis immune
to all but physicalattacks.To protectagainstphysicalattacksfor the latter case we mayneedto encryptthe
dataanyway or ensurghatwe canerasehe pagingdatafrom the disk beforeshuttingdown.

8



Subsystem Vulnerabilities
Availability | Integrity/Privacy
SecureCoprocessor None None
HostRAM OnlinePhysical | OnlinePhysical
Access Access
Secondanystore Of ine Physical| Of ine Physical
Access Access
Network OnlineRemote | Online RemoteAccess
(communication) | Access Of ine Analysis

Table2.1: SubsystenVulnerabilitieswithout Cryptographiclechniques

trafc, or usean in-circuit emulatorto replacethe host processorand force the hostto

periodically disclosethe hostsystems RAM contents.Furthermorejt is possibleto use

multi-portedmemoryto remotelymonitor RAM. (While it may be impracticalto do this

in a way invisible to users,this line of attackcannot be entirely ruled out.) Secondary
storagemaybemoreeasilyattacledthanRAM sincethedatacanbemodi ed of ine; todo

this, however, an attacler mustgainphysicalaccesdo the disk. Network communication
is completelyvulnerableto online eavesdroppingand of ine analysis,aswell asonline

messageampering. Sincenetworks are usedfor remotecommunicationjt is clearthat

theseattacksmaybe performedremotely

Subsystem Vulnerabilities
Availability | Integrity/Privacy
SecureCoprocessor None None
HostRAM OnlinePhysical | HostProcessor
Access Data
Secondanystore Of ine Physical| None
Access
Network OnlineRemote | None
(communication) | Access

Table2.2: SubsystenVulnerabilitiesWith CryptographicTechniques
As table 2.2 illustrates,encryptioncanstrengthemprivacy guaranteesDatamodi ca-
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tion vulnerabilitiesstill exist; however, tamperingcanbe detectedy usingcryptographic
checksumaslong asthe checksunmvaluesarestoredin tampefproof memory Note that
the privagy level is a function of the subsystentomponenusingthe data. If hostRAM
datais processedby the hostCPU, moving the datato the securecoprocessofor encryp-
tionis eitheruseles®r prohibitively expensve[29, 61] — thedatamustappeain plaintext
form to thehostCPUandis vulnerableto onlineattacks.However, if thehostRAM datais
servingasbackingstorefor securecoprocessotatapagegseesectiord.1.3),encryptionis
appropriate Similarly, encryptingthe secondarystorevia the hostCPU protectsthatdata
againstof ine privagy lossbut not online attacks whereasncryptingthatdatawithin the
securecoprocessoprotectshatdataagainstonline privagy attacksaswell, aslong asthat
dataneednot ever appeatin plaintext form in the hostmemory

For example,if we wish to sendand readencryptedelectronicmail, encryptionand
decryptioncanbe performedby the hostprocessosincethe datamustresidewithin both
hostsfor the sendetto composeat andfor therecever to readit. But, the exchangeof the
encryptionkey usedfor the messagshouldinvolve securecoprocessocomputation:key
exchangeshouldusesecretghatmustremainwithin the securecoprocessor®

2.5 Machine-User Authentication

How canwe authenticateiserdo machinesndvice versa?Onesolutionis smartcard¢see
section2.3) with zeroknowledgeprotocols(seesectons.1.2).

Anotherway to verify the presensef asecurecoprocessois to askathird-partyentity
— suchasa physicallysealedhird-partycomputer— to checkthe machines identity for
theuser This servicecanalsobe provided by normalnetwork senersmachinessuchas

le seners. Remoteservicesmustbe dif cult to emulateby attaclers. Userswill notice
the absencef theseservicesto detectthat somethingis amiss. This necessarilymplies
thattheseremoteservicesmustbe availablebefole the usersauthenticateo the system.

Thesecurecoprocessomustbe presenfor theremoteservicego work correctly Evi-
dencethattheseservicesvork canbe corveyedto the userthrougha securedisplaythatis
partof the securecoprocessoif no suchdisplayis available,caremustbetakento verify
that the connectionto the remote,trustedthird-party sener is not being simulatedby an
attacler. To circumwentthis attack,we mustbe ableto rebootthe workstationandrely on
thelocal securecoprocessoto performhostsystemintegrity checks.

Unlike authenticatiorprotocolsreliant on centralauthenticatiorseners|[81, 80, 93],
this machine-useauthenticatiorhappensnce,at boot time or sessiorstarttime. Users
may be con dent that the workstationcontainsan authenticsecurecoprocessoif access
to any normalremoteservicecanbe obtained. To successfullyauthenticatdo obtainthe
service attaclersmusteitherbreakthe authenticatiomprotocol,breakthe physicalsecurity

This is true evenif public key cryptographyis used.Publickey encryptionrequiresno secretandmay
be performedin the host; signingthe messagehowever, requiresthe useof secretvaluesandthusmustbe
performedwithin the securecoprocessor
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in the securecoprocessomor bypasshe physicalsecurityaroundthe remotesener. If the
remoteserviceis sufciently comple, attaclerswill notbeableto emulateit.

2.6 Previous Work

Thesecurecoprocessosystemmodelis muchmoresophisticateéindcomprehensie than

thatfoundin previouswork. It fully examineshenaturalsecurityboundariebetweersub-

systemsn computersandhow cryptographidechniquesnaybe usedto boostthe security
within thesesubsystemsThe systemsf Best[8] andKent[46] only consideredhe use
of encryptionfor copy-protectionandemployedphysicalprotectionfor themainCPUand

primarymemory WhiteandComerford104] werethe rst to considetheuseof asecurity
coprocessotbut their systemweretargetedfor copy-protectionandfor providing crypto-

graphicservicego thehost.New to thesecurecoprocessomodelis securitybootstrapping
andcrypto-pagingjmportanttechniquegor building securedistributedsystems.
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Chapter 3

Applications

Becausesecurecoprocessorsanprocesssecretsaswell asstorethem,they cando much
more than just keep secretscon dential. | describehow to use securecoprocessorso
realizeexemplarsecureapplications:(1) hostintegrity veri cation, (2) tamperproof audit
trails, (3) copy protection(4) electroniccurreng, and(5) securegpostagemeters. Noneof
thesearepossibleon physicallyexposedsystems.Theseapplicationsarediscussedbrie y

below.

3.1 HostIntegrity Check

Trojan horsesoftware datesbackto the 1960s,if not earlier Boguslogin programsare
amongmostcommon,thoughgamesandfake utilities were (andare)alsowidely usedto
setup backdoorsaswell. Computervirusesexacerbatehe problemof hostintegrity —
the systemmay easilybeinadwertentlycorruptedduringnormaluse.

In the restof this section,l discusshow securecoprocessoraddressethis problem,
discussafew alternatve solutions,andpoint outtheir dravbacks.

3.1.1 HostIntegrity with Secure Coprocessors

Providing trustin theintegrity of acomputers systemsoftwareis notsodif cult if we can
trustthe integrity of the executionof a single program:we canbootstap our trustin the
integrity of hostsoftware! If we areableto runasingletrustedprogramonthe systemwe
canusethatprogramto verify theintegrity of therestof the system.

Gettingthat rst trustedprogramrunningis fraughtwith problems.evenif we ignore
managemenand operationaldif culties, especiallyfor machinesn openclustersor un-
lockedof ces. Runninganinitial trustedprogrambecomedeasiblewhenwe adda secure

"Bootstrappingsecuritywith securecoprocessoris completelydifferentfrom the securitykernelsfound
in the TrustedComputerBase(TCB) [101] approach:securecoprocessorasecryptographidechniquego
ensureheintegrity of therestof the systemandsecuritykernelsin a TCBssimply assumehatthe le store
returnstrustworthy data.
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coprocessor— the securecoprocessoruns only trusted,unmodi ed software, and this
softwareusescryptographidechniquedo verify the integrity of the hostsoftwareresident
onthehost's disks.

To verify integrity, a securecoprocessomaintainsatamperproof databasékeptin se-
curenon-\wolatile memory)containinga list of the host's systemprogramsalongwith their
cryptagraphic cheksums Cryptographicchecksumfunctionsare appliedto executable

le. Thechecksumsreunforgeable:givena le F andthecryptographiachecksunfunc-
tion crypto_cksm , creatingaprogramF suchthat

F F andcrypto.cksmF  crypto_cksmF

is computationallyintractable.The size of the outputof a one-way hashfunctionis small
relative to theinput; for example,the MD5 hashfunction's outputis 128bits[77].

Hostintegrity checkingis differentfor the casesf stand-alonavorkstationsandnet-
worked workstationswith accesgo distributedservicessuchasAFS [91] or Athenal5].
While publicly accessiblstand-alonevorkstationshave fewer avenuesof attack thereare
alsofewer optionsfor counteringattacks. concurrentlyexaminebothcases:

Performingthe necessarintegrity checkswith a securecoprocessocansolve the host
integrity problem.Becaus®f privacy andintegrity guaranteesnsecurecoprocessomem-
ory andprocessingwe canhave con dencein resultsfrom asecurecoprocessathatchecks
theintegrity of the host's stateat boot-up.If the securecoprocessois rst to gaincontrol
of thesystemwhenthe systems reset,t candecidewhetherto allow thehostCPUto boot
aftercheckingthedisk-residenbootstragprogram operatingsystemkernel,andall system
utilities for tampering.

Thecryptographichecksum®f systemmagesmustbe storedin thesecurecoproces-
sor's securenon-\olatile memoryandbe protectedagainstmodi cation (and sometimes,
dependingnthecryptographichecksunalgorithmchosenagainsexposure) Of course,
tablesof cryptographicchecksumscan be pagedout to hostmemoryor disk after rst
checksummingind encryptingthemwithin the securecoprocessotthis canbe handledas
an extensionto normalvirtual memorypaging(seesection4.1.3. The securecoproces-
sor candetectarny modi cations to the systemobjectsand cancheckthe integrity of the
externalstorage.

Along with integrity, securecoprocessorsffer privacy; this propertyallows the useof
both keyed (suchasRivest's MD5 [77], Merkle's Snefru[56], Juenemars MessageAu-
thenticationCode(MAC) [44], andIBM' s ManipulationDetectionCode(MDC) [41]) and
keyless(suchaschainedDES [102], andKarp andRabin's family of ngerprint functions
[45]) cryptographichecksunfunctions.All cryptographichecksunfunctionsrequirein-
tegrity protectionof the cryptographiacchecksumskeyed checksunfunctionsadditionally
requireprivacgy protectionof akey.

Thereareno publishedstrongintractabilityargumentsor majorkeylesscryptographic
checksunfunctions;their designappearedo be basedon ad hoc methods.Keyed cryp-
tographicchecksunfunctionsrequirecertaininformationto be keptsecret.In the keyless
case,chainedDES keepsencryptionkeys (which selectparticularencryptionfunctions)
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secret;Karp-Rabin ngerprint functionsusea secretkey to selecta particularhashfunc-
tion from a family of hashfunctionsbasedon irreducible polynomial$ over Z, x | i.e.,
fk F fi:px p x modirred x . Theresultingresiduepolynomialis the hash
result. If the key polynomialis unknovn by the adwersary thengiveninputq x , thereis
no procedurdor nding q x where

g x qx wherefyq fkq

exceptby chance.The securityof Karp-Rabinis equialentto probability of two random
inputsbeingmappedo the sameresiduewhichis well understood45, 68]. ChainedDES
is notaswell understoodsthe Karp-Rabinfunctions,sincevery little is known aboutthe
groupstructureof the permutatiorgroupinducedby DES encryptions.

Securecoprocessorgan keep keys secretand hencecan implementkeyed crypto-
graphicchecksumsThe Karp-Rabin ngerprint functionsareparticularlyattractve, since
they have strongtheoreticalunderpinninggseesection5.2.5),they arevery fastandeasy
to implemen®, andthey may be scaledfor differentlevels of security(by usinga higher
degreeirreduciblepolynomialasthe modulus).

Securecoprocessorsimplify the systemupgradeproblem. This is importantwhen
thereare large numbersof machineson a network: systemscan be securelyupgraded
remotelythroughthe network, sincethe securityof communicatiorbetweersecurecopro-
cessorss guaranteedFurthermoresystemimagesare encryptedwhile beingtransferred
overthenetwork andwhile residenion secondargtorage This providesuswith theability
to keepproprietarycodeprotectedagainsimostattacks.As section3.3 notes,we canrun
(portionsof) the proprietarysoftware only within the securecoprocessorallowing ven-
dorsto have execute-onlysemantics— proprietarysoftwareneednever appeatn plaintext
outsideof a securecoprocessor

Section4.1.1 examinesthe detailsof hostintegrity checkasit relatesto secureco-
processoarchitecturakequirementsandsection4.1.5andchapter6 discusshow system
upgradesirehandledoy a securecoprocessorAlso relevantis the problemof how theuser
canknow if asecurecoprocessais properlyrunningin asystemsection2.5discussethis.

3.1.2 Absolute Limits

Sofar, we have limited the attaclersto usingtheir physicalaccesgo corruptthe software
of thehostcomputer Is the hostintegrity probleminsolubleif we allow trojanhorsehard-
ware? Clearly, sufciently sophisticatedhardwareemulationcanfool both usersandary
integrity checks.Thereis nocompletelyreliableway for thesecurecoprocessoio detectf
anattacler replaceda disk controllerwith a “double-entry”controllerproviding expected
dataduring systemintegrity veri cation but returningtrojan horsedata(systemprograms)

8A polynomialis saidto be irreducibleif it cannotbe factoredinto polynomialsof lower degreein the
ring of polynomials,in thiscaseZ; x .
9Thustheimplementationis lik ely to be correct.
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for execution. Similarly, it is hardto detectif the hostCPU s substitutedvith a “double-
entry” CPUwhichfailsto correctlyrun speci c piecesof codein the OSprotectionsystem.
To raisethe stakes,we canhave the securecoprocessodo behaior andtiming checksat
randomintenals. This makessuch“double-entry”’hardwareemulationdif cult andforces
the hardwarehaclersto build moreperfecttrojanhorsehardware.

3.1.3 PreviousWork

Otherapproachesiave beentried without a physicalbasisfor security This sectionde-
scribesheseapproacheandtheir shortcomings.

Authorized Programs

The hostintegrity problemcanbe partially amelioratecby guaranteeinghatall programs
have beeninspectecandapprovedby atrustedauthority(e.g.,a local systemadministrator
or computervendor), but this is an incompletesolution. Guaranteesboutthe integrity
of sourcecodeare not enough[95] — we also needto trust the compilers,editors,and
othertoolswe useto manipulatehe code.Evenif having the trustedauthorityinspectthe
programs objectcodeis practical,thereis no guaranteghat the disassembleis not also
corruptedandhiding all evidenceof corruptionl®

If the objectcodeis built from inspectedsourcecodein a cleanervironmentandthat
objectcodeis securelyinstalledinto the workstationswe still have little reasonto trust
the machines.Someguaranteanustbe provided that the software hasnot beenmodi ed
afterinstallation— afterall, we do notknow who hashadaccesgo the machinesincethe
trusted-softwareinstallation,andthe oncecleansoftwaremay have beencorrupted.

With computergyettingsmaller(andmoreportable)andworkstationsoften physically
accessiblen public computerclusters attaclerscaneasilybypassany logical safeguards
to corruptthe programson a computers disks. Perhapsa trojan horseprogramhashbeen
insertedsincethe lasttime the hostwasinspected— how cana usertell if the operating
systemkernelis correct?It is not sufcient to have centralauthoritiesthat guaranteehe
original copy or inspectthe host's softwareperiodically Theintegrity of thekernelimage
andsystenmutilities storedon disk mustbeveri ed eachtime the computeris used.

DisklessWorkstations

In the caseof networked “diskless” workstations,integrity veri cation would appearto
be con nedto thetrusted le senersimplementinga distributed le system.Any paging
to implementvirtual memorywould go acrossthe network to a trustedsener with disk
storagq28, 79,109.

10This would be similar to the techniquesusedby “stealth” viruseson PCs,which interceptsysteml/O
requestandreturnoriginal, unmodi ed datato hidethe existenceof the virus[23].
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Whatarethedif culties with thistrustedle senermodel?First,non-publiclyreadable
les mustbeencryptedoeforebeingtransferrecbver the network. Thisimpliesthe ability
to usesecrekeysto decrypttheseles, andkeepingsuchkeys secrein publicly accessible

workstationss impossible.

A moreseriougproblemis thattheworkstationsnustbeableto authenticat¢heidentity
of the trusted le seners (the host-to-hostauthenticatiorproblem). Sinceworkstations
cannotkeepsecretsye cannotusesharedsecretso encryptandauthenticatelatabetween
the workstationandthe le seners. The bestthatwe cando is to have the le seners
digitally signthekernelimagewhenwe bootoverthenetwork — but thenwe mustbeable
to storethe public keys of thetrusted le seners. With exposedworkstationsthereis no
safeplaceto storethis type of integrity information. Attackerscanalwaysmodify the le
seners' public keys (andnetwork addressesgtoredon the workstation,soit contactdalse
seners.Obtainingpublic keys from someexternalkey sereronly pushegheproblemone
level deeper— the workstationwould needto authenticatehe identity of the key sener,
andattaclersneedonly to modify the storedpublic key of thekey sener.

If we pagevirtual memoryover the network (which cannotreasonablye assumedo
besecure)theproblemonly becomesvorse.Nothingguaranteetheprivagy or integrity of
thevirtual memoryasit is transferrecbver the network. If the datais transferredn plain-
text, anattacler cansimply recordnetwork pacletsto breakprivacy andmodify/substitute
network trafc to destrqy integrity. Without the ability to keepsecretsencryptionis use-
lessfor protectingthe computers memory— attaclerscanobtainthe encryptionkeys by
physicalmeansanddestry privagy andintegrity asbefore.

Secuie Boot Media

SeveralresearcherBave arguedfor usinga secure-bootoppy containingsystemintegrity
veri cation codeto bring machineaup. Thisis essentiallythe approachtakenin Tripwire
[47] andsimilar systemsi! Considerthe assumptiongvolvedhere.

First, we mustassumehe hosthardware hasnot beencompromisedlf the hosthard-
wareis compromisedseesection3.1.2),the “secure”’boot oppy canbeignoredor even
modi ed whenit is used. (Securecoprocessorsn the otherhand,cannotbe bypassed,
especiallysinceuserswill wanttheirmachines securecoprocessoto authenticatés iden-
tity.) Next, wemust t ourbootcode,integrity checkingcode,andcryptographichecksum
databasentooneor two diskettes,andthis codemustbereasonablyast— thisis aprag-
maticconcernsincetheintegrity checkingproceduraneeddo beeasyandfastsousersare
willing to doit everytimethey startusingamachine.

Secure-booppies arewidely usedon homecomputerdor virus detection Why isn't
this approachappropriatefor hostintegrity checking? Virus scannersand hostintegrity
checlershave similar integrity requirements— they requirea cleanervironment. Unlike
integrity checksthat detectarny modi cations madeto les, virus scannergypically scan

Becausdripwire checledmodi cationsto systemles while runningonthehostkernel,it is vulnerable
to “stealth” attackson thekernel
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for occurrence®f suspectcodefragmentswithin les. The fragmentsappearingon the
list of suspectodefragmentsaredravn from sampleobseredin commonviruses.lt is
presumedhatthesecodefragmentswill notoccurin “normal” codel? Theintegrity of the
codefragmentlist mustbe protectedjust like the databasef cryptographicchecksums.
Virus scannergand generalintegrity checlers) canbootstraptrustby rst verifying that
a core setof systemprogramsare infection-free(unmodi ed), and have thoseprograms
performfaster moreadvancedscanningfull integrity checks)or run-timevirus detection
(protectionOSkernel).

Althoughvirus scanningandhostintegrity checkinghave muchin common thereare
somecrucial differences.Virus scannersannotdetectmodi cations to systemsoftware
— they only detectpreviously identi ed viruses. Moreover, virus scannerslists of sus-
pectcodefragmentsareindependentf machines'softwarecon gurations:to updatea list
oneaddsnew suspectodefragmentsasnew virusesareidenti ed. An integrity checler,
however, mustmaintainan exactlist of the systemprogramsthat it shouldcheck,along
with their cryptographicchecksums.The integrity of this list is paramounto the correct
operationof theintegrity checler, sinceattaclers(including viruses)canotherwiseeasily
corruptthe cryptographicchecksumdatabaselong with the target programto hide the
attack!3 Versioncontrolbecomesi headachassystemsoftwareis updated.

Only trustedusersare allowed accesgo the masterboot oppy anduntrustedusers
mustget a (new) copy of the boot oppy from trustedoperatorseachtime a machineis
rebootedrom anunknaown state.Userscannothave accesgo the masterboot oppy since
it mustnot be altered.Read-only oppies do not help, sincewe assumehattheremaybe
untrustworthy users.Carelessise(i.e., reuse)of boot oppies becomesnotherchannelbf
attack— boot oppies caneasilybe madeinto viral vectors.

Like disklessworkstations,boot oppies cannotkeepsecrets. Encryptiondoesnot
help, sincethe workstationor PC mustbe ableto decryptthem,andworkstationscannot
keepsecretgencryptionkeys) either The only way to assurantegrity withoutcompletely
reloadingthe systemsoftware is to checkit by computingcryptographicchecksumson
systemimages. This is essentiallythe sameprocedureusedby securecoprocessorsx-
ceptthatinsteadof providing integrity within a pieceof securehardware we usetrusted
operators.

Requiringusergo obtainafreshcopy of theintegrity checksoftwareanddataeachtime
they needto reboota nev machineis cumbersomelf differentmachineshave different
softwarereleasesheneachmachinewill have adifferentsecureboot oppy. Management
will bedif cult, especiallyif we wish to revoke usageof programsoundto be buggy by
eliminatingtheir cryptographiachecksunfrom the databasé¢o forceanupdate.

Furthermoreusing a centralizeddatabasef all the software for all versionsof that
softwareonthevariousmachinewill beaoperationahightmare Any centralizedlatabase

2Thus, virus scannerswill have falsepositive results,whenthesecodefragmentsare found inside of a
virus-freeprogram.

BThereare PC-basedntegrity checlerswhich appendsimple checksumso the executableles to deter
attacksjf coursethis sortof “integrity check”is easilybypassed.
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couldbecomeacentralpointof attack.Destructiorof thisdatabasgould disableall secure
bootstraps.

Both securecoprocessorandsecureboot oppies canbefooledby asufciently faith-
ful systememulationusinga “double-entry”disk to circumwentintegrity checks(seesec-
tion 3.1.2), but securecoprocessorsllow usto employ more powerful integrity check
techniques.

3.2 Audit Trails

Audit trails mustbe kept secureto perform systemaccountingand provide datafor in-
trusiondetection. The availability of auditingandaccountingogs cannotbe guaranteed
(sincethe entiremachine jncludingthe securecoprocessomay be destryed). Thelogs,
however, canbe madetamperevident. This is importantfor detectingintrusions. Experi-
enceshavsthatskilled attaclerswill attemptto forge systemogsto eliminateevidenceof
penetratior(see[94] for aninterestingcasestudy). The privacy andintegrity of thesystem
accountingogsandaudittrails canbeguaranteedimply by holdingtheminsidethesecure
coprocessomHowever, it is avkwardto have to keepall logsinsidethe securecoprocessor
sincethey cangrow verylarge andresourcesvithin the securecoprocessoarelikely to be
tight. Fortunatelyit is alsounnecessary

To provide securdogging,thesecurecoprocessocrypto-sealthedataagainstamper
ing by usinga cryptographiachecksunfunction,beforestoringthedataonthe le system.
Thesealingoperatiormustbe performedwithin thesecurecoprocessosinceall keysused
in this operationmustbe kept secret. By later verifying thesecryptographicchecksums
we make tamperingof log dataevident, sincethe probability that an attacler canforge
loggingdatato matchthe original datas checksumss astronomicalljiow. Thistechnique
reduceshesecurecoprocessostoragaequiremento memorysufcient to storenecessary
cryptographidkeys andchecksumstypically severalwordsperpageof loggedmemory If
the spacerequiremenfor the keys andchecksumss still too large, they canbe similarly
written out to secondartorageafter beingencryptedandchecksummedty masterkeys.

Additional cryptographictechniquescan protectthe logs. Cryptographicchecksums
provide thebasictamperdetectionrandaresufcient if only integrity is neededIf account-
ing and auditing logs may containsensitve information, privagy can be provided using
encryption. If redundang is also desired,techniquessuchas securequorumconsensus
[39] andsecretsharing[86] may be usedto distribute the dataover the network to several
machinesithout greatlyexpandingthe spacerequirements.

3.3 Copy Protection
Softwareis oftenchagedon a perCPU, persite, or perusebasis.Softwarelicensesusu-

ally prohibit makingcopiesfor useon unlicensednachines:This injunctionagainstcopy-
ing is technicallyunenforceabl@ithout a securecoprocessoif the usercanexecutecode
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on a physicallyaccessiblevorkstation,the usercanalsoreadthat code. Evenif attack-
erscannotreadthe workstationmemorywhile it is running,we areimplicitly depending
on the assumptiorthat the workstationwasbootedcorrectly— verifying this property as
discusse@bove, requiresghe useof a securecoprocessor

3.3.1 Copy Protectionwith Secure Coprocessors

Securecoprocessorsan protectexecutabledrom being copiedandillegally used. The

proprietarycodeto be protected— or at leastsomecritical portion of it — is distributed

andstoredin encryptediorm, so copying without the codedecryptionkey is futile,1* and
this protectedcoderunsonly inside the securecoprocessorEither public key or private

key cryptographymay be usedto encryptprotectedsoftware. If privatekey cryptography
is used key managemens still handledby public key cryptographyIn particular whena

userpaysfor the useof aprogramhesendghecerti cate of his securecoprocessopublic

key to the softwarevendor This certi cate is digitally signedby a key managemententer
andis prima facie evidencethatthe public key is valid. The correspondingprivatekey is

storedonly within thesecurenon-wlatile memoryof the securecoprocessotthus,only the

securecoprocessowill have full accesgo the proprietarysoftware. Figure 3.1 diagrams
thisprocess.

Whatif the codesizeis larger thanthe memorycapacityof the securecoprocessor?
We have two alternatves: we cancrypto-pae or we cansplit the codeinto protectedand
unprotectecgegments.

Section4.1.3discussesrypto-pagingn greaterdetail, but the basicideais to encrypt
anddecryptvirtual memorycontentsasthey are copiedbetweensecurememoryand ex-
ternalstorage Whenwe run out of memoryspaceon the coprocessome encryptthedata
beforeit is ushed to unsecurexternalstorage maintainingprivagy. Sincegoodencryp-
tion chipsarefast,we canencryptanddecryptonthe y with little performanceenalty

Splitting the codeis an alternatve to crypto-paging. We candivide the codeinto a
security-criticalsectionand an unprotectedsection. The security-criticalsectionis en-
cryptedandrunsonly onthesecurecoprocessofTheunprotectedectionrunsconcurrently
onthehost.An adwersarycancopy theunprotectedectionbut if thedivisionis donewell,
he or shewill not be ableto run the codewithout the secureportion. In JABYSS [104],
White andComerfordshav how sucha partitioningshouldbe doneto maximizethe dif -
culty of reverseengineeringhe secureportionof the application®

14Allowing theencryptedorm of the codeto be copiedmeansghatwe canbackup theworkstationagainst
disk failures. Evengiving attaclersaccesgo the backuptapeswill notreleaseary of the proprietarycode.
(Note thatour encryptionfunction shouldbe resistanto known-plaintet attacks sinceexecutablebinaries
typically have standardizedormats.) A moreinterestingquestionarisesif the securecoprocessomay fail.
Section6.4discusseshis further.

151 also examineda real application,gnu-emacs9.22[92], to shav how it could be partitionedto run
partially within asecurecoprocessoiThe X Windows displaycodeandthebasickey-pressmainloop should
remainwithin the hostfor performance Most of the emacdisp interpreter(e.g.,bytecode.c , callintc
eval.c ,lread.c , marker.c , etc)couldbemovedinto the securecoprocessoandaccessedsremotepro-
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Figure3.1: Copy-ProtectedSoftwareDistribution
The softwareretailerencryptsthe copy-protectedsoftware with a randomkey. This key
is encryptedusingthe public key of the securecoprocessowithin the destinatiorhost,so
only thesecurecoprocessamaydecryptandrunthecopy-protectedsoftware. Thesoftware

retailerknows thatthe public key of the securecoprocessois good,becausét is digitally
signedwith the public key of the securecoprocessodistributor.
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Whethertheproprietarycodeis split or not, thesecurecoprocessamunsasmallsecurity
kernel. It providesthe basicsupportnecessaryo communicatevith the hostor the host's
I/O devices. With separateddresspacesandafew communicatiorprimitives,the com-
plexity of a securitykernelcanbe keptlow, providing greaterassurancéhat a particular
implementations correct.

3.3.2 PreviousWork

A more primitive versionof the copy protectionapplicationfor securecoprocessorap-
pearedn [46, 104]; a secure-CPlapproachusingoblivious memoryreferencegi.e., ap-
parentlyrandompatternsof memoryaccessesjyiving a poly-logarithmicslow down, ap-
pearsin [29] and[61]. The securecoprocessoapproachimprovesontheseapproacheby
enablingthe protectionof large applications permittingfault-tolerantoperation(seesec-
tion 6.4), andwhencoupledwith the electroniccurreny applicationdescribedn section
3.4,allowing novel methodsof chaging for use.

3.4 Electronic Curr ency

| have shavn how to keeplicensedproprietarysoftwareencryptedandallow only execute
access.A naturalapplicationis to allow chaging on a pay-peruseor meteredbasis. In
additionto controlling accesdo the software accordingto the termsof a license,some
mechanismmust perform costaccountingwhetherit tracksthe numberof timesa pro-
gramhasrun or tracksdollarsin ausersaccount.More generallythis accountingsoftware
providesan electionic currencyabstraction.Correctlyimplementingelectroniccurreny
requiresthat accountdatabe protectedagainsttampering— if we cannotguaranteen-
tegrity, attaclersmight be ableto createelectronicmoney atwill. Privagy, while perhaps
lessimportanthere,is a propertythat usersexpectfor their bankbalanceandwallet con-
tents;similarly, electronicmong/ accountbalanceshouldalsobe private.

3.4.1 Electronic Money Models

Sereralmodelscanbeadoptedor handlingelectronicfunds. Any implementatiorof these
modelsshouldfollow the standardransactionamodel,i.e., to grouptogethemperationsn
atransactiorhaving thesethreepropertied33, 34]:

cedures.Any manipulationof host-sidedata— text buffer manipulation,lisp objecttraversal— required
during remoteprocedurecalls canbe provided by a simpleread-writeinterface(with caching)betweerthe
coprocessoandthe host, with interpretesprivate datasuchas catch/threv framesresidingentirely within
the securecoprocessoiGarbagecollectiondoesbecomea problem,sincethe garbagecollectormustbe able
to determinef a Lisp objectis accessibldrom the call stack,a portion of which is insidethe coprocessor
If we choseto hide the actionsof the evaluatorand keepthe stackwithin the securecoprocessohidden,
thiswould requirethatthe garbagecollectorcode(Fgarbage _collect  andits utilities) be movedwithin the
securecoprocessoaswell.
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1. Failure atomicity. If a transactiors work is interruptedby a failure, ary partially
completedesultswill beundone.

2. Permanencelf atransactiorcompletesuccessfullytheresultof its work will never
belost, exceptdueto a catastrophidailure.

3. Serializability. Concurrentransactionsnay occut but the resultsmustbe the same
asif they executedserially This meansthat temporaryinconsistencieshat occur
insideatransactiorarenever visible to othertransactions.

Thesetransactionapropertiesaarerequirementsor the safeoperationof ary databaseand
they areabsolutelynecessaryor ary electronicmoney system.

In the following, | discussvariouselectronicmoney models,their securityproperties,
andhow they canbeimplementedisingpresentlaytechnology (I have built anelectronic
curreny systemontop of Dyad.)

The rst electronicnongy modelis basednthecashanalogy In this mode,electronic
cashhassimilar propertiego cash:

1. Exchange®f cashcanbe effectively anorymous.
2. Cashcannotbecreatedor destroyedexceptby nationaltreasuries.
3. Cashtransfergequireno onlinecentralauthority

(Note that thesepropertiesare actually strongerthan that provided by real curreny —
serialnumbersanberecordedo tracetransactionsSimilarly, currengy canbedestryed.)

The secondelectronicmonegy modelis basedon the creditcards/checkanalogy Elec-
tronic funds are not transferreddirectly; rather promisesof payment,cryptographically
signedto prove authenticity aretransferrednstead.A straightforvardimplementatiorof
thecreditcardmodelfails to exhibit any of thethreepropertiesabove. However, by apply-
ing cryptographidechniquesanorymity canbeachiezedin a cashiers check-like scheme
(e.g.,Chaums DigiCashmodel[16], which lackstransactionapropertiessuchasfailure
atomicity — seesection3.4.2),but the latter two requirementgconseration of cashand
no online centralauthority)remaininsurmountableElectronicchecksmustbe signedand
validatedat centralauthorities(banks),andchecks/credipaymentenroute“create”tem-
porarymoney. Furthermorepotentialreuseof cryptographicallysignedchecksrequires
thattherecipientmustbeableto validatethe checkwith the centralauthorityprior to com-
mitting to atransaction.

Thethird electronionongy modelis basednthebankrendezwusanalogy Thismodel
usesa centralizedauthority to authenticatell transactionsandis poorly suitedto large
distributedapplications Thebankis thesolearbiterof accounbalancenformationandcan
implementheaccesgontrolsneededo ensureprivacy andintegrity of thedata.Electronic
FundsTransfeEFT) servicesusethismodel— thereareno accessestrictionson deposits
into accountssoonly thepersonwvho controlsthesourceaccounneedgo beauthenticated.

| examinethesemodelsoneby one.
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With electroniccurreng, integrity of accountingdatais crucial. We canestablisha
securecommunicatiorchannebetweenwo securecoprocessorby usinga key exchange
cryptographigrotocol(seesection5) andthususecryptographyto maintainprivacy when
transferringfunds. To ensurethat electronicmoney is consered (neithercreatednor de-
stroyed),thetransferof fundsshouldbefailureatomic,i.e., thetransactiormustterminate
in suchaway asto eitherfail completelyor fully succeed— transfertransactiongannot
terminatewith the sourcebalancedecrementedavithout having incrementedhe destina-
tion balanceor vice versa. By runninga transactiorprotocol suchastwo-phasecommit
[11, 22, 106] on top of the securechannel,securecoprocessorgan transferelectronic
fundsfrom oneaccountto anotherin a safemanney providing privacy and ensuringthat
money is consered. Mosttransactiorprotocolsneedstablestoragefor transactiorlogging
to enablethe systemto roll backwhena transactioraborts. On large transactiorsystems
this typically hasmeantmirroreddiskswith uninterruptiblepower supplies.With the sim-
ple transactionsieededor electroniccurreng, the pertransactioriog typically is not that
large, andthelog canbe truncatedaftertransactiongeommitandfurthercommunications
show all relevant partieshave acknavledgedthe transaction.Becauseeachsecurecopro-
cessohandleonly afew userssmallamountf stablestoragecansatisfyloggingneeds.
Becausesecurecoprocessorbave securenon-\olatile memory we only needto resere
someof this memoryfor logging. Thelog, accountingdata,and controlling codeareall
protectedfrom modi cation by the securecoprocessorso accountdataare safefrom all
attacksiheir only threatsarebugsandcatastrophidailures. Of course the systemshould
be designedso that usersshouldhave little or no incentve to destry securecoproces-
sorsthatthey canaccess.This is naturalwhenone's own balancesre storedon a secure
coprocessomuchlik e the cashin one's wallets.

If thesecurecoprocessohasinsufcient memoryto hold accountdatafor all theusers,
the codeand accountingdatabasanay be written to host memoryor disk after obtain-
ing a cryptographicchecksum(seediscussiorof crypto-sealingn section4.1.3). For the
accountingdata, encryptionmay alternatvely be employed sinceprivagy is usually also
desired.

Notethatthistypeof decentralize@lectroniccurreng is notappropriatdor smartcards
unlessthey canbe madephysically securefrom attacksby their owners. Smartcardsare
only quasi-physicallsecuréen thattheir privacy guaranteestemsolelyfrom their portabil-
ity. Secretanay be storedwithin smartcarddecauseheir userscanprovide the physical
securitynecessary Malicious users,however, canviolate smartcardntegrity andinsert
falsedatal®

Securecoprocessomediatecklectroniccurreng transferis analogouso rightstransfer
(not to be confusedwith rights copying) in a capability-basegrotectionsystem[107].
Usingtheelectronicmoneg/ — e.g.,spendingt whenrunninga pay-pefruseprogram— is
analogougo therevocationof a capability

16Newer smartcardsuchas GEMPIlusor Mondex cards[35] featurelimited physicalsecurityprotection,
thoughthetypesof attackghesecardscanwithstandhave not beenpublished.
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Whataboutthe othermodelsfor handlingelectronicfunds?With the creditcard/check
analogy the authenticityof the promiseof paymentmustbe established Whenthe com-
putercannokeepsecretdor userstherecanbenoauthenticatiomecaus@&othinguniquely
identi es users.Evenif we assumehatuserscanentertheir passwordsinto a workstation
without fear of their passvord beingcompromisedye arestill facedwith the problemof
providing privagy andintegrity guaranteeor network communication.\We have similar
problemsasin host-to-hostuthenticationn thatcryptographidkeys needto be somehav
exchangedIf communicationgrein plaintext, attackersmay simply recordatransferof a
promiseof paymentandreplayit to temporarilycreatecash.While securitysystemssuch
asKerberoq93], if properlyimplemented6], canhelpto authenticatentitiesandcreate
sessiorkeys, they usea centralizedsener andhave problemssimilar to thosein the bank
rendezwusmodel. While we canimplementthe creditcard/checknodelusingsecureco-
processorgheinherentweaknessesf thismodelkeepusfrom takingfull advantageof the
securitypropertiegrovided by securecoprocessorsf we usethefull power of the secure
coprocessomodelto properlyauthenticateisersandverify their ability to pay(perhapsy
locking fundsinto escrav), theresultingsystemwould be equivalentto the cashmodel.

With the bank rendezous model, a “bank” sener superviseghe transferof funds.
While it is easyto enforcethe accessontrolson accountdata,this suffersfrom problems
with non-scalabilitylossof anorymity, andeasydenialof servicefrom excessve central-
ization.

Becausevery transactiormustcontactthe banksener, accesdo the bankservicewill
be a performancebottleneck. Banksdo not scalewell to large userbases.Whena bank
systemgrows from a singlecomputerto severalmachinesgistributedtransactiorsystems
techniquesnustbe broughtto bearin ary case sothis modelhasno real advantageover
the useof securecoprocessorfn easeof implementation.Furthermorejf a bank's host
becomesnaccessiblegither maliciously or as a result of normal hardware failures, no
agenttanmalke useof ary banktransfers.This modeldoesnotexhibit gracefuldegradation
with systenfailures.

The modelof electroniccashmanagedn a securecoprocessonot only canprovide
the propertiesof (1) anorymity, (2) conseration, and(3) decentralizationbut it alsode-
gradesgracefullywhensecurecoprocessorfail. Note that securecoprocessodatamay
be saredontodisk andbacledup afterbeingproperlyencryptedandsoeventheimmedi-
ately affectedusersof afailed securecoprocessoshouldbe ableto recovertheir balances.
Thesecurityadministratorsvhoinitialize the securecoprocessaosoftwarewill presumably
have accesdo the decryptionkeys for this purpose.Careful procedurakecuritymustbe
usedhere,both for protectionof the decryptionkey andfor checkingfor doublespend-
ing, sincedishonesusersmight attemptto back up their securecoprocessodata,spend
electronicmoney, andthenintentionally destry their coprocessoim the hopesof using
their electroniccurreny twice. Fortunately by using multiple securecoprocessorgsee
section6.4),full securdaulttolerancemaybeachiered. Thedegreeof redundang andthe
frequeny of backupsdependon thereliability guaranteedesired;in reliablesystemsse-
curecoprocessormay continuallyrun self-testavhenidle andwarnof impendingfailures
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(in additionto periodicmaintenanceheckupsandreplication).Section6.3 discussefiow
suchself-testamaybe donewhile retainingall securityproperties.

The trustedelectroniccurreny managerunningin the securecoprocessousesdis-
tributedtransactiongo transfermoney andotherelectronictokens. Transactiormessages
are encryptedby the securecoprocessos basiccommunicationayer, providing privacy
andintegrity of communicationsTrafc analysisis beyondthe scopeof this work andis
notaddressed.

Electronictokensarecreatecanddestryedby afew trustedprogramsFor pay-peruse
applicationsthetokenis createdy thevendors salesprogramanddestrgyedby executing
the application— the exacttime of destructionof the tokenis a vendordesigndecision,
sincerunsof applicationprogramsarenot, in generaltransactionain nature.

Becausecertainprivilegedapplicationanay createor destry tokens,eachtokentype
hasa pair of accessontrol lists for token creationand token destruction. Theseaccess
controllists may containzero-knavledgeauthenticationdentities[36] or applicationlDs:
trustedapplicationsmay run on physically securehardware (e.g.,in a guardedmachine
room),or in a securecoprocessorin the former case they shouldhave accesso the cor-
respondingero-knavledgeauthenticatorandshouldbe ableto establisha securechannel
with otherelectroniccurreny senersto createanddestry tokens;in the latter case the
programruns (partially) in a securecoprocessorandits programtext is protectedfrom
modi cation.

Zero-knavledgeauthenticatorgsection5.1.4) runningin the securecoprocessoper
mit the useof more powerful sener machinessidesteppindimits (e.g.,communication
bandwidthor CPU speeds)mposedon securecoprocessodesignby the needfor secure
packaging. Thesesener machinesmustbe deployed within a physically securefacility
andspecialmethodsmustbe usedto ensuresecurity[101]. Sener machinednstalledin
a securefacility, could be secureasa normalsecurecoprocessorhowever, they neednot
run the securecoprocessokernel,nor would they have accesgo all secretkeys normally
installedinto a securecoprocessor

3.4.2 Previous Work

An alternatve to thesecurecoprocessamanagecklectroniccurreng is Chaums DigiCash
protocol[12, 16]. In suchsystemsanorymity is paramountandcryptographidechniques
areusedto presere the secrey of the users'identities. No physicallysecurehardwareis
used,exceptin the observes re nementto preventdoublespendingof electronicmoney
(ratherthandetectingt afterthefact)!’

Chaum-styleslectroniccurreny schemesrecharacterizedby two key protocols.The
rst is ablind signatue protocolbetweena useranda centralbank. During a withdrawal,

1"The obsenersmodelemploys a physicallysecurenardwaremoduleto detectandpreventdoublespend-
ing. Chaums protocollimits information o w to the obsener, sothatthe userneednot trustit to maintain
privagy; however, it mustbetrustedto not destry mongy. Securecoprocessorachiese the samegoalswith
greatere xibility .
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theuserobtainsa cryptographicallysignedcheckthatis probabilisticallyprovento contain
anencodingof theusersidentity. Theuserkeepgshevaluesusedin constructinghecheck
secretthey areusedlaterin the spendingprotocol.

The secondprotocolis a randomizednteractve protocol betweena userand a mer
chant. Theusersendgheblind-signedcheckto the merchantandinteractvely provesthat
the checkwasconstructedppropriatelyout of the secretvaluesandrevealssome but not
all, of thosesecrets.The merchant'deposits’to the centralbankthe blind-signednumber
andthe protocollog asproof of payment.This interactve spendingprotocolhasa avor
similar to zero-knavledgeprotocolsin thatthe answergo the merchant queries,if an-
sweredfor both valuesof the randomcoin ips, revealthe usersidentity. Whendouble
spendingoccursthecentralbankgetstwo logsfor thesamecheck,andfrom thisidenti es
thedoublespender

Thereare a numberof problemswith this approach.First, any systemthat provides
completeanorymity is currentlyillegal in the United States sinceary monetarytransfer
exceeding$10,000mustbereportedto the governmen{19], emplo/ee paymentsmustbe
reportedsimilarly for tax purposeg18], stocktransfersmustbe reportedto the Securities
and ExchangeCommissionetc. Second,n arealinternetworked ervironment,network
addressearerequiredto establisrandmaintainacommunicatiorchannel parringthe use
of trustedanorymousforwarders— andsuchforwardingagentsarestill subjectto traf c
analysis.Providing realanorymity in the high level protocolis uselessvithout taking net-
work realitiesinto account.Third, Chaums cryptographigrotocolsdo not handlefailures,
andary systemsbasedon them cannotsimultaneouslhhave transactionapropertiesand
alsomaintainanorymity andsecurity A transactiorabortin the blind signatureprotocol
eitherleavesthe userwith a debitedaccountandno electroniccheckor a free check. A
transactiorabortin the spendingprotocoleitherpermitsthe userto falsify electroniccash
if therandomcoin ips arereusedwhenthe transactions reattemptede.g.,the network
partitionheals) or revealsidentifying informationto themerchantf new randomcoin ips
aregeneratedvhenthetransactions reattempted.

Clearly, to provide arealisticdistributedelectroniccurreny systemgransactionagprop-
ertiesmustbeprovided. Unfortunatelythesafetyprovidedby transactionandtheanorymity
providedby cryptographidechniquesppeato beinherentlyat oddswith eachother and
thetradeofs madeby Chaum-styleelectroniccashsystemdor anorymity insteadof safety
areinappropriatdor realsystems.

Anotherelectronicmong systemis the InternetBilling Sener [88]. This systemim-
plementsthe credit card model of electroniccurreng. A centralsener actsas a credit
provider for userswho can placea spendingimit on eachauthorizedtransactionandit
provideshbilling servicesto the serviceproviders. No anorymity is achieved: the central
senerhasacompleteecordof everyusers purchaseandtherecordgor thecurrentbilling
periodis sentto usersaspartof their bill. Somescalingmaybeachiezedthroughreplica-
tion, but in this caseproviding hardcreditlimits requireeitherdistributedtransactionsor
every usermustbeassignedo a particularsener, makingthe systemnon-fault tolerant.

Other approachesnclude anorymous credit cards[52] or anorymous messagedor-
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Figure3.2: PostageMeterIndicia
Today's meteredettershave a simpleimprint thatcanbe easilyforged.

wardersto protectagainsttrafc analysis,at the costof addingcentralizedsenersback
to thesystem.

3.5 Secur Postage

While cryptographianethodshave long beenassociatedvith mail (datingbackto theuse
by JuliusCaesadescribedn hisbookTheGallic Wars[15]), they have generallybeenused
to protectthe contentof amessageayr in rarecasestheaddres®nanervelope(protecting
againstrafc analysis).In this sectionwe examinetheuseof cryptographidechniqueso
protectthe stampon anernvelope.

The US PostalService ,with almost40,000autonomousgpostof ce facilities, handles
an aggraeatetotal of over 165 billion piecesof mail annually[84]. Most mail is metered
or printed. (Figure 3.2 shavs anexampleof a postaganeterindicia.) Traditionalpostage
metersmustbe presentedo a branchpostof ce to beloadedwith postage.The postage
creditis storedin aregistersealedn themachine As eachletteris stampedtheamountis
deductedrom the machines creditregister Postalmetersaresubjectto atleastfour types
of attack: (1) the postagemeterrecordedcredit may be tamperedwith, allowing the user
to stealpostage(?2) the postaganeterstampmay beforgedor copied;(3) a valid postage
metermaybe usedby anunauthorizegersonand(4) a postagenetermaybe stolenl®

With modernfacilitiesfor barcodingmachinereadablealigital information,it would be
easyto replaceold-fashionechumanreadablendiciaby indiciawhich areeitherentirelyor
partially machinereadable.Theseindicia could encodea digitally signedmessagevhich
would guaranteeuthenticity If this digital informationincludeduniquedataaboutthe
letter (suchasthe datemailed,zip codesof the originatorandrecipient,etc.),the digitally
signedstampcould protectagainstforgedor copiedstamps.A roughoutline of how such
asystemmightwork wasdetailedby Pastor[63].

1882 000frankingmachinesn theU. S. arecurrentlyreportedaslost or stolen[85].
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Unfortunatelyadigitally signedstampmaybevulnerableto additionaltypesof attack:

1. If cryptographisystemsaremisusedthe systemmaybedirectly attacled.

2. Evenif cryptographictechniquesare usedcorrectly if the adwersaryhasphysical
accesgo the postagemeter hemaybeableto tamperwith the creditregister

3. Evenif the creditis tamperproof, a postagemetermay be openedand examined
to discover cryptographidkeys, allowing the adwersaryto build nev boguspostage
meters.

4. The protectionschememay dependon a highly available network connectingpost
of ce facilitiesin a large distributeddatabaseSince40,000autonomougpostof ce
facilitiesexist, suchanetwork would suffer from frequentfailuresandpartitions,cre-
atingwindows of vulnerability (with 165billion piecesof mail eachyear a database
to checkthevalidity of digitally signedmeteredstampsappearsnfeasible.)

| outlinea protocolfor protectingelectronicmeterstampsanddemonstrat¢hattheuse
of asecurecoprocessotanaddressll of theabore concernsWith theuseof cryptography
andsecurecoprocessorfiothpostaganetersandtheirindiciacanbemadefully secureand
tamperproof.

3.5.1 Cryptographic Stamps

A cryptographigostagestampis anindicia thatcandemonstratéo the postalauthorities
that postagenasbeenpaid. Unlike the usualstampspurchasedt a postof ce, theseare
printedby a cornventionaloutputdevice, suchasa laserprinter, directly onto an ervelope
or a package.Becausesuchprintedindicia canbe copied,cryptographicand procedural
techniquesnustbe employedto minimizethe probability of forgery.

We usecryptographyto provide a crucial property:the stampdepend®n the address.
A malicioususermay copy a cryptographicstamp,but arny attemptsto modifyit or the
ernvelopeaddreswill be detected.To achieve this goal, we encrypt(or cryptographically
checksumgpspartof thestampinformationrelevantto thedelivery of the particularpieceof
mail— e.g.,thereturnaddressndthedestinatioraddressthepostageamount andclassof
mail, etc,aswell asotheridentifyinginformation,suchasthe serialnumberof the postage
meter a serialnumberfor the stamp,andthe date/time(a timestamp. The information,
including the cryptographicsignatureor checksumjs put into a barcode. The barcode
must be easily printable by commodityor aftermarket laser printers, it must be easily
scannedandre-digitizedat a postof ce, andit musthave sufcient informationdensity
to encodeall the bits of the stampon the ervelopewithin a reasonablemountof space.
Appropriatetechnologiesnclude Code49[62], Codel16K[43], andPDF417[42, 65, 66].
Symbol TechnologiesPDF417,in particular is capableof encodingat a densityof 400
bytesper squareinch, which is sufcient for the size of cryptographicstampsneededo
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Figure3.3: PDF417encodingof AbrahamLincoln's Gettyshurg Address

provide the necessargecurityin the foreseeablduture. Figure 3.3 showns the amountof
informationthatcanbe encoded.

Six linesof 40 full ASCII charactergor eachaddressfour byteseachfor hierarchical
authorizationnumber the postagemeterserialnumber the stampsequencenumber the
postage/classgndthetime, totalsto under500 bytesof data. (Using PDF417,500 bytes
takesl1.24squaranches.)

The cryptographicsignaturewithin theindicia preventsmary forms of replayattacks.
Malicioususerswill not nd it usefulto copy the stampssincethecryptographicsignature
preventsthemfrom modifying the stampto changethe destinationaddressestc, sothe
copiedstampsmay only be usedto sendmore mail to the samedestinationaddress. If
duplicatedetectionis used(seebelaw) theneventhis threatvanishesThetimestampsand
serialnumbersalsolimit the scopeof the attackby restrictingthe lifetime of copiesand
permittinglaw enforcemento tracethe sourceof the attack.

Becauseryptographicstampsalsoincludessourceinformation,the postagemeterse-
rial numberandthereturnaddressguplicatedstampscanalsobe detectedn a distributed
manner Replaysaredetectedoy logging recent,unexpired indicia from processeanail.
If the postof ce nds a pieceof mail with a duplicatestamp,they will know thatsome
form of forgery hasoccurred.We will examinethe practicalityof replaydetectionlaterin
section3.5.2.

While databaseat regional of ces candeterreplayattackswe needsomeway to pro-
tectthe cryptographidkeys within the postagenetersaswell — attaclerswho gainaccess
to the keys canusethemto fraudulentlysign cryptographicstamps.To preventmalicious
usersfrom accessingryptographidkeys requiresphysicallyprotectednemoryandsecure
processingof the cryptographickeys. (If a machinedoesnot perform secretcomputa-
tions using cryptographickeys, an adwersarycan placelogic analyzerprobesto obsene
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address/dathusesand obtain key values. Alternatively, the adwersarymay replacethe
memorysubsystenwith dual portedmemory and just readthe keys asthey are used.)
Even passwverd protected physically securememory(suchasthatthat provided by some
donglesusedwith PCsoftware) is insuf cient — the softwaremustcontainthe passverds
requiredto accesghat protectednemory andif attaclersdon't know how to disassemble
thesoftwareto obtainthe passverds,they canreadit off of thewiresof theparallelportas
the softwaresendghe passwerdsto enableaccess.

Privateprocessingf cryptographidkeysis anecessargonditionfor cryptographyNot
only is this a necessaryequiremento run real cryptographigrotocols,it is alsoa neces-
saryrequirementor keepingtrack of the creditamountremainingin a electronicpostage
meterregister Protecteccomputatioris alsorequiredto establishrsecurechannelf com-
municationfor remote(telephoner network) creditupdate— theelectronicpostagemeter
mustcommunicatevith thepostof ce whentheuserbuysmorepostageandcryptographic
protocolsmustberun overthecommunicatioinesto preventfoul play. Securecommuni-
cationchannelgequirecryptographyandwe needa safeplaceto keepcryptographidkeys
andto performsecurecomputation.

To achieve private, tamperproof computation,a processomwith securenon-wlatile
memoryfor key storage,and perhapssomenormal RAM as scratchspace(to hold in-
termediatesn the calculationsmustalsobe madephysicallysecure.Thesepropertiesare
easilyprovidedby securecoprocessors.

3.5.2 Software PostageMeters

By using securecoprocessort a PC-basedystem,we canbuild securepostagemeter
software. A PC-baseclectronicpostagemetersystemwould includea securecoproces-
sor, a PC (the coprocessohost),a laserprinter, amodem,andoptionally an optical char
acterrecognition(OCR)scanneand/ora network interface.Lik e ordinarypostagemeters,
our PC-basegostagemetersystemwould operatein an of ce ervironmentasa shared
resourcemuchlikelaserprinters.

Thebasicideais simple: the softwareobtainsthe destinatiorandreturnaddresseand
theweightanddelivery classfrom theuser— eitherdirectly from theword processorun-
ning ontheusers PC'?, by readingdirectly from the envelopeandusingOCR software,or
by directkeyboardinput— andrequests cryptographicstampfrom the securecoproces-
sor. Thesecurecoprocessodecrementsts creditregister andgeneratea digitally signed
messageontainingthe valueof the stamp all of theaddressingnformation,the date the
ID of the securecoprocessgrand other serial numbers. This messagéda bit vector)is
sentto the PC,which encodest andprintsa machinereadablandicia on the laserprinter
Advanced2-D barcodingtechnologysuchasPDF417mentionedn section3.5.1maybe
employed.

19The word processingsoftware can even provide good weight estimatessinceit knows the numberof
pagesn theletter
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PostageMeter Curr ency Model

Postagereditsheldwithin anelectronicpostagameteraresimplerthangeneraklectronic
curreny becausef their restrictedusage.Postagereditsmustbe purchasedrom a post
of ce, andcreditscanonly buy onetype of item: cryptographicstampdor be transferred
to anotherelectronicpostagemeter).

We cantake advantageof theserestrictionsto the curreny modelto achiese solutions
simplerthanthoseconsideredn section3.4. Furthermorebecausgiecesof mail produced
by a particularsecurecoprocessoarelikely to be mailedin the samelocality, the replay
detectioncanbe donewith muchlower overheadhanotherwise asdescribedelow.

Reloadinga Meter

Only postof ces mayreloadpostaganeters.Unlike their oldermechanicabrethrenglec-
tronic postaganeterequipmenneednotbecarriedto thelocal postof ce whentheamount
of creditinsiderunslow — the local postof ce cansimply provide a phonenumberto
“rechage” electronicpostaganetersby modem,payingby credit cardnumbersor direct
electronicfundstransfer The USPSmeterauthenticateshe securecoprocessoand up-
loadsfunds.Meters'communicationsnustbe protectedby cryptographyptherwisea ma-
licious usermay recordthe control signalsusedto updatecreditbalancesandreplaythat
message Encryptionalso protectbusinessestredit card or EFT accountnumbersfrom
beingusedby maliciouseavesdroppers.

DetectingReplays

With a kilobyte of dataper stamp,it would seemat rst thatreplaydetectionis infeasible
becaus®f sizeof thedatabaseequired.However, we canexploit thedistributednatureof
mail delivery andsorting.

The US PostalServicesortsmail twice. First, mail is sortedby destinatioreip codeat
asitenearthesource.Then,themail is delivered(in large batchesjo a siteassociateavith
the destinatiorzip code,wherethe mail is againsorted,this time by carrierroute. Every
pieceof mail destinedor the sameaddrespasseshroughthe samesecondargortingsite,
makingit a naturalplacefor detectingeplays.

Detectingreplayslocally is feasiblewith today'stechnology Usingthe 1992 gures of
165billion piecesof mail peryearhandledat 600regional sortingsites,with the simplify-
ing assumptiorthatthe volumeof mail is evenly distributedamongtheseregional of ces,
we canobtainan estimateof the storageresourcesequired.Assumingthat cryptographic
stampsexpire six monthsafterprinting .20 anaverageregionalof ce will seeapproximately
130,000,00Gtampsout of a nationaltotal of 80,000,000,008tampsIf we storeonekilo-
byte of information per stamp(doubling the above estimate)and assumethat the entire
currentmail volumeusescryptographicstampsthis would requireonly 130 gigabytesof

20The U. S. PostalServiceclaimsto deliver morethan90%of all rst classmail in threedays,andmore
than99%in sevendays.Six monthswould appeato beageneroudoundfor mail delivery.
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disk storageperfacility for logging, well within the capacityof a singledisk arraysystem.
The stampsdatabas&anbe viewed asa sparsebooleanmatrix indexedin onedimension
by postagemeterserialnumberandin the seconddimensionby stampsequenc&umber
for thatpostageneter Hashingthis matrix into a 256 megabytehashtableesultsin a 6%
chanceof collision.

To male replaydetectioneven easierwe exploit the physicallocality property: pieces
of mail stampedy a single postagemeterarelikely to enterthe mail processingystem
at the sameprimary sortingsite. Therefore cryptographicstampsrom the samepostage
meterarevery likely to be canceledat the sameregional of ce, andwe candetectreplays
there. If ary cryptographicallystampedpieceof mail is sentfrom a differentmail can-
cellationsite,network connectionganbe usedfor real-timeremoteacces®f cancellation
databasexr batchprocessingnediasuchascomputertapesmay be used. In the caseof
real-timecancellationthe network bandwidthrequireddepend=n the probability of the
occurrenceof suchmulti-cancellation-sitgprocessingandon how quickly we needto de-
tectreplays.Thecanceledtampdatabasateachregionalof ce neednotbelarge— each
postaganetercansimply write a countervaluein its stampsWe needonly fastaccesso a
bit vectorof recentlyused,unexpired stampcountervalues.Thesebit vectorsareindexed
by the postagemeters serialnumberand can be compressedby run-lengthencodingor
othertechniquesOnly whenareplayis detectednight we needaccesgo the full routing
information.

The average gure of 130,000,000stampstracked by a regional of ce cannow be
representedsadensebit vector sinceonly local postaganetersneedto betracked. A fast
bit-vectorrepresentatiomould require1300megabitsof storageplusindexing overheads,
or just 17 megabytesplus overhead— an amountof storagethat caneasily t into an
averagePC. While additionalspacemay be requiredfor indexing to improve throughput
andfor replicatedstablestoragethe amountof memoryrequiredis quite small.
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Chapter 4

SystemAr chitecture

| have implementedyad, a prototypesecurecoprocessosystem.The Dyad architecture
is basedon operationalrequirementarising from the securityapplicationsin chapter3.
However, the hardware moduleson which Dyad is built presentadditionallimitationson
theactualimplementationThis chapterstartsoff with Dyad's abstracsystemarchitecture
basedon the operationalrequirementsf a security systemduring systeminitialization
andduring normal, steadystateoperation.Next, | detail the capabilitiesof our hardware
platform,anddescribehearchitectureof the actualimplementation.

4.1 Abstract SystemAr chitecture

Chapter3's securityapplicationsplacerequirement@and constraintson systemstructure.
Fromtheseapplicationrequirements arrive at an operationalview of how securecopro-
cessorystemshouldbe organized.

4.1.1 Operational Requirements

| begin by examininghow a securecoprocessointeractswith the hostduring systemboot
andthenproceedwvith adescriptionof systemserviceghata securecoprocessoprovideto
the hostoperatingsystemandusersoftware.

To be surethata systemis securelybooted the bootstrapprocessmustinvolve secure
hardware. Dependingon the hosthardware (e.g.,whethera securecoprocessocould halt
thebootprocessn caseof ananomaly)we mayneedsecurdoootROM. Eitherthesystems
addresspaces con guredsothesecurecoprocessoprovidesthebootvectorandtheboot
codedirectly; or the boot ROM is a pieceof securehardware. In either case,a secure
coprocessoveri es systemsoftware (operatingsystemkernel, systemrelateduserlevel
software) by checkingthe softwares' signaturesagainstknown values. To checkthatthe
versionof the software presentn external,unsecurenon-\olatile store(disk) is the same
asthatinstalledby a trustedparty Notethatthis interactionhasthe sameproblemsfaced
by two hostscommunicatingia aunsecuraetwork: if anattaclercancompletelyemulate
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the interactionthatthe securecoprocessohaswith a normalhostsystemit is impossible
for the securecoprocessoto detectthis. With securecoprocessor/hoshteraction,we
canmalke very few assumptionsboutthe host(it cannot keepcryptographideys). The
bestthat we cando is to assumehat the costof completelyemulatingthe hostat boot
time is prohibitively expensve. (Section3.1.2discusseshe theoreticalimitationsto this
approach.)

The securecoprocessoensureghatthe systemsecurelyboots;afterbooting,a secure
coprocessoaidsthe hostoperatingsystemby providing securityfunctions. A secureco-
processodoesnot enforcethe hostsystems securitypolicy — this is the job of the host
operatingsystem.Sincewe know from the secureboot procedurehata correctoperating
systemis running,we may rely on the hostto enforcepolicy. Whenthe hostsystemis up
andrunning,a securecoprocessoprovidesvarioussecurityservicedo the hostoperating
system:

integrity veri cation of ary storeddata(by securechecksums);
dataencryptionto booststoragemedianaturalsecurity(seesection2.4); and

encryptedcommunicationchannelgkey exchange,authenticationprivate key en-
cryption, etc)?!

4.1.2 Secur CoprocessorAr chitecture

Thebootprocedurelescribedabore madeassumptiongboutsecurecoprocessocapabili-
ties. Let usre ne therequirement$or securecoprocessosoftwareandhardware.

To verify thatthe systemsoftwareis the correctversion,the securecoprocessomust
have securememoryto storechecksumsor otherdata. If keylesscryptographycheck-
sumssuchasMD5 [77], multi-round Snefru[56], or IBM's MDC [41] areone-way hash
functions,thenthe only requiremenis thatthe memorybe protectedfrom unauthorized
writes. Otherwise we mustusekeyed cryptographichecksumsuchasKarp andRabin's
techniqueof ngerprinting (see[45] andsection5.1.5). The latter approachrequiresthat
memoryalsobe protectedagainstreadaccesssinceboththe hashvalueandthe key must
be secret. Similarly, cryptographicoperationssuchas authenticationkey exchange and
secretkey encryptionall requiresecretdo be kept. Thusa securecoprocessomusthave
memoryinaccessibldy all entitiesexceptthe securecoprocessoitself — enoughprivate
non-wlatile memoryto storethe secretsplus private(possiblyvolatile) memoryfor inter-
mediatecalculationgn runningprotocols.

How muchprivatenon-wolatile andvolatile scratchmemoryis enough™ow fastmust
thesecurecoprocessobeto have goodperformancevith cryptographicalgorithms?There

21presumablyemotehostswill alsocontainasecurecoprocessothougheverythingwill work ne aslong
asremotehostsfollow theappropriatgrotocols.The nal designmusttake into consideratiorthepossibility
of remotehostswithout securecoprocessors.
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areanumberof architecturatradeofs for a securecoprocessothe crucialdimensionse-
ing processospeedandmemorysize. They togetherdeterminethe classof cryptographic
algorithmsthatarepractical.

4.1.3 Crypto-paging and Sealing

Crypto-paying is anothertechniquefor tradingoff memoryfor speed. A securecoproces-
sorencryptdts virtual memorycontentdeforepagingit outto thehost's physicalmemory
(andperhapsaventuallyto an externaldisk), ensuringprivacy. We needonly enoughpri-
vatememoryfor anencryptionkey anda datacache plusenoughmemoryto performthe
encryptionif no encryptionhardwareis present.To ensurentegrity, virtual memorycon-
tentsmaybecrypto-sealedy computingcryptographiachecksumgrior to pagingoutand
verifying themwhenpagingin.

Crypto-pagingandsealingareanalogougo pagingof physicalpagego virtual mem-
ory ondisk, exceptfor differentcostcoefcients. Well-known analysistechniquesanbe
usedto tunesucha system[49, 108]. The costvariancewill likely leadto new tradeofs:
computingcryptographicchecksumss fasterto calculatethan encryption,so providing
integrity aloneis lessexpensve thanproviding privacy aswell. Onthe otherhand,if the
computationcanresideentirely on a securecoprocessomoth privagy andintegrity canbe
providedfor free.

Crypto-pagingis a specialcaseof a moregeneralspeed/memoryradeoff for secure
coprocessors.| obsered in [97, 98] that Karp-Rabin ngerprinting canbe spedup by
about25%on anIBM RT/APC with a 256-foldtable-sizeincreasewhenimplementedn
assemblepon ani386SXthe speedups greater(about80%; seechapter8). Intermediate-
sizetablesyield intermediatespeedupst a slightly higherincreasen codesize. Similar
tradeofs canbefoundfor softwareimplementation®f DES.

4.1.4 Secur CoprocessorSoftware

A small, simplesecuritykernelis neededor the securecoprocessoiWhatmakesDyad's
kerneldifferentfrom othersecuritykernelsis the partitionedsystemstructure.

Like normal workstation(host) kernels,the securecoprocessokernel must provide
separataddresspacedf vendorandusercodeis to beloadedinto the securecoprocessor
— even if we implicitly trust vendorand usercode, providing separateaddressspaces
helpsisolatethe effects of programmingerrors. Unlike the host's kernel, mary services
arenot required: terminal, network, disk, andmostotherdevice driversneednot be part
of the securecoprocessorindeed,sinceboth the network anddisk drivesaresusceptible
to tampering requiringtheir driversto residein the securecoprocessos kernelis overkill
— network and le systemservicesfrom securecoprocessotaskscan be forwardedto
the hostkernelfor processingNormal operatingsystemdaemonsuchasprinter service,
electronicmail, etc. areentirelyinappropriatén a securecoprocessor
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Theonly serviceghatarecrucialto the operationof the securecoprocessoare(1l) se-
curecoprocessoresourceananagemen{2) communications(3) key managemengnd(4)
encryptionservices Resouce managiemenincludestaskallocationandschedulingyirtual
memoryallocationand paging,andallocationof communicatiorports. Communications
includeboth communicatioramongsecurecoprocessotasksand communicatiorto host
tasks;it is by communicatingvith hostsystemtasksthatproxy servicesareobtained.Key
managementincludesmanagementf authenticatiorsecretsgryptographidkeys, andsys-
tem ngerprints of executablesanddata. With the limited numberof servicemneededwe
caneasilyervision usinga microkernelsuchasMach 3.0 [31], the NT executive [20], or
QNX [40]. We only needto adda communicationsener andincludea key management
serviceto managesecurenon-wlatile key memory If the kernelis small, we have more
con dencethat it canbe deluggedandveri ed. (In Dyad, we portedMach 3.0 to run
within the Citadelsecurecoprocessoy

4.1.5 KeyManagement

Key managemens acoreportionof the securecoprocessasoftware. Authenticationkey
managementngerprints, and encryptionprotectthe integrity of the securecoprocessor
softwareandthe secrey of privatedata. The bootstrapoader in ROM or in securenon-
volatile memory controlsthe bootstrapprocessof the securecoprocessoitself. In the
sameway thatthe host-sidebootstrappingrocesseri es the host-sidekernelandsystem
software,thisloaderveri es the securecoprocessokernelbeforetransferringcontrolto it.

The system ngerprints neededor checkingsystemintegrity resideentirelyin secure
non-wlatile memoryor areprotectedoy encryptionwhile in externalstorage (Decryption
keys residesolely in securenon-wlatile memory) If the latter approachs chosennew
privatekeys mustbe selectedor every new releaseof systemsoftware?? to preventreplay
attackswhereold, buggy, securecoprocessosoftware is reintroducedinto the system.
Dependingnthealgorithm,storageof the ngerprint informationrequiresonly integrity or
bothintegrity andsecreg. For keylesscryptographichecksumgMD4, MDC, andSnefru),
integrity is sufcient; for keyed cryptographicchecksumgKarp-Rabin ngerprint), both
integrity andsecreyg arerequired.

Otherprotecteddataheldin securenon-\olatile memoryincludeadministratve authen-
ticationinformationneededo updatethe securecoprocessosoftware. We assumehata
securityadministratoris authorizedto upgradesecurecoprocessosoftware. The authen-
tication datafor the administratorcanbe updatedalongwith the restof the securecopro-
cessorsystemsoftware; in either case,the upgrademustappeartransactionalthatis, it
musthave the propertieof permanencewhereresultsof completedransactiongrenever
lost; serializability, wherethereis a sequentialnon-overlappingview of the transactions;
andfailure atomicity, wheretransactiongithercompleteor fail suchthatary partialresults
areundong26, 33, 34]. Non-wlatile memorygivesuspermanencautomaticallyserializ-

220Oneway is to usea cryptographicallysecurepseudo-randomumbergeneratof9, 10] with its internal
stateentirelyin securenon-\olatile memory
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ability, while importantfor multi-threadedpplicationscanbeenforcedoy permittingonly
a singleupgradeoperationat a time (this is aninfrequentoperationand doesnot require
concurreng); andthe failure atomicity guaranteecan be provided aslong asthe secure
non-wlatile memorysubsystenprovidesan atomic storeoperation. Updatetransactions
neednotbedistributednor nestedthis simpli es theimplementation.

4.2 Concrete SystemAr chitecture

My Dyadprototypesecurecoprocessasystenis realizedfrom severalsystencomponents.
To a large extent, it satis es the systemhardware requirementsnducedby the abstract
architecturediscussedn the previous section. At the highestlevel, the Dyad prototypeis
a hostworkstationwith specialmodi cationsthatallowsit to talk to a securecoprocessor
andthesecurecoprocessaitself. Theprototypehostsystemhardwareis alBM PS/2Model
80. Theprototypesecurecoprocessosubsystenis a Citadelcoprocessoboard[105]. The
securecoprocessois attachedo thePS/25 microchannesystembusvia aDataTranslation
adaptercard. The interfacesbetweerthesehardwarecomponent&ndlimitations of these
componentsn uence or constrainsomeaspect®f the systemsoftwarearchitecture.

Both hardwaresubsytemsunthe CMU Mach3.0microkernel[31]: thehosthasspecial
device driversto supportcommunicationwith the coprocessothroughthe Data Transla-
tion card, andthe coprocessokernelhasspecialdrivers and platform-speci c assembly
languageinterface codein additionto the machineindependentode. On the hostside
thereis additionalsoftwarefor providing interfacesupportfor the securecoprocessor

The remainderof this sectiondescribeghe hardware, the host-sidesystemsoftware,
the coprocessesidesystemcode,andthe applicationinterface.

4.2.1 SystemHardware

ThePS/2hostcontainsanintel i386 CPUrunningat 16 MHz, 16 megabytesof RAM, and
amicrochannebkystembus. The Citadelcoprocessocontainsan Intel i386SX CPU, also
running at 16 MHz; one megabyteof “scratch” volatile RAM; 64 kilobytes of battery-
bacled secureRAM; bootstrapEPROM with a simple monitor program; and 64 kilo-
bytesof second-stagbootstrapEEPROM; an IBM producedDES chip with a theoreti-
cal throughpuiof 30 megabytepersecond? All of this is privagy-protectedby intrusion
detectionhardware.

Becausedhe Citadelcoprocessois prototypehardware,it hasnot beenintegratedinto
a standardmicrochannetard. Instead the coprocessoboardis physicallyexternalto the
hostandis logically attachedo the host's systembusvia a DataTranslationmicrochannel

23Thecoprocessaboards designlimits themaximumthroughputo 16 Mbyte/sec— anexternalhardware
statemachinecontrolsthe DES chip's operation,anda separate82 MHz crystalindependentlyclocksthis
statemachine If thecontrolsoftwareusedzerotime, this 16 Mbyte/secgure would representhe maximum
attainableencryptionthroughpuftfor the Citadelboard.
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Figure4.1: DyadPrototypeHardware

interfacecardwithin thehost.(See gure 4.1.) The DataTranslationcardcontainsthe bus
drivers, microchanneprotocol chips, and bidirectional“‘command” port I/O, plus some
simplelogic for generatinghost-sideinterrupts. The microchannekhips handlearbitra-
tion for two independenDMA channelsvhich simultaneousnput andoutputto the DES
engine.

DES Engine

The DES engineon the coprocessoboardincludesinput and output FIFO buffer chips
for the DES chip 1/0. Becauseéhe DES chip runson a separatelock, theseFIFOspermit
fast, asynchronouslatatransferwith hardware interlocks. The datasourceand sink for

the FIFOs may be programmedria multiplexorsto be one of six sources/sinksthe host
(via DMA transfers)the coprocessorandan externalbus interface. The externalbusin-

terfaceis unusedn thepresenton guration;in thefuture,it maybeconnectedo network
interfacesor disk controllers. Furthermorethe DES enginecanbe con gured to work in

“cipher bypass”’(CBP) mode,wheredatais routedaroundthe DES chip. This permits
the useof the DMA channelgo transferbulk databetweenthe coprocessoandthe host
without encryption.Figure4.2 shonvs the DES enginedatapaths.

The CitadelDES engines I/O multiplexorsandthe DES chip's encryption/decryption
modearecon guredvia acontrolportaccessibl®n thecoprocessobus. Whenthehostis
the datasource the DES engineexpectsthatthe hosthascon guredits DMA channelto
transferdatato the input FIFOs,andwhenthe coprocessosystembusis the datasource,
thecoprocessoitself will write to theinput FIFO via processol/O instructions.Similarly,
whenthe hostis the datasink, the DES engineexpectsthe hostwill DMA-transferdata
from the output FIFOs to its memory; when the coprocessors the sink, processoi/O
instructionsareusedto readout datafrom the outputFIFO.
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Figure4.2: DESEngineDataPaths
The DES enginerunsasynchronouslythe input andoutputFIFOsallow the datasources
andsinksto move dataquickly without needingo poll or spendtoo muchtime processing
interrupts. The cipherbypassmultiplexor allows the useof the buffersandDMA control
logic circuitswithoutengaginghe DES chip, allowing dualusageof the DMA hardware.
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The DataTranslationcardprovidestwo 16-bitwide DMA channelsgiving simultane-
ousaccesso theinputandoutputendsof the hardwareDES engine thusallowing the host
to requeshost-memoryto host-memonDES encryption/decryptionoperationsThisform
of “Iter” 1/O operationdoesnot t the usualUnix/Mach style read/writemodel; we will
seebelow thatthedriver softwarehandleghis asa specialcase.

Command Ports

The Citadel-sideDyad kernelusesthe DES datapathfor bulk communicatioraswell as
encryption;for lowerbandwidthcommunicatiorandcontrollingthe DESenginedatapath,
thekerneluseshidirectionalcommandoortsprovided by the DataTranslationcard.

Thecommandportsare 16 bits wide andshav up in the l/O addresspaceof boththe
hostandthe coprocessorstatusbits in a separatestatusregistershov whetherthe current
word is unread,andinterruptsmay be generatedsa resultof certainstatetransitionsof
the commandports. On the hostside,individually maskablanterruptsmay be generated
wheneer a new valueis written to the hostfrom the coprocessotelling the hostto read
that value; or wheneer the previous value from the hostto the coprocessowasreadby
the coprocessortelling the hostthat it may write the next value. Unfortunately on the
coprocessosideonly oneinterruptfor commangortl/O exists— thecoprocessoreceves
a (maskable)nterruptwhena new valuearriveson the port, but is not informedwhenit
may sendthe next valueto the host. As we will seein section4.2.3, this causessome
problemswith performancen the Dyadkernelimplementation.

Hardware Limitations

Thereareseveral Citadelhardwaredesignlimitationswhich degradesystemperformance.
Because¢he commandport doesnot generateaninterruptwhendatamay be sentfrom the
Citadelto the host,the commandport throughpuis lower thanit would be otherwise.The
coprocessokernelsoftwarepolls a statusregisteroccasionallyto senddatato the host,and
this polling frequeng limits the bandwidth. Furthermore the use of the commandport
is usedto sendcontrol message$or settingup the DES/DMA datapathfor high speed
transfers.This addsextralateng to thesetransfers.

Thedatapathbetweerthe IBM designedES chip andthel/O FIFOsare 16-bit-wide
words. Unfortunately becausef a designerrorin the DES chip, the 16-bit unitswithin a
block of ciphertet/cleartext mustbe providedto thechipin reverseorder To work around
thisin hardware,extra “byte ipper” latchesareincludedto reversewordswithin blocks.
Thereis very little penaltyin termsof throughput;however, it doesadd extra lateng to
every transfer since6 extra bytesof datamustbe written to the input FIFOsin orderto
ush outthe previousblock of data. This cannotalwaysbe doneby extendingthe sizesof
thetransferssinceover owing inputbuffersin anDMA transfercausesystenfaultswhen
transferringat the endof physicalmemory For DMA transferssincethe DMA controller
needdo bereset/releasealt the endof thetransferin arny casetheextra 6 bytesarewritten
via softwareatthe DMA completioninterrupt.
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TheDMA completioninterruptoccursvhentheDMA controllertransfergherequested
numberof words. Unfortunately the DMA controllercannotalwaysberesetat this time,
sincefor host-to-coprocessdransfersthis meansonly that the input FIFO to the DES
engineis full, andresettingheDMA controlleratthis pointwould confusehe DESengine.
Similarly, the coprocessomustinitialize its DES enginebeforethe hostcanprogramthe
DMA controller Boththe DES-engine-completioeventandthe DES-engine-initialization
eventcausea statushit to changeandthe hostmustpoll the statusregisterto detectthis.

Anotherdesignaw in thelBM DESchip causeslternatadecryptiongo outputgarbage.
The driver software compensateby performinga dummydecryptionof a small, internal
buffer after every normaldecryption. This imposesextra lateng overhead.Someof the
overheadf the dummydecryptionis hiddenfrom host-sideapplicationsby performingit
aftertherealdecryption sincethehost-sideDMA transferfor therealdecryptionwill com-
pleteby this pointandthe dummydecryptionmay overlapwith host-sidedriver execution
(releasingMA channektc).

Yet anotherdimitation is not a design aw per se the DataTranslationcardinterface
doesnot provide the coprocessowith the ability to becomea “bus master’on the host's
systembus — i.e., the coprocessomay not take over the microchanneldriving the ad-
dresdinesandread/writememory Furthermorethe systembusinterfaceprovidedby this
carddoesnot provide ABIOS device bootROM space which containscodethatthe host
processorunsat hostboot-up.Becausdhe coprocessocannotcontrolthe hostsystemto
performhostintegrity checks this prohibitsthe prototypesystems coprocessofrom per
forming securebootstrapof the hostandfrom periodicallycheckingthe behaioral of the
hostsystem.This shouldberepairedn arevisedversionof theboard.

Thesehardwareidiosyncrasie$orce someextra compleity in coprocessokernelsoft-
ware,and make it impossible(currently)to implementsecurebootstrappingof the host.
Fortunately mostof this extracompleity only imposes slightoverallperformancelegra-
dationin the systemsoftware, thoughthe DMA transferratesare muchlower thanthey
couldbeotherwise.

4.2.2 HostKernel

Thesystensoftwareonthehostcontainsonly oneDyad-speci cmodule:thedriverneeded
to usethe Data Translationcardto talk to the Citadel board. The hostkerneldriver is
separatedhto two parts:two low-level driversin the Mach microkernelanda higherlevel
driver in the Unix sener. The low-level drivershandleinterruptsandsimple device data
transfersto the commandport andthe DMA channelsihe high-level driver providesan
integratedview of the coprocessoasa Unix device,emulatinganolderdriverthatl wrote
for the Mach2.5integratedkernel.Figure4.3 shavs the structureof the host-sidesystem.
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Figure4.3: HostSoftwareArchitecture

Micr okernel Drivers

The microkerneldrivershandlelow-level datatransfer with separatelriversfor the com-
mandportandDMA. Thecommandortl/O is viewedasaserialdevice, sinceevery 16-bit
word beingtransferreds usuallyaccompanietby aninterrupt. The DMA 1/O is viewedas
ablock transferdevice, sincelarge chunksof dataaretransferrecatatime.

Command Port Thetwo microkerneldriversarenotindependent— the commandoort
driver provides hooksfor the DMA driver's internal use; the commandport is usedby
the DMA driver to synchronizeDMA transferswith the coprocessor Whenthe DMA
driver needsto usethe commandport, it checksthat all other pendingdataqueuedfor
the coprocessohasbeensentprior to taking it over. If new 1/0O requestsarrive while the
commandoortdriveris beingusedby the DMA driver, they areenqueuedeparatelyn the
commandoortdriver until the DMA driveris done,sothatany messagesentby the DMA
driverwill notbeinterrupted.

Becaus®f theinteractiondetweertheDMA driverandthecommandortdriver, com-
mandportdevice operationsnustguarante¢hata successfuteturnfrom thedeviceremote
proceduresall really meanghatthedatawastransferredUnlikeserialline driverscurrently
in Mach 3.0, my port I/O driver doesnot simply enqueualatafrom device _write() re-
guestsnto a circular buffer, returnimmediatelywith D_SUCCESSandsendthe datalater;
rather it keepsthe write requestsn queuesandgenerates reply messagenly after the
datahasbeenactuallysentto thecoprocessoiSimilarly, datafrom thecoprocessoareread
only if therehave beendevice _read() requesthave beenenqueuedandwhenthe DMA
driver takesover the commandport, the DMA driver may jump this readqueueto obtain
replies. Typically, the Unix senerwill have only onedevice read() requestpendingat
ary giventime for thecommandoort.
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DMA driver The microkernel DMA driver translatesdevice 1/0 requestsinto DMA
transfersto or from the coprocessoDES engine. The DES hardwareis integral to every
DMA transfer andmustbe programmedy the coprocessowith the appropriateransfer
count,DESchip mode,anddatasourceor sink. Priorto atransfeythe DMA driveruseshe
commandport to inform the coprocessoof the sizeandtype of thetransfer The encryp-
tion key andinitial vectorusedfor DES operationsarealsosetby the coprocessorandit
is assumedhatthe hostprocessohasarrangedvith the coprocessaoto usetheappropriate
key andinitialization vector

Associatedvith thedriveris statewhichis setby calling device _set _status() . This
statedeterminesvhetherthe driver shouldbe operatingin “ Iter”  modeandwhetherthe
driverexpectsthatthe DESenginewithin thecoprocessawill performanencryptionDMA
transferor a decryptiontransfer This driver statemustbe consistentith the stateof the
coprocessokernel.

The type of DMA transferwith the DES enginedependson whetheror not a DMA
driver read/writeoperationis in lter mode. The DES engines I/0 FIFOs may be con-
gured to both sourceandsink datavia the DMA transfers.In non- Iter modethe driver
simply translateslevice _write() operationanto DMA transfersfrom the supplieddata
buffer to the DES engines input FIFO, with the coprocessobus asthe datasink. Simi-
larly, device _read() operationsaretranslatednto DMA transferdrom the DESengines
outputFIFO, with the coprocessowriting to the DES enginesinput.

Whenthe DMA driverisin Iter mode,device _write() anddevice read() opera-
tionsmustcomein identically-sizedpairs. The DMA driver assumeshatthe coprocessor
will programthe DES enginesinputandoutputFIFOsto useDMA transferdo or fromthe
host,andon adevice _write() operationthedriverwill internally allocatean /O buffer
to hold the Iter result. Thesel/O buffers arethenenqueuedn the driver, with the data
beingtransferrednto the resultof the matchingdevice _read() operationwhenit comes
along.

Whethera DMA transferresultsin anencryptionor adecryptionby the DES engineis
importantto the DMA driver becausehe DES engineperformsencryption/decryptiomn
Ciphertext Block Chaining(CBC) mode[57]: the previousblock of ciphertet is fed back
into the DES chip aspartof the encryption/decryptiomperation.Sinceout-of-line datain
MachIPC messageareremappeghagesof virtual memorythe DMA driverhasno control
overtheirlocationin thephysicaladdresspaceandthesepagesarelik ely to be physically
non-contiguousBecauseDMA transfersoperateon wired-downphysicalbuffers (virtual
memory marked as nonpageable)the DMA driver typically cannotDMA-transfer more
thanonephysicalpageatatime. Thisimpliesthatthedriver mustcheck,onanew transfer
thatthelastblock of ciphertext from the previoustransferis availableto the coprocessato
maintainthe CBC feedback.

While thereare threetransfermodes(encrypt, decrypt, crypto-bypassyand multiple
datasourcesand sinks (hostor coprocessor)pnly someof theserequire specialaction.
Thesearethe casesvherethe hostDMA driver haspossessiownf the lastblock of cipher
text (1) whentheoperations anon- Iter device _read() andtheDESmodeisencryption,
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(2) whenthe operationis a non- Iter device _write() andthe DES modeis decryption,
and (3) the operationis an Iter (paireddevice _write() anddevice read() ) andthe
DES modeis eitherencryptionor decryption.

At rst glanceit may appeathatit would be possibleto simplify the problemof non-
physically-contiguoupagedy runningmultiple DMA transfergo the DESenginewithout
informing the DES enginethattheencryption(or decryption)transferwill be performedn
pieces. Unfortunately this doesnt work, sincethe DMA controlleron the hostrelieson
theperipherato generatea DMA completioninterrupt,andthe Citadelinterfacegenerates
DMA completionbasedon the DES engines countregisterreachingzero. If we tried to
programthe DES enginewith thefull sizeof thel/O requesbut performedsmaller partial
DMA transfersthe hostwould not know whena DMA transferis completedexceptby
polling the host-sideDMA controller's transfercountregistet

Becauseuserdatabuffers mustbe partitionedinto DMA transfersof physically con-
tiguouspagesthe DMA driveralsosendsa DMA startcontrolmessagévia thecommand
port) to the coprocessokernel specifyingthe size of eachof the currenttransfer This
controlmessagés sentafterthe DMA driver hasinitialized the host-sideDMA controller;
whenthe coprocessorecevesa DMA startmessageit theninitializes the DES engine,
which causeshe DMA transferto proceed.

Unix Server Driver

Like most Unix sener drivers, the Unix sener driver for communicatingwith the se-
cure coprocessors simplerthanthe microkerneldriver. The Unix sener driver for co-
processocommunicatiorprovidesa moreintegratedview of the coprocessothando the
microkernel-lesel drivers. It achieresthis by usingboth of the underlyingMach devices
via standardMach device remoteprocedurecall primitives.

Unix level systemcallsopen() , close() ,read() ,write() ,andioctl) aretrans-
latedby theUnix senerdriverinto equivalentMachdriverdevice _open() ,device _close()
device _read() , device _write() , device _set _status() , anddevice _get _status()
remoteprocedurealls. Theread() andwrite() systencallsaretranslatedntodevice _read()
anddevice _write() tothe DMA driver in the microkernelfor bulk datatransfer The
Unix senerdriver provide specialioct)  requestso sendshortcontrolmessagesia the
commandport; thesearetranslatedo the appropriatedevice messageto the Mach-level
coprocessocommandport driver. Thesecontrol messageare usedto negotiatethe type
andcontentf bulk DMA datatransfersfor low level controloperationsvith the EPROM
bootmonitor, andfor emulationof a consoledevice for the coprocessokernel.

Coprocessolinterface

| wrote a userlevel program it , to run on the hostto downloadthe coprocessomicro-
kernelinto the coprocessomprovide a simpleemulatedconsoledisplay andprovide mass
storageaccesdor the coprocessokernelonceit bootsup. The programusesthe Unix
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driver to communicatevia the commandport to the EPROM-residentmonitor, and thus
performsimplediagnosticanddownloadcode.

Thecit programalsoprovidesthefunctionality of the displayhalf of a consoledriver
— it maintainsandupdatesa memorymapof the consoledisplaycontentsandpasse&ey-
boardinput throughthe commandport to the microkernelrunningon the coprocessorAt
thesametime, it useshe DMA driverto provide a simulateddisk drive to the coprocessor
microkernel,with DMA controll/O beingmultiplexedwith the consolel/O (andthelower
level, automatidDMA controll/O) multiplexedoverthecommandportl/O channel.

Any host-sideuserlevel procesghatwishesto usethe coprocessos DES enginemust
requesthoseservicesusinginterprocesgommunicatiorwith cit . In turn,cit  will make
theappropriateequestgvia the commandoort) to the coprocessokernelto con gure the
DESengineappropriately

4.2.3 CoprocessoiKernel

Thecoprocessorunsa Mach 3.0 microkernelthatis dowvnloadedby cit . ThebasicMach
3.0kernelfor the AT-busi386 requiredsigni cant changedo its low-level interfacecode,
in additionto new device drivers. This sectionoutlinesmy changes.

Low Level Machine Interface

WhenMach 3.0 is loadedinto the Citadel coprocessorthe initial environmentprovided
to it by the bootstraploaderdiffers from that provided in standard386 AT-bus systems.
In standard?C systemsthe secondevel bootstragoaderswitchesthe processoto 32-bit
codeand datasegmentsbeforetransferringcontrol to the kernel's entry point, pstart ,*
in additionto settingmachinespeci ¢ parametersuchascornventional/&tendedmemory
sizes. The coprocessoPROM monitor downloadingthe kernelrunswith 16-bit dataand
codesgmentssol hadto addnew assembletanguagecodeto switchthe processofrom
16-bit code/dataegmentsto 32-bit sggmentsatthe kernel's startup.

A more importantdifferencein the low-level environmentis that the interrupt sub-
systemis completelydifferent— the Citadel coprocessodoesnot include a peripheral
interrupt controller and interrupt priorities are hard-wiredinto the systeminside a pro-
grammabléogic device. Interruptsmay be individually masled. The systemprovides
se/eninterrupts:

1. clock (1 kHz),
2. commandortinput available,
3. DESdone,

4. DESinputFIFOfull,

24Thekernelexpectsto be usingphysicaladdresseat this point, thusthe name.
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5. DESoutputFIFO empty
6. DESinput FIFO notfull,
7. DESoutputFIFO notempty

Note thatthereis no interruptto indicatethat the commandport is writable (i.e., the
previousdataelementhasbeenreadby thehost). The coprocessokernelmustpoll a status
port to senddatato the host;this testingis doneat every interrupt(in interrupt.s ), the
maximumadditionallateng is onemillisecondpertransferreccharacter

The DES input FIFO full andthe DES output FIFO empty interruptswere intended
to allow high throughputcoprocessoencryption:a threadcould write into the DES input
FIFO atvery high speedsandswitchto readingfrom the DES outputFIFO whenaninput
FIFO full interruptoccurs;similarly, whenan output FIFO empty interrupt occurs,the
threadmay switchbackto writing to the DESinput FIFO.

Console

The microkernelconsoledriver multiplexesits 1/0 with 1/0 from the DMA driver anda
serial-line-stylecommunicationgdriver com throughthe commandport. The command
port I/O channelusesthe lower 8 bits of the 16-bit wide port for the consoleand com
driver I/O; high orderbits aresetin specialcommandwordsto switchthe commandport
channebetweerconsoleandcom driver modes.Low-level DMA negotiationdataaresent
with specialbit patterngn the high-orderbytes,allowing themto interruptthe multiplexed
serial-linedatastreamatary time without confusion.

Theconsolesubsystendoesnot provide aseparaté&eyboarddriver— thehost-sideit
programsendsASCII valuesto the coprocessorSpecialescapesequenceareprovidedto
signalthe consoledriver for accesso thekerneldehugger

Micr okernel DES Engine Driver

The DESenginecontrolcodewithin thecoprocessomicrokernelis notdirectly accessible
asadriver. Instead,it is an internal device providing multiplexed servicesto the host
emulateddisk driver (hd) andthe DES servicedriver (ds).

EachDESrequesis packagedn a structurespecifyingthe DMA transfermode(if any
— arequestnayalsobeentirelylocalto thecoprocessorgncryptionkey andinitialization
vector transfersize,etc. Encodedwith eachDMA requests alsoa client-id sentwith a
DMA requestdescriptorto the hostvia the commandport. Therequestsarereadby cit
andacknavledgedbeforeinitiating the DMA transfer

Host Emulated Disk

Themicrokernelcontainsa hostemulateddisk driver (hd) which useshe DMA multiplex-
ing driverto transferdatablocksto/fromthehost. Theentirediskimageprovidedby cit in
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thehostis encryptedandmy codeusesencryption/decryptioMA transfergo accesst.
The default pagerusingthis emulateddisk sufces for providing coprocessebasedappli-
cationswith truly privatevirtual memory (Alternatively, crypto-pagingouldbeperformed
to a singleencryptedpartition,andthe remainderof thedisk could stayunencrypted.)

The useof crypto-pagingo protectthe privagy of virtual memorycanbeinef cient if
theemulateddisk block sizesaresmallerthanthe sizeof a physicalpageonthehost,since
the DMA neggotiationandsetupoverheadvould beincurredfor partial pagetransfers.For
ef ciency reasonsthe emulatedlisk's blocksizemustbe a multiple of the virtual memory
pagesizein the host. Currently boththe VM pagesizeandthe emulateddisk block size
are4 Kbytes.

A simpleextensionto theencryptecemulateddisk would provide multiple diskimages
on the host, permittingoneor moreof themto be usedfor datasharingwith the host(but
not for simultaneousaccess).In a similar fashion,an emulatednetwork interface may
be provided to the securecoprocessorallowing the useof NFS [79] and other network
servicesln thecaseof NFS, meta-datddirectoryinformation)would not be encrypted.

DES Sewice Interface

The D DESengineinterfaceds providesanothemultiplexedservice the DESservicedriver
interface. The ds interface providesthe coprocessornpplicationsaccesgo DES opera-
tions— includinghost-to-hostlter modeoperationgerformedon the behalfof host-side
applications.

Coprocesseside applicationgtypically make DES servicerequestgo a crypto-serer
(crypt _srv ) which is responsiblefor schedulingaccesdo the DES enginefor both the
coprocesseoside applicationsand the host-sideapplicationsthat make requestghrough
cit . Thecrypt _srv senerrunsinsidethe coprocessgorandis the soleclient of the ds
driver. While the schedulingdecisionsand the simple protocolsrequiredto implement
them could be performedentirely within the drivers, having the crypto-serer implement
schedulingpolicy outsideof thekernelsleadsto gainsin overall e xibility .

Theds driverprovidesdevice-level accesso the DESengine with eachdevice remote
procedurecall requestbeingserially servicedThe variousmodesof operationof the DES
enginearesetvia device _set _status() remoteprocedurecall requestsgevice _read()
anddevice _write() remoteprocedurecalls turn into DES operationsinvolving local
coprocesseresidentdata. Anotherspecialdevice _set _status()  remoteprocedurecall
initiateshost-only lter operations.

Secure Memory Interface

Dyad's modelof securecoprocessordepend®n the availability of privacy-protectecoer
sistentmemory Suchprotectedmemorycanhold encryptionkeys, sinceprivacy is guar
anteedn a very strongsense.Similarly, cryptographicchecksumsre storedin protected
memory— integrity of datais well protectedby the system,sinceonly the coprocessor
systemsoftwaremay modify (or reveal) protectednemorycontents.
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Hardware Secue Memory The Citadel coprocessosystemprovides 64 kilobytes of
battery-backdmemory(secureRAM / non-\olatile memory)protectedy intrusiondetec-
tion circuitry. The circuitry erasesmemoryif ary attemptat physicalaccesss detected,
ensuringthe privacy of the memorycontents. Additionally, 64 kilobytes of EEPROM is
availablefor persistentbut not necessarilyprivate) storage. Sinceary attemptat pene-
trationresultsin erasureof critical keys requiredto loadthe coprocessosystemsoftware,
alteringEEPROM contentgesultsin catastrophidailure of the Dyad system.

EEPROM contentsmay be madeprivate by encryptingthe EEPROM contentswith a
key keptin secureRAM.

Secue Memory Sewice TheDyadsecurecoprocessokernelexportssecureRAM and
EEPROM raw accesso userapplicationy permittingapplicationdo mapthesememories
into their addresspacevia the mmapprimitive ontheiopl  device.

We employ a specialsecurememorysener sec _ram to provide coprocessoapplica-
tions with controlledaccesdo secureRAM and EEPROM via a remoteprocedurecall
interfaceallowing clientsto read/writetheir own regionsof securanemory (Alternatively,
all coprocessoapplicationscould directly mapthe securememoryinto their own address
space.)

Encapsulatingecuranemoryaccessisinga specialsecurenemorysener meanghat
errorsin the userlevel applicationswithin the securecoprocessoare unlikely to corrupt
securememory contentsof anotherapplication. Furthermore,my sec ram sener pro-
videsthe systemwith the ability to dynamicallyallocatesecurememoryamongvarious
coprocessesideclients;memorycompactiornto reduceor eliminatefragmentatioris also
feasible. Additionally, the memorysener canimplementthe commoncoderequiredto
make atomic block updateq16-bit word updatesof the secureRAM are assumedo be
atomic,sincethei386SXusesa 16-bit databusto write to the secureRAM). Similarly, the
sec _ram senercanmaskthecompleity of thehardwareEEPROM updateprotocolfor the
users®

The disadantageof the sec _ram approachis speed,since securememoryaccesses
would run severalhundredimesslower thandirectaccessdependingn the sizeof mem-
ory accesseeverwhich theremoteprocedurecall overheads amortized.

Cryptographideys arekeptin thesecuranemoryby thesec ram senerfor thevarious
coprocessoapplications.Note that applicationsmusthave uniquelDs for allocatingand
accessingecuranemoryfromthesec ram sener. ThesdDs arealsopersistentuantities,
sinceall runsof the sameapplicationshouldaccesshe samedataprivateto the applica-
tion. Becauseapplicationshave no accesgo ary persistentnemory(otherthantheir own
instructions)beforecontactingthe sec _ram sener, and externalnon-encryptedtorages
vulnerable thereis a bootstrappingproblem. We can solve this problemby binding the

25Making EEPROM updatesatomicis harder sincewe do not have atomicwrites. An entire sixty-four
byte pageof the Xicor EEPROM usedby Citadelmustupdatedn a singlestep,andeachpagemodeupdate
requiresupto 10 mSfor thewrite cycle to complete.SecureRAM canbeusedto provide adirectoryinto the
EEPFROM andpresere the appearancef atomicupdatesf the 64-bytepages.
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securememoryaccessD with the applicationat compiletime, sincecoprocessoapplica-
tion binariesareguaranteedheir integrity by cryptographiacchecksumveri cation. There
is no needto protectthe privacy of theselD values sincethey only referto securememory
regions. A dravbackis that staticallocationof the IDs implies thatexternal ID granting
authoritiesmustexist. BecauseheselDs do not have to be contiguousthe grantingau-
thoritiesmay be distributed(muchasphysicalEthernetaddressearecurrentlyallocated).
This aspecbf applicationinstallationtiesin with systembootstrappingandmaintenance,
discussedh chapter6.
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Chapter 5

Cryptographic Algorithms/Protocols

This chapterdiscussesndanalyzeghekey algorithmsusedin Dyad 2% Thenotationused
is standardrom numbertheoryandalgebragroups rings,and elds).

In additionto the zero-knavledgeauthenticatiorandkey exchangealgorithmsbelaw,
Dyad usespublic key signaturesand public key encryption[78] (e.g.,for copy-protected
software distribution). In lieu of the zero-knavledge authenticatiorand key exchange
algorithm presentechere, RSA or Dif e-Hellman key exchange[25] could be usedin-
stead. RSA andDif e-Hellman have wealer theoreticalunderpinningsfor example,RSA
is known to leak information (the Jacobisymbol) [51], and our zero-knavledgeauthen-
tication schemeprovably doesnot. Similarly, in lieu of Karp-Rabin ngerprinting, other
cryptographichecksunalgorithmssuchasRivestsMD5 [77], Merkle's Snefru[56], Juen-
emans MessageAuthenticationCode (MAC) [44], IBM's ManipulationDetectionCode
(MDC) [41], or chainedDES [102] could be used. Primesneededn the key exchange
algorithm,the authenticatioralgorithm,andthe two melgedkey exchange/authentication
algorithmsmaybe generatedisingknown probabilisticalgorithmssuchasRabin's [70].

Therearetwo mainsectiondn this chapter Section5.1 describesll of the algorithms
in detail. A programmeshouldbe ableto reimplementhe protocolsfrom this partalone.
Section5.2 revisits the algorithmsandprovidesan analysisof their cryptographigoroper
ties.

5.1 Description of Algorithms

Beforethe descriptionof my algorithms,| de ne sometermsthatwill be usedthroughout
this section.

A numberM is saidto bea BlummoduluswhenM P Q, andP, Q areprimesof the
form 4k 3. Moduli of this form aresaidto have the Blum property Blum moduli have
specialnumbertheoreticpropertieghat! will usein my protocols.

26This chapteiis aslightly revisedversionof my papef98]. Thesealgorithmsrst appearedh the Strong-
box system.
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A valueis saidto be a noncevalueif it is randomlyselectedrom a setS andis used
oncein arun of a protocol. The noncevaluesthatwe will useareusuallyselectedrom a
ring , whereM is a Blum modulus?’

5.1.1 KeyExchange

End-to-endencryptionof communicationchannelsis mandatorywhen channelsecurity
is suspect.To do this ef ciently, | useprivate-key encryptioncoupledwith a public-key
encryptionalgorithmusedfor key exchangel rst describehepublic-key algorithm.

Whatpropertiesdo we needin a public-key encryptionalgorithm?Certainly we want
assurancethatinvertingthe ciphertext without knowing the key is dif cult. To show that
invertingthe ciphertet is dif cult, oftenwe show thatbreakinga cryptosystenis equva-
lentto solvingsomeotherproblemthatwe believe to be hard. For example,Rabinshoved
that his encryptionalgorithmis equialentto factoringlarge compositenumbers,which
numbertheoristsbelieve to be intractable[67]. Unfortunately Rabin's systemis brittle,
i.e.,if theusers program(or otherhardware/softvareagentsnvorking on the users behalf)
canbe madeto decryptciphertext choserby anattacler, it would be easyfor the attacler
to subvertthesystemgdivulgingthesecrekeys. TheRSA encryptionalgorithm[78], while
believedto be strong,hasnot beenproven secure.Chor [17] shaved thatif an attacler
canguessa singlebit of the plaintext whengiventhe ciphertext with anaccurag of more
thanl 2 e, thentheattacler caninvertthe entiremessageDependingon your point of
view, this could beinterpretedo meaneitherthatRSA is strongin thatnot a singlebit of
the plaintext is leaked, or that RSA is weakin thatall it takesis onechinkin its armorto
breakit. The public-key cryptosystenusedin Dyadis basedon the problemof deciding
guadraticresiduosityanothemell-known numbertheoreticproblemthatis believedto be
intractable.

When a connectionis establishedetweena client and a sener, the two exchangea
secretrandomlygeneratedES key usinga public key system.Becauseprivatekey en-
cryptionis muchcheaperwe usethe DESkey to encryptall othertraf c betweertheclient
andthesener.

The public key systemworksasfollows: All entitiesin the systempublishvia awhite
pagessener their moduli, M; , whereM; is a Blum moduli. The factorizationof M;, of
coursejs known only to the entity correspondingo M; andis keptsecret.

Obsere thatBlum moduli have the propertythatthe multiplicative group . has 1
asa quadraticnon-residue.To seethis, letL a p denotethe Legendresymbol,which is
de nedas

2

1 if aisaquadraticesiduej.e.,if x:x= a modp

Lap 1 otherwise

27 denotesntegersmodulon relatively primeto n consideredsagroupwith multiplicationasthegroup
operator
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wherep is primeanda p- Now, we aregoingto usetwo importantidentitiesinvolving
the Legendresymbol?8

L 1p 1P 12 (5.1)
Lmnp Lmp Lnp (5.2)
Whenp 4k 3,from(5.1)wehavelL 1 p 1% 1 1,s0 1is aquadratic

non-residuen . Thissufces to shavthat 1isaquadratinon-residuen ,, sinceif
thereis arootr suchthatr? 1 mod M;, then r mod p mustbeasquaraootof 1in
Z, aswell, wherep is a primefactorof M;.

The propertythat 1 is a quadraticnon-residuemakesit easyto randomlygenerate
randomquadraticresiduesandnon-residuessimply chosea randont® r v, @andcom-
puter? mod vi- If we wanta quadraticresidue,user? modM;; if we wanta quadratic
non-residueyse r2 mod M.

Thereforegivenn p qwhereboth p andqg areprimesof theform4k 3, it is easyto
generatgandomquadraticresiduesandquadraticnon-residuesNext, noteanotherprop-
erty of quadraticresidueghatwill enableusto decodemessagesTheimportantproperty
of the Legendresymbolis thatit canbe ef ciently computedusinga algorithmsimilar to
the Euclideangcd algorithm. Note that this likewise holdsfor the generalizatiorof the
Legendresymbol,the Jacobisymbol,de nedbyJ nm  &;L n pj wherem Oipi,
wherethe p;'s arethe primefactorsof m. Thevalueof the Jacobisymbolcanbeef ciently
calculatedwvithoutknowing thefactorizationof the numbers.

The following approachwasdescribedn [30]. Supposea client wantsto establisha
connectiorto the sener correspondingo M;. Theclient rst randomlychosesa DES key
k, which will be sentto the sener usingthe public key system. The client thendecom-
posesthe messagénto a sequenc®f singlebits, bg by bm. Now, for eachbit of the
messagdj, the client computes; 1birj2 modM; wherer; arerandomnumbers
(noncevalues). Thereceveri cancomputeb; L Xxj B to decodethe bit streamsince
he knows thefactorizationof M;. Notethatwhile the Jacobisymbol,the generalizatiorof
the Legendresymbol,canbe quickly computedvithout knowing thefactorizationof M, it
doesnotaid the attacler. We seefrom

J 2w J 1M Jr2wm
J 1RJ 1QJr2Mm,

1 1J3r2mMm
Jr2 m;
1

that quadraticnon-residue$ormedasresiduesmoduloM; of r? will alsohave 1 asthe

283eg[60] for alist of identitiesinvolving the Legendresymbol.

2%We canactuallyjust choser v; andnot botherto checkthatr m- IE T m;» this meansthat
GCD M; r 1 andwe've just found a factorof M;. Sincefactoringis assumedo be dif cult, thisis an
highly improbableevent.

55



valueof the Jacobisymbol3©

Whentherecever hasdecodedhe bit sequencd; andreconstructedhe messagen;,
heinstallsm; asthekey for DESencryptionof thecommunicatiorchannel Fromthis point
on, DESis usedto encryptall coprocessomanagedemoteprocedurecall traf c between
theclientandthesener.

5.1.2 Authentication

Whetheror not communicatiorchannelsare secureagainsteavesdroppingor tampering,
someform of authentications neededo verify theidentity of the communicatingparties.
Evenif the physicalnetwork links aresecurewe still needto useauthenticationto look
up the communicatiorportsof remoteseners,we mustaska network namesener on a
remote,untrustedmachine. Sincewe make no assumptiongboutthe trustworthinessof
the network nameseners, even the identity of a remotehostis suspect. In additionto
the existing network nameservice,the securecoprocessousesa White Pagessener that
maintainsauthenticatiorinformation (in additionto key exchangemoduli whenapplica-
ble) andis itself an authenticateéggent— the White Pagesserviceshave digitally signed
authenticationnformationassociateavith them,andsono directorylookupis requiredfor
them. The digital signatureis generatedy a central,trustedauthority For the purposes
of this discussiontherole of the White Pagessener is to sene asa repositoryof trusted
authenticationpuzzles Authenticationis basedon having the authenticatoprove that it
cansolve the publishedpuzzlewithout revealingthe solution.

Thebestavailableprotocolsfor authenticatiorall rely onacrucialobserationmadeby
Rabin[67]: if onecanextractsquareootsmodulon wheren p g, p andg primes,then
onecanfactorn. This theoremhasled the way to practicalzein-knowledg authentica-
tion protocols Two importantexamplesof practicalzero-knavledgeprotocolsincludean
unpublishedprotocol rst developedin 1987 by Rabin[74], anda protocoldevelopedby
Feige,Fiat, andShamir(the FFSprotocol)[27]. Betweenthe FFSandRabin's protocols,
Rabin's methodis muchstrongerbecauset providesa superexponentialsecurityfactor
In contrastto Needhamand Schroedes authenticatiorprotocol[59], both of thesezero-
knowledgeauthenticatiorprotocolsrequireno centralauthenticatiorsener andthusthere
is no singlepoint of failure thatwould cripple the entiresystem.The Dyad systemusesa
modi ed versionof Rabin's authenticatiorprotocol.Lik e Rabin's protocol,my protocolis
decentralizedndhasa superexponentialsecurityfactor

Whatdowe meanwhenwe saytheauthentications zeio-knowledg? By thiswe mean
that the entire authenticatiorsessionmay be open— an eavesdroppemmay listen to the

30somecryptographicprotocols,suchas RSA, leak information throughthe Jacobisymbol. In RSA,
plaintext and correspondingiphertext always have the samevalue for their Jacobisymbols. To seethis,
considerthe Legendresymbol: if L x p 1, thenthereexists a residuer suchthatr? xmodp. But
X r®2modp, sor®is aquadraticresidueof x°. If L x p 1,thenL x® p 1 aswell, sincee is
odd.Becausel x pg LxplLxq,Jxpg Jx®pg holds. Thisinformationleak canbe signi cant
in someapplicationsvhereonly alimited numberof messagesr messagdéormatsareused,sinceattaclers
caneasilygatherstatisticalinformationon thedistribution of messages.
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entireauthenticatiorexchangeput will gainnoinformationatall thatwould enablehim to
latermasqueradastheauthenticatar

Let'sseehow authenticationvorks. After establishingasecurecommunicatiorchannel
with theremoteentity, anagentquerieshewhite pagessenerfor its correspondingparty's
authenticatiorpuzzle.Authenticationpuzzlesarerandomlygenerateadvhena new authen-
ticatedentity is createdand can be solved only by their owners,who know their secret
solutions.However, theremoteentity doesnot exhibit a solutionto its puzzle,but ratheris
askedto showv a solutionto arandomizedrersionof its puzzle.My puzzlesareagainbased
on quadraticresiduosity— this time not on decidingresiduositybut on actually nding
squareoots.

Whene&eranew entityis createdanauthenticatiorpuzzle/solutiorpair is createdor it
in aninitial, once-onlypreparatorystep— thepuzzleis publishedn thelocal White Pages
sener, andthe solutionis givento the new task. The securecoprocessocreatesa new
puzzlefor every new userof that coprocessgrandthe White Pagesdirectoryis provided
by the securecoprocessowhich guaranteegs integrity from tampering.

Theauthenticatiorpuzzleconsistof amodulusM; p; g andthevector

Vi Vi1Vio Vin 1 Vin

wherep; andg; areprimes,andeachv; j is aquadraticresiduein .. Theauthentication
modulusis distinctfrom the key exchangemodulus;in the authenticatioralgorithm,it is
notnecessaryor anyoneto know thefactorsp; andg;, andin facta singlemoduluscanbe
usedfor all authenticatiorpuzzles.The secretsolutionis thevector

S S1S52 Sn1Sn

wheres j are roots of the equationsx? 1 v i modM; . Generatinga nev solu-
tion/puzzlepair is simple: we chooserandoms; | v; to form the solutionvector and
thenelement-wisesquareandinvert § moduloM; to form the puzzleV.

Supposea challengerC wantsto authenticatéd's identity. C rst randomlychosesa
boolearvectorE 01 ™

E ee € 1 €n

whereE E  § ,andf S, apermutation’! We canrepresent asanumberj fromO0
ton! 1 whichrepresentglementf S, underacanonicanumbering??

Thepair (E, ) is thechallenge that C will useto queryA. Now, C encode€ andj as
follows:

C caoc Cnh log n!

31E  E denoteghedot productof E with itself. S, denoteghe symmetricgroupof n elements.

32Notethatthis numberingprovidesaway to randomlychoose : sincej requiredog n! bitsto represent,
we cansimply generatelog n!  randombits anduseit asa numberfrom 0 to 2 09 ™ 1. If thenumber
is greaterthann! 1, we try again. This procedurgerminatesn an expectedtwo tries, so on averagewe
expend2 log n! randombits. Otherapproachearegivenin [24, 48].
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where
1%t2 modMpy, if1 i n

G 1 it2 modMpy, otherwise

wherej ; denotesthe ith bit of | andt; are noncevaluesfrom Mpup and Mpyp is the
Blum modulusthatis usedby all entitiesin thisinitial round,i.e. Mpyp  PpunQpub, Where
Pouo Qpun 3 mod4 . Thevaluesof Ppyp andQpy, aresecretandmay be forgotten
afterMpyp Wasgenerated.

C sendgheencodecthallengeC to A.

WhenA recevesC, A computeghenoncevector

R rir 'n 1'n

wherer; arerandomlychoserfrom ., andthevector

X X1 X Xn 1 Xn

wherex; rj2 modM; . TheauthenticatosendsX, calledthe puzzlerandomizeyto the

challengerC, keepingthe valueof R secret.As we will seein section5.2.2,X is usedto
randomizehe puzzlein orderto keepthe solutionfrom beingrevealed.

Crespondgo thepuzzlerandomizewith T t; to tn 1 tn of noncevaluesused
to computeC. UsingT, A reconstructsk f .

In responséo thedecoded:hallengeA replieswith

Y Yi1Y2  Yn 1Yn

wherey;j ¢ | sf"j modM; . Y is theresponseTo verify, the challengerchecksthat
jix g ¥ vfjj modM; .

5.1.3 MergedAuthentication and Secret Agreement

Insteadof running key exchangeand authenticatioras separatesteps,| have a meged
protocolthatperformssecretagreemenandauthenticatiorat the sametime. The protocol
performssecet agreementratherthankey exchange:after the protocolcompletespoth
partieswill sharea secretbut neitherpartyin the protocolcancontrolthe nal valueof
this secret.This memgedprotocolhastheadvantageof eliminatingaremoteprocedurecall,
but requiresthat the authenticatiorsecurityparameten (the puzzlesize)be at least2m,
wherem is the numberof bits in a sessiorkey. We do not usethis protocolin our current
versionof the systenmsincewe needa muchwealer level of securitythanthen 2mlevel.
Ourmemgedprotocolgoesasfollows:

As in thenormalkey exchangeprotocol,eachentityi in the systemcalculatesa Blum
modulusM; R Q;, with B andQ; primesof theform 4k 3. Entity i keepshevaluesof P
andQ; secretandpublishedM;. Entity i alsogeneratearandompuzzleby rst generating
thedesiredsolutionvector

S Ss1S2 Sin
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wherethe elementof § arecomputedoy s | z|2J wherez j is arandomnumberfrom
m - 1hen,i publishesghe puzzlevector

Vi Vi1Vio Vin

withvij 1 s,zj. With bothM; andV; arepublishedj is readyto authenticatandexchange

keys.

Whenthe challengelC wishesto verify A's identity andobtaina sessiorkey from A,
C rst choosesachallenge E f asbeforewithE 01 "suchthatE E  § ,and
permutatiorf  S,. Justasin the previousauthenticatiorprotocol,C encode<€ andf

C co Cnh log n!
where

. 19t modMpyp if 10 n
J 1 it? modMpyp otherwise

wherej is the canonicalnumberingof f S, j j denoteghe it bit of j , tj is anonce
valuefrom Mpup’ andMpyp is a Blum modulus.C sendsA theencoded:hallengeC. Let

T denotethevectorof noncevaluesusedto generateC.
A computesa puzzlerandomizeiX by rst computinga pre-randomizeR, which will
beusedto transmitthe key bits. A computesR

R rir; ' 1 n
by randomlychoosingthe noncevector
W wp wp Wn 1 Wh

The valuesw; are chosenfrom MaMe? where My is the publishedmodulusof A and
M is the publishedmodulusof C. The value of R is obtainedby settingr 10;
WJ-Z mod mm., Wherebj is arandombit. Someof the thesebits b; will form the secret
transferred. Next, A computesthe puzzlerandomizerX from R asbefore, settingx;
rmod ., andsendsX to C.

j
Now, C revealsthechallenge E f by sendingA thevectorT; in responseA sendsy
with _ Lo
Yi Tt SZJJ- mod MaMg °

To verify A'sidentity, C checksthat
i YV modMg

Thereare 5 usablekey bitstransferredandthey correspondo thoseb; for whiche; 0.
To extract b, C computesthe LegendresymbolL yj P. to determinewhethery; is a
quadraticresidue. lf y; is aquadratiaesiduethenb;  0; otherwisep; 1.
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5.1.4 Practical Authentication and Secret Agreement

In thissection,| presentinotherprotocolfor simultaneousuthenticatiorandsecretagree-
mentrequiringtwo roundsof interactionbut fewer randombits. Furthermorethemessage
sizesaresmaller thusmakingthis protocolmore practical. This protocolstrikesthe best
balancebetweerperformancendsecurity andl have implementedt for Dyad.
EachagentA who wishesto participatein the protocolgenerates modulusM4 with
secrefprimefactorsP; andQ,. Eachagentalsogenerates vectorof secrenumbers

SN San

wheres, i M, Fromthis &, A computes
Va Va1 Va2 Van

wherevyi 1 s;‘i modMa,. Publishedfor all to useis a modulusMpyp, the two prime
factorsof Myyp, Poub @andQpup, areforgottenasin the previous protocol.

Now, supposea challengerC wishesto verify the identity of anauthenticatoA. As-
sumethe partieshave publishedtheir moduli M; andMg, respectiely, andthatC's puzzle
vectorV hasalsobeenpublished First, C chooses bit vector

E ee €n

whereE E  § ,andapermutatiorf ~S,. Thepair E f is thechallengethatC will

uselaterin authenticationLet z E , thenumberof possiblevectorsE. Encodeboth

E andf asnumberaisingmappingsf: E ,andg: S, n.LetE gf z fE,
thecombinedencodingfor thetwo partsof thechallenge?®® andletC  E2 modMpp. The
valueC is usedto committhe valueof C's challengeto A, preventingC from changingit
afterlearningthe puzzlerandomizerC send<C to A.

In responseA generates puzzlerandomizeby choosing

R riro M

whereeachr; is anoncevaluechoserfrom .. A creategshepuzzlerandomizewector
X from this by setting
X X1 Xo Xn

wherex; ri4 modMzM.. A sendsX to C. C will have to recorer someof the valuesof
R in orderfor the protocolto work. Thesevalueswill becomeheagreeduponsecretused
asprivatekeys. C will recover exactly thoser; whereg 0. Thereareexactly g such
values.Let thosei suchthatg 0 bethesetl.

WhenC recevesthepuzzlerandomizerCrepliesby revealingthechallengeby sending
E to A.

3f E Mpu , extrarandompadbits maybe necessary
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A veri es thatthis E encodeghe challengethat correspondso the challengecommit-
mentvalueC by checkingthatC E? modM oub- If theencodings correct,C extractsthe

challengauple E f , andcomputes

Y Y1y Yn

wherey; r?2. §* modM§M? ©.
Now A composes specialvectorW. Theith entryof this vectorwill bethepair

W hui W

wherei 1,u; rf;,w isanoncevalue,andhy is anelementof a family F of crypto-

graphichashfunctions.A sendsy andw to C.
C veri es that
iy X ; modMEm! @

If eachy; passeshistest,C thenexamineshevaluesof y; for whicheg  0: since

yi 7, modMc
andC knows thefactorizationof M, C canextractthefour squareootsof y; mod Mc, one
of which wastheoriginalr; ; choserby C.2* To choosethe properroot of y;, C usesthe

ith elementof W. C cantry all four squarerootsof y; mod M andseewhich onegives
the valuethat matcheghe valuesentby A. This assumeshatF is immunefrom known
plaintext attacks.(Oneclassof functionsthatcouldbe usedasF is afamily of encryption
functions.)

5.1.5 Fingerprints

Next, | describethe Karp-Rabin ngerprinting algorithm,which is crucialto Dyad's abil-
ity to detectattaclers or security problemsin the underlyingsystem. The key ideais
this: associateavith each le — in particular every trustedprogramgeneratedby trusted
editors/compilers/assemblers/lgns/etc.— is a ngerprint which, like a normal check-
sum, detectsmodi cations to the data. Unlike normal checksumshowever, ngerprints
are parameterizedy anirreduciblepolynomiaP® andthe likelihood of an attacler forg-
ing a ngerprint without knowing the irreduciblepolynomialis exponentiallysmallin the
degreeof the polynomial.

Dyad choosesandomirreduciblepolynomialsp from > x of degree31 by thealgo-
rithm dueto Rabin[45, 68, 71].

34standardalgorithmsfor modularsquareroot computatioraregivenin [3, 7].

35A polynomialp x  F x (F a eld) is saidto beirreducibleif f x Fx: fx px 0 def
degp, i.e.,theonly divisorsarep andnonzerceelement®of F (theunitsof F x ). Thisis analogouso primality
for integers.
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Hereis onewayto visualizethe ngerprinting operation:We take theirreduciblepoly-
nomial p x , arrangethe coefcients from left to right in decreasingrder i.e., with the
x31 termof p x atthe leftmostposition,and scanthroughthe input bit streamfrom left
to right. If the bit in the input oppositethe x3! termis set,we exclusive-orp x into the
bit stream. As we scandown the bit streamall coefcients to the left of the currentpo-
sition of the x®1 term of p x will be zeros. Whenwe reachthe end of the bit stream,
i.e., thex? termof p x is oppositethe lastbit of theinput streamwe will have computed
fx modpx | fx .

5.2 Analysisof Algorithms

5.2.1 KeyExchange

The correspondencketweerthe problemof decidingquadratiaresiduosityandthe proto-
col is direct. For a detailedanalysis see[30].

5.2.2 Authentication

Whatarethe chanceshata systembrealer B couldbreakthe rst (unmeged)authentica-
tion scheme?As we statedbefore,we assumehatthe modulusM; is sufciently large so
thatfactoringit is impractical.Now, considemwhatB mustdo to poseasA.

Letus rst look ata simplerauthenticatiorsystenmto gainintuition. Let the puzzleand
thesecretsolutionbev andswherev = 1 s letthepuzzlerandomizebex r2 (r known
only to theauthenticator)let thechallengebee 0 1 ; andlettheresponsdey r s°
All calculationsaredonemoduloM.

We claim that if B could slip throughour authenticatiorprocedurewith more than
probability%, thenB could extractthe squarerootsandthusfactorM, violating our basic
assumptionTo wit, in orderfor B to reliably passthe authenticatioprocedureit mustbe
ableto handlethe casewheree s eitherl or 0, andthusit would needto know bothr and
r s. This meansthathe would be ableto computethe squareroot of v, which we know
from Rabin[67] is equivalentto factoring.

WhatmustB doin thefull versionof theauthentication™ orderto passhechallenge,
B mustknow thevalueof E. In addition,B mustknow partof f . In particular B doesnot
have to guessall of f but only thosevaluesselectedy the 1 entriesin E.

Thus,while
Ef':E O01"EE 3 f & 1o N,
our the securityfactor (the inverseof the probability of breakingthe system)is slightly
smaller Our authenticatiorsystemprovides,for puzzlesof n numbersa probability of an
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attacler breakingthe authenticatiorsystemof

P —t

| n
n2 ™ 2

(usingthe Stirling'sapproximatiorof n! 2pn g r') whichshownsthatP is clearlysuper
exponentiallysmall. By usinglongervectorsor multiple vectors(iterating) the security
factorcanbe madearbitrarily high. Notethatsincethe securityfactoris superexponential
in n, thepuzzlesize,andonly multiplicativewhentheprotocolis iterated jncreasingpuzzle
sizeis usuallypreferable:If n, the new size of the puzzle,is 2n, thenthe probability of
successfullyoreakingthe systembecomes
p —p&
28n.1onn 5
p2n¢e’
23n 190N

2pn €’
3 4,90
22 “2220mn
2 2pné
3n 1. 3n 4 —
22 22 2" pnn"
P2
3
2" 2 pn

Ontheotherhand,if we simply runtheprotocoltwice, we would only obtainP P2, Iter-
atingdoeshave oneadwantage:it makesthe selectionof the securityfactor(1 P) e xible.
Using iterationmakesit easyfor applicationsat differentsecuritylevels to negotiatethe
desiredsecurityof theconnection.

How did we arrive at the expressionfor P? 1 P simply measuregshe numberof
equiprobablerandomstatesvisible to the attacler. First, note that n”2 is the number

of differentE whereE E 3 (i.e.,thenumberof 1 bitsin Eis 3 ). Then! n i!
term givesthe numberof waysof chosingi objectsfrom n without replacementwhich is
whatthe projection,asspeci ed by theon (i.e., 1) valuesin E, of the permutatiorf gives
us.

Why dowerestrictE tohave 5 onbits?If j E E couldbeary value,thenthere
|

wouldbed} , " differentstatessisibleto B notall of which wouldbeequipobable
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if E andf arechoseruniformly from 0 1 " andS,. In particular it canbe seenthatthe
statecorrespondingo j 0 is mostprobable. This wealensthe securityfactor of our
algorithm. In thelimit casewhereE is the zerovector our algorithmno longerprovides
superexponentialsecurity

Note that my protocol provides superexponentialsecurityonly if the moduli remain
unfactored.Sincethereis anexponentialtime algorithmfor factoring,it is alwayspossible
to breakthe systemin the minimum of the time for factoringandthe superexponential
bound.Thuswe canscaleour protocolin a variety of ways.

The authenticationprotocol not only provides superexponential security when the
moduli cannotbe factored,but is also zero knowledge. The encodedchallengevector
C, performsbit commitmen{13, 14,21, 72, 73], forcing C to choosethe challengevalues
prior to A choosingthe puzzlerandomizer This meanghat E andf cannotbea function
of X, andthusthe challenges sideof the protocolcanbe simulatedby anentity thatdoes
not have knowledgeof ary of the secrets Any entity S cansimulateboth sidesof the pro-
tocol— ScanchoosaandomE, f, and,knowing their values,constructvectorsX andY
thatwill passtheveri cation step:

. oy r2 if e
Yi rejoXpo I !f g O
Yi e Xpo rf Vi1 ife 1

Notethatmy modeldiffersslightly from theusualmodelfor zeroknowledgeinteractve
proofs becauséoth the prover andthe veri er areassumedo be polynomialtime (and
that factoringand quadraticresiduosityare not in polynomialtime); if the prover were
in nitely powerful, asin the usualmodel,the prover could simply factorthe moduli used
in thebit commitmentphaseof our protocol. Otherbit commitmenfprotocolsmaybeused
insteade.g.,we couldusea protocolbasednthediscretdog problem[83] requiringmore
multiplicationsbut usefewer randombits.

5.2.3 MergedAuthentication and Secret Agreement

Like the rst authenticatioralgorithm,the meigedauthenticatiorandkey exchangealgo-
rithm revealsno informationif factoringanddecidingquadratiaesiduosityareintractable.

How doesthe megedalgorithmdiffer from the original algorithm?l useMaM. asthe
modulusfor the noncevectors,andl usequarticresiduesnsteadof quadraticesiduedor
the puzzlerandomizatiorvectorX.

No informationis leaked. An analysissimilar to thatdoneabove establisheshis fact.
Whene; 1, weknow that

Yj rf j Saj modMa
1% wZ; Z;modM,

1bj W ]ZAj 2mOdMa
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soy;j lookslike the squareof arandomnumber possiblynegated,in , . Thechallenger
C oranearesdroppecouldhave generatedhis without A's help. (Notethatthereasorthat
this valueis computedmoduloM;, is becauses, j is the residuemodulo M, of arandom
squarejf we computedy; moduloMaM, we would have no guaranteeasto whethers, |
would beaquadratiaesidue.)

Whene; 0, wehave

Yj re j modMaMc
1% wZ ; modMaMc

Thisis justthe squareof arandomvalue,possiblynegated,in - mm.. ThechallengelC or
ary eavesdroppecouldhave generatedhis without A's helpaswell.

This provesthatoneatomicroundof the authenticationeaksno information. As with
the vanilla authenticationthe vectorsC and T provide bit commitment forcing the chal-
lenge E f tobeindependenof X, thusrunningtheatomicroundsin parallelratherthan
in serialhasno impacton the proof of zeroknowledge.

Might somesystenbrealer B compromiseéheauthentication?o do so, B mustguess
thevaluesof E andf justasin the vanilla authenticatiorprotocol. As before,the proba-
bility of somebodybreakingthe authentications superexponentiallysmall. (Seesection
5.2.2)

Thebitsof thesessiorkey (b;) aretransferrenlywhene; 0. Whenej 1, Ccannot
determinethe quadraticresiduosityof the elementy; sincewe assumethat determining
quadraticresiduosityis intractablewithout the factorizationof Ma. Whenej 0, onthe
otherhand,C caneasilydeterminghe quadratiaesiduosityof y; by simply evaluatingthe
LegendresymbollL y; P .

5.2.4 Practical Authentication and Secret Agreement

Assumingthatfactoringis intractable the third protocol (my “practical” protocol)is also
zeroknowledge.In particular breakingthis protocolis equialentto factoring:ary system
brealer B who hasa stratey that allows B to masqueradas A cantrivially adaptthe
strat@y to factorthe variousmoduliin the system.

Let usexaminehow this authentication/secreigreemenprotocoldiffersfrom the pre-
vious one. Insteadof usingthe quadraticresiduositydecisionproblemto do bit commit-
ment,this protocoluseghe Rabinfunction,remaoving therequirementhatthemodulihave
the Blum property SinceneitherA nor C canfactot neitherof themcanextractthesquare
rootof anarbitrarynumbemodM pp. In particular A hasno way of gettingthe encoding
E from the commitmentvalueC; the only way A nds out the value of C (andthusthe
valueof f E )isfor CtorevealC. Thechallengecommitmentvorksasbefore.

Theanalysisfor the authenticatiorpropertiesareidenticalto thatfor the previous pro-
tocols,sol omit thathere.(Seesection5.2.2.)Whataboutthe zero-knavledgeproperty?
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Whene; 1, weknow that

Y rfzj 5 ; modM,

| Saj 2modMj

soyj lookslikethesquareof arandomnumbeiin ;. ThechallengeC or aneavesdropper
couldhave generatedhiswithout A'shelp. Notethatthereasorthatthis valueis computed
moduloMj, is becauses, j is the residuemoduloM, of arandomsquare;jf we computed
yj moduloMaM¢, we would have no guaranteesisto whethers, j would be a quadratic
residue.

Whene; 0, wehave

Y rf; modMe
This is just the squareof a randomvaluein . The challengerC or ary eavesdropper
couldhave generatehis without A's helpaswell.

In both casesa simulatorS who pretendgo be A andis ableto controlthe coin ips
of C caneasilyproducearun of theprotocolwherethe messagéraf ¢ is indistinguishable
from thatof anactualrun. SinceS cansimulatethe protocolwithoutthe secreknown only
to A, theprotocolis zeroknowledge.

This protocolis muchmoreef cient thanthe previous one,sinceit sendsa factor of

M. moresecretits thanthe previousalgorithm;this ef ciency is somavhatoffsetby the
factthat root extractionmustbe performedby the recever, andextractingsquarerootsis
moreexpensyve thancomputingthe Legendresymbol.

5.2.5 Fingerprints

Beforewe analyzethe performancef the ngerprint algorithm,wewill x somenotation.
We let p (or p x ) referto anirreduciblepolynomialof degreem (wheremis prime). We
usethesymbol to denotesurjectve mappingsandF to denotethe algebraicclosureof
the eld F.

How goodis the ngerprint algorithm? Choosingrandomirreducible polynomialsis
equialentto chosingrandomhomomorphismg : >, x  GF 2™, wherethe kernel of
| Is thering generatedy the irreduciblepolynomial p. To be precise,] associateshe
indeterminatex with u, aroot of theirreduciblepolynomialin the eld 5, i.e.,j: 2Xx

ou GF 2", Thereareexactly 2™ 2 m suchhomomorphismsTo computethe
ngerprint of a le, considetthecontentof the le asalargepolynomialin » x : takethe
dataasastringof bitsby, b, 1 by bo, andconstructthe polynomial f x &7 Obix‘.
The ngerprint isexactlyj f x .

Now, f canhave atmost I divisorsof degreem. Any two distinct polynomialsf;
andf; will havethesameresidudf f; f, 0 mod p. Thenumberof polynomialdivisors
of f1 fyisatmostn m, sotheprobabilitythatarandomirreduciblepolynomialgivesthe
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nm

sameresiduefor f; andfzis -m—— n 2™ 2. For apageof memorycontaining4

kilobytesof data(n  21°, or 32 kilobits), andsettingm to be 31, this probability is less
than0.002%.

This 0.002%probability measureshe oddsthatanadversarys replacemend kilobyte
pageof a le wouldhavearesidughatmatcheshatof theoriginal— becaus¢headwersary
hasno knowledgeof the particularhomomorphisnused,thereis no betterstratgy than
guessinga polynomial (i.e., the datain the replacemenpage). The probability that the
adwersarycouldguesghehomomorphisnis 31 231 2 orlessthan0.0000015%which
is muchlesslikely. Hencewe canseethatthe ngerprint algorithmis anexcellentchoice
asacryptographichecksum.

The naive implementatiorof this algorithmis quite fast, but it is possibleto achieve
evenfasteralgorithmsby precomputationGivena x ed p, anda setof smallpolynomials,
we constructatableT of residuesf thosepolynomials.l initially describethe algorithm
for arbitrarysizedp; afterwards,l describeoptimizationsspecictom degp 31.

Let T bethetableof residuesof all polynomialsof theform g x x™, whereg varies
over polynomialsof degreelessthank. In otherwords, T givesusthe functionj g x
xd9P wheredegg x k. Using T allows usto examinek bits at a time from the input
streaminsteadof oneatatime. View f x now as

K .
fx & axxk
i 0

wheredega; X k. Thealgorithmto computetheresiduer x  f x modp x becomes
thecodeshown in Figure5.1.

for (i §ii 0;-)
rx rx x agx;
rx r X modpx;

Figure5.1: Fingerprint residuecalculation. Theoperationr x modp x is performed
by decomposing intog x x™ h x,wheredegg kanddegh m, nding r x
gx X"modp x fromT,andsettingr x r x hx.

If we x thevaluem degp 31,we canrealizefurthersize-speci coptimizations.
We canrepresenp exactly in a 32-bitword. Furthermoresinceword at atime operations
work on 32 bits at a time, by packingthe coefcients asbits in a word we can perform
somebasicoperationon the polynomialsasbit shiftsandexclusive-ors:multiplicationby
XK is a left-shift by k bits; additionor subtractionof two polynomialsis just exclusive-or
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Of course sincewe aredealingnow with x ed-sizemachineregisters,we musttake care
notto over ow.

In Dyad,| have two versionsof the ngerprinting code,onefor k 8 andthe otherfor
k 16, bothof which useirreduciblepolynomialsof degree31. To readthe input stream
afull 32-bitword at atime, | modi ed the algorithmslightly: insteadof T beinga table
ofj gx x3%9P T containsj g x x32; the codeabove is modi ed correspondingly
While the residue§ g x x32 requireonly 31 bits to representT is representedis a
table of machinewordswith 2¥ entries. The programcan uniquelyindex into the table
by evaluatingg x atthepointx 2 (thisindex is justthe coefcient bits of g, which are
alreadystoredin a machineword asaninteger). If we run the codeloop to performthis
operationwe will geta 32-bitresult,which represents polynomialof degreeat most31.
Hencetheresultof theloop,r x ,iseithertheresidueR x f x modp x orRx p x,
andthefollowing simplecomputationx esup theresult:

. ru if deggr x 31

] fx .
r p u otherwise

A particularlyelegantimplementations achieredwhenwe setk to be8 or 16. Thecodein

Figure5.2illustratesthealgorithmfor k  16.

fp_mem(a,nwords,p,table)
unsigned long *a, p, *able;

int nwords;
{
unsigned long 1, rlo, rhi, ai
int i
r=0;
for =( =0; i <nwords; i+{+ {
ai = a[i
thi =71 > 16
fo = ( << 16) " (ai >> 16);
r =ro " table[rhi];
thi =1 > 16;
o = (r << 16) ¢ (a_i & ((1 << 16)'1))'
r =ro " table[rhi];
}
if (r >>1<<31) r = p

return r;

Figure5.2: Fingerprint calculation (C code).
This C codeshavs how usinga precomputedable of partial residuescanspeedup n-
gerprintcalculations.Unlike the actualcodewithin Dyad, it omitsloop unrolling, forces
memoryto be aligned,andmay performunnecessargnemoryreferences.

For thecasewherek 16, initializing T will betime consumingf we usethe simple
bruteforce method.Insteadof calculatingeachof the 216 entriesdirectly, we rst compute
thetableT fork 8,size256,andthenT is bootstrappedrom T in theobviousmanner:
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for eachentryin T, we simply useits index g x , decomposét into g X  ghi X X°
0o X wWheredeggni 8 anddegg, 8,andcomputeT T, 0hi Qo Ty Ohi X8 as
thetableentry

If a highersecuritylevel is required,multiple ngerprints canbe taken on the same
data,or polynomialsof higherdegreemaybe used.Thespeedugechniquesxtendwell to
handledegp x  61,thenext prime®® closeto amultiple of word size thoughthenumber
of working registersrequired(if implementedon a 32-bit machine)doubles.Our current
implementations largely limited by themainmemorybandwidthonthe CitadelCPU's bus
for readingthe input dataandthe tablesize. Note thatthetablefor k= 8 caneasily t in
mostmodernCPU memorycaches.If we usemain memoryto storeintermediateesults,
performancaelramaticallydegrades.

38While thealgorithmfor nding irreduciblepolynomialsdoesnot requirethatthe degreebe prime, using
polynomialsof prime degreemakescountingirreduciblessimpler
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Chapter 6

Bootstrap and Maintenance

On the faceof it, securelyinitializing and bootstrappinga securecoprocessos system
softwarecanbevery simple:burn all thecodeinto theembeddedROM sothecoprocessor
will alwaysrun securecode.Unfortunatelythis stratey is unrealistic.

Practicalrequirementsomplicatethe secureanitialization andbootstrapof securesoft-
warerunningin a securecoprocessor:

maintenancandrevocationupdate®f thetrustedsoftwareby thesecurecoprocessor
systemsoftwarevendor(or a trustedauthority);

installationof optionalsoftwareby local systemadministrators;
ef ciency of securebootstrapand
security

Two aspect®f bootstrappingyo handin hand:securébootstrappingandbootstrapping
security The former dealswith verifying codeintegrity so untrustedcodewill not be
executedwith ary privileges’, and the latter dealswith increasingsecurity guarantees
provided by the systemrelatedto bootstrappingusing basicsecuritypropertiesof lower
systemlevelsasabasis[97, 99].

Theproces®f securebootstrappingnustprovide meansof proving thetrustworthiness
andcorrectinitialization of the nal systento theenduser Additionally, dependingpnthe
users'degreeof trustin the securecoprocessohardware vendors/ systemsoftwareven-
dors,we may needto prove to the user(or site securityadministratorthatthe coprocessor
hardware (having passedhroughthe systemsoftware vendorfor initialization) is legiti-
mate. This chapteraddressebootstrappingthe next chapteraddressethe veri cation of
systemsoftwareandhardware.

Digital signaturesandcryptographicchecksumsrebasictoolswe useto attacksecure
initialization, bootstrappingand maintenance.Thesetools are appliedby eachlayer of

3'The securecoprocessgwhen booted, runs a secureform of the Mach microkernel. If administered
correctly untrusteduserlevel codemaybeloadedandrun afterbooting.
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bootstrappingodeto verify theintegrity andauthenticityof the next higherlayer, ensuring
thatonly trustedcodeis booted.

6.1 Simple Secur and Bootstrap

As a thoughtexperiment,considerthe simplestinstantiationof securebootstrappingthe
bootstrapROM for the securecoprocessocontainsdigital signaturecheckingcode. At
boottime, this digital signaturecodeveri es thatthe host-suppliekernelimageis from
a trustedauthority The trustedauthority's public key may be keptin ROM ratherthan
secureRAM, sinceonly integrity andnotsecrey is required®® Thesecuritykernelusesan
encryptedle systemimagesuppliedby the hostto load systemsenersandapplications
(thedecryptiorkey is keptin secureRAM). This preseresprivacy andintegrity guarantees
for the restof the operatingsystemandthe applicationsthussecurelybootstrappingo a
fully runningsystem.

Therearesereralthingswrongwith the above scenario.it is in e xible: it allows only
centralizedupdatesof systemsoftware and data;it requires(computationallyexpensve)
digital signatureveri cation for thekernel;it doesnot permitrevocationof old microkernel
imageqwhich mayhave securitybugs);andit doesnot permitresettingof thecoprocessor
Fortunately by providing alayeredsecuritybootstrapall these a ws canbe x ed.

6.2 Flexible Secur Bootstrap and Maintenance

By necessitysecurebootstrappingtartswith codeembeddedn the coprocessos ROM.
This codemustbe simple— becaussuchembeddedodecannotbe x ed,its correctness
mustbecertain.This codemustbe public— anattacler cangainaccesso it by destrging
a securecoprocessos physicalencapsulation.To allow more complex boot codeto be
usedthebootprocesgproceedsn stageswherethe primarybootcodein ROM loadsin a
secondanpootloaderfrom anexternalsource.

Dyadassumesawrite-only modelof installingthesecondarypootcode.Thesecondary
bootcode,alongwith arny privatedatait needsjs storedin secureRAM afterthe secure
RAM is cleared.Thereis no needto trustsecondarpootcodesinceno secretsarestored
in the securecoprocessoat initialization time — furthermore,userswishing to perform
behaioral testingof thesecurecoprocessanardwaremayloadtheir own codeatthis point
to validatethe hardware.

The secondaryboot codeloadedby a trustedsecurecoprocessosoftware vendoris
loadedwith asecretallowing secondarpootcodeto authenticatés identity. Thissecreis
loadedatthesameime asthesecondarypootcode,andis privacy protectedy1) thetamper
detectioncircuitry will erasethe secureRAM if ary physicalintrusionis detected(2) the

38TheROM in thecoprocessocannotprovide secrey, sinceanattacler cansacri ce asecurecoprocessor
to discovzer ROM contentgwhich arelik ely to be uniform acrossall securecoprocessors.)
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primarybootstragoaderwill erasesecureRAM prior to loadingothersecondaryootstrap
code;and(3) the secondaryootstrapcoderevealsnot even partial informationaboutits
authenticatiorsecret,sinceit usesa zero knowledge authentication. In additionto the
authenticatiorsecretthe secondarypoot codeis provided with cryptographicchecksums
of the coprocessokerneland coprocessosystemprograms permitting validation of the
next higherlayerof code.

To limit the amountof secureRAM used,Dyad storesjust the authenticatiorsecrets
andacryptographichecksunof thesecondarpootcode,with actualsecondarypootstrap
codebeingreadfrom the host's disk or otherexternalmemoryat boottime 3°

This methodof initializing the securecoprocessopermitsloadingof both secureco-
processorendorauthenticatiordataaswell asveri cation datafor secondaryootcode,
yet preventsreinitializationfrom leakingsensitve data.

The primarybootcodeis permittedonly two operationsinstallingthe secondaryoot
codealongwith its authenticatiorsecrets;and loading, validating, and running the sec-
ondaryboot*° The secondanpootcodeauthenticateds identity — andthustheidentity
of the securecoprocessosoftware vendor— to the user It alsovalidatesandbootsthe
securecoprocessokernel.

Secondanpootcodein secureRAM canpermitmultiple versionsof securecoproces-
sor kernels,sinceit canstoreseveral cryptographicchecksumsgachcorrespondingo a
differentcoprocessokernel. This permitsthe systemadministrator$o backout thecopro-
cessoikernelif bugsareever discovered.Becausehesecryptographicchecksumsrekept
in secureRAM, thecoprocessokernelmayupdatethemasnewer kernelsarereleased.

6.3 Hardware-level Maintenance

Sofar, | have discussednly software maintenanceBecausesecurecoprocessorsontain
critical data,we needto also supporthardware maintenanceelatedfunctions. We may
wantsecurecoprocessor® performself-testavhile otherwisedle, andgeneratevarnings
if any transienterrorsaredetectede.g.,correctablenemoryECCerrors,encryptionhard-
wareself-testerrors,etc),aswell aspermitperiodiccheckupmaintenancéestingrequiring
suspensiomf the coprocessorgiormaloperations.

Suchmaintenanceaccesdo the internalsof a securecoprocessorwhile only logical
and not physical, requirescompleteaccesdso the securecoprocessos state. Self-tests
necessarilymay require destructve writes to secureRAM; even though such self-tests
are vendorsupplied,we would like to prevent self-testcode from accessingrivate or
integrity-protecteduserdata. This posesaadilemma:thesecurecoprocessastateseemingly
cannotbe bacled up, sincethis permitsreplay attacksfor applicationssuchaselectronic

39Alternatively, we canusetamperprotectedEEPROM to storethe secondanpootloaderto optimizefor
speedSeesectiond4.2.3for adiscussiorof its securityproperties.
401 we storethe secondanpootloaderin protectedEEPROM, we canomit theloading/alidationsteps.
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curreng.*! Secretsstoredin secureRAM mustremainprivate.

We can securelyback up securecoprocessostatefor maintenanceestingand also
transferthe stateof one securecoprocessoto a replacemensecurecoprocessor The
trick is to use atomic transactions:stateinformationis transactionallytransferredfrom
the sourcesecurecoprocessoto a target securecoprocessor Most of the secureRAM
of sourcethe securecoprocessors erasedas a resultof the transactionatransfer The
only secureRAM contentsnot erasedarethe uniqueauthenticatiorandpublic key. This
is requiredif the securecoprocessois to be reusedsincenew codecould not be loaded
otherwise.

Dyad usesa simpli ed versionof the traditionaltwo-phasecommit protocol[33, 53],
sinceonly two partiesareinvolved andthe write locks canbe implicit.#2 The secureco-
processotransfercommit protocol requiresan acknavledgemenimessagdrom the tar
getcoprocessoafterthe sourcesecurecoprocessofthe transactiorcoordinator)sendshe
“commit” (or “abort”) messagesincethe sourcesecurecoprocessolog (heldin thesecure
RAM) will beforcibly truncatedasaresultof thetransfer

Note that the target securecoprocessodoesnot have to actually storeall the source
stateinformationin its secureRAM: if all securecoprocessortiave the samecapacity
it will not have enoughsecureRAM. Fortunately the stateinformationonly needsto be
logically transferredo the tarmget coprocessor— the target securecoprocessocansimply
encryptthe statedata, write it to disk, and save just the key in its secureRAM. As a
optimization,the encryptionandstorageof the statedatacanbe performedentirely by the
sourcesecurecoprocessomnly the key needdo betransactionallytransferredo the back
up securecoprocessor

After the statetransferis completedand secureRAM erased testingmay proceed.
Thesecondarypootstrapcodemay now loadin whaterer vendorsuppliedself-testcodeis
neededsincethis self-testcodewill nothave any acces$o secrebr integrity-protectediser
data. Whenthetestingis done,we canrestartthe securecoprocessofor a nev one)and
transactionallyreloadthe original secureRAM state. Becausestateis alwaystransferred
andnever copied,suchbackupsarenot subjectto replayattacksandthetestingprovides
userswith assurancagainstardwarefaults.

6.4 Tolerating Hardware Faults

At rst glance,it would appearthat by keepingsecretsonly in securecoprocessorsye
facetherisk of losingthosesecretsvhensecurecoprocessonasa hardwarefailure. Fortu-

“IThe attackersbackup the stateof their securecoprocessgispendsomeelectroniccurreny, andrestore
thepreviousstate.Seesection3.4.

42In the rst phasethetransactiorcoordinatoraskswhetherall entitiesinvolvedin thetransactioragrees
thatthey areableto commitandhave loggedthe appropriatedatato stablestorage After a party hasagreed
thatit is willing to commit, all valuesinvolved in the transactiorare inaccessibleuntil the coordinatorde-
claresa“commit” or “abort’ Thecoordinatoibroadcastscommit” or “abort” duringthe secondphaseand
transactionamodi cationsto valuesbecomepermanenbr vanish.
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nately by applyingamodi ed quorumconsensugechniqug37, 38|, we canmake asecure
coprocessosystenfaulttolerant.We assumea failstopmodel[82].

An exampleof sucha con guration would usethreesecurecoprocessorg a group,
all of which maintainthe samesecuredata. Every updatetransactiorinvolvestwo of the
threewith a securdimestamd90, 89], sothe securedatashouldremainidenticalbetween
transactionsCommunicatioramongthethreecoprocessorareencrypted Whena secure
coprocessofails, anew oneis added(replacingthe broken one)by beinginitialized from
the most up-to-dateof the remainingtwo securecoprocessorssimultaneouslyupdating
thegroup's groupmembershipist. This updateis performediransactionallyusinga state
transfermechanisnlik e the methoddescribedn section6.3. If two or more coproces-
sorssimultaneouslyail, however, the datais unrecaerable.(Otherwisean attacler could
separatea working trio of securecoprocessorsto threegroupsof isolatedcoprocessors
andusethatto duplicatecurreng.) After regeneratingo a triad of securecoprocessors,
thefailed coprocessowill be shunnedy the regeneratedjyroupif it becomeperational
again:attaclerscannotcreatea nev quorumby fakingcoprocessofailures.

In generalthe numberof failuresF thatcanbetoleratedcanbe madearbitrarily large
by using more securecoprocessoré a group. Let therebe N securecoprocessoré a
group. Writesto securedataare consideredsuccessfulf W securecoprocessorgpdates
their copy of the securedata,andreadsfrom securedataare consideredo have obtained
valid dataonly if R securecoprocessort the grouprespondwith (time stamped)data.
Dyad allows failure-recaery restore4o new securecoprocessort proceedonly if there
areatleastr workingsecurecoprocessorsyhereF, R, N, W, andr satisfytheequations

R W F (6.1)
(6.2)

(6.3)

r

aAnplz2

r

Equation6.1is the standardequirementor the numberof readersandwritersto overlap
(pigeonhole principle) from quorumconsensusEquation6.2 requiresthatat leasthalf of
the coprocessorareavailablefor regeneratinghe missing(andpresumediead)members
of agroup— preventingsmallerpartitionsfrom beingusedto clonemoney or otheraccess
capabilities. Equation6.3 ensurethat the subsetof our securecoprocessogroup from
which regeneratemissingoneswill containatleastonecoprocessocontainingthe correct
data,whichcanbepropagatedo theothercoprocessoraspartof therecovery/regeneration
processpreservingthe reader/writeroverlap invariancefor the regenerateccoprocessor
group. As part of the regeneratiortransactiongroup membershigs updatedto contain
only the securecoprocessors theregeneratiortransaction.

This techniqueis a simple modi cation of quorumconsensusor fault toleranceand
securityunderthe securecoprocessoframenork. By combiningsecretsharing[76, 86]
with quorumconsensuf39], replicationspacaequirementganbereduced.

Anotherapproachwould be to adaptstriping to securecoprocessorgjistributing data
and error correctionbits amongseveral securecoprocessors.(Also seeinformation on
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RAID [64].) Thisrequiresthatevery logical write to the securedataresultin an atomic
setof writesto securecoprocessorg/ithin thegroup,with datatransmissioramongsecure
coprocessorsncrypted Recorery of datadueto afailedsecurecoprocessowould operate
in thesamefashionasin classicstripedsystemsyvith the replacementoprocessoinitial-
ized via a transactionaktatetransferso it will possesshe encryptionkeys necessaryo
communicatevith its peers.

Using multiple securecoprocessordramaticallyreduceghelik elihoodof critical data
beinglostdueto hardwarefailures.This enableghe useof securecoprocessotechnology
for large scaleandhighreliability applications] alsoeliminatethe possibilitythata single
hardwarefailurewould precludeproperlylicensedprogramsrom running.
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Chapter 7

Veri cation and Potential Failur es

Securitycritical systemsarenotjustvulnerableto hardware-level attacksandsimplehard-
warefaults; the deliveredhardware might have beensubstitutedwvith bogus,trojan-horse
hardware,andthe systemsoftwaremay containbugs. This chapterexplainshow userscan
verify securecoprocessohardware,andshavs how the securecoprocessosystemdesign
helpsisolatethe effects of softwarefaultsandchecksoftware. Additionally, this chapter
analyzeghe consequencesf potentialfailuresin the systemandidenti es the degreeof
trustthatmustbe placedon hardwareandsystemsoftwarevendors.

7.1 Hardware Veri cation

Theself-testghatl consideredn section6.3arevendorprovidedexecutablesSupposeve
wish to verify thatthe securecoprocessoor systemsoftware vendoris not supplyingus
with bogussecurecoprocessonardware. Cansomeform of testingbe performed?

By modifying the self-testprocedurewe can performlimited statisticalcheckingof
securecoprocessohardware. To verify thatthe hardwareoriginatedfrom the properhard-
warevendor thelocal systemadministrator®r securityof cers mayresetafractionof the
securecoprocessorandloadin hardwareveri cation softwarein lieu of asecondarypoot-
straploader This permitsarbitrarysecurecoprocessohardwaretestingcodeto beloaded.
While sophisticatedogushardware could be madeto operateidenticallyto a real secure
coprocessoundermost conditions,this software probing can, coupledwith grosshard-
ware veri cation (e.g., verifying the X-ray imageof the circuit boardand otherphysical
controls),provide uswith strongassurancethatthe securesecurecoprocessohnardwareis
genuine.

Note that this testingis quasi-destructie, sincethe authenticatiorsecretsstoredby
the coprocessosystemsoftware vendorare lost. Thesecoprocessorsnay, however, be
returnedto the systemsoftwarevendorto bereinitializedwith a new setof authentication
secretsAdditional destructve testingof securecoprocessormay be performedon a spot-
checkbasisfor greaterassurancesf the authenticityof the securecoprocessohardware.
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7.2 SystemSoftware Veri cation

Having the securecoprocessosecuritykernelprovide logical security(basicpeerto-peer
authenticationgncryptedcommunicatiorchannelsandprivateaddresspaces)s central
to beingableto run secureapplicationswithin a securecoprocessorWhile arny absolute
proofof correctnessf securitykernelsis outsideof the scopeof this thesisandsuchproofs
will notbefeasiblefor alongtime (if ever), we musthave someassurancef the security
of securecoprocessosystemsoftware.

In the Dyad system the Mach 3.0 kernelrunsin the securecoprocessorlt is a small
securitykernelwith capability-basedhterproces€ommunicationcon gured with only a
few device driversnecessaryor communicatingvith the hostsystem.Becausdhe kernel
codeis cryptographically ngerprinted by the systemsoftware vendorand not encrypted,
the codemay be independentlynspected.Thoughfailstopbugsin the coprocessokernel
would not permitdisclosureof secretsjt remainsto be shovn whetherthe systemdesign
canminimizetheamountof damagecausedy otherkindsof kernelbugs.

The systemdesignisolatessecurity-criticalportionsof the coprocessaosecuritykernel,
reducegheimpactof bugs,andmakesanalysiseasier

| assumehat the kernelprovides private addresspaceausing the underlyingvirtual
memoryhardware,a very stabletechnology | alsoassumehatthe secureapplicationsdo
not intentionally reveal their own secretswhetherexplicitly or throughcovert channels.
Furthermore| assumehatbugsin onepartof the kerneldo not have farreachingeffects,
e.g.,permituserlevel codeto arbitrarily modify anothempartof thekernel.

Dyadusessecuritychedpointsto minimizetheimpactof bugsin therestof thesystem.
Thesearethe securitycritical portionsof the kernelthatmustbearcloseinspection.Fortu-
nately thereareonly afew modulescontrollingl/O betweerthehostsystemandthe secure
coprocessofthe portandDMA drivers)andacces$o thesecureRAM (theiopl interface
for accessinghesecureRAM andthesec _ram sener— seesectiord.2.3). Thesesecurity-
critical modulesarewell isolated andprovide an opportunityfor carefully controllingand
checkingdata o w, simplifying the codeinspectiontask.

Theexampleof crypto-pagingllustrateshow testingis simpli ed. Insteadof lookingat
the codefor the default pager we simply make surethatencryptionis turnedon wheneer
we usethe DMA interfaceon the default pagers behalf. Similarly, for accessontrolto
thesecureRAM, theiopl interfaceallows only a privilegedclient (the sec _memsener) to
mapin the secureRAM into the client's addresspaceandthe sec _memsener provides
accessontrolamongthe secureapplications.The secureRAM' s physicaladdressangeis
not otherwiseknown to the kernel,andthe virtual memorysubsystentould not acciden-
tally provide accesgo it unlessthe memorymappingentriesarecopiedfrom thesec _-mem
sener's addressnap. If we do notwantto trustthe virtual memorysubsystento prevent
unauthorizedccessye could provide atrivial device driver performingphysicall/O only
to the addresgangeof the secureRAM with exclusive useby the sec _memsener. The
sec _memsener code,of course,mustalsobe carefully scrutinizedto only give accesso
appropriateportionsof the secureRAM aspart of the cryptographidoadingof a secure
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applications code.

BecauseDyad hassimple securememoryinterfacesand hostinterface, it is possible
to focuson the securitypropertiesof the codeimplementingtheseinterfaces.Rigorously
checkingthis codedecreasethelik elihoodthatbugsin the Machkernelcouldcausesecret
datadisclosure While this doesnot replacerigorouscorrectnesgroofsof thekernelcode,
we canincreaseour con dencethatkernelbugswill not causecatastrophialisclosureof
secrets.

7.3 Failure Modes

An ideal distributed security systemwould never fail, but any seriousdesignmusttake
failuresinto account. In this section,| discussthe potentialfailure modesof the Dyad
systemandexaminetherisksinvolved.

| identify the potentialsourcef securitybreachesindconsidertheirimpacts. There
areseveralsecretgrucialto thecorrectoperatiorof the overall systemandtheir disclosure
would have a severeimpact on the system. Someof theseresideonly within software
manuBcturerstacilities,andothersarealsokeptin securecoprocessors the eld.

The mostcritical secretin the systemis the secure-coprocessapftware private key.
Thiskey is createdatthe systemsoftwaremanugcturingfacilitiesandproducesadigitally
signedcerti cate for every newv coprocessqreachcertifying the public key andauthenti-
cationpuzzleasbelongingto a securecoprocessoidentity createdby that manufcturer
Thecorrespondingrivatekey andsecretuthenticatiorpuzzlesolutionareloadedinto the
securanemoryaspartof the systensoftwareinstallation,alongwith the certi cate.

Disclosureof the systemsoftware manufcturers signaturekey permitsattaclersto
createfake securecoprocessorsandtheseunsecurecoprocessorsr software emulations
cantotally compromisdghe system.

In a similar fashion,if attaclers possesshe secretkey and authenticatiorpuzzleso-
lution of a securecoprocessoithey canobtainary application-speci csecretsassociated
with secureapplicationssubsequentljnstalledon thatcoprocessot® Furthermoreattack-
erswill alsobe ableto exposesecretsstoredin othersecurecoprocessorgthey manage,
sincethey canuseanunsecureoprocessoasa transactionastatetransfertarget.

Coprocessespeci ¢ secretareonly vulnerableto exposurebetweerthe time of gen-
erationandthe time of installation;by my main axiom, it is impossibleto to obtainse-
cretsafter they areinstalledin a securecoprocessor Additional security can optionally
be obtainedby requiringauthorizationperhapsrom the systemsoftwarevendor)before
engagingn transactionastatetransfers.

One particularly securitysensitve applicationis electroniccurreng, andit is impor-
tantto discusshow disclosure®f critical secretswill compromisehe system.Thecritical
datais the electroniccurreny applicationauthenticatiorpuzzle solution. Disclosureof

43If the attacler hadloggedthe previousinstallationof secureapplicationsthoseapplication-speci cse-
crets(andtheprivagy of thetexts of programghemseles)arealsoendangered.
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this information permitscreationof electroniccash,if accesgo the securechannelbe-
tweensecurecoprocessorsanbe achiezed. Sincehaving accesgo theindividual secure
coprocessosecretsmpliesaccesgo the applicationsecretspnemethodof increasinghe

work requiredto attackthe systemis to have the electroniccurreny applicationusese-
curechannelgprovided by the securecoprocessokernel(perhapswith doubly encrypting
usingapplication-leel keys aswell). Thekernelperformscoprocesseto-coprocessokey

exchangeusingthe individual securecoprocessosecrets.This forcesattaclersto obtain
accesdgo individual securecoprocessosecretsatherthanjust theapplicationsecrets.

Furtherapplication-speci climits can limit the amountof the damage. In the case
of electroniccurreng, the electroniccurreng applicationcanlimit the total amountof
electroniccurreng thatmaybe storedwithin asecurecoprocessorThis limitation reduces
therisk of losingmoney asaresultof catastrophihardwarefailure,andalsoreduceghe
rate at which fake electroniccurreny may be introducedinto the systemif secretsare
compromisedAdditional limits maybe addedo restricttherateatwhich electronicfunds
canbetransferredthoughthis only senesasa tourniquetandcannotsolve the problems
of compromisedecretkeys.

Similar problemsoccurif the underlying cryptographicsystemis broken. The in-
tractability of factoringlarge moduli is basicto both the authenticatiorand public key
systems. If a modulususedin a cryptographicalgorithmis factored,secretswould be
similarly revealed.This problemis endemido cryptographi@applicationsn general.

7.4 Previous Work

Previouswork on systemisolationincludefences[69] which introducedthe ideaof using
cryptographicchecksto nd systemerrors. Trustedcomputingbasesorm animportant
part of the “OrangeBook” TrustedComputerSystemEvaluationCriteria[101]. Trusted
computingbasesrely on a strict securityboundarybetweenthe secureenvironmentand
the unsecureservironment— all the computerhardware and software, including the ter-

minals,areconsideredecureandthe usersarenot. The systemsoftwareimplementghe
appropriateaccesgontrol,oftenmandatoryto enforcepolicy.
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Chapter 8

Performance

This chapterdiscusse®yad's performance.First, | examinethe implementationof my
authenticatiorand ngerprinting algorithms.Next, | look atthe overheadf crypto-paging
relative to simplepaging.

8.1 Cryptographic Algorithms

This sectiongivestiming gures for my implementatiorof the authenticatioralgorithm
and ngerprinting algorithmdescribedn chapter5. Becausehe Citadelunit is aresearch
prototypeandits processowill beupdatedo newer, fasterRISC processqmy timing g-
uresarefor severalprocessorsani386SX processorunningat 16 MHz; ani486DX2/66
processor;a MIPS R3000 processor;a Paver processoifor an IBM RS6000/950;and
projectedgures for a601PownverPC.Table8.1shawvs runningtimesfor the basicauthenti-
cationalgorithmandthe processingatesfor the ngerprint algorithmon theseprocessors.

The Citadel processorequires3.45 secondgo performzeroknowledgetwo-way au-
thentication(seesection5.1.4)to achiere a securityfactorof 318 10?8, usinga 150dec-
imal digit modulus?* To performthe authenticationCitadelandthe hostprocessofwhich
providesnetworking for the securecoprocessomnustexchanget messageslhe overhead
for sendinga messagdetweenCitadel andthe host processolis approximately0.96 S;
muchof this overheadshoulddisappeaif thedevice driversin the hostandin the Citadel-
sideDyad kerneldid not needto poll hardwarestatus.(Seesection4.2.1for a discussion
of thesourceof this overhead.We anticipatedramatiadmprovementin authenticatiorime
in the next generatiorof the Dyad hardwarebase.

The fastestngerprinting implementationseesection5.1.5)runningon the Citadel's
i386SX ngerprints at 410 Kbytes/sec.This assemblecodedroutineusesa 65536-entry
table(216) of precomputegbartial residuesThis coderun at the maximumpossiblenem-
ory bandwidth:for comparisona tight assembleloop loadingsourcememoryinto areg-

4Factoringsucha modulusshouldrequireapproximately20000MIPS-yearsof CPUtime usingcontem-
porary(May 1994)factoringtechnique$50, 87].
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Algorithm i386SX | MIPSR3000| i486DX2/66 | RS6000/950 PaverPC601
(16 MH2z) (20 MHz) (66 MHz)

Authentication 3450 249 167 114 86.0est.

(mS)

Fingerprint 0.410 1.14 1.42 3.99 2.70est.

(MB/S)

Table8.1: CryptographicAlgorithmsRunTime

Becausehe Citadelprototypecoprocessois aresearclprototypejits processqrai386SX

running at 16 MHz, is likely to be upgradedto a newer, fasterprocessomwhen secure
coprocessorsecomecommerciaproducts.To obtaintheserun timesfor non-Citadelpro-

cessorsl| ranthe portableC-languagemplementation®f thesealgorithmson testdataon

commerciallyavailable PCsandworkstations(a DECstation5000/200,an Elite 486 PC,

andanIBM RS6000/950)thetimesfor the PoverPC601is extrapolatedrom its SPECint
ratings.

isterreadsmemoryat arateof lessthan1.1 Mbytes/se®n the Citadel,andthe ngerprint
tablelook-upcodereadgwo additionalmemorywordsperword of inputdata.Becausehe
iI386SX hasno on-chip cacheandthe Citadelboardprovidesno externalcachememory
someof the memorybandwidthis expendedetchinginstructions.A morespace-etient
assemblefanguagdamplementatiorusesa muchsmaller256-entrytableand ngerprints
at 226 Kbytes/secpr about55% of the speedof the rst implementation.On Citadel,the
mosttightly tunedC languagemplementation®f the ngerprint algorithmachieve only
224Kbytes/se@and204 Kbytes/sedor largeandsmalltablesrespectrely, largely because
of the inability of the compilerto avoid registerspills into memoryandto optimally use
(andin somecasesgvengenerateyomei386 instructions.

(Theresiduetableinitialization algorithmis describedn section5.2.5. For the large
table,thetime requiredis approximatelyl.23S; the time for the smalltableis negligible
(42mS).Notethatthisis aone-timechage.)

My experimentgecommendhatthesmallerassemblecodedversionbe usedfor most
cases. The large table versionis useful wherethe sameirreducible polynomialis used
for alarge amountof data(perhapsvhencheckingdisk contents)the small versionwins
whenthe irreducible polynomialis changedoften, or wherethereare tight real-memory
requirementgsuchasin the Citadel prototype). Whencachememoryis addedto future
generation®f Citadel,the smallertable versionwill gainin performanceaelative to the
largertableversionbecausehetableof partialresidueshouldeasily t within thecache.

Smallercodesizeis desirablefor securitycode. Whenthe codeis smaller the system
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is easierto verify andlesslikely to containbugs. The key exchangeroutinesconsistsof
80 lines of C code. The authenticatiorroutinesconsistsof 75 lines of C code. Both the
key exchangeandthe authenticatiorcodeare written on top of a library of routinesfor
calculatingwith arbitrarily large integers. The ngerprinting codeconsistsof 211 lines of
C codeand160lines of i386 assemblerMy total coreroutinesarerelatively small: 366
linesof C codeand160linesof assembler

8.2 Crypto-Paging

The overheadfor crypto-pagingis unmeasurablesince both crypto-pagingand normal
pagingactiity go throughthe hardware DES machineryand DMA channels.Overhead
only incurswhentheencryptionkeys areset. This happengverytime a pageis written out
to hostmemory wherea (small) encryptedsystemdisk imageresides.

Additionally, the hostsystemimposedimits onthenumberof pageghatcanbetrans-
ferred,sincewe cannotguaranteghatthe disk imagewill residein physicallycontiguous
memory This meansthatif pagingwas not encrypted,the numberof bytescopiedper
DMA transferis mostlik ely to be a singlevirtual memorypage(4K) anyway, andthe cur-
rently high perDMA-transferoverhead0.96 S) cannotbe amortizedover mary pagesof
memory
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Chapter 9

Conclusionand Futur e Work

The problemof providing securitypropertiesfor widely distributed systemss a dif cult
onethatmustbesolvedbeforeapplicationswith strongprivacy andintegrity demandssuch
aselectroniccommerceapplicationscanbe safelydeployed. All cryptographigrotocols
requiresecretso bekept,andall accessontrolsoftwareassumeheability to maintainthe
integrity of theaccessontroldatabaseTheseassumptionsustbesatis edin ary serious
securedistributed system;providing thesesecuritypropertiesin a rigorousandcomplete
way is impossiblewithout someform of physicallysecurehardware.

In thisthesisl have shawn thatit is possibleto provide very strongsecurityguarantees
without putting the entire computerin a locked room. By addingsecurecoprocessors
to normalworkstationsor PCs,overall securitymay be bootstrappedrom a core set of
securitypropertiegguaranteedby securecoprocessohardware. Cryptographidechniques
to checkintegrity andto protectprivacy canprovide muchstrongersystem-leel security
guaranteesanbe providedthanwerepreviously possible.

Furthermore by applying transactionprocessingechniquego security | built elec-
tronic curreny systemswheremoney cannotbe createdor destryed accidentally By
usingquorumconsensuandtransactiond, designedault tolerantsecurecoprocessosys-
tems.

| haveanalyzedhenative securitypropertieof variouscomponentsf thesoftware/hardvare
system,and arrangedtheminto a security hierarchy;furthermore,|l usedcryptographic
techniqueso enhancesecuritypropertiesThis separatiorof the systemarchitecturacom-
ponentsby their securitypropertiespermit secure-systerdesignerdo reasorrealistically
aboutwhatkinds of securitypropertiesareactuallyachievable.

The contritutionsof this thesismaybe summarizeasfollows:

end-to-endanalysisof the securitypropertiesof the systemcomponentshothat the
hardwarelevel andatthe softwarelevel;

designand analysisof combinedhardware-softvare architecturefor bootstrapping
securityguaranteethroughouthesystemusingcryptographidcechniquestthesys-
temcomponenboundariegincludingcrypto-pagingandcrypto-sealing);
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demonstratiorof the feasibility of the architectureby constructinga working pro-
totype system,providing insightsinto systemdesignissuesthat restrictthe overall
systemarchitecture;

design, analysis,implemention,and measuremenotf cryptographicprotocolsfor
zero-knavledgeauthenticatiorand key exchange suitablefor usein securitycrit-
ical environments;

demonstratinghat securecoprocessormay be statisticallychecled againstvendor
fraud;

showving how securecoprocessorsiay be operatedn afault-tolerantmannerand

designingsolutionsto exemplarelectroniccommerceapplicationsjncluding build-
ing anelectroniccurreny applicationandanalyzinghow cryptographicstampsanay
beused.

Securecoprocessorsxist todayandcansolve mary pressinglistributedsecurityprob-
lems, but thereremainsseveral challengego be solved by future developersof secure
coprocessotechnology The needfor a generalJow-costdistributedtransactiorsystemis
apparentandit remaingo beshovn thatonecanbebuilt to runef ciently within thesecure
coprocessoernvironment. Tools for automatinghetaskof splitting applicationsareneed,
andtheissueof providing operatingsystemsupportfor split secure-coprocessapplica-
tionsremaingo befully explored.Mostimportantly mary secureapplicationsuilding on
securecoprocessoreemainto bediscovered.
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