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Abstract

How do we build distributedsystemsthat aresecure?Cryptographictechniquescanbe
usedto securethe communicationsbetweenphysicallyseparatedsystems,but this is not
enough:we mustbe able to guaranteethe privacy of the cryptographickeys andthe in-
tegrity of thecryptographicfunctions,in additionto theintegrity of thesecuritykerneland
accesscontroldatabaseswe have on themachines.Physicalsecurityis a centralassump-
tion uponwhich securedistributedsystemsarebuilt; without this foundationeventhebest
cryptosystemor themostsecurekernelwill crumble.In thisthesis,I addressthedistributed
securityproblemby proposingtheadditionof asmall,physicallysecurehardwaremodule,
a secure coprocessor, to standardworkstationsandPCs. My centralaxiom is that secure
coprocessorsareableto maintaintheprivacy of thedatathey process.

This thesisattacksthe distributedsecurityproblemfrom multiple sides. First, I an-
alyze the securitypropertiesof existing systemcomponents,both at the hardware and
software level. Second,I demonstratehow physicalsecurityrequirementsmay be iso-
latedto thesecurecoprocessor, andshowedhow securitypropertiesmaybebootstrapped
usingcryptographictechniquesfrom this centralnucleusof securitywithin a combined
hardware/softwarearchitecture.Suchisolation haspracticaladvantages:the nucleusof
security-relevantmodulesprovide additionalseparationof concernbetweenfunctionalre-
quirementsandsecurityrequirement,andthe securitymodulesaremorecentralizedand
their propertiesmoreeasilyscrutinized.Third, I demonstratethe feasibility of thesecure
coprocessorapproach,andreporton my implementationof this combinedarchitectureon
topof prototypehardware.Fourth,I design,analyze,implement,andmeasureperformance
of cryptographicprotocolswith super-exponentialsecurityfor zero-knowledgeauthentica-
tion andkey exchange.Theseprotocolsaresuitablefor usein securitycritical environ-
ments.Last,I show how securecoprocessorsmaybeusedin a fault-tolerantmannerwhile
still maintainingtheir strongprivacy guarantees.

Keywords: authentication,coprocessor, cryptography, integrity, privacy, security
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Chapter 1

Intr oduction and Moti vation

Is privacy the �rst roadkill on the InformationSuperhighway? 1 Will super-
highwaymenway lay new settlersto thiselectronicfrontier?

While thesequestionsmaybe too steepedin metaphor, they raisevery real concerns.
TheNationalInformationInfrastructure(NII) [32] grandvision would have remotecom-
putersworking harmoniouslytogether, communicatingvia an “electronicsuperhighway,”
providing new informationalgoodsandservicesfor all.

Unfortunately, many promisingNII applicationsdemanddif�cult-to-achievedistributed
securityproperties.Electroniccommerceapplicationssuchaselectronicstockbrokerage,
pay-per-use,andmeteredserviceshavestrict requirementsfor authorizationandcon�den-
tiality — providing trustworthyauthorizationrequiresuserauthentication;providing con�-
dentialityandprivacy of communicationsrequiresend-to-endencryption.As aresultof the
needfor encryptionandauthentication,our systemsmustbeableto maintainthesecrecy
of thekeysusedfor encryptingcommunications,thesecrecy of theuser-suppliedauthenti-
cationdata(e.g.,passwords),andtheintegrity of theauthenticationdatabaseagainstwhich
theuser-suppliedauthenticationdatais checked. Furthermore,handin handwith theneed
for privacy is the needfor systemintegrity: without the integrity of the systemsoftware
thatmediatesaccessto protectedobjectsor theintegrity of theaccesscontroldatabase,no
systemcanprovideany sortof privacy guarantee.

Canstrongprivacy andintegrity propertiesbeachievedon real,distributedsystems?
Themostcommoncomputingenvironmentstodayoncollegecampusesandworkplaces

areopencomputerclustersandworkstationsin of�ces, all connectedby networks.Physical
securityis rarelyrealizablein theseenvironments:neithercomputerclustersnorof�ces are
secureagainstcasualintruders,2 let alonethedeterminedexpert.Evenif of�ce lockswere
safe,the physicalmediafor our local networks areoften but a ceiling tile away — any

1Thesourceof thisquoteis unclear;oneparaphrasedversionappearedin print, as“If privacy isn't already
the �rst roadkill alongthe informationsuperhighway, thenit' s aboutto be” [55], andothervariantsof this
haveappearedin diverselocations.

2The knowledgeof how to pick locks is widespread;many well-trainedengineerscanpick of�ce locks
[96].

1
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hacker who knows her raw bits can �gure out how to tap into a local network using a
PC.To makemattersworse,for many securityapplicationswe mustbeableto protectour
systemsagainsttheoccasionaluntrustworthyuseraswell asintrudersfrom theoutside.

Standardtextbook treatmentsof computersecurityassertthat physicalsecurity is a
necessarypreconditionto achieving overall systemsecurity. While this may have beena
requirementthat wasreadily realizablefor yesterday's computercenterswith their large
mainframes,it is clearlynot a realisticexpectationfor today'sPCsandworkstations:their
physicalhardware is easily accessibleby both authorizedusersand maliciousattackers
alike. With completephysicalaccess,theadversariescanmountvariousattacks:they can
copy the harddisk's contentsfor of�ine analysis;replacecritical systemprogramswith
trojanhorseversions;replacevarioushardwarecomponentsto bypasslogical safeguards,
etc.

By makingtheprocessingpower of workstationswidely andeasilyavailable,we have
madetheentiresystemhardwareaccessibleto interlopers.Withoutafoundationof physical
securityto build on, logical securityguaranteescrumble.How canweremedythis?

Researchershaverealizedthevulnerabilityof network wiresandothercommunication
media. They have broughttools from cryptographyto bearon the problemof insecure
communicationnetworks,leadingto avarietyof key exchangeandauthenticationprotocols
[25, 27, 30, 59, 67, 78, 80, 93, 98] for usewith end-to-endencryption,providing privacy
for network communications.Othershavenotedthevulnerabilityof workstationsandtheir
disk storageto physicalattacks,andhave developeda varietyof secretsharingalgorithms
for protectingdatafrom isolatedattacks[39, 75, 86]. Tools from the �eld of consensus
protocolscanbe appliedaswell. Unfortunately, all of thesetechniques,while powerful,
still assumesomemeasureof physicalsecurity, a propertyunavailable on conventional
workstationsandPCs.Thegapbetweenreality andthephysicalsecurityassumptionmust
beclosedbeforethesetechniquescanbeimplementedin abelievablefashion.

Canwe provide thenecessaryphysicalsecurityto PCsandworkstationswithout crip-
pling their accessibility?Canreal, secureelectroniccommerceapplicationsbe built in a
networked,distributedcomputingenvironment?I arguethattheanswerto thesequestions
is yes,andI havebuilt asoftware/hardwaresystemcalledDyadthatdemonstratesmy ideas.

In this thesis,I analyzethe distributedsecurityproblemnot just from the traditional
cryptographicprotocolviewpoint but alsofrom theviewpoint of a hardware/softwaresys-
temdesigner. I addresstheneedfor physicalsecurityandshow how we canobtainoverall
systemsecurityby bootstrappingfrom alimited amountof physicalsecuritythatis achiev-
ablefor workstation/PCplatforms— by incorporatinga secure coprocessorin a tamper-
resistantmodule.Thissecurecoprocessormayberealizedasacircuit boardon thesystem
bus, a PCMCIA3 card, or an integratedchip; in my Dyad system,it is realizedby the
Citadelprototypefrom IBM, aboard-level securecoprocessorsystem.

I analyzethenaturalsecuritypropertiesinherentin securecoprocessorenhancedcom-
puters,and demonstratehow securityguaranteescan be strengthenedby bootstrapping
securityusingcryptographictechniques.Building on this analysis,I developa combined

3PersonalComputerMemoryCardInternationalAssociation

2
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software/hardwaresystemarchitecture,providing a �rm foundationuponwhich applica-
tionswith stringentsecurityrequirementscanbebuilt. I describethedesignof theCitadel
prototypesecurecoprocessorhardware,theMach[2] kernelport runningon top of it, the
resultantsystemintegrationwith thehostplatform,thesecurityapplicationsrunningontop
of thesecurecoprocessor, andnew, highly securecryptographicprotocolsfor key exchange
andzero-knowledgeauthentication.4

By attackingthedistributedsecurityproblemfrom all sides,I show thatit is eminently
feasibleto build highly securedistributedsystems,with bootstrappedsecurityproperties
derivedfrom physicalsecurity.

Thenext chapterdiscussesin detailwhat is meantby thetermsecure coprocessorand
the basicsecuritypropertiesthat securecoprocessorsmust possess.Chapter3 outlines
� veapplicationsthatareimpossiblewithout thesecuritypropertiesprovidedby secureco-
processors.Chapter4 describesthecombinedhardware/softwaresystemarchitectureof a
securecoprocessor-enhancedhost. I considerthebasicoperationalrequirementsinduced
by the demandsof securityapplicationsandthendescribethe actualsystemarchitecture
asimplementedin theDyadsecurecoprocessorsystemprototype.Chapter5 describesmy
new cryptographicprotocols,andgivesanin-depthanalysisof theircryptographicstrength.
Chapter6 addressesthesecurityissuespresentwheninitializing asecurecoprocessor, and
presentstechniquesto make a securecoprocessorsystemfault tolerant. Additionally, I
demonstratetechniqueswhereproactive fault diagnosticsmayallow someclassesof hard-
warefaultsto bedetectedandpermitthereplacementof amalfunctioningsecurecoproces-
sor. Chapter7 shows how boththesecurecoprocessorhardwareandsystemsoftwaremay
be veri�ed, andexaminesthe consequencesof systemprivacy breaches.Chapter8 gives
performance�gures for the cryptographicalgorithms,the overheadincurredby crypto-
paging,andtheraw DMA transfertimesfor our prototypesystem.In chapter9, I propose
challengesfor futuredevelopersof securecoprocessors.

4Someof this researchwasjoint work: thedesignof Dyad,thesecureapplications,andthenew protocols
wasdonewith DougTygarof CMU. Thebasicsecurecoprocessormodelwasdevelopedwith White,Palmer,
andTygar. TheCitadelsystemwasdesignedby Steve Weingart,Steve White, andElainePalmerof IBM; I
debuggedCitadelandredesignedpartsof it.

3
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Chapter 2

SecureCoprocessorModel

A securecoprocessoris a hardware modulecontaining(1) a CPU, (2) bootstrapROM,
and(3) securenon-volatile memory. This hardwaremoduleis physicallyshieldedfrom
penetration,andtheI/O interfaceto themoduleis theonly way to accesstheinternalstate
of themodule.(Examplesof packagingtechnologyarediscussedlaterin section2.3.)This
hardwaremodulecanstorecryptographickeyswithout risk of release.Moregenerally, the
CPUcanperformarbitrarycomputations(undercontrolof theoperatingsystem);thusthe
hardwaremodule,whenaddedtoacomputer, becomesatruecoprocessor. Often,thesecure
coprocessorwill containspecialpurposehardwarein additionto theCPUandmemory;for
example,highspeedencryption/decryptionhardwaremaybeused.

Securecoprocessorsmustbepackagedso thatphysicalattemptsto gainaccessto the
internalstateof thecoprocessorwill resultin resettingthestateof thesecurecoprocessor
(i.e., erasureof thesecurenon-volatile memorycontentsandCPUregisters).An intruder
mightbeableto breakinto asecurecoprocessorandseehow it is constructed;theintruder
cannot,however, learnor changetheinternalstateof thesecurecoprocessorexceptthrough
normalI/O channelsor by forcibly resettingtheentiresecurecoprocessor. Theguarantees
abouttheprivacy andintegrity of thesecurenon-volatile memoryprovide thefoundations
neededto build distributedsecuritysystems.

With a �rm securityfoundationavailablein the form of a securecoprocessor, greater
securitycanbeachievedfor thehostcomputer.

2.1 PhysicalAssumptionsfor Security

All securitysystemsrely onanucleusof assumptions.For example,it is oftenassumedthat
encryptionsystemsareresistantto cryptanalysis.Similarly, I take asaxiomaticthatsecure
coprocessorsprovideprivateandtamper-proofmemoryandprocessing.Theseassumptions
maybefalsi�ed: for example,attackersmayexhaustivelysearchcryptographickey spaces.
Similarly, it maybepossibleto falsify my physicalsecurityaxiomby expendingenormous
resources(possiblyfeasiblefor very large corporationsor governmentagencies).I rely
on a physicalwork-factorargumentto justify my axiom,similar in spirit to intractability

5



La
Te

X2
e 

ve
rs

io
n:

 p
ag

e 
nu

m
be

rs
 d

o 
no

t m
at

ch
 o

rig

assumptionsof cryptography. My securecoprocessormodeldoesnotdependonthepartic-
ular technologyusedto satisfythework-factorassumption.Justascryptographicschemes
maybe scaledor changedto increasethe resourcesrequiredto penetratea cryptographic
system,currentsecuritypackagingtechniquesmay be scaledor changedto increasethe
work-factornecessaryto successfullybypassthesecurecoprocessorprotections.

Chapter3 shows how to build securesubsystemsrunningpartially on a securecopro-
cessor.

2.2 Limitations of Model

Con�ning all computationwithin securecoprocessorswouldideallysuitoursecurityneeds,
but in reality we cannot— andshouldnot — convert all of our processorsinto secure
coprocessors.Therearetwomainreasons:�rst, theinherentlimitationsof physicalsecurity
techniquesfor packagingcircuits; andsecond,theneedto keepthesystemmaintainable.
Fortunately, aswe shall seein chapter3, we do not needto physicallyshield the entire
computer. It suf�ces to physicallyprotectonly aportionof thecomputer.

If thesecurecoprocessoris sealedin epoxyor a similar material,heatdissipationre-
quirementslimit usto oneor two printedcircuit boards.Futuredevelopmentsmayeventu-
ally relaxthisandallow usto makemoreof thesolid-statecomponentsof amultiprocessor
workstationphysicallysecure,perhapsanentirecardcage;however, thesecurityproblems
of externalmassstorageandnetworkswill in all likelihoodremainconstant.

While it maybepossibleto securepackageanentiremultiprocessor, it is likely to be
impracticalandis unnecessarybesides.If we canobtainsimilar functionalitiesby placing
thesecurityconcernswithin a singlecoprocessor, we canavoid thecostandmaintenance
problemsof makingmultipleprocessorsandall memorysecure.

Easymaintenancerequiresmodulardesign.Oncea hardwaremoduleis encapsulated
in a physicallysecurepackage,disassemblingthe moduleto �x or replacesomecompo-
nentwill probablybe impossible.Wholesaleboardswappingis a standardmaintenance/
hardwaredebuggingtechnique,but defectiveboardsarenormallyreturnedfor repairs;with
physicalencapsulation,this will no longerbe possible,thusdriving up costs. Moreover,
packagingconsiderationsandtheextra hardwaredevelopmenttime imply thatsecureco-
processor's technologymay lag behindthe hostsystem's technology— perhapsby one
generation.Theright balancebetweenphysicallyshieldedandunshieldedcomponentsde-
pendson theclassof intendedapplications.For many applications,only asmallportionof
thesystemmustbeprotected.

Whataboutsystem-level recoveryafterahardwarefault?If secretsarekeptonly within
asinglesecurecoprocessor, having to replaceafaultyunit with adifferentonedueto awill
leadto dataloss. After we replacea brokencoprocessorwith a goodone,will we beable
to continuerunningour applications?Section6.4 givestechniquesfor periodiccheckup
testingandfault tolerantoperationof securecoprocessors.

6
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2.3 Potential Platforms

Severalphysicallysecureprocessorsexist. Thissectiondescribessomeof theseplatforms,
giving thetypesof attacksthesesystemsresist,andsystemlimitationsarisingfrom pack-
agingtechnology.

TheµABYSS[103] andCitadel[105] systemsemploy board-level protection.Thesys-
temsincludea standardmicroprocessor(Citadelusesan Intel 80386),somenon-volatile
(batterybacked) RAM, andspecialsensingcircuitry to detectintrusion into a protective
casingaroundthe circuit board. Additionally, Citadel includesfast (approximately30
MBytes/sec)DESencryptionhardware.Thesecuritycircuitry erasesnon-volatilememory
beforeattackerscanpenetratefarenoughto disablethesensorsor readmemorycontents.

Physicalsecuritymechanismsmustprotectagainstmany typesof physicalattacks.In
theµABYSSandCitadelsystems,it is assumedthatintrudersmustbeabletoprobethrough
astraightholeof atleastonemillimeterin diameter. topenetratethesystem(probepin volt-
ages,destroy sensingcircuitry, etc). To preventdirect intrusion,thesesystemsincorporate
sensorsconsistingof �ne (40 gauge)nichromewire andlow power sensingcircuitspow-
eredby a long-lived battery. The wires are looselybut denselywrappedin many layers
aroundthe circuit boardandthe entireassemblyis thendippedin epoxy. The looseand
densewrappingmakestheexactpositionof thewiresin theepoxyunpredictableto anad-
versary. Thesensingelectronicsdetectopencircuitsor shortcircuitsin thewiresanderase
non-volatile memoryif intrusion is attempted.Physicalintrusion by mechanicalmeans
(e.g.,drilling) cannotpenetratetheepoxywithoutbreakingoneof thesewires.

Anotherattackis to dissolve the epoxywith solventsto exposethe sensorwires. To
block this attack,the epoxyis designedto be chemically“harder” thanthe sensorwires.
Solventswill destroy at leastoneof thewires— andthuscreateanopen-circuit— before
theintrudercanbypassthepottingmaterialandaccessthecircuit board.

Yetanotherattackuseslow temperatures.Semiconductormemoriesretainstateatvery
low temperaturesevenwithout power, soan attacker could freezethesecurecoprocessor
to disablethebatteryandthenextractmemorycontents.Thesystemscontaintemperature
sensorswhich trigger erasureof secretsbeforethe temperaturedropsbelow the critical
level. (Thesystemmusthave enoughthermalmassto prevent rapid freezing— by being
dippedinto liquid nitrogenor helium,for example— andthis placessomelimitationson
the minimum size of the system. This hasimportant implicationsfor securesmartcard
designers.)

The next stepin sophisticationis the high-poweredlaserattack. The ideais to usea
high powered(ultraviolet) laserto cut throughtheepoxyanddisablethesensingcircuitry
beforeit hasachanceto react.To protectagainstsuchanattack,aluminaor silica is added,
causingtheepoxyto absorbultraviolet light. Thegeneratedheatcreatesmechanicalstress,
causingthesensingwiresto break.

Insteadof theboard-level approach,physicalsecuritycanbeprovidedfor smaller, chip-
level packages.ClipperandCapstone,theNSA's proposedDESreplacements[4, 99,100]
arespecialpurposeencryptionchips.Theseintegratedcircuit chipsarereportedlydesigned
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to destroy key information(andperhapsotherimportantencryptionparameters— theen-
cryptionalgorithm,Skipjack,is supposedto besecretaswell) whenattemptsaremadeto
openthe integratedcircuit chips' packaging.Similarly, the iPower [58] encryptionchip
by NationalSemiconductorhastamperdetectionmachinerywhich causeschemicalsto be
releasedto erasesecuredata.Thequalityof protectionandthetypesof attackswhichthese
systemcanwithstandhavenotbeenpublished.

Smartcardsareanotherapproachto physicallysecurecoprocessing[54]. A smartcard
is a portable,super-small microcomputer. Sensingcircuitry is lesscritical for many ap-
plications(e.g., authentication,storageof the user's cryptographickeys), sincephysical
securityis maintainedby the virtue of its portability. Userscarry their smartcardswith
themat all timesandprovide the necessaryphysicalsecurity. Authenticationtechniques
for smartcardshave beenwidely studied[1, 54]. Additionally, newer smartcarddesigns
suchassomeGEMPlusor Mondex cards[35] featurelimited physicalsecurityprotection,
providing a true(simple)securecoprocessor.

Thetechnologyenvelopede�ned by theseplatformsandtheir implementationparame-
tersconstrainsthelimits of securecoprocessoralgorithms.As thecomputationpowerand
physicalprotectionmechanismsfor mobilecomputersandsmartcardsevolve,thisenvelope
will grow.

2.4 Security Partitions

Systemcomponentsof networkedhostsmaybe classi�ed by their vulnerabilitiesto vari-
ousattacksandplacedwithin “native” securitypartitions.Thesenaturalsecuritypartitions
containsystemcomponentsthatprovidecommonsecurityguarantees.Securecoprocessors
addanew systemcomponentwith fewer inherentvulnerabilitiesandcreateanew security
partition;cryptographictechniquesreducesomeof thesevulnerabilitiesandenhancesecu-
rity. For example,usinga securecoprocessorto boota systemandensurethat thecorrect
operatingsystemis runningprovidesprivacy andintegrity guaranteeson memorynot oth-
erwisepossible.Publicworkstationscanemploy securecoprocessorsandcryptographyto
guaranteetheprivacy of diskstorageandprovide integrity checks.

Table2.1shows thevulnerabilitiesof varioustypesof memorywhenno cryptographic
techniquesareused. Memory within a securecoprocessoris protectedagainstphysical
access.With the properprotectionmechanisms,datastoredwithin a securecoprocessor
canbeneitherreadnor tamperedwith. A working securecoprocessorcanensurethat the
operatingsystemwasbootedcorrectly(seesection3.1)andthatthehostRAM is protected
againstunauthorizedlogical access.5 It is not, however, well protectedagainstphysical
access— wecanconnectlogic analyzersto thememorybusandlistenpassively to memory

5I assumethat theoperatingsystemprovidesprotectedaddressspaces.Pagingis performedon eithera
remotediskvia encryptednetwork communication(seesection4.1.3below) or a localdiskwhich is immune
to all but physicalattacks.To protectagainstphysicalattacksfor thelattercase,we mayneedto encryptthe
dataanywayor ensurethatwecanerasethepagingdatafrom thediskbeforeshuttingdown.
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Subsystem Vulnerabilities
Availability Integrity/Privacy

SecureCoprocessor None None
HostRAM OnlinePhysical OnlinePhysical

Access Access
SecondaryStore Of�ine Physical Of�ine Physical

Access Access
Network OnlineRemote OnlineRemoteAccess
(communication) Access Of�ine Analysis

Table2.1: SubsystemVulnerabilitiesWithout CryptographicTechniques

traf�c, or usean in-circuit emulatorto replacethe host processorand force the host to
periodicallydisclosethe hostsystem's RAM contents.Furthermore,it is possibleto use
multi-portedmemoryto remotelymonitor RAM. (While it maybe impracticalto do this
in a way invisible to users,this line of attackcannot be entirely ruled out.) Secondary
storagemaybemoreeasilyattackedthanRAM sincethedatacanbemodi�ed of�ine; to do
this, however, anattacker mustgainphysicalaccessto thedisk. Network communication
is completelyvulnerableto online eavesdroppingandof�ine analysis,aswell asonline
messagetampering. Sincenetworks areusedfor remotecommunication,it is clear that
theseattacksmaybeperformedremotely.

Subsystem Vulnerabilities
Availability Integrity/Privacy

SecureCoprocessor None None
HostRAM OnlinePhysical HostProcessor

Access Data
SecondaryStore Of�ine Physical None

Access
Network OnlineRemote None
(communication) Access

Table2.2: SubsystemVulnerabilitiesWith CryptographicTechniques

As table2.2 illustrates,encryptioncanstrengthenprivacy guarantees.Datamodi�ca-
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tion vulnerabilitiesstill exist; however, tamperingcanbedetectedby usingcryptographic
checksumsaslong asthechecksumvaluesarestoredin tamper-proof memory. Note that
the privacy level is a function of the subsystemcomponentusingthe data. If hostRAM
datais processedby thehostCPU,moving thedatato thesecurecoprocessorfor encryp-
tion is eitheruselessor prohibitivelyexpensive[29,61] — thedatamustappearin plaintext
form to thehostCPUandis vulnerableto onlineattacks.However, if thehostRAM datais
servingasbackingstorefor securecoprocessordatapages(seesection4.1.3),encryptionis
appropriate.Similarly, encryptingthesecondarystorevia thehostCPUprotectsthatdata
againstof�ine privacy lossbut not onlineattacks,whereasencryptingthatdatawithin the
securecoprocessorprotectsthatdataagainstonlineprivacy attacksaswell, aslong asthat
dataneednoteverappearin plaintext form in thehostmemory.

For example,if we wish to sendandreadencryptedelectronicmail, encryptionand
decryptioncanbeperformedby thehostprocessorsincethedatamustresidewithin both
hostsfor thesenderto composeit andfor thereceiver to readit. But, theexchangeof the
encryptionkey usedfor themessageshouldinvolve securecoprocessorcomputation:key
exchangeshouldusesecretsthatmustremainwithin thesecurecoprocessor. 6

2.5 Machine-UserAuthentication

How canweauthenticateusersto machinesandviceversa?Onesolutionis smartcards(see
section2.3)with zeroknowledgeprotocols(seesecton5.1.2).

Anotherway to verify thepresenseof asecurecoprocessoris to askathird-partyentity
— suchasa physicallysealedthird-partycomputer— to checkthemachine's identity for
the user. This servicecanalsobe providedby normalnetwork serversmachinessuchas
�le servers. Remoteservicesmustbe dif�cult to emulateby attackers. Userswill notice
the absenceof theseservicesto detectthat somethingis amiss. This necessarilyimplies
thattheseremoteservicesmustbeavailablebefore theusersauthenticateto thesystem.

Thesecurecoprocessormustbepresentfor theremoteservicesto work correctly. Evi-
dencethattheseserviceswork canbeconveyedto theuserthroughasecuredisplaythatis
partof thesecurecoprocessor. If no suchdisplayis available,caremustbetakento verify
that the connectionto the remote,trustedthird-partyserver is not beingsimulatedby an
attacker. To circumventthis attack,we mustbeableto reboottheworkstationandrely on
thelocalsecurecoprocessorto performhostsystemintegrity checks.

Unlike authenticationprotocolsreliant on centralauthenticationservers[81, 80, 93],
this machine-userauthenticationhappensonce,at boot time or sessionstart time. Users
may be con�dent that the workstationcontainsan authenticsecurecoprocessorif access
to any normalremoteservicecanbe obtained.To successfullyauthenticateto obtainthe
service,attackersmusteitherbreaktheauthenticationprotocol,breakthephysicalsecurity

6This is trueevenif public key cryptographyis used.Publickey encryptionrequiresno secretsandmay
beperformedin thehost;signingthemessage,however, requirestheuseof secretvaluesandthusmustbe
performedwithin thesecurecoprocessor.

10



La
Te

X2
e 

ve
rs

io
n:

 p
ag

e 
nu

m
be

rs
 d

o 
no

t m
at

ch
 o

rig

in thesecurecoprocessor, or bypassthephysicalsecurityaroundtheremoteserver. If the
remoteserviceis suf�ciently complex, attackerswill notbeableto emulateit.

2.6 PreviousWork

Thesecurecoprocessorsystemmodelis muchmoresophisticatedandcomprehensivethan
thatfoundin previouswork. It fully examinesthenaturalsecurityboundariesbetweensub-
systemsin computersandhow cryptographictechniquesmaybeusedto boostthesecurity
within thesesubsystems.The systemsof Best[8] andKent [46] only consideredtheuse
of encryptionfor copy-protection,andemployedphysicalprotectionfor themainCPUand
primarymemory. WhiteandComerford[104] werethe�rst to considertheuseof asecurity
coprocessor, but their systemweretargetedfor copy-protectionandfor providing crypto-
graphicservicesto thehost.New to thesecurecoprocessormodelis securitybootstrapping
andcrypto-paging,importanttechniquesfor building securedistributedsystems.
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Chapter 3

Applications

Becausesecurecoprocessorscanprocesssecretsaswell asstorethem,they cando much
more than just keepsecretscon�dential. I describehow to usesecurecoprocessorsto
realizeexemplarsecureapplications:(1) hostintegrity veri�cation, (2) tamper-proof audit
trails, (3) copy protection,(4) electroniccurrency, and(5) securepostagemeters. Noneof
thesearepossibleon physicallyexposedsystems.Theseapplicationsarediscussedbrie�y
below.

3.1 Host Integrity Check

Trojan horsesoftwaredatesback to the 1960s,if not earlier. Boguslogin programsare
amongmostcommon,thoughgamesandfake utilities were(andare)alsowidely usedto
setup backdoorsaswell. Computervirusesexacerbatethe problemof hostintegrity —
thesystemmayeasilybeinadvertentlycorruptedduringnormaluse.

In the restof this section,I discusshow securecoprocessorsaddressesthis problem,
discussa few alternativesolutions,andpointout their drawbacks.

3.1.1 Host Integrity with Secure Coprocessors

Providing trustin theintegrity of acomputer'ssystemsoftwareis notsodif�cult if wecan
trust the integrity of the executionof a singleprogram:we canbootstrap our trust in the
integrity of hostsoftware.7 If weareableto runasingletrustedprogramonthesystem,we
canusethatprogramto verify theintegrity of therestof thesystem.

Gettingthat �rst trustedprogramrunningis fraughtwith problems,even if we ignore
managementandoperationaldif�culties, especiallyfor machinesin openclustersor un-
lockedof�ces. Runninganinitial trustedprogrambecomesfeasiblewhenwe adda secure

7Bootstrappingsecuritywith securecoprocessorsis completelydifferentfrom thesecuritykernelsfound
in theTrustedComputerBase(TCB) [101] approach:securecoprocessorsusecryptographictechniquesto
ensuretheintegrity of therestof thesystem,andsecuritykernelsin a TCBssimplyassumethatthe�le store
returnstrustworthydata.
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coprocessor— the securecoprocessorruns only trusted,unmodi�ed software, and this
softwareusescryptographictechniquesto verify theintegrity of thehostsoftwareresident
on thehost'sdisks.

To verify integrity, asecurecoprocessormaintainsa tamper-proofdatabase(keptin se-
curenon-volatilememory)containinga list of thehost'ssystemprogramsalongwith their
cryptographic checksums. Cryptographicchecksumfunctionsare appliedto executable
�le. Thechecksumsareunforgeable:givena �le F andthecryptographicchecksumfunc-
tion crypto cksm��� , creatingaprogramF � suchthat

F �

� F � andcrypto cksm� F �

� crypto cksm� F �

�

is computationallyintractable.Thesizeof theoutputof a one-way hashfunction is small
relative to theinput; for example,theMD5 hashfunction'soutputis 128bits [77].

Host integrity checkingis differentfor thecasesof stand-aloneworkstationsandnet-
worked workstationswith accessto distributedservicessuchasAFS [91] or Athena[5].
While publicly accessiblestand-aloneworkstationshave feweravenuesof attack,thereare
alsofewer optionsfor counteringattacks.I concurrentlyexaminebothcases:

Performingthenecessaryintegrity checkswith asecurecoprocessorcansolvethehost
integrity problem.Becauseof privacy andintegrity guaranteesonsecurecoprocessormem-
oryandprocessing,wecanhavecon�dencein resultsfrom asecurecoprocessorthatchecks
theintegrity of thehost's stateat boot-up.If thesecurecoprocessoris �rst to gaincontrol
of thesystemwhenthesystemis reset,it candecidewhetherto allow thehostCPUto boot
aftercheckingthedisk-residentbootstrapprogram,operatingsystemkernel,andall system
utilities for tampering.

Thecryptographicchecksumsof systemimagesmustbestoredin thesecurecoproces-
sor's securenon-volatile memoryandbe protectedagainstmodi�cation (andsometimes,
dependingonthecryptographicchecksumalgorithmchosen,againstexposure).Of course,
tablesof cryptographicchecksumscan be pagedout to host memoryor disk after �rst
checksummingandencryptingthemwithin thesecurecoprocessor;this canbehandledas
an extensionto normalvirtual memorypaging(seesection4.1.3. The securecoproces-
sor candetectany modi�cations to the systemobjectsandcancheckthe integrity of the
externalstorage.

Along with integrity, securecoprocessorsoffer privacy; this propertyallows theuseof
both keyed(suchasRivest's MD5 [77], Merkle's Snefru[56], Jueneman's MessageAu-
thenticationCode(MAC) [44], andIBM' s ManipulationDetectionCode(MDC) [41]) and
keyless(suchaschainedDES[102], andKarp andRabin's family of �ngerprint functions
[45]) cryptographicchecksumfunctions.All cryptographicchecksumfunctionsrequirein-
tegrity protectionof thecryptographicchecksums;keyedchecksumfunctionsadditionally
requireprivacy protectionof akey.

Therearenopublishedstrongintractabilityargumentsfor majorkeylesscryptographic
checksumfunctions;their designappearedto be basedon ad hoc methods.Keyed cryp-
tographicchecksumfunctionsrequirecertaininformationto bekeptsecret.In thekeyless
case,chainedDES keepsencryptionkeys (which selectparticularencryptionfunctions)
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secret;Karp-Rabin�ngerprint functionsusea secretkey to selecta particularhashfunc-
tion from a family of hashfunctionsbasedon irreduciblepolynomials8 over Z2 �

x� , i.e.,
fk �

F ��� fi : p � x��� � p � x� modirredi � x�	� . The resultingresiduepolynomialis thehash
result. If thekey polynomialis unknown by theadversary, thengiveninput q � x� , thereis
no procedurefor �nding q� � x� where

q�

� x� �

� q � x��
 where fk � q�

� fk � q�

�

exceptby chance.Thesecurityof Karp-Rabinis equivalentto probabilityof two random
inputsbeingmappedto thesameresidue,which is well understood[45, 68]. ChainedDES
is not aswell understoodastheKarp-Rabinfunctions,sincevery little is known aboutthe
groupstructureof thepermutationgroupinducedby DESencryptions.

Securecoprocessorscan keep keys secretand hencecan implementkeyed crypto-
graphicchecksums.TheKarp-Rabin�ngerprint functionsareparticularlyattractive,since
they have strongtheoreticalunderpinnings(seesection5.2.5),they arevery fastandeasy
to implement9, andthey maybe scaledfor differentlevelsof security(by usinga higher
degreeirreduciblepolynomialasthemodulus).

Securecoprocessorssimplify the systemupgradeproblem. This is importantwhen
thereare large numbersof machineson a network: systemscan be securelyupgraded
remotelythroughthenetwork, sincethesecurityof communicationbetweensecurecopro-
cessorsis guaranteed.Furthermore,systemimagesareencryptedwhile beingtransferred
overthenetwork andwhile residentonsecondarystorage.Thisprovidesuswith theability
to keepproprietarycodeprotectedagainstmostattacks.As section3.3 notes,we canrun
(portionsof) the proprietarysoftwareonly within the securecoprocessor, allowing ven-
dorsto haveexecute-onlysemantics— proprietarysoftwareneedneverappearin plaintext
outsideof asecurecoprocessor.

Section4.1.1 examinesthe detailsof host integrity checkas it relatesto secureco-
processorarchitecturalrequirements,andsection4.1.5andchapter6 discusshow system
upgradesarehandledby asecurecoprocessor. Also relevantis theproblemof how theuser
canknow if asecurecoprocessoris properlyrunningin asystem;section2.5discussesthis.

3.1.2 AbsoluteLimits

Sofar, we have limited theattackersto usingtheir physicalaccessto corruptthesoftware
of thehostcomputer. Is thehostintegrity probleminsolubleif weallow trojanhorsehard-
ware? Clearly, suf�ciently sophisticatedhardwareemulationcanfool bothusersandany
integrity checks.Thereis nocompletelyreliablewayfor thesecurecoprocessorto detectif
anattacker replaceda disk controllerwith a “double-entry”controllerproviding expected
dataduringsystemintegrity veri�cation but returningtrojanhorsedata(systemprograms)

8A polynomialis saidto be irreducibleif it cannotbe factoredinto polynomialsof lower degreein the
ring of polynomials,in this case,Z2 �

x
 .
9Thustheimplementationis likely to becorrect.
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for execution.Similarly, it is hardto detectif thehostCPUis substitutedwith a “double-
entry” CPUwhichfails to correctlyrunspeci�c piecesof codein theOSprotectionsystem.
To raisethestakes,we canhave thesecurecoprocessordo behavior andtiming checksat
randomintervals.Thismakessuch“double-entry”hardwareemulationdif�cult andforces
thehardwarehackersto build moreperfecttrojanhorsehardware.

3.1.3 Previous Work

Otherapproacheshave beentried without a physicalbasisfor security. This sectionde-
scribestheseapproachesandtheir shortcomings.

Authorized Programs

Thehostintegrity problemcanbepartially amelioratedby guaranteeingthatall programs
havebeeninspectedandapprovedby a trustedauthority(e.g.,a localsystemadministrator
or computervendor),but this is an incompletesolution. Guaranteesaboutthe integrity
of sourcecodearenot enough[95] — we alsoneedto trust the compilers,editors,and
othertoolswe useto manipulatethecode.Evenif having thetrustedauthorityinspectthe
program's objectcodeis practical,thereis no guaranteethat the disassembleris not also
corruptedandhidingall evidenceof corruption.10

If theobjectcodeis built from inspectedsourcecodein a cleanenvironmentandthat
objectcodeis securelyinstalledinto the workstations,we still have little reasonto trust
themachines.Someguaranteemustbeprovided that thesoftwarehasnot beenmodi�ed
afterinstallation— afterall, we do not know who hashadaccessto themachinesincethe
trusted-softwareinstallation,andtheoncecleansoftwaremayhavebeencorrupted.

With computersgettingsmaller(andmoreportable)andworkstationsoftenphysically
accessiblein public computerclusters,attackerscaneasilybypassany logical safeguards
to corruptthe programson a computer's disks. Perhapsa trojanhorseprogramhasbeen
insertedsincethe last time thehostwasinspected— how cana usertell if the operating
systemkernelis correct?It is not suf�cient to have centralauthoritiesthat guaranteethe
original copy or inspectthehost's softwareperiodically. Theintegrity of thekernelimage
andsystemutilities storedondiskmustbeveri�ed eachtime thecomputeris used.

DisklessWorkstations

In the caseof networked “diskless” workstations,integrity veri�cation would appearto
becon�ned to the trusted�le serversimplementinga distributed�le system.Any paging
to implementvirtual memorywould go acrossthe network to a trustedserver with disk
storage[28, 79,108].

10This would be similar to the techniquesusedby “stealth” viruseson PCs,which interceptsystemI/O
requestsandreturnoriginal,unmodi�ed datato hidetheexistenceof thevirus [23].
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Whatarethedif�culties with thistrusted�le servermodel?First,non-publiclyreadable
�les mustbeencryptedbeforebeingtransferredover thenetwork. This impliestheability
to usesecretkeysto decryptthese�les, andkeepingsuchkeyssecretin publicly accessible
workstationsis impossible.

A moreseriousproblemis thattheworkstationsmustbeableto authenticatetheidentity
of the trusted�le servers (the host-to-hostauthenticationproblem). Sinceworkstations
cannotkeepsecrets,wecannotusesharedsecretsto encryptandauthenticatedatabetween
the workstationand the �le servers. The bestthat we cando is to have the �le servers
digitally signthekernelimagewhenwebootoverthenetwork — but thenwemustbeable
to storethepublic keys of the trusted�le servers. With exposedworkstations,thereis no
safeplaceto storethis typeof integrity information.Attackerscanalwaysmodify the �le
servers' public keys (andnetwork addresses)storedon theworkstation,soit contactsfalse
servers.Obtainingpublickeys from someexternalkey serveronly pushestheproblemone
level deeper— theworkstationwould needto authenticatethe identity of thekey server,
andattackersneedonly to modify thestoredpublickey of thekey server.

If we pagevirtual memoryover thenetwork (which cannotreasonablybeassumedto
besecure),theproblemonly becomesworse.Nothingguaranteestheprivacy or integrity of
thevirtual memoryasit is transferredover thenetwork. If thedatais transferredin plain-
text, anattackercansimply recordnetwork packetsto breakprivacy andmodify/substitute
network traf�c to destroy integrity. Without theability to keepsecrets,encryptionis use-
lessfor protectingthecomputer's memory— attackerscanobtaintheencryptionkeys by
physicalmeansanddestroy privacy andintegrity asbefore.

Secure Boot Media

Severalresearchershavearguedfor usingasecure-boot�oppy containingsystemintegrity
veri�cation codeto bring machinesup. This is essentiallytheapproachtakenin Tripwire
[47] andsimilarsystems.11 Considertheassumptionsinvolvedhere.

First, we mustassumethehosthardwarehasnot beencompromised.If thehosthard-
wareis compromised(seesection3.1.2),the“secure”boot �oppy canbe ignoredor even
modi�ed whenit is used. (Securecoprocessors,on the otherhand,cannotbe bypassed,
especiallysinceuserswill wanttheirmachine'ssecurecoprocessorto authenticateits iden-
tity.) Next, wemust�t ourbootcode,integrity checkingcode,andcryptographicchecksum
databaseontooneor two diskettes,andthis codemustbereasonablyfast— this is a prag-
maticconcern,sincetheintegrity checkingprocedureneedsto beeasyandfastsousersare
willing to do it every time they startusingamachine.

Secure-boot�oppies arewidely usedonhomecomputersfor virusdetection.Why isn't
this approachappropriatefor host integrity checking? Virus scannersandhost integrity
checkershave similar integrity requirements— they requirea cleanenvironment.Unlike
integrity checksthatdetectany modi�cations madeto �les, virus scannerstypically scan

11BecauseTripwire checkedmodi�cationsto system�les while runningonthehostkernel,it is vulnerable
to “stealth” attackson thekernel
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for occurrencesof suspectcodefragmentswithin �les. The fragmentsappearingon the
list of suspectcodefragmentsaredrawn from samplesobservedin commonviruses.It is
presumedthatthesecodefragmentswill notoccurin “normal” code.12 Theintegrity of the
codefragmentlist mustbe protected,just like the databaseof cryptographicchecksums.
Virus scanners(andgeneralintegrity checkers)canbootstraptrust by �rst verifying that
a coresetof systemprogramsare infection-free(unmodi�ed), andhave thoseprograms
performfaster, moreadvancedscanning(full integrity checks)or run-timevirus detection
(protectionOSkernel).

Althoughvirus scanningandhostintegrity checkinghave muchin common,thereare
somecrucial differences.Virus scannerscannotdetectmodi�cations to systemsoftware
— they only detectpreviously identi�ed viruses. Moreover, virus scanners'lists of sus-
pectcodefragmentsareindependentof machines'softwarecon�gurations:to updatea list
oneaddsnew suspectcodefragmentsasnew virusesareidenti�ed. An integrity checker,
however, mustmaintainan exact list of the systemprogramsthat it shouldcheck,along
with their cryptographicchecksums.The integrity of this list is paramountto thecorrect
operationof the integrity checker, sinceattackers(includingviruses)canotherwiseeasily
corrupt the cryptographicchecksumdatabasealong with the target programto hide the
attack.13 Versioncontrolbecomesa headacheassystemsoftwareis updated.

Only trustedusersare allowed accessto the masterboot �oppy anduntrustedusers
mustget a (new) copy of the boot �oppy from trustedoperatorseachtime a machineis
rebootedfrom anunknown state.Userscannothaveaccessto themasterboot�oppy since
it mustnot bealtered.Read-only�oppies do not help,sincewe assumethat theremaybe
untrustworthyusers.Carelessuse(i.e., reuse)of boot�oppies becomesanotherchannelof
attack— boot�oppies caneasilybemadeinto viral vectors.

Like disklessworkstations,boot �oppies cannotkeepsecrets. Encryptiondoesnot
help,sincetheworkstationor PCmustbe ableto decryptthem,andworkstationscannot
keepsecrets(encryptionkeys) either. Theonly way to assureintegrity without completely
reloadingthe systemsoftware is to checkit by computingcryptographicchecksumson
systemimages.This is essentiallythe sameprocedureusedby securecoprocessors,ex-
cept that insteadof providing integrity within a pieceof securehardwarewe usetrusted
operators.

Requiringusersto obtainafreshcopy of theintegrity checksoftwareanddataeachtime
they needto reboota new machineis cumbersome.If differentmachineshave different
softwarereleases,theneachmachinewill haveadifferentsecureboot�oppy. Management
will bedif�cult, especiallyif we wish to revoke usageof programsfound to bebuggyby
eliminatingtheir cryptographicchecksumfrom thedatabaseto forceanupdate.

Furthermore,usinga centralizeddatabaseof all the software for all versionsof that
softwareonthevariousmachineswill beaoperationalnightmare.Any centralizeddatabase

12Thus,virus scannerswill have falsepositive results,whenthesecodefragmentsarefound insideof a
virus-freeprogram.

13TherearePC-basedintegrity checkerswhich appendsimplechecksumsto theexecutable�les to deter
attacks;of course,this sortof “integrity check”is easilybypassed.
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couldbecomeacentralpointof attack.Destructionof thisdatabasewoulddisableall secure
bootstraps.

Bothsecurecoprocessorsandsecureboot�oppies canbefooledby asuf�ciently faith-
ful systememulationusinga “double-entry”disk to circumventintegrity checks(seesec-
tion 3.1.2), but securecoprocessorsallow us to employ more powerful integrity check
techniques.

3.2 Audit Trails

Audit trails must be kept secureto performsystemaccountingandprovide datafor in-
trusiondetection.The availability of auditingandaccountinglogs cannotbe guaranteed
(sincetheentiremachine,includingthesecurecoprocessor, maybedestroyed). Thelogs,
however, canbemadetamperevident. This is importantfor detectingintrusions.Experi-
enceshowsthatskilledattackerswill attemptto forgesystemlogsto eliminateevidenceof
penetration(see[94] for aninterestingcasestudy).Theprivacy andintegrity of thesystem
accountinglogsandaudittrailscanbeguaranteedsimplyby holdingtheminsidethesecure
coprocessor. However, it is awkwardto have to keepall logsinsidethesecurecoprocessor
sincethey cangrow very largeandresourceswithin thesecurecoprocessorarelikely to be
tight. Fortunately, it is alsounnecessary.

To providesecurelogging,thesecurecoprocessorcrypto-sealsthedataagainsttamper-
ing by usingacryptographicchecksumfunction,beforestoringthedataonthe�le system.
Thesealingoperationmustbeperformedwithin thesecurecoprocessor, sinceall keysused
in this operationmustbe kept secret. By later verifying thesecryptographicchecksums
we make tamperingof log dataevident, sincethe probability that an attacker can forge
loggingdatato matchtheoriginal data's checksumsis astronomicallylow. This technique
reducesthesecurecoprocessorstoragerequirementto memorysuf�cient to storenecessary
cryptographickeysandchecksums,typically severalwordsperpageof loggedmemory. If
thespacerequirementfor thekeys andchecksumsis still too large, they canbe similarly
writtenout to secondarystorageafterbeingencryptedandchecksummedby masterkeys.

Additional cryptographictechniquescanprotectthe logs. Cryptographicchecksums
provide thebasictamperdetectionandaresuf�cient if only integrity is needed.If account-
ing andauditing logs may containsensitive information, privacy can be provided using
encryption. If redundancy is alsodesired,techniquessuchassecurequorumconsensus
[39] andsecretsharing[86] maybeusedto distributethedataover thenetwork to several
machineswithout greatlyexpandingthespacerequirements.

3.3 Copy Protection

Softwareis oftenchargedon a per-CPU,per-site,or per-usebasis.Softwarelicensesusu-
ally prohibit makingcopiesfor useon unlicensedmachines.This injunctionagainstcopy-
ing is technicallyunenforceablewithoutasecurecoprocessor. If theusercanexecutecode
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on a physicallyaccessibleworkstation,the usercanalsoreadthat code. Even if attack-
erscannotreadthe workstationmemorywhile it is running,we areimplicitly depending
on theassumptionthat theworkstationwasbootedcorrectly— verifying this property, as
discussedabove,requirestheuseof asecurecoprocessor.

3.3.1 Copy Protectionwith Secure Coprocessors

Securecoprocessorscanprotectexecutablesfrom beingcopiedand illegally used. The
proprietarycodeto be protected— or at leastsomecritical portionof it — is distributed
andstoredin encryptedform, socopying without thecodedecryptionkey is futile,14 and
this protectedcoderunsonly insidethe securecoprocessor. Either public key or private
key cryptographymaybeusedto encryptprotectedsoftware. If privatekey cryptography
is used,key managementis still handledby publickey cryptography. In particular, whena
userpaysfor theuseof aprogram,hesendsthecerti�cate of hissecurecoprocessorpublic
key to thesoftwarevendor. This certi�cate is digitally signedby akey managementcenter
andis prima facieevidencethat thepublic key is valid. Thecorrespondingprivatekey is
storedonly within thesecurenon-volatilememoryof thesecurecoprocessor;thus,only the
securecoprocessorwill have full accessto theproprietarysoftware. Figure3.1 diagrams
thisprocess.

What if the codesize is larger thanthe memorycapacityof the securecoprocessor?
We have two alternatives:we cancrypto-page or we cansplit thecodeinto protectedand
unprotectedsegments.

Section4.1.3discussescrypto-pagingin greaterdetail,but thebasicideais to encrypt
anddecryptvirtual memorycontentsasthey arecopiedbetweensecurememoryandex-
ternalstorage.Whenwe runout of memoryspaceon thecoprocessor, we encryptthedata
beforeit is �ushed to unsecureexternalstorage,maintainingprivacy. Sincegoodencryp-
tion chipsarefast,wecanencryptanddecrypton the�y with little performancepenalty.

Splitting the codeis an alternative to crypto-paging. We can divide the codeinto a
security-criticalsectionand an unprotectedsection. The security-criticalsectionis en-
cryptedandrunsonly onthesecurecoprocessor. Theunprotectedsectionrunsconcurrently
onthehost.An adversarycancopy theunprotectedsection,but if thedivisionis donewell,
he or shewill not beableto run thecodewithout the secureportion. In µABYSS [104],
White andComerfordshow how sucha partitioningshouldbedoneto maximizethedif�-
culty of reverseengineeringthesecureportionof theapplication.15

14Allowing theencryptedform of thecodeto becopiedmeansthatwecanbackuptheworkstationagainst
disk failures.Evengiving attackersaccessto thebackuptapeswill not releaseany of theproprietarycode.
(Note thatour encryptionfunctionshouldberesistantto known-plaintext attacks,sinceexecutablebinaries
typically have standardizedformats.)A moreinterestingquestionarisesif thesecurecoprocessormayfail.
Section6.4discussesthis further.

15I alsoexamineda real application,gnu-emacs19.22[92], to show how it could be partitionedto run
partiallywithin asecurecoprocessor. TheX Windowsdisplaycodeandthebasickey-pressmainloopshould
remainwithin thehostfor performance.Most of theemacslisp interpreter(e.g.,bytecode.c , callint.c ,
eval.c , lread.c , marker.c , etc)couldbemovedinto thesecurecoprocessorandaccessedasremotepro-

20



La
Te

X2
e 

ve
rs

io
n:

 p
ag

e 
nu

m
be

rs
 d

o 
no

t m
at

ch
 o

rig

Secure
Coprocessor

PK_authority
[SecProc_Pub_Key]

[Random_Priv_Key]
SecProc_Pub_Key

Random_Priv_Key
[Program]

Potentially Unsecure Host

Software
R

US
Host Disk

Figure3.1: Copy-ProtectedSoftwareDistribution
The softwareretailerencryptsthe copy-protectedsoftwarewith a randomkey. This key
is encryptedusingthepublic key of thesecurecoprocessorwithin thedestinationhost,so
only thesecurecoprocessormaydecryptandrunthecopy-protectedsoftware.Thesoftware
retailerknows thatthepublic key of thesecurecoprocessoris good,becauseit is digitally
signedwith thepublickey of thesecurecoprocessordistributor.
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Whethertheproprietarycodeis split or not,thesecurecoprocessorrunsasmallsecurity
kernel. It providesthebasicsupportnecessaryto communicatewith thehostor thehost's
I/O devices. With separateaddressspacesanda few communicationprimitives,thecom-
plexity of a securitykernelcanbe kept low, providing greaterassurancethat a particular
implementationis correct.

3.3.2 Previous Work

A moreprimitive versionof the copy protectionapplicationfor securecoprocessorsap-
pearedin [46, 104]; a secure-CPUapproachusingobliviousmemoryreferences(i.e., ap-
parentlyrandompatternsof memoryaccesses)giving a poly-logarithmicslow down, ap-
pearsin [29] and[61]. Thesecurecoprocessorapproachimproveson theseapproachesby
enablingthe protectionof large applications,permittingfault-tolerantoperation(seesec-
tion 6.4), andwhencoupledwith theelectroniccurrency applicationdescribedin section
3.4,allowing novel methodsof charging for use.

3.4 Electronic Curr ency

I have shown how to keeplicensedproprietarysoftwareencryptedandallow only execute
access.A naturalapplicationis to allow charging on a pay-per-useor meteredbasis. In
addition to controlling accessto the softwareaccordingto the termsof a license,some
mechanismmustperformcostaccounting,whetherit tracksthe numberof timesa pro-
gramhasrunor tracksdollarsin auser'saccount.Moregenerally, thisaccountingsoftware
providesan electronic currencyabstraction.Correctly implementingelectroniccurrency
requiresthat accountdatabe protectedagainsttampering— if we cannotguaranteein-
tegrity, attackersmight beableto createelectronicmoney at will. Privacy, while perhaps
lessimportanthere,is a propertythatusersexpectfor their bankbalanceandwallet con-
tents;similarly, electronicmoney accountbalancesshouldalsobeprivate.

3.4.1 Electronic Money Models

Severalmodelscanbeadoptedfor handlingelectronicfunds.Any implementationof these
modelsshouldfollow thestandardtransactionalmodel,i.e., to grouptogetheroperationsin
a transactionhaving thesethreeproperties[33, 34]:

cedures.Any manipulationof host-sidedata— text buffer manipulation,lisp object traversal— required
duringremoteprocedurecallscanbeprovidedby a simpleread-writeinterface(with caching)betweenthe
coprocessorandthe host,with interpreter-privatedatasuchascatch/throw framesresidingentirely within
thesecurecoprocessor. Garbagecollectiondoesbecomea problem,sincethegarbagecollectormustbeable
to determineif a Lisp objectis accessiblefrom thecall stack,a portionof which is insidethecoprocessor.
If we choseto hide the actionsof the evaluatorandkeepthe stackwithin the securecoprocessorhidden,
this would requirethatthegarbagecollectorcode(Fgarbage collect andits utilities) bemovedwithin the
securecoprocessoraswell.
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1. Failure atomicity. If a transaction's work is interruptedby a failure, any partially
completedresultswill beundone.

2. Permanence. If a transactioncompletessuccessfully, theresultof its work will never
belost,exceptdueto acatastrophicfailure.

3. Serializability. Concurrenttransactionsmayoccur, but theresultsmustbethesame
as if they executedserially. This meansthat temporaryinconsistenciesthat occur
insidea transactionarenevervisible to othertransactions.

Thesetransactionalpropertiesarerequirementsfor thesafeoperationof any database,and
they areabsolutelynecessaryfor any electronicmoney system.

In the following, I discussvariouselectronicmoney models,their securityproperties,
andhow they canbeimplementedusingpresentdaytechnology. (I havebuilt anelectronic
currency systemon topof Dyad.)

The�rst electronicmoney modelis basedonthecashanalogy. In thismode,electronic
cashhassimilarpropertiesto cash:

1. Exchangesof cashcanbeeffectively anonymous.

2. Cashcannotbecreatedor destroyedexceptby nationaltreasuries.

3. Cashtransfersrequireno onlinecentralauthority.

(Note that thesepropertiesare actually strongerthan that provided by real currency —
serialnumberscanberecordedto tracetransactions.Similarly, currency canbedestroyed.)

Thesecondelectronicmoney modelis basedon thecreditcards/checksanalogy. Elec-
tronic fundsarenot transferreddirectly; rather, promisesof payment,cryptographically
signedto prove authenticity, aretransferredinstead.A straightforwardimplementationof
thecreditcardmodelfails to exhibit any of thethreepropertiesabove. However, by apply-
ing cryptographictechniques,anonymity canbeachievedin acashier's check-likescheme
(e.g.,Chaum's DigiCashmodel[16], which lackstransactionalpropertiessuchasfailure
atomicity— seesection3.4.2),but the latter two requirements(conservationof cashand
no onlinecentralauthority)remaininsurmountable.Electronicchecksmustbesignedand
validatedat centralauthorities(banks),andchecks/creditpaymentsenroute“create”tem-
porarymoney. Furthermore,potentialreuseof cryptographicallysignedchecksrequires
thattherecipientmustbeableto validatethecheckwith thecentralauthorityprior to com-
mitting to a transaction.

Thethird electronicmoney modelis basedonthebankrendezvousanalogy. Thismodel
usesa centralizedauthority to authenticateall transactionsand is poorly suitedto large
distributedapplications.Thebankis thesolearbiterof accountbalanceinformationandcan
implementtheaccesscontrolsneededto ensureprivacy andintegrity of thedata.Electronic
FundsTransfer(EFT)servicesusethismodel— therearenoaccessrestrictionsondeposits
into accounts,soonly thepersonwhocontrolsthesourceaccountneedstobeauthenticated.

I examinethesemodelsoneby one.
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With electroniccurrency, integrity of accountingdatais crucial. We canestablisha
securecommunicationchannelbetweentwo securecoprocessorsby usinga key exchange
cryptographicprotocol(seesection5) andthususecryptographyto maintainprivacy when
transferringfunds. To ensurethatelectronicmoney is conserved (neithercreatednor de-
stroyed),thetransferof fundsshouldbefailureatomic,i.e., thetransactionmustterminate
in sucha way asto eitherfail completelyor fully succeed— transfertransactionscannot
terminatewith the sourcebalancedecrementedwithout having incrementedthe destina-
tion balanceor vice versa. By runninga transactionprotocolsuchastwo-phasecommit
[11, 22, 106] on top of the securechannel,securecoprocessorscan transferelectronic
fundsfrom oneaccountto anotherin a safemanner, providing privacy andensuringthat
money is conserved.Most transactionprotocolsneedstablestoragefor transactionlogging
to enablethesystemto roll backwhena transactionaborts.On large transactionsystems
this typically hasmeantmirroreddiskswith uninterruptiblepower supplies.With thesim-
ple transactionsneededfor electroniccurrency, theper-transactionlog typically is not that
large,andthe log canbetruncatedafter transactionscommitandfurthercommunications
show all relevantpartieshave acknowledgedthe transaction.Becauseeachsecurecopro-
cessorhandlesonly a few users,smallamountsof stablestoragecansatisfyloggingneeds.
Becausesecurecoprocessorshave securenon-volatile memory, we only needto reserve
someof this memoryfor logging. The log, accountingdata,andcontrollingcodeareall
protectedfrom modi�cation by the securecoprocessor, so accountdataaresafefrom all
attacks;their only threatsarebugsandcatastrophicfailures.Of course,thesystemshould
be designedso that usersshouldhave little or no incentive to destroy securecoproces-
sorsthat they canaccess.This is naturalwhenone's own balancesarestoredon a secure
coprocessor, muchlike thecashin one'swallets.

If thesecurecoprocessorhasinsuf�cient memoryto holdaccountdatafor all theusers,
the codeand accountingdatabasemay be written to host memoryor disk after obtain-
ing a cryptographicchecksum(seediscussionof crypto-sealingin section4.1.3). For the
accountingdata,encryptionmay alternatively be employed sinceprivacy is usuallyalso
desired.

Notethatthistypeof decentralizedelectroniccurrency is notappropriatefor smartcards
unlessthey canbe madephysicallysecurefrom attacksby their owners. Smartcardsare
only quasi-physicallysecurein thattheirprivacy guaranteesstemsolelyfrom theirportabil-
ity. Secretsmaybestoredwithin smartcardsbecausetheir userscanprovide thephysical
securitynecessary. Malicious users,however, canviolate smartcardintegrity and insert
falsedata.16

Securecoprocessormediatedelectroniccurrency transferis analogousto rightstransfer
(not to be confusedwith rights copying) in a capability-basedprotectionsystem[107].
Usingtheelectronicmoney — e.g.,spendingit whenrunninga pay-per-useprogram— is
analogousto therevocationof acapability.

16Newer smartcardssuchasGEMPlusor Mondex cards[35] featurelimited physicalsecurityprotection,
thoughthetypesof attacksthesecardscanwithstandhavenotbeenpublished.
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Whatabouttheothermodelsfor handlingelectronicfunds?With thecreditcard/check
analogy, theauthenticityof thepromiseof paymentmustbeestablished.Whenthecom-
putercannotkeepsecretsfor users,therecanbenoauthenticationbecausenothinguniquely
identi�es users.Evenif we assumethatuserscanentertheir passwordsinto a workstation
without fearof their password beingcompromised,we arestill facedwith theproblemof
providing privacy andintegrity guaranteesfor network communication.We have similar
problemsasin host-to-hostauthenticationin thatcryptographickeys needto besomehow
exchanged.If communicationsarein plaintext, attackersmaysimply recorda transferof a
promiseof paymentandreplayit to temporarilycreatecash.While securitysystemssuch
asKerberos[93], if properlyimplemented[6], canhelp to authenticateentitiesandcreate
sessionkeys, they usea centralizedserver andhave problemssimilar to thosein thebank
rendezvousmodel.While we canimplementthecreditcard/checkmodelusingsecureco-
processors,theinherentweaknessesof thismodelkeepusfrom takingfull advantageof the
securitypropertiesprovidedby securecoprocessors;if we usethefull powerof thesecure
coprocessormodelto properlyauthenticateusersandverify theirability to pay(perhapsby
locking fundsinto escrow), theresultingsystemwouldbeequivalentto thecashmodel.

With the bank rendezvous model, a “bank” server supervisesthe transferof funds.
While it is easyto enforcetheaccesscontrolson accountdata,this suffersfrom problems
with non-scalability, lossof anonymity, andeasydenialof servicefrom excessive central-
ization.

Becauseevery transactionmustcontactthebankserver, accessto thebankservicewill
be a performancebottleneck.Banksdo not scalewell to large userbases.Whena bank
systemgrows from a singlecomputerto severalmachines,distributedtransactionsystems
techniquesmustbebroughtto bearin any case,so this modelhasno realadvantageover
the useof securecoprocessorsin easeof implementation.Furthermore,if a bank's host
becomesinaccessible,either maliciously or as a result of normal hardware failures,no
agentcanmakeuseof any banktransfers.Thismodeldoesnotexhibit gracefuldegradation
with systemfailures.

The modelof electroniccashmanagedon a securecoprocessornot only canprovide
thepropertiesof (1) anonymity, (2) conservation,and(3) decentralization,but it alsode-
gradesgracefullywhensecurecoprocessorsfail. Note that securecoprocessordatamay
besavedontodisk andbackedup afterbeingproperlyencrypted,andsoeventheimmedi-
atelyaffectedusersof a failedsecurecoprocessorshouldbeableto recover their balances.
Thesecurityadministratorswhoinitialize thesecurecoprocessorsoftwarewill presumably
have accessto the decryptionkeys for this purpose.Carefulproceduralsecuritymustbe
usedhere,both for protectionof the decryptionkey andfor checkingfor doublespend-
ing, sincedishonestusersmight attemptto backup their securecoprocessordata,spend
electronicmoney, andthen intentionallydestroy their coprocessorin the hopesof using
their electroniccurrency twice. Fortunately, by usingmultiple securecoprocessors(see
section6.4),full securefault tolerancemaybeachieved.Thedegreeof redundancy andthe
frequency of backupsdependon thereliability guaranteesdesired;in reliablesystems,se-
curecoprocessorsmaycontinuallyrunself-testswhenidle andwarnof impendingfailures
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(in additionto periodicmaintenancecheckupsandreplication).Section6.3discusseshow
suchself-testsmaybedonewhile retainingall securityproperties.

The trustedelectroniccurrency managerrunning in the securecoprocessorusesdis-
tributedtransactionsto transfermoney andotherelectronictokens.Transactionmessages
areencryptedby the securecoprocessor's basiccommunicationlayer, providing privacy
andintegrity of communications.Traf�c analysisis beyondthescopeof this work andis
notaddressed.

Electronictokensarecreatedanddestroyedby afew trustedprograms.For pay-per-use
applications,thetokenis createdby thevendor'ssalesprogramanddestroyedby executing
the application— the exact time of destructionof the token is a vendordesigndecision,
sincerunsof applicationprogramsarenot, in general,transactionalin nature.

Becausecertainprivilegedapplicationsmaycreateor destroy tokens,eachtokentype
hasa pair of accesscontrol lists for token creationand token destruction.Theseaccess
control lists maycontainzero-knowledgeauthenticationidentities[36] or applicationIDs:
trustedapplicationsmay run on physicallysecurehardware (e.g., in a guardedmachine
room),or in a securecoprocessor. In theformercase,they shouldhave accessto thecor-
respondingzero-knowledgeauthenticatorsandshouldbeableto establishasecurechannel
with otherelectroniccurrency serversto createanddestroy tokens;in the latter case,the
programruns (partially) in a securecoprocessor, and its programtext is protectedfrom
modi�cation.

Zero-knowledgeauthenticators(section5.1.4)runningin the securecoprocessorper-
mit the useof morepowerful server machines,sidesteppinglimits (e.g.,communication
bandwidthor CPUspeeds)imposedon securecoprocessordesignby theneedfor secure
packaging.Theseserver machinesmustbe deployed within a physicallysecurefacility
andspecialmethodsmustbe usedto ensuresecurity[101]. Server machinesinstalledin
a securefacility, couldbesecureasa normalsecurecoprocessor;however, they neednot
run thesecurecoprocessorkernel,nor would they have accessto all secretkeys normally
installedinto a securecoprocessor.

3.4.2 Previous Work

An alternativeto thesecurecoprocessormanagedelectroniccurrency is Chaum'sDigiCash
protocol[12, 16]. In suchsystems,anonymity is paramount,andcryptographictechniques
areusedto preserve thesecrecy of theusers'identities.No physicallysecurehardwareis
used,exceptin the observers re�nement to preventdoublespendingof electronicmoney
(ratherthandetectingit afterthefact).17

Chaum-styleelectroniccurrency schemesarecharacterizedby two key protocols.The
�rst is a blind signatureprotocolbetweena useranda centralbank.During a withdrawal,

17Theobserversmodelemploysa physicallysecurehardwaremoduleto detectandpreventdoublespend-
ing. Chaum's protocollimits information�o w to theobserver, so that theuserneednot trust it to maintain
privacy; however, it mustbetrustedto not destroy money. Securecoprocessorsachieve thesamegoalswith
greater�e xibility .
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theuserobtainsacryptographicallysignedcheckthatis probabilisticallyprovento contain
anencodingof theuser's identity. Theuserkeepsthevaluesusedin constructingthecheck
secret;they areusedlaterin thespendingprotocol.

The secondprotocol is a randomizedinteractive protocolbetweena useranda mer-
chant.Theusersendstheblind-signedcheckto themerchantandinteractively provesthat
thecheckwasconstructedappropriatelyout of thesecretvaluesandrevealssome,but not
all, of thosesecrets.Themerchant“deposits”to thecentralbanktheblind-signednumber
andtheprotocollog asproof of payment.This interactive spendingprotocolhasa �a vor
similar to zero-knowledgeprotocolsin that the answersto the merchant's queries,if an-
sweredfor both valuesof the randomcoin �ips, reveal the user's identity. Whendouble
spendingoccurs,thecentralbankgetstwo logsfor thesamecheck,andfrom this identi�es
thedoublespender.

Therearea numberof problemswith this approach.First, any systemthat provides
completeanonymity is currentlyillegal in the UnitedStates,sinceany monetarytransfer
exceeding$10,000mustbereportedto thegovernment[19], employeepaymentsmustbe
reportedsimilarly for tax purposes[18], stocktransfersmustbereportedto theSecurities
andExchangeCommission,etc. Second,in a real internetworked environment,network
addressesarerequiredto establishandmaintainacommunicationchannel,barringtheuse
of trustedanonymousforwarders— andsuchforwardingagentsarestill subjectto traf�c
analysis.Providing realanonymity in thehigh level protocolis uselesswithout takingnet-
work realitiesinto account.Third, Chaum'scryptographicprotocolsdonothandlefailures,
andany systemsbasedon themcannotsimultaneouslyhave transactionalpropertiesand
alsomaintainanonymity andsecurity. A transactionabortin theblind signatureprotocol
either leavesthe userwith a debitedaccountandno electroniccheckor a free check. A
transactionabortin thespendingprotocoleitherpermitstheuserto falsify electroniccash
if the randomcoin �ips arereusedwhenthe transactionis reattempted(e.g.,the network
partitionheals),or revealsidentifyinginformationto themerchantif new randomcoin�ips
aregeneratedwhenthetransactionis reattempted.

Clearly, to providearealisticdistributedelectroniccurrency system,transactionalprop-
ertiesmustbeprovided.Unfortunately, thesafetyprovidedby transactionsandtheanonymity
providedby cryptographictechniquesappearto beinherentlyatoddswith eachother, and
thetradeoffs madeby Chaum-styleelectroniccashsystemsfor anonymity insteadof safety
areinappropriatefor realsystems.

Anotherelectronicmoney systemis the InternetBilling Server [88]. This systemim-
plementsthe credit card modelof electroniccurrency. A centralserver actsas a credit
provider for userswho canplacea spendinglimit on eachauthorizedtransaction,andit
providesbilling servicesto the serviceproviders. No anonymity is achieved: the central
serverhasacompleterecordof everyuser'spurchasesandtherecordsfor thecurrentbilling
periodis sentto usersaspartof their bill. Somescalingmaybeachievedthroughreplica-
tion, but in this caseproviding hardcredit limits requireeitherdistributedtransactions,or
everyusermustbeassignedto aparticularserver, makingthesystemnon-fault tolerant.

Other approachesinclude anonymouscredit cards[52] or anonymousmessagefor-
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Figure3.2: PostageMeterIndicia
Today'smeteredlettershaveasimpleimprint thatcanbeeasilyforged.

wardersto protectagainsttraf�c analysis,at the costof addingcentralizedserversback
to thesystem.

3.5 SecurePostage

While cryptographicmethodshave long beenassociatedwith mail (datingbackto theuse
by JuliusCaesardescribedin hisbookTheGallic Wars[15]), they havegenerallybeenused
to protectthecontentsof amessage,or in rarecases,theaddressonanenvelope(protecting
againsttraf�c analysis).In thissection,weexaminetheuseof cryptographictechniquesto
protectthestampon anenvelope.

The US PostalService,with almost40,000autonomouspostof�ce facilities,handles
anaggregatetotal of over 165billion piecesof mail annually[84]. Most mail is metered
or printed. (Figure3.2 shows anexampleof a postagemeterindicia.) Traditionalpostage
metersmustbe presentedto a branchpostof�ce to be loadedwith postage.The postage
creditis storedin a registersealedin themachine.As eachletteris stamped,theamountis
deductedfrom themachine'screditregister. Postalmetersaresubjectto at leastfour types
of attack: (1) thepostagemeterrecordedcreditmaybe tamperedwith, allowing theuser
to stealpostage;(2) thepostagemeterstampmaybeforgedor copied;(3) a valid postage
metermaybeusedby anunauthorizedperson;and(4) apostagemetermaybestolen.18

With modernfacilitiesfor barcodingmachinereadabledigital information,it wouldbe
easyto replaceold-fashionedhumanreadableindiciaby indiciawhichareeitherentirelyor
partially machinereadable.Theseindicia couldencodea digitally signedmessagewhich
would guaranteeauthenticity. If this digital information includeduniquedataaboutthe
letter(suchasthedatemailed,zip codesof theoriginatorandrecipient,etc.),thedigitally
signedstampcouldprotectagainstforgedor copiedstamps.A roughoutlineof how such
asystemmightwork wasdetailedby Pastor[63].

1882,000frankingmachinesin theU. S.arecurrentlyreportedaslost or stolen[85].
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Unfortunately, adigitally signedstampmaybevulnerableto additionaltypesof attack:

1. If cryptographicsystemsaremisused,thesystemmaybedirectly attacked.

2. Even if cryptographictechniquesare usedcorrectly, if the adversaryhasphysical
accessto thepostagemeter, hemaybeableto tamperwith thecreditregister.

3. Even if the credit is tamper-proof, a postagemetermay be openedandexamined
to discover cryptographickeys, allowing the adversaryto build new boguspostage
meters.

4. The protectionschememay dependon a highly availablenetwork connectingpost
of�ce facilities in a largedistributeddatabase.Since40,000autonomouspostof�ce
facilitiesexist, suchanetwork wouldsuffer from frequentfailuresandpartitions,cre-
atingwindowsof vulnerability(with 165billion piecesof mail eachyear, adatabase
to checkthevalidity of digitally signedmeteredstampsappearsinfeasible.)

I outlineaprotocolfor protectingelectronicmeterstamps,anddemonstratethattheuse
of asecurecoprocessorcanaddressall of theaboveconcerns.With theuseof cryptography
andsecurecoprocessors,bothpostagemetersandtheirindiciacanbemadefully secureand
tamper-proof.

3.5.1 Cryptographic Stamps

A cryptographicpostagestampis anindicia thatcandemonstrateto thepostalauthorities
that postagehasbeenpaid. Unlike the usualstampspurchasedat a postof�ce, theseare
printedby a conventionaloutputdevice, suchasa laserprinter, directly ontoanenvelope
or a package.Becausesuchprintedindicia canbe copied,cryptographicandprocedural
techniquesmustbeemployedto minimizetheprobabilityof forgery.

We usecryptographyto provide a crucialproperty:thestampdependson theaddress.
A malicioususermay copy a cryptographicstamp,but any attemptsto modify it or the
envelopeaddresswill bedetected.To achieve this goal,we encrypt(or cryptographically
checksum)aspartof thestampinformationrelevantto thedeliveryof theparticularpieceof
mail — e.g.,thereturnaddressandthedestinationaddress,thepostageamount,andclassof
mail, etc,aswell asotheridentifying information,suchastheserialnumberof thepostage
meter, a serialnumberfor the stamp,andthe date/time(a timestamp). The information,
including the cryptographicsignatureor checksum,is put into a barcode. The barcode
must be easily printableby commodityor after-market laserprinters, it must be easily
scannedandre-digitizedat a postof�ce, andit musthave suf�cient informationdensity
to encodeall the bits of the stampon the envelopewithin a reasonableamountof space.
AppropriatetechnologiesincludeCode49[62], Code16K[43], andPDF417[42, 65, 66].
SymbolTechnologies'PDF417,in particular, is capableof encodingat a densityof 400
bytesper squareinch, which is suf�cient for the sizeof cryptographicstampsneededto
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Figure3.3: PDF417encodingof AbrahamLincoln'sGettysburg Address

provide the necessarysecurityin the foreseeablefuture. Figure3.3 shows the amountof
informationthatcanbeencoded.

Six linesof 40 full ASCII charactersfor eachaddress,four byteseachfor hierarchical
authorizationnumber, the postagemeterserialnumber, the stampsequencenumber, the
postage/class,andthe time, totalsto under500bytesof data. (UsingPDF417,500bytes
takes1.24squareinches.)

Thecryptographicsignaturewithin the indicia preventsmany formsof replayattacks.
Malicioususerswill not �nd it usefulto copy thestamps,sincethecryptographicsignature
preventsthemfrom modifying the stampto changethe destinationaddresses,etc, so the
copiedstampsmay only be usedto sendmoremail to the samedestinationaddress.If
duplicatedetectionis used(seebelow) theneventhis threatvanishes.Thetimestampsand
serialnumbersalsolimit the scopeof the attackby restrictingthe lifetime of copiesand
permittinglaw enforcementto tracethesourceof theattack.

Becausecryptographicstampsalsoincludessourceinformation,thepostagemeterse-
rial number, andthereturnaddress,duplicatedstampscanalsobedetectedin a distributed
manner. Replaysaredetectedby logging recent,unexpired indicia from processedmail.
If the postof�ce �nds a pieceof mail with a duplicatestamp,they will know that some
form of forgeryhasoccurred.We will examinethepracticalityof replaydetectionlaterin
section3.5.2.

While databasesat regionalof�ces candeterreplayattacks,we needsomeway to pro-
tectthecryptographickeyswithin thepostagemetersaswell — attackerswhogainaccess
to thekeys canusethemto fraudulentlysigncryptographicstamps.To preventmalicious
usersfrom accessingcryptographickeys requiresphysicallyprotectedmemoryandsecure
processingof the cryptographickeys. (If a machinedoesnot perform secretcomputa-
tions usingcryptographickeys, an adversarycanplacelogic analyzerprobesto observe
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address/databusesand obtain key values. Alternatively, the adversarymay replacethe
memorysubsystemwith dual portedmemory, and just readthe keys as they are used.)
Evenpassword protected,physicallysecurememory(suchasthat thatprovidedby some
donglesusedwith PCsoftware) is insuf�cient — thesoftwaremustcontainthepasswords
requiredto accessthatprotectedmemory, andif attackersdon't know how to disassemble
thesoftwareto obtainthepasswords,they canreadit off of thewiresof theparallelportas
thesoftwaresendsthepasswordsto enableaccess.

Privateprocessingof cryptographickeysis anecessaryconditionfor cryptography. Not
only is this a necessaryrequirementto run realcryptographicprotocols,it is alsoa neces-
saryrequirementfor keepingtrackof thecreditamountremainingin a electronicpostage
meterregister. Protectedcomputationis alsorequiredto establishsecurechannelsof com-
municationfor remote(telephoneor network) creditupdate— theelectronicpostagemeter
mustcommunicatewith thepostof�ce whentheuserbuysmorepostage,andcryptographic
protocolsmustberunoverthecommunicationlinesto preventfoul play. Securecommuni-
cationchannelsrequirecryptography, andweneedasafeplaceto keepcryptographickeys
andto performsecurecomputation.

To achieve private, tamper-proof computation,a processorwith securenon-volatile
memoryfor key storage,and perhapssomenormal RAM as scratchspace(to hold in-
termediatesin thecalculations)mustalsobemadephysicallysecure.Thesepropertiesare
easilyprovidedby securecoprocessors.

3.5.2 SoftwarePostageMeters

By usingsecurecoprocessorsin a PC-basedsystem,we canbuild securepostagemeter
software. A PC-basedelectronicpostagemetersystemwould includea securecoproces-
sor, a PC(thecoprocessorhost),a laserprinter, a modem,andoptionallyanopticalchar-
acterrecognition(OCR)scannerand/oranetwork interface.Likeordinarypostagemeters,
our PC-basedpostagemetersystemwould operatein an of�ce environmentasa shared
resource,muchlike laserprinters.

Thebasicideais simple: thesoftwareobtainsthedestinationandreturnaddressesand
theweightanddeliveryclassfrom theuser— eitherdirectly from thewordprocessorrun-
ningontheuser'sPC19, by readingdirectly from theenvelopeandusingOCRsoftware,or
by directkeyboardinput— andrequestsa cryptographicstampfrom thesecurecoproces-
sor. Thesecurecoprocessordecrementsits credit register, andgeneratesa digitally signed
messagecontainingthevalueof thestamp,all of theaddressinginformation,thedate,the
ID of the securecoprocessor, and other serial numbers. This message(a bit vector) is
sentto thePC,which encodesit andprintsa machinereadableindicia on thelaserprinter
Advanced2-D barcodingtechnologysuchasPDF417mentionedin section3.5.1maybe
employed.

19The word processingsoftwarecaneven provide goodweight estimatessinceit knows the numberof
pagesin theletter.
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PostageMeter Curr encyModel

Postagecreditsheldwithin anelectronicpostagemeteraresimplerthangeneralelectronic
currency becauseof their restrictedusage.Postagecreditsmustbepurchasedfrom a post
of�ce, andcreditscanonly buy onetypeof item: cryptographicstamps(or be transferred
to anotherelectronicpostagemeter).

We cantake advantageof theserestrictionsto thecurrency modelto achieve solutions
simplerthanthoseconsideredin section3.4.Furthermore,becausepiecesof mail produced
by a particularsecurecoprocessorarelikely to bemailedin the samelocality, the replay
detectioncanbedonewith muchloweroverheadthanotherwise,asdescribedbelow.

Reloadinga Meter

Only postof�ces mayreloadpostagemeters.Unlike theiroldermechanicalbrethren,elec-
tronicpostagemeterequipmentneednotbecarriedto thelocalpostof�ce whentheamount
of credit insideruns low — the local postof�ce cansimply provide a phonenumberto
“recharge” electronicpostagemetersby modem,payingby credit cardnumbersor direct
electronicfundstransfer. The USPSmeterauthenticatesthe securecoprocessorandup-
loadsfunds.Meters'communicationsmustbeprotectedby cryptography;otherwiseama-
licious usermay recordthecontrol signalsusedto updatecredit balancesandreplaythat
message.Encryptionalsoprotectbusinesses'credit cardor EFT accountnumbersfrom
beingusedby maliciouseavesdroppers.

DetectingReplays

With a kilobyte of dataperstamp,it would seemat �rst thatreplaydetectionis infeasible
becauseof sizeof thedatabaserequired.However, wecanexploit thedistributednatureof
mail deliveryandsorting.

TheUS PostalServicesortsmail twice. First,mail is sortedby destinationzip codeat
asitenearthesource.Then,themail is delivered(in largebatches)to asiteassociatedwith
thedestinationzip code,wherethemail is againsorted,this time by carrierroute. Every
pieceof mail destinedfor thesameaddresspassesthroughthesamesecondarysortingsite,
makingit anaturalplacefor detectingreplays.

Detectingreplayslocally is feasiblewith today's technology. Usingthe1992�gures of
165billion piecesof mail peryearhandledat600regionalsortingsites,with thesimplify-
ing assumptionthatthevolumeof mail is evenly distributedamongtheseregionalof�ces,
we canobtainanestimateof thestorageresourcesrequired.Assumingthatcryptographic
stampsexpiresix monthsafterprinting,20 anaverageregionalof�ce will seeapproximately
130,000,000stampsoutof a nationaltotal of 80,000,000,000stamps.If westoreonekilo-
byte of informationper stamp(doubling the above estimate)andassumethat the entire
currentmail volumeusescryptographicstamps,this would requireonly 130gigabytesof

20TheU. S. PostalServiceclaimsto deliver morethan90%of all �rst classmail in threedays,andmore
than99%in sevendays.Six monthswouldappearto beagenerousboundfor mail delivery.
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diskstorageperfacility for logging,well within thecapacityof a singlediskarraysystem.
Thestampsdatabasecanbeviewedasa sparsebooleanmatrix indexedin onedimension
by postagemeterserialnumberandin the seconddimensionby stampsequencenumber
for thatpostagemeter. Hashingthis matrix into a 256megabytehashtableresultsin a 6%
chanceof collision.

To make replaydetectioneveneasier, we exploit thephysicallocality property:pieces
of mail stampedby a singlepostagemeterarelikely to enterthe mail processingsystem
at thesameprimarysortingsite. Therefore,cryptographicstampsfrom thesamepostage
meterarevery likely to becanceledat thesameregionalof�ce, andwe candetectreplays
there. If any cryptographicallystampedpieceof mail is sentfrom a differentmail can-
cellationsite,network connectionscanbeusedfor real-timeremoteaccessof cancellation
databases,or batchprocessingmediasuchascomputertapesmaybeused.In thecaseof
real-timecancellation,the network bandwidthrequireddependson the probabilityof the
occurrenceof suchmulti-cancellation-siteprocessing,andon how quickly we needto de-
tectreplays.Thecanceledstampsdatabaseateachregionalof�ce neednotbelarge— each
postagemetercansimplywrite acountervaluein its stamps.Weneedonly fastaccessto a
bit vectorof recentlyused,unexpiredstampcountervalues.Thesebit vectorsareindexed
by the postagemeter's serialnumberandcanbe compressedby run-lengthencodingor
othertechniques.Only whena replayis detectedmight we needaccessto thefull routing
information.

The average�gure of 130,000,000stampstracked by a regional of�ce can now be
representedasadensebit vector, sinceonly localpostagemetersneedto betracked.A fast
bit-vectorrepresentationwould require1300megabitsof storageplusindexing overheads,
or just 17 megabytesplus overhead— an amountof storagethat can easily �t into an
averagePC.While additionalspacemay be requiredfor indexing to improve throughput
andfor replicatedstablestorage,theamountof memoryrequiredis quitesmall.
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Chapter 4

SystemAr chitecture

I have implementedDyad,a prototypesecurecoprocessorsystem.TheDyadarchitecture
is basedon operationalrequirementsarisingfrom the securityapplicationsin chapter3.
However, the hardwaremoduleson which Dyad is built presentadditionallimitationson
theactualimplementation.Thischapterstartsoff with Dyad'sabstractsystemarchitecture
basedon the operationalrequirementsof a securitysystemduring systeminitialization
andduringnormal,steadystateoperation.Next, I detail thecapabilitiesof our hardware
platform,anddescribethearchitectureof theactualimplementation.

4.1 Abstract SystemAr chitecture

Chapter3's securityapplicationsplacerequirementsandconstraintson systemstructure.
FromtheseapplicationrequirementsI arrive at anoperationalview of how securecopro-
cessorsystemsshouldbeorganized.

4.1.1 Operational Requirements

I begin by examininghow a securecoprocessorinteractswith thehostduringsystemboot
andthenproceedwith adescriptionof systemservicesthatasecurecoprocessorprovideto
thehostoperatingsystemandusersoftware.

To besurethata systemis securelybooted,thebootstrapprocessmustinvolve secure
hardware.Dependingon thehosthardware(e.g.,whethera securecoprocessorcouldhalt
thebootprocessin caseof ananomaly)wemayneedsecurebootROM. Eitherthesystem's
addressspaceis con�guredsothesecurecoprocessorprovidesthebootvectorandtheboot
codedirectly; or the boot ROM is a pieceof securehardware. In eithercase,a secure
coprocessorveri�es systemsoftware(operatingsystemkernel, systemrelateduser-level
software)by checkingthe softwares'signaturesagainstknown values.To checkthat the
versionof thesoftwarepresentin external,unsecure,non-volatile store(disk) is thesame
asthat installedby a trustedparty. Notethat this interactionhasthesameproblemsfaced
by two hostscommunicatingvia aunsecurenetwork: if anattackercancompletelyemulate
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the interactionthat thesecurecoprocessorhaswith a normalhostsystem,it is impossible
for the securecoprocessorto detectthis. With securecoprocessor/hostinteraction,we
canmake very few assumptionsaboutthehost(it cannot keepcryptographickeys). The
bestthat we cando is to assumethat the costof completelyemulatingthe hostat boot
time is prohibitively expensive. (Section3.1.2discussesthe theoreticallimitations to this
approach.)

Thesecurecoprocessorensuresthat thesystemsecurelyboots;afterbooting,a secure
coprocessoraidsthehostoperatingsystemby providing securityfunctions. A secureco-
processordoesnot enforcethehostsystem's securitypolicy — this is the job of thehost
operatingsystem.Sincewe know from thesecurebootprocedurethata correctoperating
systemis running,we mayrely on thehostto enforcepolicy. Whenthehostsystemis up
andrunning,a securecoprocessorprovidesvarioussecurityservicesto thehostoperating
system:

� integrity veri�cation of any storeddata(by securechecksums);

� dataencryptionto booststoragemedianaturalsecurity(seesection2.4);and

� encryptedcommunicationchannels(key exchange,authentication,privatekey en-
cryption,etc).21

4.1.2 Secure CoprocessorAr chitecture

Thebootproceduredescribedabovemadeassumptionsaboutsecurecoprocessorcapabili-
ties.Let usre�ne therequirementsfor securecoprocessorsoftwareandhardware.

To verify that thesystemsoftwareis thecorrectversion,thesecurecoprocessormust
have securememoryto storechecksumsor other data. If keylesscryptographycheck-
sumssuchasMD5 [77], multi-roundSnefru[56], or IBM' s MDC [41] areone-way hash
functions,thenthe only requirementis that the memorybe protectedfrom unauthorized
writes. Otherwise,we mustusekeyedcryptographicchecksumssuchasKarp andRabin's
techniqueof �ngerprinting (see[45] andsection5.1.5). The latterapproachrequiresthat
memoryalsobeprotectedagainstreadaccess,sinceboththehashvalueandthekey must
be secret.Similarly, cryptographicoperationssuchasauthentication,key exchange,and
secretkey encryptionall requiresecretsto bekept. Thusa securecoprocessormusthave
memoryinaccessibleby all entitiesexceptthesecurecoprocessoritself — enoughprivate
non-volatilememoryto storethesecrets,plusprivate(possiblyvolatile)memoryfor inter-
mediatecalculationsin runningprotocols.

How muchprivatenon-volatileandvolatilescratchmemoryis enough?How fastmust
thesecurecoprocessorbeto havegoodperformancewith cryptographicalgorithms?There

21Presumablyremotehostswill alsocontainasecurecoprocessor, thougheverythingwill work �ne aslong
asremotehostsfollow theappropriateprotocols.The�nal designmusttakeinto considerationthepossibility
of remotehostswithoutsecurecoprocessors.

36



La
Te

X2
e 

ve
rs

io
n:

 p
ag

e 
nu

m
be

rs
 d

o 
no

t m
at

ch
 o

rig

areanumberof architecturaltradeoffs for asecurecoprocessor, thecrucialdimensionsbe-
ing processorspeedandmemorysize.They togetherdeterminetheclassof cryptographic
algorithmsthatarepractical.

4.1.3 Crypto-paging and Sealing

Crypto-paging is anothertechniquefor tradingoff memoryfor speed.A securecoproces-
sorencryptsits virtual memorycontentsbeforepagingit out to thehost'sphysicalmemory
(andperhapseventuallyto anexternaldisk), ensuringprivacy. We needonly enoughpri-
vatememoryfor anencryptionkey anda datacache,plusenoughmemoryto performthe
encryptionif no encryptionhardwareis present.To ensureintegrity, virtual memorycon-
tentsmaybecrypto-sealedby computingcryptographicchecksumsprior to pagingoutand
verifying themwhenpagingin.

Crypto-pagingandsealingareanalogousto pagingof physicalpagesto virtual mem-
ory on disk, exceptfor differentcostcoef�cients. Well-known analysistechniquescanbe
usedto tunesucha system[49, 108]. Thecostvariancewill likely leadto new tradeoffs:
computingcryptographicchecksumsis fasterto calculatethan encryption,so providing
integrity aloneis lessexpensive thanproviding privacy aswell. On theotherhand,if the
computationcanresideentirelyon a securecoprocessor, bothprivacy andintegrity canbe
providedfor free.

Crypto-pagingis a specialcaseof a moregeneralspeed/memorytradeoff for secure
coprocessors.I observed in [97, 98] that Karp-Rabin�ngerprinting can be spedup by
about25%on anIBM RT/APC with a 256-foldtable-sizeincrease;whenimplementedin
assembleron ani386SXthespeedupis greater(about80%;seechapter8). Intermediate-
sizetablesyield intermediatespeedupsat a slightly higherincreasein codesize. Similar
tradeoffs canbefoundfor softwareimplementationsof DES.

4.1.4 Secure CoprocessorSoftware

A small,simplesecuritykernelis neededfor thesecurecoprocessor. WhatmakesDyad's
kerneldifferentfrom othersecuritykernelsis thepartitionedsystemstructure.

Like normal workstation(host) kernels,the securecoprocessorkernel must provide
separateaddressspaceif vendorandusercodeis to beloadedinto thesecurecoprocessor
— even if we implicitly trust vendorand usercode,providing separateaddressspaces
helpsisolatethe effectsof programmingerrors. Unlike the host's kernel,many services
arenot required:terminal,network, disk, andmostotherdevice driversneednot be part
of thesecurecoprocessor. Indeed,sinceboth thenetwork anddisk drivesaresusceptible
to tampering,requiringtheir driversto residein thesecurecoprocessor's kernelis overkill
— network and �le systemservicesfrom securecoprocessortaskscanbe forwardedto
thehostkernelfor processing.Normaloperatingsystemdaemonssuchasprinterservice,
electronicmail, etc.areentirelyinappropriatein asecurecoprocessor.
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Theonly servicesthatarecrucialto theoperationof thesecurecoprocessorare(1) se-
curecoprocessorresourcemanagement;(2) communications;(3) key management;and(4)
encryptionservices.Resourcemanagementincludestaskallocationandscheduling,virtual
memoryallocationandpaging,andallocationof communicationports. Communications
includeboth communicationamongsecurecoprocessortasksandcommunicationto host
tasks;it is by communicatingwith hostsystemtasksthatproxy servicesareobtained.Key
managementincludesmanagementof authenticationsecrets,cryptographickeys,andsys-
tem�ngerprints of executablesanddata.With the limited numberof servicesneeded,we
caneasilyenvision usinga microkernelsuchasMach3.0 [31], theNT executive [20], or
QNX [40]. We only needto adda communicationsserver andincludea key management
serviceto managesecurenon-volatile key memory. If the kernelis small,we have more
con�dencethat it can be debuggedand veri�ed. (In Dyad, we portedMach 3.0 to run
within theCitadelsecurecoprocessor.)

4.1.5 KeyManagement

Key managementis acoreportionof thesecurecoprocessorsoftware.Authentication,key
management,�ngerprints, andencryptionprotectthe integrity of the securecoprocessor
softwareandthesecrecy of privatedata. Thebootstraploader, in ROM or in securenon-
volatile memory, controlsthe bootstrapprocessof the securecoprocessoritself. In the
sameway thatthehost-sidebootstrappingprocessveri�es thehost-sidekernelandsystem
software,this loaderveri�es thesecurecoprocessorkernelbeforetransferringcontrolto it.

Thesystem�ngerprints neededfor checkingsystemintegrity resideentirely in secure
non-volatilememoryor areprotectedby encryptionwhile in externalstorage.(Decryption
keys residesolely in securenon-volatile memory.) If the latter approachis chosen,new
privatekeys mustbeselectedfor everynew releaseof systemsoftware22 to preventreplay
attackswhereold, buggy, securecoprocessorsoftware is reintroducedinto the system.
Dependingonthealgorithm,storageof the�ngerprint informationrequiresonly integrity or
bothintegrity andsecrecy. Forkeylesscryptographicchecksums(MD4, MDC, andSnefru),
integrity is suf�cient; for keyed cryptographicchecksums(Karp-Rabin�ngerprint), both
integrity andsecrecy arerequired.

Otherprotecteddataheldin securenon-volatilememoryincludeadministrativeauthen-
tication informationneededto updatethesecurecoprocessorsoftware. We assumethata
securityadministratoris authorizedto upgradesecurecoprocessorsoftware. Theauthen-
ticationdatafor theadministratorcanbeupdatedalongwith therestof thesecurecopro-
cessorsystemsoftware; in eithercase,the upgrademustappeartransactional,that is, it
musthave thepropertiesof permanence, whereresultsof completedtransactionsarenever
lost; serializability, wherethereis a sequential,non-overlappingview of thetransactions;
andfailureatomicity, wheretransactionseithercompleteor fail suchthatany partialresults
areundone[26, 33, 34]. Non-volatilememorygivesuspermanenceautomatically;serializ-

22Oneway is to usea cryptographicallysecurepseudo-randomnumbergenerator[9, 10] with its internal
stateentirelyin securenon-volatilememory.
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ability, while importantfor multi-threadedapplications,canbeenforcedby permittingonly
a singleupgradeoperationat a time (this is an infrequentoperationanddoesnot require
concurrency); and the failure atomicity guaranteecanbe provided as long as the secure
non-volatile memorysubsystemprovidesan atomicstoreoperation.Updatetransactions
neednotbedistributednornested;this simpli�es theimplementation.

4.2 ConcreteSystemAr chitecture

My Dyadprototypesecurecoprocessorsystemis realizedfrom severalsystemcomponents.
To a large extent, it satis�es the systemhardware requirementsinducedby the abstract
architecturediscussedin theprevioussection.At thehighestlevel, theDyadprototypeis
a hostworkstationwith specialmodi�cationsthatallows it to talk to a securecoprocessor,
andthesecurecoprocessoritself. Theprototypehostsystemhardwareis aIBM PS/2Model
80. Theprototypesecurecoprocessorsubsystemis aCitadelcoprocessorboard[105]. The
securecoprocessoris attachedto thePS/2'smicrochannelsystembusvia aDataTranslation
adaptercard. Theinterfacesbetweenthesehardwarecomponentsandlimitationsof these
componentsin�uence or constrainsomeaspectsof thesystemsoftwarearchitecture.

BothhardwaresubsytemsruntheCMU Mach3.0microkernel[31]: thehosthasspecial
device driversto supportcommunicationwith the coprocessorthroughthe DataTransla-
tion card,andthe coprocessorkernelhasspecialdriversandplatform-speci�c assembly
languageinterfacecodein addition to the machineindependentcode. On the host side
thereis additionalsoftwarefor providing interfacesupportfor thesecurecoprocessor.

The remainderof this sectiondescribesthe hardware, the host-sidesystemsoftware,
thecoprocessor-sidesystemcode,andtheapplicationinterface.

4.2.1 SystemHardware

ThePS/2hostcontainsanIntel i386CPUrunningat16 MHz, 16 megabytesof RAM, and
a microchannelsystembus. TheCitadelcoprocessorcontainsanIntel i386SXCPU,also
running at 16 MHz; one megabyteof “scratch” volatile RAM; 64 kilobytes of battery-
backed secureRAM; bootstrapEPROM with a simple monitor program; and 64 kilo-
bytesof second-stagebootstrapEEPROM; an IBM producedDES chip with a theoreti-
cal throughputof 30 megabytespersecond.23 All of this is privacy-protectedby intrusion
detectionhardware.

BecausetheCitadelcoprocessoris prototypehardware,it hasnot beenintegratedinto
a standardmicrochannelcard. Instead,thecoprocessorboardis physicallyexternalto the
hostandis logically attachedto thehost'ssystembusvia aDataTranslationmicrochannel

23Thecoprocessorboard'sdesignlimits themaximumthroughputto 16Mbyte/sec— anexternalhardware
statemachinecontrolsthe DES chip's operation,anda separate32 MHz crystal independentlyclocksthis
statemachine.If thecontrolsoftwareusedzerotime,this16Mbyte/sec�gure wouldrepresentthemaximum
attainableencryptionthroughputfor theCitadelboard.
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Figure4.1: DyadPrototypeHardware

interfacecardwithin thehost.(See�gure 4.1.) TheDataTranslationcardcontainsthebus
drivers,microchannelprotocol chips,and bidirectional“command”port I/O, plus some
simple logic for generatinghost-sideinterrupts. The microchannelchipshandlearbitra-
tion for two independentDMA channelswhich simultaneousinput andoutputto theDES
engine.

DES Engine

The DES engineon the coprocessorboardincludesinput andoutputFIFO buffer chips
for theDESchip I/O. BecausetheDESchip runson a separateclock, theseFIFOspermit
fast,asynchronousdatatransferwith hardware interlocks. The datasourceandsink for
the FIFOsmay be programmedvia multiplexors to be oneof six sources/sinks:the host
(via DMA transfers),thecoprocessor, andanexternalbus interface. Theexternalbus in-
terfaceis unusedin thepresentcon�guration; in thefuture,it maybeconnectedto network
interfacesor disk controllers.Furthermore,theDESenginecanbecon�gured to work in
“cipher bypass”(CBP) mode,wheredatais routedaroundthe DES chip. This permits
the useof the DMA channelsto transferbulk databetweenthe coprocessorandthe host
withoutencryption.Figure4.2showstheDESenginedatapaths.

TheCitadelDESengine's I/O multiplexorsandtheDESchip's encryption/decryption
modearecon�guredvia acontrolportaccessibleon thecoprocessorbus.Whenthehostis
thedatasource,theDESengineexpectsthat thehosthascon�gured its DMA channelto
transferdatato the input FIFOs,andwhenthecoprocessorsystembus is thedatasource,
thecoprocessoritself will write to theinputFIFOvia processorI/O instructions.Similarly,
whenthe host is the datasink, the DES engineexpectsthe hostwill DMA-transferdata
from the output FIFOs to its memory; when the coprocessoris the sink, processorI/O
instructionsareusedto readoutdatafrom theoutputFIFO.
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Output FIFO

Output MUX

Coprocessor

Host DMA

External Bus

External Bus

Input MUX

Coprocessor

Host DMA

Block Flipper

Input FIFO

DES chip

Cipher Bypass MUX

Figure4.2: DESEngineDataPaths
TheDESenginerunsasynchronously;the input andoutputFIFOsallow thedatasources
andsinksto movedataquickly withoutneedingto poll or spendtoomuchtimeprocessing
interrupts.Thecipher-bypassmultiplexor allows theuseof thebuffersandDMA control
logic circuitswithout engagingtheDESchip,allowing dualusageof theDMA hardware.
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TheDataTranslationcardprovidestwo 16-bit wide DMA channels,giving simultane-
ousaccessto theinputandoutputendsof thehardwareDESengine,thusallowing thehost
to requesthost-memoryto host-memoryDESencryption/decryptionoperations.This form
of “�lter” I/O operationdoesnot �t theusualUnix/Machstyle read/writemodel;we will
seebelow thatthedriversoftwarehandlesthisasaspecialcase.

CommandPorts

The Citadel-sideDyad kernelusesthe DES datapathfor bulk communicationaswell as
encryption;for lowerbandwidthcommunicationandcontrollingtheDESenginedatapath,
thekernelusesbidirectionalcommandportsprovidedby theDataTranslationcard.

Thecommandportsare16 bits wide andshow up in theI/O addressspaceof boththe
hostandthecoprocessor;statusbits in a separatestatusregistershow whetherthecurrent
word is unread,andinterruptsmay be generatedasa resultof certainstatetransitionsof
thecommandports. On thehostside,individually maskableinterruptsmaybegenerated
whenever a new valueis written to thehostfrom thecoprocessor, telling thehostto read
that value;or whenever the previous valuefrom the hostto the coprocessorwasreadby
the coprocessor, telling the host that it may write the next value. Unfortunately, on the
coprocessorsideonly oneinterruptfor commandportI/O exists— thecoprocessorreceives
a (maskable)interruptwhena new valuearriveson the port, but is not informedwhenit
may sendthe next value to the host. As we will seein section4.2.3, this causessome
problemswith performancein theDyadkernelimplementation.

HardwareLimitations

ThereareseveralCitadelhardwaredesignlimitationswhich degradesystemperformance.
Becausethecommandport doesnot generateaninterruptwhendatamaybesentfrom the
Citadelto thehost,thecommandport throughputis lower thanit wouldbeotherwise.The
coprocessorkernelsoftwarepollsastatusregisteroccasionallyto senddatato thehost,and
this polling frequency limits the bandwidth. Furthermore,the useof the commandport
is usedto sendcontrol messagesfor settingup the DES/DMA datapath for high speed
transfers.Thisaddsextra latency to thesetransfers.

ThedatapathbetweentheIBM designedDESchip andtheI/O FIFOsare16-bit-wide
words.Unfortunately, becauseof a designerror in theDESchip, the16-bit unitswithin a
blockof ciphertext/cleartext mustbeprovidedto thechip in reverseorder. To work around
this in hardware,extra “byte �ipper” latchesareincludedto reversewordswithin blocks.
Thereis very little penaltyin termsof throughput;however, it doesaddextra latency to
every transfer, since6 extra bytesof datamustbe written to the input FIFOsin orderto
�ush out thepreviousblock of data.This cannotalwaysbedoneby extendingthesizesof
thetransfers,sinceover�owing inputbuffersin anDMA transfercausessystemfaultswhen
transferringat theendof physicalmemory. For DMA transfers,sincetheDMA controller
needsto bereset/releasedat theendof thetransferin any case,theextra6 bytesarewritten
via softwareat theDMA completioninterrupt.
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TheDMA completioninterruptoccurswhentheDMA controllertransferstherequested
numberof words. Unfortunately, theDMA controllercannotalwaysberesetat this time,
sincefor host-to-coprocessortransfersthis meansonly that the input FIFO to the DES
engineis full, andresettingtheDMA controlleratthispointwouldconfusetheDESengine.
Similarly, thecoprocessormustinitialize its DESenginebeforethehostcanprogramthe
DMA controller. BoththeDES-engine-completioneventandtheDES-engine-initialization
eventcauseastatusbit to change,andthehostmustpoll thestatusregisterto detectthis.

Anotherdesign�a w in theIBM DESchipcausesalternatedecryptionstooutputgarbage.
Thedriver softwarecompensatesby performinga dummydecryptionof a small, internal
buffer after every normaldecryption. This imposesextra latency overhead.Someof the
overheadof thedummydecryptionis hiddenfrom host-sideapplicationsby performingit
aftertherealdecryption,sincethehost-sideDMA transferfor therealdecryptionwill com-
pleteby this pointandthedummydecryptionmayoverlapwith host-sidedriverexecution
(releasingDMA channeletc).

Yet anotherlimitation is not a design�a w per se: theDataTranslationcardinterface
doesnot provide thecoprocessorwith theability to becomea “busmaster”on thehost's
systembus — i.e., the coprocessormay not take over the microchannel,driving the ad-
dresslinesandread/writememory. Furthermore,thesystembusinterfaceprovidedby this
carddoesnot provide ABIOS device bootROM space,which containscodethat thehost
processorrunsat hostboot-up.Becausethecoprocessorcannotcontrol thehostsystemto
performhostintegrity checks,this prohibitstheprototypesystem's coprocessorfrom per-
forming securebootstrapof thehostandfrom periodicallycheckingthebehavioral of the
hostsystem.Thisshouldberepairedin a revisedversionof theboard.

Thesehardwareidiosyncrasiesforcesomeextracomplexity in coprocessorkernelsoft-
ware,andmake it impossible(currently) to implementsecurebootstrappingof the host.
Fortunately, mostof thisextracomplexity only imposesaslightoverallperformancedegra-
dation in the systemsoftware, thoughthe DMA transferratesaremuchlower thanthey
couldbeotherwise.

4.2.2 Host Kernel

Thesystemsoftwareonthehostcontainsonly oneDyad-speci�cmodule:thedriverneeded
to usethe Data Translationcard to talk to the Citadelboard. The host kernel driver is
separatedinto two parts:two low-level driversin theMachmicrokernelanda higher-level
driver in the Unix server. The low-level drivershandleinterruptsandsimpledevice data
transfersto the commandport andthe DMA channels;the high-level driver providesan
integratedview of thecoprocessorasa Unix device,emulatinganolderdriver thatI wrote
for theMach2.5 integratedkernel.Figure4.3showsthestructureof thehost-sidesystem.
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Microkernel DMA Driver

Microkernel Command Port Driver

Unix Server

User Level Applications

Unix Server Driver

Mach 3.0 Microkernel

Figure4.3: HostSoftwareArchitecture

Micr okernel Dri vers

Themicrokerneldrivershandlelow-level datatransfer, with separatedriversfor thecom-
mandportandDMA. ThecommandportI/O is viewedasaserialdevice,sinceevery16-bit
wordbeingtransferredis usuallyaccompaniedby aninterrupt.TheDMA I/O is viewedas
ablock transferdevice,sincelargechunksof dataaretransferredata time.

Command Port Thetwo microkerneldriversarenot independent— thecommandport
driver provides hooksfor the DMA driver's internal use; the commandport is usedby
the DMA driver to synchronizeDMA transferswith the coprocessor. When the DMA
driver needsto usethe commandport, it checksthat all other pendingdataqueuedfor
thecoprocessorhasbeensentprior to taking it over. If new I/O requestsarrive while the
commandportdriver is beingusedby theDMA driver, they areenqueuedseparatelyin the
commandportdriveruntil theDMA driver is done,sothatany messagessentby theDMA
driverwill notbeinterrupted.

Becauseof theinteractionsbetweentheDMA driverandthecommandportdriver, com-
mandportdeviceoperationsmustguaranteethatasuccessfulreturnfrom thedeviceremote
procedurecall reallymeansthatthedatawastransferred.Unlikeseriallinedriverscurrently
in Mach3.0,my port I/O driver doesnot simply enqueuedatafrom device write() re-
questsinto a circularbuffer, returnimmediatelywith D SUCCESS, andsendthedatalater;
rather, it keepsthe write requestsin queuesandgeneratesa reply messageonly after the
datahasbeenactuallysentto thecoprocessor. Similarly, datafrom thecoprocessorareread
only if therehavebeendevice read() requestshavebeenenqueued,andwhentheDMA
driver takesover thecommandport, theDMA driver may jump this readqueueto obtain
replies.Typically, theUnix server will have only onedevice read() requestpendingat
any giventime for thecommandport.
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DMA dri ver The microkernel DMA driver translatesdevice I/O requestsinto DMA
transfersto or from thecoprocessorDES engine.The DES hardwareis integral to every
DMA transfer, andmustbeprogrammedby thecoprocessorwith theappropriatetransfer
count,DESchipmode,anddatasourceor sink. Priorto atransfer, theDMA driverusesthe
commandport to inform thecoprocessorof thesizeandtypeof thetransfer. Theencryp-
tion key andinitial vectorusedfor DESoperationsarealsosetby thecoprocessor, andit
is assumedthatthehostprocessorhasarrangedwith thecoprocessorto usetheappropriate
key andinitializationvector.

Associatedwith thedriver is statewhich is setby calling device set status() . This
statedetermineswhetherthe driver shouldbe operatingin “�lter” modeandwhetherthe
driverexpectsthattheDESenginewithin thecoprocessorwill performanencryptionDMA
transferor a decryptiontransfer. This driver statemustbeconsistentwith thestateof the
coprocessorkernel.

The type of DMA transferwith the DES enginedependson whetheror not a DMA
driver read/writeoperationis in �lter mode. The DES engine's I/O FIFOsmay be con-
�gured to bothsourceandsink datavia theDMA transfers.In non-�lter modethedriver
simply translatesdevice write() operationsinto DMA transfersfrom thesupplieddata
buffer to the DES engine's input FIFO, with the coprocessorbus asthe datasink. Simi-
larly, device read() operationsaretranslatedinto DMA transfersfrom theDESengine's
outputFIFO,with thecoprocessorwriting to theDESengine's input.

WhentheDMA driver is in �lter mode,device write() anddevice read() opera-
tionsmustcomein identically-sizedpairs.TheDMA driver assumesthat thecoprocessor
will programtheDESengine's inputandoutputFIFOsto useDMA transfersto or from the
host,andon a device write() operationthedriver will internallyallocateanI/O buffer
to hold the �lter result. TheseI/O buffers arethenenqueuedin the driver, with the data
beingtransferredinto theresultof thematchingdevice read() operationwhenit comes
along.

Whethera DMA transferresultsin anencryptionor a decryptionby theDESengineis
importantto theDMA driver becausethe DES engineperformsencryption/decryptionin
Ciphertext Block Chaining(CBC) mode[57]: thepreviousblock of ciphertext is fed back
into theDESchip aspartof theencryption/decryptionoperation.Sinceout-of-linedatain
MachIPCmessagesareremappedpagesof virtual memory, theDMA driverhasnocontrol
overtheir locationin thephysicaladdressspace,andthesepagesarelikely to bephysically
non-contiguous.BecauseDMA transfersoperateon wired-downphysicalbuffers (virtual
memorymarked asnonpageable),the DMA driver typically cannotDMA-transfermore
thanonephysicalpageatatime. This impliesthatthedrivermustcheck,onanew transfer,
thatthelastblockof ciphertext from theprevioustransferis availableto thecoprocessorto
maintaintheCBCfeedback.

While thereare threetransfermodes(encrypt,decrypt,crypto-bypass)and multiple
datasourcesandsinks (hostor coprocessor),only someof theserequirespecialaction.
ThesearethecaseswherethehostDMA driver haspossessionof the lastblock of cipher
text (1) whentheoperationis anon-�lter device read() andtheDESmodeis encryption,
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(2) whenthe operationis a non-�lter device write() andthe DES modeis decryption,
and(3) the operationis an �lter (paireddevice write() and device read() ) and the
DESmodeis eitherencryptionor decryption.

At �rst glanceit mayappearthat it would bepossibleto simplify theproblemof non-
physically-contiguouspagesby runningmultipleDMA transfersto theDESenginewithout
informingtheDESenginethattheencryption(or decryption)transferwill beperformedin
pieces.Unfortunately, this doesn't work, sincethe DMA controlleron the hostrelieson
theperipheralto generateaDMA completioninterrupt,andtheCitadelinterfacegenerates
DMA completionbasedon theDES engine's countregisterreachingzero. If we tried to
programtheDESenginewith thefull sizeof theI/O requestbut performedsmaller, partial
DMA transfers,the hostwould not know whena DMA transferis completedexceptby
polling thehost-sideDMA controller's transfercountregister.

Becauseuserdatabuffers mustbe partitionedinto DMA transfersof physicallycon-
tiguouspages,theDMA driveralsosendsaDMA startcontrolmessage(via thecommand
port) to the coprocessorkernel specifyingthe size of eachof the currenttransfer. This
controlmessageis sentaftertheDMA driverhasinitialized thehost-sideDMA controller;
whenthe coprocessorreceivesa DMA startmessage,it theninitializes the DES engine,
whichcausestheDMA transferto proceed.

Unix Server Dri ver

Like most Unix server drivers, the Unix server driver for communicatingwith the se-
curecoprocessoris simpler than the microkerneldriver. The Unix server driver for co-
processorcommunicationprovidesa moreintegratedview of thecoprocessorthando the
microkernel-level drivers. It achievesthis by usingboth of the underlyingMach devices
via standardMachdevice remoteprocedurecall primitives.

Unix level systemcalls open() , close() , read() , write() , andioctl() aretrans-
latedby theUnix serverdriverintoequivalentMachdriverdevice open() , device close() ,
device read() , device write() , device set status() , and device get status()
remoteprocedurecalls.Theread() andwrite() systemcallsaretranslatedinto device read()
anddevice write() to the DMA driver in the microkernel for bulk datatransfer. The
Unix serverdriverprovidespecialioctl() requeststo sendshortcontrolmessagesvia the
commandport; thesearetranslatedto the appropriatedevice messagesto theMach-level
coprocessorcommandport driver. Thesecontrolmessagesareusedto negotiatethe type
andcontentsof bulk DMA datatransfers,for low level controloperationswith theEPROM
bootmonitor, andfor emulationof aconsoledevice for thecoprocessorkernel.

CoprocessorInterface

I wrotea user-level program,cit , to run on thehostto downloadthecoprocessormicro-
kernelinto thecoprocessor, provide a simpleemulatedconsoledisplay, andprovide mass
storageaccessfor the coprocessorkernelonceit bootsup. The programusesthe Unix
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driver to communicatevia the commandport to the EPROM-residentmonitor, and thus
performsimplediagnosticsanddownloadcode.

Thecit programalsoprovidesthefunctionalityof thedisplayhalf of a consoledriver
— it maintainsandupdatesamemorymapof theconsoledisplaycontentsandpasseskey-
boardinput throughthecommandport to themicrokernelrunningon thecoprocessor. At
thesametime, it usestheDMA driver to provideasimulateddiskdrive to thecoprocessor
microkernel,with DMA controlI/O beingmultiplexedwith theconsoleI/O (andthelower
level, automaticDMA controlI/O) multiplexedover thecommandport I/O channel.

Any host-sideuser-level processthatwishesto usethecoprocessor'sDESenginemust
requestthoseservicesusinginterprocesscommunicationwith cit . In turn, cit will make
theappropriaterequests(via thecommandport) to thecoprocessorkernelto con�gure the
DESengineappropriately.

4.2.3 CoprocessorKernel

ThecoprocessorrunsaMach3.0microkernelthatis downloadedby cit . ThebasicMach
3.0kernelfor theAT-busi386 requiredsigni�cant changesto its low-level interfacecode,
in additionto new devicedrivers.Thissectionoutlinesmy changes.

Low Level Machine Interface

WhenMach 3.0 is loadedinto the Citadelcoprocessor, the initial environmentprovided
to it by the bootstraploaderdiffers from that provided in standardi386 AT-bus systems.
In standardPCsystems,thesecondlevel bootstraploaderswitchestheprocessorto 32-bit
codeanddatasegmentsbeforetransferringcontrol to the kernel's entry point, pstart ,24

in additionto settingmachinespeci�c parameterssuchasconventional/extendedmemory
sizes.ThecoprocessorPROM monitordownloadingthekernelrunswith 16-bit dataand
codesegments,soI hadto addnew assembler-languagecodeto switchtheprocessorfrom
16-bit code/datasegmentsto 32-bit segmentsat thekernel'sstartup.

A more importantdifferencein the low-level environment is that the interrupt sub-
systemis completelydifferent— the Citadel coprocessordoesnot includea peripheral
interrupt controller, and interruptpriorities are hard-wiredinto the systeminsidea pro-
grammablelogic device. Interruptsmay be individually masked. The systemprovides
seveninterrupts:

1. clock (1 kHz),

2. commandport inputavailable,

3. DESdone,

4. DESinputFIFO full,

24Thekernelexpectsto beusingphysicaladdressesat this point, thusthename.
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5. DESoutputFIFOempty,

6. DESinputFIFO not full,

7. DESoutputFIFOnot empty.

Note that thereis no interrupt to indicatethat the commandport is writable (i.e., the
previousdataelementhasbeenreadby thehost).Thecoprocessorkernelmustpoll astatus
port to senddatato thehost;this testingis doneat every interrupt(in interrupt.s ), the
maximumadditionallatency is onemillisecondpertransferredcharacter.

The DES input FIFO full and the DES outputFIFO empty interruptswere intended
to allow high throughputcoprocessorencryption:a threadcouldwrite into theDESinput
FIFO atveryhighspeeds,andswitchto readingfrom theDESoutputFIFO whenaninput
FIFO full interrupt occurs;similarly, when an output FIFO empty interrupt occurs,the
threadmayswitchbackto writing to theDESinputFIFO.

Console

The microkernelconsoledriver multiplexesits I/O with I/O from the DMA driver anda
serial-line-stylecommunicationsdriver com throughthe commandport. The command
port I/O channelusesthe lower 8 bits of the 16-bit wide port for the consoleand com
driver I/O; high orderbits aresetin specialcommandwordsto switch thecommandport
channelbetweenconsoleandcom drivermodes.Low-level DMA negotiationdataaresent
with specialbit patternsin thehigh-orderbytes,allowing themto interruptthemultiplexed
serial-linedatastreamsatany timewithoutconfusion.

Theconsolesubsystemdoesnotprovideaseparatekeyboarddriver— thehost-sidecit
programsendsASCII valuesto thecoprocessor. Specialescapesequencesareprovidedto
signaltheconsoledriver for accessto thekerneldebugger.

Micr okernel DES EngineDri ver

TheDESenginecontrolcodewithin thecoprocessormicrokernelis notdirectlyaccessible
as a driver. Instead,it is an internal device providing multiplexed servicesto the host
emulateddiskdriver (hd) andtheDESservicesdriver (ds ).

EachDESrequestis packagedin astructurespecifyingtheDMA transfermode(if any
— arequestmayalsobeentirelylocalto thecoprocessor),encryptionkey andinitialization
vector, transfersize,etc. Encodedwith eachDMA requestis alsoa client-id sentwith a
DMA requestdescriptorto thehostvia thecommandport. The requestsarereadby cit
andacknowledgedbeforeinitiating theDMA transfer.

Host Emulated Disk

Themicrokernelcontainsahostemulateddiskdriver(hd) whichusestheDMA multiplex-
ing driverto transferdatablocksto/fromthehost.Theentirediskimageprovidedby cit in
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thehostis encrypted,andmy codeusesencryption/decryptionDMA transfersto accessit.
Thedefault pagerusingthis emulateddisk suf�ces for providing coprocessor-basedappli-
cationswith truly privatevirtual memory. (Alternatively, crypto-pagingcouldbeperformed
to a singleencryptedpartition,andtheremainderof thediskcouldstayunencrypted.)

Theuseof crypto-pagingto protecttheprivacy of virtual memorycanbeinef�cient if
theemulateddiskblocksizesaresmallerthanthesizeof aphysicalpageon thehost,since
theDMA negotiationandsetupoverheadwould beincurredfor partialpagetransfers.For
ef�ciency reasons,theemulateddisk'sblocksizemustbeamultiple of thevirtual memory
pagesizein thehost. Currently, both theVM pagesizeandtheemulateddisk block size
are4 Kbytes.

A simpleextensionto theencryptedemulateddiskwouldprovidemultipledisk images
on thehost,permittingoneor moreof themto beusedfor datasharingwith thehost(but
not for simultaneousaccess). In a similar fashion,an emulatednetwork interfacemay
be provided to the securecoprocessor, allowing the useof NFS [79] andothernetwork
services.In thecaseof NFS,meta-data(directoryinformation)wouldnotbeencrypted.

DES Service Interface

TheDESengineinterfaceds providesanothermultiplexedservice,theDESservicedriver
interface. The ds interfaceprovides the coprocessorapplicationsaccessto DES opera-
tions— includinghost-to-host�lter modeoperationsperformedon thebehalfof host-side
applications.

Coprocessor-sideapplicationstypically make DES servicerequeststo a crypto-server
(crypt srv ) which is responsiblefor schedulingaccessto the DES enginefor both the
coprocessor-side applicationsand the host-sideapplicationsthat make requeststhrough
cit . The crypt srv server runs insidethe coprocessor, and is the soleclient of the ds
driver. While the schedulingdecisionsand the simple protocolsrequiredto implement
themcouldbe performedentirelywithin the drivers,having the crypto-server implement
schedulingpolicy outsideof thekernelsleadsto gainsin overall �e xibility .

Theds driverprovidesdevice-levelaccessto theDESengine,with eachdevice remote
procedurecall requestbeingseriallyservicedThevariousmodesof operationof theDES
enginearesetvia device set status() remoteprocedurecall requests;device read()
and device write() remoteprocedurecalls turn into DES operationsinvolving local
coprocessor-residentdata. Anotherspecialdevice set status() remoteprocedurecall
initiateshost-only�lter operations.

Secure Memory Interface

Dyad's modelof securecoprocessorsdependson theavailability of privacy-protectedper-
sistentmemory. Suchprotectedmemorycanhold encryptionkeys, sinceprivacy is guar-
anteedin a very strongsense.Similarly, cryptographicchecksumsarestoredin protected
memory— integrity of datais well protectedby the system,sinceonly the coprocessor
systemsoftwaremaymodify (or reveal)protectedmemorycontents.
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Hardware Secure Memory The Citadel coprocessorsystemprovides 64 kilobytes of
battery-backedmemory(secureRAM / non-volatilememory)protectedby intrusiondetec-
tion circuitry. The circuitry erasesmemoryif any attemptat physicalaccessis detected,
ensuringthe privacy of the memorycontents.Additionally, 64 kilobytesof EEPROM is
available for persistent(but not necessarilyprivate)storage.Sinceany attemptat pene-
trationresultsin erasureof critical keys requiredto loadthecoprocessorsystemsoftware,
alteringEEPROM contentsresultsin catastrophicfailureof theDyadsystem.

EEPROM contentsmaybe madeprivateby encryptingthe EEPROM contentswith a
key keptin secureRAM.

Secure Memory Service TheDyadsecurecoprocessorkernelexportssecureRAM and
EEPROM raw accesstouserapplicationsbypermittingapplicationstomapthesememories
into theiraddressspacevia themmapprimitiveon theiopl device.

We employ a specialsecurememoryserver sec ram to provide coprocessorapplica-
tions with controlledaccessto secureRAM and EEPROM via a remoteprocedurecall
interfaceallowing clientsto read/writetheirown regionsof securememory. (Alternatively,
all coprocessorapplicationscoulddirectly mapthesecurememoryinto their own address
space.)

Encapsulatingsecurememoryaccessusinga specialsecurememoryserver meansthat
errorsin the user-level applicationswithin the securecoprocessorareunlikely to corrupt
securememorycontentsof anotherapplication. Furthermore,my sec ram server pro-
videsthe systemwith the ability to dynamicallyallocatesecurememoryamongvarious
coprocessor-sideclients;memorycompactionto reduceor eliminatefragmentationis also
feasible. Additionally, the memoryserver can implementthe commoncoderequiredto
make atomicblock updates(16-bit word updatesof the secureRAM areassumedto be
atomic,sincethei386SXusesa16-bitdatabusto write to thesecureRAM). Similarly, the
sec ram servercanmaskthecomplexity of thehardwareEEPROM updateprotocolfor the
user.25

The disadvantageof the sec ram approachis speed,sincesecurememoryaccesses
would runseveralhundredtimesslower thandirectaccess,dependingon thesizeof mem-
ory accessesoverwhich theremoteprocedurecall overheadis amortized.

Cryptographickeysarekeptin thesecurememoryby thesec ram serverfor thevarious
coprocessorapplications.Note thatapplicationsmusthave uniqueIDs for allocatingand
accessingsecurememoryfrom thesec ram server. TheseIDs arealsopersistentquantities,
sinceall runsof thesameapplicationshouldaccessthe samedataprivateto the applica-
tion. Becauseapplicationshave no accessto any persistentmemory(otherthantheir own
instructions)beforecontactingthe sec ram server, andexternalnon-encryptedstorageis
vulnerable,thereis a bootstrappingproblem. We cansolve this problemby binding the

25Making EEPROM updatesatomicis harder, sincewe do not have atomicwrites. An entiresixty-four
bytepageof theXicor EEPROM usedby Citadelmustupdatedin a singlestep,andeachpagemodeupdate
requiresupto 10mSfor thewrite cycle to complete.SecureRAM canbeusedto provideadirectoryinto the
EEPROM andpreservetheappearanceof atomicupdatesof the64-bytepages.
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securememoryaccessID with theapplicationat compiletime,sincecoprocessorapplica-
tion binariesareguaranteedtheir integrity by cryptographicchecksumveri�cation. There
is noneedto protecttheprivacy of theseID values,sincethey only referto securememory
regions. A drawbackis that staticallocationof the IDs implies that externalID granting
authoritiesmustexist. BecausetheseIDs do not have to be contiguous,the grantingau-
thoritiesmaybedistributed(muchasphysicalEthernetaddressesarecurrentlyallocated).
This aspectof applicationinstallationties in with systembootstrappingandmaintenance,
discussedin chapter6.
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Chapter 5

Cryptographic Algorithms/Protocols

This chapterdiscussesandanalyzesthekey algorithmsusedin Dyad.26 Thenotationused
is standardfrom numbertheoryandalgebra(groups,rings,and�elds).

In additionto thezero-knowledgeauthenticationandkey exchangealgorithmsbelow,
Dyad usespublic key signaturesandpublic key encryption[78] (e.g.,for copy-protected
software distribution). In lieu of the zero-knowledgeauthenticationand key exchange
algorithm presentedhere,RSA or Dif �e-Hellman key exchange[25] could be usedin-
stead.RSA andDif �e-Hellman have weaker theoreticalunderpinnings;for example,RSA
is known to leak information(the Jacobisymbol) [51], andour zero-knowledgeauthen-
tication schemeprovably doesnot. Similarly, in lieu of Karp-Rabin�ngerprinting, other
cryptographicchecksumalgorithmssuchasRivest'sMD5 [77], Merkle'sSnefru[56], Juen-
eman's MessageAuthenticationCode(MAC) [44], IBM' s ManipulationDetectionCode
(MDC) [41], or chainedDES [102] could be used. Primesneededin the key exchange
algorithm,theauthenticationalgorithm,andthe two mergedkey exchange/authentication
algorithmsmaybegeneratedusingknown probabilisticalgorithmssuchasRabin's [70].

Therearetwo mainsectionsin this chapter. Section5.1describesall of thealgorithms
in detail. A programmershouldbeableto reimplementtheprotocolsfrom this partalone.
Section5.2 revisits thealgorithmsandprovidesananalysisof their cryptographicproper-
ties.

5.1 Description of Algorithms

Beforethedescriptionof my algorithms,I de�ne sometermsthatwill beusedthroughout
this section.

A numberM is saidto beaBlummoduluswhenM � P � Q, andP, Q areprimesof the
form 4k

�

3. Moduli of this form aresaidto have theBlum property. Blum moduli have
specialnumbertheoreticpropertiesthatI will usein my protocols.

26Thischapteris aslightly revisedversionof my paper[98]. Thesealgorithms�rst appearedin theStrong-
boxsystem.
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A valueis saidto bea noncevalueif it is randomlyselectedfrom a setSandis used
oncein a run of a protocol.Thenoncevaluesthatwe will useareusuallyselectedfrom a
ring ��� M, whereM is aBlum modulus.27

5.1.1 KeyExchange

End-to-endencryptionof communicationchannelsis mandatorywhen channelsecurity
is suspect.To do this ef�ciently , I useprivate-key encryptioncoupledwith a public-key
encryptionalgorithmusedfor key exchange.I �rst describethepublic-key algorithm.

Whatpropertiesdo we needin a public-key encryptionalgorithm?Certainly, we want
assurancesthat invertingtheciphertext without knowing thekey is dif�cult. To show that
invertingtheciphertext is dif�cult, oftenwe show thatbreakinga cryptosystemis equiva-
lent to solvingsomeotherproblemthatwebelieveto behard.For example,Rabinshowed
that his encryptionalgorithm is equivalent to factoringlarge compositenumbers,which
numbertheoristsbelieve to be intractable[67]. Unfortunately, Rabin's systemis brittle,
i.e., if theuser'sprogram(or otherhardware/softwareagentsworkingon theuser'sbehalf)
canbemadeto decryptciphertext chosenby anattacker, it would beeasyfor theattacker
to subvertthesystem,divulgingthesecretkeys. TheRSAencryptionalgorithm[78], while
believed to be strong,hasnot beenproven secure.Chor [17] showed that if an attacker
canguessa singlebit of theplaintext whengiventheciphertext with anaccuracy of more
than1� 2

�

e, thentheattacker caninvert theentiremessage.Dependingon your point of
view, this couldbeinterpretedto meaneitherthatRSA is strongin thatnot a singlebit of
theplaintext is leaked,or thatRSA is weakin thatall it takesis onechink in its armorto
breakit. Thepublic-key cryptosystemusedin Dyad is basedon theproblemof deciding
quadraticresiduosity, anotherwell-known numbertheoreticproblemthat is believedto be
intractable.

Whena connectionis establishedbetweena client anda server, the two exchangea
secret,randomlygeneratedDES key usinga public key system.Becauseprivatekey en-
cryptionis muchcheaper, weusetheDESkey to encryptall othertraf�c betweentheclient
andtheserver.

Thepublic key systemworksasfollows: All entitiesin thesystempublishvia a white
pagesserver their moduli, � Mi � , whereMi is a Blum moduli. The factorizationof Mi , of
course,is known only to theentity correspondingto Mi andis keptsecret.

Observe thatBlum moduli have thepropertythat themultiplicativegroup �
�Mi

has � 1
asa quadraticnon-residue.To seethis, let L � a 
 p� denotetheLegendresymbol,which is
de�ned as

L � a 
 p�

���

1 if a is a quadraticresidue,i.e., if � x : x2 � a � modp�

� 1 otherwise

27	�


n denotesintegersmodulon relatively primeto n consideredasagroupwith multiplicationasthegroup
operator.
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wherep is primeanda
�

� �p. Now, we aregoingto usetwo importantidentitiesinvolving
theLegendresymbol:28

L � � 1 
 p�

�

� 1
�

p � 1��� 2 (5.1)

L � m � n 
 p�

� L � m
 p� � L � n 
 p� (5.2)

Whenp � 4k
�

3, from (5.1)we have L � � 1 
 p�

�

� 12k� 1 �

� 1, so � 1 is a quadratic
non-residuein � �p. Thissuf�ces to show that � 1 is aquadraticnon-residuein � �Mi

, sinceif
thereis a root r suchthatr2 �

� 1 modMi , then � r mod p� mustbea squareroot of � 1 in
Z �p aswell, wherep is aprimefactorof Mi .

The propertythat � 1 is a quadraticnon-residuemakes it easyto randomlygenerate
randomquadraticresiduesandnon-residues:simply chosea random29 r

�

� �Mi
andcom-

puter2 mod � Mi . If we want a quadraticresidue,user2 modMi ; if we want a quadratic
non-residue,use � r2 modMi .

Therefore,givenn � p � q wherebothp andq areprimesof theform 4k
�

3, it is easyto
generaterandomquadraticresiduesandquadraticnon-residues.Next, noteanotherprop-
erty of quadraticresiduesthatwill enableusto decodemessages.Theimportantproperty
of theLegendresymbolis that it canbeef�ciently computedusinga algorithmsimilar to
the Euclideangcd algorithm. Note that this likewise holds for the generalizationof the
Legendresymbol,theJacobisymbol,de�ned by J � n 
 m�

� Õi L � n 
 pi � wherem � Õi pi ,
wherethepi 'saretheprimefactorsof m. Thevalueof theJacobisymbolcanbeef�ciently
calculatedwithoutknowing thefactorizationof thenumbers.

The following approachwasdescribedin [30]. Supposea client wantsto establisha
connectionto theserver correspondingto Mi . Theclient �rst randomlychosesa DESkey
k, which will be sentto the server usingthe public key system. The client thendecom-
posesthe messageinto a sequenceof singlebits, b0 
 b1 
��	��� 
 bm. Now, for eachbit of the
messageb j , theclient computesx j

�

� 1b j r2
j � modMi � wherer j arerandomnumbers

(noncevalues). The receiver i cancomputeb j
� L � x j 
 Pi � to decodethe bit streamsince

heknows thefactorizationof Mi . Notethatwhile theJacobisymbol,thegeneralizationof
theLegendresymbol,canbequickly computedwithoutknowing thefactorizationof Mi , it
doesnotaid theattacker. Weseefrom

J � � r2

 Mi �

� J � � 1 
 Mi � J � r2

 Mi �

� J � � 1 
 Pi � J � � 1 
 Qi � J � r2

 Mi �

�

� 1 � � 1 � J � r2

 Mi �

� J � r2

 Mi �

� 1

thatquadraticnon-residuesformedasresiduesmoduloMi of � r2 will alsohave 1 asthe

28See[60] for a list of identitiesinvolving theLegendresymbol.
29We canactually just choser 


	

Mi andnot botherto checkthat r 


	



Mi
. If r �


	



Mi
, this meansthat

GCD � Mi 


r ���

� 1 andwe've just found a factorof Mi . Sincefactoringis assumedto be dif�cult, this is an
highly improbableevent.
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valueof theJacobisymbol.30

Whenthereceiver hasdecodedthebit sequenceb j andreconstructedthemessagemi ,
heinstallsmi asthekey for DESencryptionof thecommunicationchannel.Fromthispoint
on,DESis usedto encryptall coprocessormanagedremoteprocedurecall traf�c between
theclientandtheserver.

5.1.2 Authentication

Whetheror not communicationchannelsaresecureagainsteavesdroppingor tampering,
someform of authenticationis neededto verify theidentity of thecommunicatingparties.
Even if thephysicalnetwork links aresecure,we still needto useauthentication:to look
up the communicationportsof remoteservers,we mustaska network nameserver on a
remote,untrustedmachine.Sincewe make no assumptionsaboutthe trustworthinessof
the network nameservers,even the identity of a remotehost is suspect. In addition to
theexisting network nameservice,thesecurecoprocessorusesa White Pagesserver that
maintainsauthenticationinformation(in additionto key exchangemoduli whenapplica-
ble) andis itself anauthenticatedagent— theWhite Pagesserviceshave digitally signed
authenticationinformationassociatedwith them,andsonodirectorylookupis requiredfor
them. The digital signatureis generatedby a central,trustedauthority. For the purposes
of this discussion,therole of theWhite Pagesserver is to serve asa repositoryof trusted
authenticationpuzzles. Authenticationis basedon having the authenticatorprove that it
cansolve thepublishedpuzzlewithout revealingthesolution.

Thebestavailableprotocolsfor authenticationall rely onacrucialobservationmadeby
Rabin[67]: if onecanextractsquarerootsmodulon wheren � p � q, p andq primes,then
onecanfactorn. This theoremhasled the way to practicalzero-knowledge authentica-
tion protocols. Two importantexamplesof practicalzero-knowledgeprotocolsincludean
unpublishedprotocol�rst developedin 1987by Rabin[74], anda protocoldevelopedby
Feige,Fiat, andShamir(theFFSprotocol)[27]. BetweentheFFSandRabin's protocols,
Rabin's methodis muchstrongerbecauseit providesa super-exponentialsecurityfactor.
In contrastto NeedhamandSchroeder's authenticationprotocol[59], both of thesezero-
knowledgeauthenticationprotocolsrequireno centralauthenticationserver andthusthere
is no singlepoint of failure thatwould cripple theentiresystem.TheDyadsystemusesa
modi�ed versionof Rabin'sauthenticationprotocol.LikeRabin'sprotocol,my protocolis
decentralizedandhasa super-exponentialsecurityfactor.

Whatdowemeanwhenwesaytheauthenticationis zero-knowledge? By thiswemean
that the entireauthenticationsessionmay be open— an eavesdroppermay listen to the

30Somecryptographicprotocols,suchas RSA, leak information throughthe Jacobisymbol. In RSA,
plaintext andcorrespondingciphertext alwayshave the samevalue for their Jacobisymbols. To seethis,
considerthe Legendresymbol: if L � x




p�

� 1, then thereexists a residuer suchthat r2 � x mod p. But
xe �

� re
�

2 mod p, sore is a quadraticresidueof xe. If L � x



p�

��� 1, thenL � xe



p�

��� 1 aswell, sincee is
odd. BecauseJ � x




pq�

� L � x



p� L � x



q� , J � x



pq�

� J � xe



pq� holds. This informationleakcanbesigni�cant
in someapplicationswhereonly a limited numberof messagesor messageformatsareused,sinceattackers
caneasilygatherstatisticalinformationon thedistributionof messages.
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entireauthenticationexchange,but will gainno informationatall thatwouldenablehim to
latermasqueradeastheauthenticator.

Let'sseehow authenticationworks.After establishingasecurecommunicationchannel
with theremoteentity, anagentqueriesthewhitepagesserverfor its correspondingparty's
authenticationpuzzle.Authenticationpuzzlesarerandomlygeneratedwhenanew authen-
ticatedentity is createdandcanbe solved only by their owners,who know their secret
solutions.However, theremoteentitydoesnotexhibit asolutionto its puzzle,but ratheris
askedto show asolutionto arandomizedversionof its puzzle.My puzzlesareagainbased
on quadraticresiduosity— this time not on decidingresiduositybut on actually �nding
squareroots.

Wheneveranew entity is created,anauthenticationpuzzle/solutionpair is createdfor it
in aninitial, once-onlypreparatorystep— thepuzzleis publishedin thelocalWhitePages
server, and the solution is given to the new task. The securecoprocessorcreatesa new
puzzlefor every new userof that coprocessor, andthe White Pagesdirectoryis provided
by thesecurecoprocessorwhich guaranteesits integrity from tampering.

Theauthenticationpuzzleconsistsof amodulusMi
� pi � qi andthevector

�

Vi
�

� vi � 1 
 vi � 2 
��	��� 
 vi � n � 1 
 vi � n �

wherepi andqi areprimes,andeachvi � j is a quadraticresiduein � �Mi
. Theauthentication

modulusis distinct from thekey exchangemodulus;in theauthenticationalgorithm,it is
notnecessaryfor anyoneto know thefactorspi andqi, andin factasinglemoduluscanbe
usedfor all authenticationpuzzles.Thesecretsolutionis thevector

�

Si
�

� si � 1 
 si � 2 
��	��� 
 si � n � 1 
 si � n �

where si � j are roots of the equationsx2 � 1� vi � j � modMi � . Generatinga new solu-
tion/puzzlepair is simple: we chooserandomsi � j

�

� Mi to form the solutionvector, and
thenelement-wisesquareandinvert

�

Si moduloMi to form thepuzzle
�

V.
Supposea challengerC wantsto authenticateA's identity. C �rst randomlychosesa

booleanvector
�

E
�

� 0 
 1 �

n:
�

E �

� e1 
 e2 
������ 
 en � 1 
 en �

where
�

E �

�

E ���

n
2 �

, andf
�

Sn a permutation.31 We canrepresentf asa numberj from 0
to n! � 1 which representselementsof Sn underacanonicalnumbering.32

Thepair (
�

E, f ) is thechallengethatCwill useto queryA. Now, Cencodes
�

E andj as
follows:

�

C �

� c1 
 c2 
	����� 
 cn��� log
�

n! �	�

�

31 
E �


E denotesthedotproductof 
E with itself. Sn denotesthesymmetricgroupof n elements.
32Notethatthisnumberingprovidesawayto randomlychoosef : sincej requireslog � n! � bits to represent,

we cansimply generate� log � n! ��
 randombits anduseit asa numberfrom 0 to 2 �

log � n! ���

� 1. If thenumber
is greaterthann! � 1, we try again. This procedureterminatesin an expectedtwo tries, so on averagewe
expend2 � log � n! ��
 randombits. Otherapproachesaregivenin [24, 48].
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where

ci
���

� 1ei t2
i modMpub if 1 � i � n

� 1j i t2
i modMpub otherwise

where j i denotesthe i th bit of j and ti are noncevaluesfrom � �Mpub
, and Mpub is the

Blum modulusthatis usedby all entitiesin this initial round,i.e. Mpub
� PpubQpub, where

Ppub
� Qpub

� 3 � mod4� . Thevaluesof Ppub andQpub aresecretandmaybeforgotten
afterMpub wasgenerated.

C sendstheencodedchallenge
�

C to A.
WhenA receives

�

C, A computesthenoncevector
�

R �

� r1 
 r2 
������ 
 rn � 1 
 rn �

wherer j arerandomlychosenfrom � �Mi
, andthevector

�

X �

� x1 
 x2 
������ 
 xn � 1 
 xn �

wherex j
� r2

j � modMi � . Theauthenticatorsends
�

X, calledthepuzzlerandomizer, to the

challengerC, keepingthevalueof
�

R secret.As we will seein section5.2.2,
�

X is usedto
randomizethepuzzlein orderto keepthesolutionfrom beingrevealed.

C respondsto thepuzzlerandomizerwith
�

T �

� t1 
 t2 
������ 
 tn � 1 
 tn � of noncevaluesused
to compute

�

C. Using
�

T, A reconstructs�

�

E 
 f � .
In responseto thedecodedchallenge,A replieswith

�

Y �

� y1 
 y2 
	����� 
 yn � 1 
 yn �

wherey j
� rf

�

j �

� s
ej
i � j � modMi � .

�

Y is theresponse. To verify, thechallengerchecksthat
�

j : xf
�

j �

� y2
j � v

ej
i � j � modMi � .

5.1.3 MergedAuthentication and Secret Agreement

Insteadof running key exchangeand authenticationas separatesteps,I have a merged
protocolthatperformssecretagreementandauthenticationat thesametime. Theprotocol
performssecret agreementratherthankey exchange:after the protocolcompletes,both
partieswill sharea secret,but neitherparty in the protocolcancontrol the �nal valueof
thissecret.Thismergedprotocolhastheadvantageof eliminatingaremoteprocedurecall,
but requiresthat the authenticationsecurityparametern (the puzzlesize)be at least2m,
wherem is thenumberof bits in a sessionkey. We do not usethis protocolin our current
versionof thesystemsinceweneedamuchweaker level of securitythanthen � 2mlevel.
Ourmergedprotocolgoesasfollows:

As in thenormalkey exchangeprotocol,eachentity i in thesystemcalculatesa Blum
modulusMi

� PiQi , with Pi andQi primesof theform 4k
�

3. Entity i keepsthevaluesof Pi
andQi secretandpublishesMi. Entity i alsogeneratesa randompuzzleby �rst generating
thedesiredsolutionvector

�

Si
�

� si � 1 
 si � 2 
 � � � 
 si � n �
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wheretheelementsof
�

Si arecomputedby si � j
� z2

i � j , wherezi � j is a randomnumberfrom
� �Mi

. Then,i publishesthepuzzlevector
�

Vi
�

� vi � 1 
 vi � 2 
 � � � 
 vi � n �

with vi � j
� 1� s2

i � j . With bothMi andVi arepublished,i is readyto authenticateandexchange
keys.

WhenthechallengerC wishesto verify A's identity andobtaina sessionkey from A,
C �rst choosesa challenge�

�

E 
 f � asbefore,with
�

E
�

� 0 
 1 �

n suchthat
�

E �

�

E � �

n
2 �

, and
permutationf

�

Sn. Justasin thepreviousauthenticationprotocol,Cencodes
�

E andf
�

C �

� c1 
 c2 
	����� 
 cn��� log
�

n! �	�

�

where

c j
� �

� 1ej t2
j modMpub if 1 � i � n

� 1j j t2
j modMpub otherwise

wherej is the canonicalnumberingof f
�

Sn, j j denotesthe j th bit of j , t j is a nonce
valuefrom �

�Mpub
, andMpub is a Blum modulus.C sendsA theencodedchallenge

�

C. Let
�

T denotethevectorof noncevaluesusedto generate
�

C.
A computesa puzzlerandomizer

�

X by �rst computinga pre-randomizer
�

R, which will
beusedto transmitthekey bits. A computes

�

R
�

R �

� r1 
 r2 
������ 
 rn � 1 
 rn �

by randomlychoosingthenoncevector
�

W �

� w1 
 w2 
������ 
 wn � 1 
 wn �

The valuesw j are chosenfrom �
�MaMc

, whereMa is the publishedmodulusof A and
Mc is the publishedmodulusof C. The value of

�

R is obtainedby settingr j
�

� 1b j
�

w2
j mod � MaMc, whereb j is a randombit. Someof the thesebits b j will form the secret

transferred.Next, A computesthe puzzlerandomizer
�

X from
�

R asbefore,settingx j
�

r2
j mod � MaMc, andsends

�

X to C.

Now, C revealsthechallenge�

�

E 
 f � by sendingA thevector
�

T; in response,A sends
�

Y
with

y j
� rf

�

j �

� s
ej
a � j mod � MaM

1 � ej
c �

To verify A's identity, C checksthat
�

j : xf
�

j �

� y2
j v

ej
a � j modMa

Thereare �

n
2 �

usablekey bits transferred,andthey correspondto thoseb j for whichej
� 0.

To extract b j , C computesthe Legendresymbol L � y j 
 Pc � to determinewhethery j is a
quadraticresidue.If y j is aquadraticresidue,thenb j

� 0; otherwise,b j
� 1.
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5.1.4 Practical Authentication and Secret Agreement

In thissection,I presentanotherprotocolfor simultaneousauthenticationandsecretagree-
mentrequiringtwo roundsof interactionbut fewer randombits. Furthermore,themessage
sizesaresmaller, thusmakingthis protocolmorepractical. This protocolstrikesthebest
balancebetweenperformanceandsecurity, andI have implementedit for Dyad.

EachagentA who wishesto participatein theprotocolgeneratesa modulusMa with
secretprimefactorsPa andQa. Eachagentalsogeneratesavectorof secretnumbers

�

Sa
�

� sa � 1 
 sa � 2 
 � � � 
 sa � n �

wheresa � i
�

� �Ma
. Fromthis

�

Sa, A computes
�

Va
�

� va � 1 
 va � 2 
 � � � 
 va � n �

whereva � i
� 1� s4

a � i modMa. Publishedfor all to useis a modulusMpub; the two prime
factorsof Mpub, Ppub andQpub, areforgottenasin thepreviousprotocol.

Now, supposea challengerC wishesto verify the identity of anauthenticatorA. As-
sumethepartieshave publishedtheir moduli Mc andMa, respectively, andthatC's puzzle
vector

�

V hasalsobeenpublished.First,Cchoosesa bit vector
�

E �

� e1 
 e2 
 � � � 
 en �

where
�

E �

�

E � �

n
2 �

, anda permutationf
�

Sn. Thepair �

�

E 
 f � is thechallengethatC will
uselater in authentication.Let z ���

n
�

n
2 ���

, thenumberof possiblevectors
�

E. Encodeboth
�

E andf asnumbersusingmappingsf : �

�

E ��� � z andg:Sn � � n!. Let E � g � f � � z
�

f �

�

E � ,
thecombinedencodingfor thetwo partsof thechallenge,33 andletC � E2 modMpub. The
valueC is usedto commit thevalueof C's challengeto A, preventingC from changingit
afterlearningthepuzzlerandomizer. C sendsC to A.

In response,A generatesapuzzlerandomizerby choosing
�

R �

� r1 
 r2 
 � � � 
 rn �

whereeachr i is anoncevaluechosenfrom � MaMc. A createsthepuzzlerandomizervector
�

X from thisby setting
�

X �

� x1 
 x2 
 � � � 
 xn �

wherexi
� r4

i modMaMc. A sends
�

X to C. C will have to recover someof thevaluesof
�

R in orderfor theprotocolto work. Thesevalueswill becometheagreeduponsecretused
asprivatekeys. C will recover exactly thoser i whereei

� 0. Thereareexactly �

n
2 �

such
values.Let thosei suchthatei

� 0 bethesetI .
WhenCreceivesthepuzzlerandomizer, Crepliesby revealingthechallengebysending

E to A.
33If � E � �

�
	

	

Mpub
	

	

, extra randompadbits maybenecessary.

60



La
Te

X2
e 

ve
rs

io
n:

 p
ag

e 
nu

m
be

rs
 d

o 
no

t m
at

ch
 o

rig

A veri�es thatthis E encodesthechallengethatcorrespondsto thechallengecommit-
mentvalueC by checkingthatC � E2 modMpub. If theencodingis correct,Cextractsthe
challengetuple �

�

E 
 f � , andcomputes
�

Y �

� y1 
 y2 
 � � � 
 yn �

whereyi
� r2

f
�

i �

s2ei
i modMei

a M1 � ei
c .

Now A composesaspecialvector
�

W. Theith entryof this vectorwill bethepair

� wi 
 hui � wi � �

wherei
�

I , ui
� rf

�

i �

, wi is a noncevalue,andhk is an elementof a family F of crypto-
graphichashfunctions.A sends

�

Y and
�

W to C.
C veri�es that

�

i: y2
i vei

i
� xf

�

i �

modMei
a M1 � ei

c

If eachyi passesthis test,C thenexaminesthevaluesof yi for which ei
� 0: since

yi
� r2

f
�

i �

modMc

andCknowsthefactorizationof Mc, Ccanextractthefour squarerootsof yi modMc, one
of which wastheoriginal r f

�

i �

chosenby C.34 To choosetheproperroot of yi , C usesthe
ith elementof

�

W. C cantry all four squarerootsof yi modMc andseewhich onegives
thevaluethatmatchesthevaluesentby A. This assumesthatF is immunefrom known
plaintext attacks.(Oneclassof functionsthatcouldbeusedasF is a family of encryption
functions.)

5.1.5 Fingerprints

Next, I describetheKarp-Rabin�ngerprinting algorithm,which is crucial to Dyad's abil-
ity to detectattackers or securityproblemsin the underlyingsystem. The key idea is
this: associatedwith each�le — in particular, every trustedprogramgeneratedby trusted
editors/compilers/assemblers/linkers/etc.— is a �ngerprint which, like a normalcheck-
sum,detectsmodi�cations to the data. Unlike normalchecksums,however, �ngerprints
areparameterizedby an irreduciblepolynomial35 andthe likelihoodof an attacker forg-
ing a �ngerprint without knowing theirreduciblepolynomialis exponentiallysmall in the
degreeof thepolynomial.

Dyadchoosesrandomirreduciblepolynomialsp from � 2 �

x� of degree31 by thealgo-
rithm dueto Rabin[45, 68, 71].

34Standardalgorithmsfor modularsquarerootcomputationaregivenin [3, 7].
35A polynomialp � x� 
 F

�

x
 (F a �eld) is saidto be irreducibleif � f � x� 
 F
�

x
 : f � x� � p � x�




0 � deg f �

degp, i.e.,theonly divisorsarep andnonzeroelementsof F (theunitsof F
�

x
 ). Thisis analogousto primality
for integers.
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Hereis oneway to visualizethe�ngerprinting operation:We take theirreduciblepoly-
nomial p � x� , arrangethe coef�cients from left to right in decreasingorder, i.e., with the
x31 term of p � x� at the leftmostposition,andscanthroughthe input bit streamfrom left
to right. If the bit in the input oppositethe x31 term is set,we exclusive-or p � x� into the
bit stream.As we scandown the bit streamall coef�cients to the left of the currentpo-
sition of the x31 term of p � x� will be zeros. When we reachthe endof the bit stream,
i.e., thex0 termof p � x� is oppositethelastbit of theinput stream,we will have computed
f � x� mod p � x�

� j � f � x� � .

5.2 Analysisof Algorithms

5.2.1 KeyExchange

Thecorrespondencebetweentheproblemof decidingquadraticresiduosityandtheproto-
col is direct.For a detailedanalysis,see[30].

5.2.2 Authentication

Whatarethechancesthata systembreaker B couldbreakthe�rst (unmerged)authentica-
tion scheme?As we statedbefore,we assumethat themodulusMi is suf�ciently largeso
thatfactoringit is impractical.Now, considerwhatB mustdo to poseasA.

Let us�rst look atasimplerauthenticationsystemto gainintuition. Let thepuzzleand
thesecretsolutionbev andswherev � 1� s2; let thepuzzlerandomizerbex � r2 (r known
only to theauthenticator);let thechallengebee

�

� 0 
 1 � ; andlet theresponsebey � r � se.
All calculationsaredonemoduloM.

We claim that if B could slip throughour authenticationprocedurewith more than
probability 1

2, thenB couldextract thesquarerootsandthusfactorM, violating our basic
assumption.To wit, in orderfor B to reliablypasstheauthenticationprocedure,it mustbe
ableto handlethecasewheree is either1 or 0, andthusit would needto know bothr and
r � s. This meansthat he would be ableto computethe squareroot of v, which we know
from Rabin[67] is equivalentto factoring.

WhatmustB doin thefull versionof theauthentication?In orderto passthechallenge,
B mustknow thevalueof

�

E. In addition,B mustknow partof f . In particular, B doesnot
have to guessall of f but only thosevaluesselectedby the1 entriesin

�

E.
Thus,while

�

�

�

�

�

�

E 
 f � :
�

E
�

� 0 
 1 �

n



�

E �

�

E � �

n
2 �


 f
�

Sn �

�

�

�

� �

n
n� 2

�

n!,

our the securityfactor (the inverseof the probability of breakingthe system)is slightly
smaller. Our authenticationsystemprovides,for puzzlesof n numbers,a probabilityof an
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attackerbreakingtheauthenticationsystemof

P �

1
�

n
n� 2 �

n! �

n
2 !

�

�

n� 2� !3

n!2

�

�

2pn
2 �

3
2

�

n
2e �

3n
2

�

2pn�

�

n
e �

2n

� �

2pn e
n
2

2
3
2 �

n� 1� n
n
2

� �

p e
n
2

2
3
2n� 1n

n � 1
2

(usingtheStirling'sapproximationof n! ��� 2pn �

n
e

�

n) whichshowsthatP is clearlysuper-
exponentiallysmall. By using longervectorsor multiple vectors(iterating) the security
factorcanbemadearbitrarilyhigh. Notethatsincethesecurityfactoris super-exponential
in n, thepuzzlesize,andonly multiplicativewhentheprotocolis iterated,increasingpuzzle
sizeis usuallypreferable:If n� , the new sizeof the puzzle,is 2n, thenthe probability of
successfullybreakingthesystembecomes

P�

�

�

p en

23n� 1
�

2n�

n �

1
2

�

�

p2n en

23n� 1
�

2n�

n

�

�

2pn en

2
3n
2 � 12

3n
2 2nnn

�

2
�

2
�

pn� en

2
3n
2 � 12

3n
2 � 12n

�

pn nn

�

P2

2n �

3
2

�

pn

Ontheotherhand,if wesimplyruntheprotocoltwice,wewouldonly obtainP�

� P2. Iter-
atingdoeshave oneadvantage:it makestheselectionof thesecurityfactor(1� P) �e xible.
Using iterationmakesit easyfor applicationsat differentsecuritylevels to negotiatethe
desiredsecurityof theconnection.

How did we arrive at the expressionfor P? 1� P simply measuresthe numberof
equiprobablerandomstatesvisible to the attacker. First, note that �

n
n� 2

�

is the number

of different
�

E where
�

E �

�

E �
�

n
2 �

(i.e., thenumberof 1 bits in
�

E is �

n
2 �

). Then! � � n � i � !
termgivesthenumberof waysof chosingi objectsfrom n without replacement,which is
whattheprojection,asspeci�edby theon (i.e., 1) valuesin

�

E, of thepermutationf gives
us.

Why do we restrict
�

E to have �

n
2 �

on bits? If j �

�

E �

�

E couldbeany value,thenthere
wouldbeå n

k 	 0
�

n
k

�

n!
�

n � k� ! differentstatesvisibleto B notall of which wouldbeequiprobable
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if
�

E andf arechosenuniformly from � 0 
 1 �

n andSn. In particular, it canbeseenthat the
statecorrespondingto j � 0 is most probable. This weakensthe securityfactor of our
algorithm. In the limit casewhere

�

E is thezerovector, our algorithmno longerprovides
super-exponentialsecurity.

Note that my protocolprovidessuper-exponentialsecurityonly if the moduli remain
unfactored.Sincethereis anexponentialtimealgorithmfor factoring,it is alwayspossible
to breakthe systemin the minimum of the time for factoringandthe super-exponential
bound.Thuswecanscaleourprotocolin a varietyof ways.

The authenticationprotocol not only provides super-exponentialsecurity when the
moduli cannotbe factored,but is also zero knowledge. The encodedchallengevector,

�

C, performsbit commitment[13, 14,21, 72,73], forcing C to choosethechallengevalues
prior to A choosingthepuzzlerandomizer. This meansthat

�

E andf cannot bea function
of

�

X, andthusthechallenger's sideof theprotocolcanbesimulatedby anentity thatdoes
not have knowledgeof any of thesecrets.Any entity Scansimulatebothsidesof thepro-
tocol — Scanchooserandom

�

E, f , and,knowing their values,constructvectors
�

X � and
�

Y �

thatwill passtheveri�cation step:

y j
� rf

�

j �


 x j
� r2

j if ej
� 0

y j
� rf

�

j �


 x j
� r2

j � vi � f � 1
�

j �

if ej
� 1

Notethatmy modeldiffersslightly from theusualmodelfor zeroknowledgeinteractive
proofsbecauseboth the prover and the veri�er areassumedto be polynomial time (and
that factoringand quadraticresiduosityare not in polynomial time); if the prover were
in�nitely powerful, asin theusualmodel,theprover couldsimply factorthemoduli used
in thebit commitmentphaseof ourprotocol.Otherbit commitmentprotocolsmaybeused
instead;e.g.,wecoulduseaprotocolbasedonthediscretelog problem[83] requiringmore
multiplicationsbut usefewer randombits.

5.2.3 MergedAuthentication and Secret Agreement

Like the �rst authenticationalgorithm,themergedauthenticationandkey exchangealgo-
rithm revealsno informationif factoringanddecidingquadraticresiduosityareintractable.

How doesthemergedalgorithmdiffer from theoriginal algorithm?I useMaMc asthe
modulusfor thenoncevectors,andI usequarticresiduesinsteadof quadraticresiduesfor
thepuzzlerandomizationvector

�

X.
No informationis leaked. An analysissimilar to thatdoneabove establishesthis fact.

Whenej
� 1, weknow that

y j
� rf

�

j �

� sa � j modMa

�

� 1b j
� w2

f
�

j �

� z2
a � j modMa

�

� 1b j
� � wf

�

j �

zA � j �

2 modMa
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soy j lookslike thesquareof a randomnumber, possiblynegated,in � �Ma
. Thechallenger

Cor aneavesdroppercouldhavegeneratedthiswithoutA'shelp.(Notethatthereasonthat
this valueis computedmoduloMa is becausesa � j is the residuemoduloMa of a random
square;if we computedy j moduloMaMc, we would have no guaranteesasto whethersa � j
wouldbeaquadraticresidue.)

Whenej
� 0, wehave

y j
� rf

�

j �

modMaMc

�

� 1b j
� w2

f
�

j �

modMaMc

This is just thesquareof a randomvalue,possiblynegated,in � MaMc. ThechallengerC or
any eavesdroppercouldhavegeneratedthiswithoutA'shelpaswell.

This provesthatoneatomicroundof theauthenticationleaksno information.As with
thevanilla authentication,thevectors

�

C and
�

T provide bit commitment,forcing thechal-
lenge �

�

E 
 f � to beindependentof
�

X, thusrunningtheatomicroundsin parallelratherthan
in serialhasno impacton theproofof zeroknowledge.

Might somesystembreakerB compromisetheauthentication?To doso,B mustguess
thevaluesof

�

E andf just asin thevanilla authenticationprotocol. As before,theproba-
bility of somebodybreakingtheauthenticationis super-exponentiallysmall. (Seesection
5.2.2)

Thebitsof thesessionkey (b j ) aretransferredonly whenej
� 0. Whenej

� 1,Ccannot
determinethe quadraticresiduosityof the elementy j sincewe assumethat determining
quadraticresiduosityis intractablewithout the factorizationof Ma. Whenej

� 0, on the
otherhand,Ccaneasilydeterminethequadraticresiduosityof y j by simplyevaluatingthe
LegendresymbolL � y j 
 Pc � .

5.2.4 Practical Authentication and Secret Agreement

Assumingthat factoringis intractable,the third protocol(my “practical” protocol)is also
zeroknowledge.In particular, breakingthisprotocolis equivalentto factoring:any system
breaker B who hasa strategy that allows B to masqueradeasA can trivially adaptthe
strategy to factorthevariousmoduli in thesystem.

Let usexaminehow thisauthentication/secretagreementprotocoldiffersfrom thepre-
viousone. Insteadof usingthequadraticresiduositydecisionproblemto do bit commit-
ment,thisprotocolusestheRabinfunction,removing therequirementthatthemodulihave
theBlum property. SinceneitherA norCcanfactor, neitherof themcanextractthesquare
rootof anarbitrarynumbermodMpub. In particular, A hasno wayof gettingtheencoding
E from the commitmentvalueC; the only way A �nds out the valueof C (andthusthe
valueof � f 


�

E � ) is for C to revealC. Thechallengecommitmentworksasbefore.
Theanalysisfor theauthenticationpropertiesareidenticalto thatfor thepreviouspro-

tocols,soI omit thathere.(Seesection5.2.2.)Whataboutthezero-knowledgeproperty?
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Whenej
� 1, weknow that

y j
� r2

f
�

j �

� s2
a � j modMa

�

� rf
�

j �

� sa � j �

2 modMa

soy j lookslikethesquareof arandomnumberin � �Ma
. ThechallengerCoraneavesdropper

couldhavegeneratedthiswithoutA'shelp.Notethatthereasonthatthisvalueis computed
moduloMa is becausesa � j is theresiduemoduloMa of a randomsquare;if we computed
y j moduloMaMc, we would have no guaranteesasto whethersa � j would be a quadratic
residue.

Whenej
� 0, wehave

y j
� r2

f
�

j �

modMc

This is just the squareof a randomvaluein �
�Mc

. The challengerC or any eavesdropper
couldhavegeneratethiswithoutA's helpaswell.

In bothcases,a simulatorS who pretendsto beA andis ableto control thecoin �ips
of Ccaneasilyproducearunof theprotocolwherethemessagetraf�c is indistinguishable
from thatof anactualrun. SinceScansimulatetheprotocolwithout thesecretknown only
to A, theprotocolis zeroknowledge.

This protocol is muchmoreef�cient thanthe previous one,sinceit sendsa factorof
�

Mc
�

moresecretbits thanthepreviousalgorithm;thisef�ciency is somewhatoffsetby the
fact that root extractionmustbeperformedby thereceiver, andextractingsquarerootsis
moreexpensivethancomputingtheLegendresymbol.

5.2.5 Fingerprints

Beforeweanalyzetheperformanceof the�ngerprint algorithm,wewill �x somenotation.
We let p (or p � x� ) refer to anirreduciblepolynomialof degreem (wherem is prime). We
usethesymbol � to denotesurjectivemappings,and �F to denotethealgebraicclosureof
the�eld F.

How goodis the �ngerprint algorithm? Choosingrandomirreduciblepolynomialsis
equivalent to chosingrandomhomomorphismsj : � 2 �

x��� GF � 2m
� , wherethe kernelof

j is the ring generatedby the irreduciblepolynomial p. To be precise,j associatesthe
indeterminatex with u, a root of theirreduciblepolynomialin the�eld �� 2, i.e., j : � 2 �

x���

� 2 � u���

� GF � 2m
� . Thereareexactly � 2m

� 2� � m suchhomomorphisms.To computethe
�ngerprint of a �le, considerthecontentsof the�le asa largepolynomialin � 2 �

x� : takethe
dataasa stringof bits bn 
 bn � 1 
����	� 
 b1 
 b0, andconstructthepolynomial f � x�

� å n
i 	 0bixi .

The�ngerprint is exactly j � f � x� � .
Now, f canhave at most �

n
m �

divisorsof degreem. Any two distinctpolynomials f1
and f2 will havethesameresidueif f1 � f2 � 0 mod p. Thenumberof polynomialdivisors
of f1 � f2 is atmostn� m, sotheprobabilitythata randomirreduciblepolynomialgivesthe
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sameresiduefor f1 and f2 is n� m
�

2m
� 2��� m

� n� � 2m
� 2� . For a pageof memorycontaining4

kilobytesof data(n � 215, or 32 kilobits), andsettingm to be 31, this probability is less
than0.002%.

This 0.002%probabilitymeasurestheoddsthatanadversary's replacement4 kilobyte
pageof a�le wouldhavearesiduethatmatchesthatof theoriginal— becausetheadversary
hasno knowledgeof the particularhomomorphismused,thereis no betterstrategy than
guessinga polynomial (i.e., the datain the replacementpage). The probability that the
adversarycouldguessthehomomorphismis 31� � 231 � 2� or lessthan0.0000015%,which
is muchlesslikely. Hencewe canseethat the �ngerprint algorithmis anexcellentchoice
asacryptographicchecksum.

The naive implementationof this algorithmis quite fast,but it is possibleto achieve
evenfasteralgorithmsby precomputation.Givena �x edp, andasetof smallpolynomials,
we constructa tableT of residuesof thosepolynomials.I initially describethealgorithm
for arbitrarysizedp; afterwards,I describeoptimizationsspeci�c to m � degp � 31.

Let T be the tableof residuesof all polynomialsof the form g � x� � xm, whereg varies
over polynomialsof degreelessthank. In otherwords,T givesus the function j � g � x� �

xdeg p
� wheredegg � x��� k. Using T allows us to examinek bits at a time from the input

streaminsteadof oneata time. View f � x� now as

f � x�

�

�

n
k �

å
i 	 0

ai � x� xi � k

wheredegai � x��� k. Thealgorithmto computetheresiduer � x�

� f � x� mod p � x� becomes
thecodeshown in Figure5.1.

r � x� = 0;
for (i �

�

n
k �

; i � 0; --i) �

r �
� x�

� r � x� � xk �

ai � x� ;
r � x�

� r �
� x� mod p � x� ;

�

Figure5.1: Fingerprint residuecalculation. Theoperationr � � x� mod p � x� is performed
by decomposingr � into g � x� � xm �

h � x� , wheredegg � k anddegh � m, �nding r � � � x�

�

g � x� � xm mod p � x� from T, andsettingr � x�

� r � � � x�

�

h � x� .

If we �x thevaluem � degp � 31, we canrealizefurthersize-speci�coptimizations.
We canrepresentp exactly in a 32-bit word. Furthermore,sincewordat a time operations
work on 32 bits at a time, by packingthe coef�cients asbits in a word we canperform
somebasicoperationson thepolynomialsasbit shiftsandexclusive-ors:multiplicationby
xk is a left-shift by k bits; additionor subtractionof two polynomialsis just exclusive-or.
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Of course,sincewe aredealingnow with �x ed-sizemachineregisters,we musttake care
not to over�ow.

In Dyad,I have two versionsof the�ngerprinting code,onefor k � 8 andtheotherfor
k � 16, bothof which useirreduciblepolynomialsof degree31. To readthe input stream
a full 32-bit word at a time, I modi�ed the algorithmslightly: insteadof T beinga table
of j � g � x� � xdeg p

� , T containsj � g � x� � x32
� ; the codeabove is modi�ed correspondingly.

While the residuesj � g � x� � x32
� requireonly 31 bits to represent,T is representedas a

tableof machinewordswith 2k entries. The programcanuniquely index into the table
by evaluatingg � x� at thepoint x � 2 (this index is just thecoef�cient bits of g, which are
alreadystoredin a machineword asan integer). If we run thecodeloop to performthis
operation,we will geta 32-bit result,which representsa polynomialof degreeat most31.
Hencetheresultof theloop,r � x� , is eithertheresidueR� x�

� f � x� mod p � x� orR� x�

�

p � x� ,
andthefollowing simplecomputation�x esup theresult:

j � f � x� �

�
�

r � u� if degr � x� � 31
� r � p� � u� otherwise

A particularlyelegantimplementationis achievedwhenwesetk to be8 or 16. Thecodein
Figure5.2illustratesthealgorithmfor k � 16.

fp_mem(a,nwords,p,table)
unsigned long *a, p, *table;
int nwords;
{

unsigned long r, rlo, rhi, a_i;
int i;

r = 0;
for = (i = 0; i < nwords; i+{}+) {

a_i = a[i];
rhi = r >> 16;
rlo = (r << 16) ˆ (a_i >> 16);
r = rlo ˆ table[rhi];
rhi = r >> 16;
rlo = (r << 16) ˆ (a_i & ((1 << 16)-1));
r = rlo ˆ table[rhi];

}
if (r >= 1 << 31) r ˆ= p;
return r;

}

Figure5.2: Fingerprint calculation (C code).
This C codeshows how usinga precomputedtableof partial residuescanspeedup �n-
gerprintcalculations.Unlike theactualcodewithin Dyad, it omits loop unrolling, forces
memoryto bealigned,andmayperformunnecessarymemoryreferences.

For thecasewherek � 16, initializing T will betime consumingif we usethesimple
bruteforcemethod.Insteadof calculatingeachof the216 entriesdirectly, we �rst compute
thetableT � for k � 8, size256,andthenT is bootstrappedfrom T � in theobviousmanner:
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for eachentry in T, we simply useits index g � x� , decomposeit into g � x�

� ghi � x� � x8 �

glo � x� wheredegghi � 8 anddegglo � 8, andcomputeT �

�

T �hi � ghi �

�

glo �

�

T �lo � ghi � � x8 as
thetableentry.

If a highersecuritylevel is required,multiple �ngerprints canbe taken on the same
data,or polynomialsof higherdegreemaybeused.Thespeeduptechniquesextendwell to
handledegp � x�

� 61,thenext prime36 closeto amultipleof wordsize,thoughthenumber
of working registersrequired(if implementedon a 32-bit machine)doubles.Our current
implementationis largelylimited by themainmemorybandwidthontheCitadelCPU'sbus
for readingthe input dataandthe tablesize. Notethat thetablefor k � 8 caneasily�t in
mostmodernCPUmemorycaches.If we usemainmemoryto storeintermediateresults,
performancedramaticallydegrades.

36While thealgorithmfor �nding irreduciblepolynomialsdoesnot requirethatthedegreebeprime,using
polynomialsof primedegreemakescountingirreduciblessimpler.
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Chapter 6

Bootstrap and Maintenance

On the faceof it, securelyinitializing and bootstrappinga securecoprocessor's system
softwarecanbeverysimple:burnall thecodeinto theembeddedROM sothecoprocessor
will alwaysrunsecurecode.Unfortunately, this strategy is unrealistic.

Practicalrequirementscomplicatethesecureinitializationandbootstrapof securesoft-
warerunningin asecurecoprocessor:

� maintenanceandrevocationupdatesof thetrustedsoftwareby thesecurecoprocessor
systemsoftwarevendor(or a trustedauthority);

� installationof optionalsoftwareby local systemadministrators;

� ef�ciency of securebootstrap;and

� security.

Two aspectsof bootstrappinggohandin hand:securebootstrapping,andbootstrapping
security. The former dealswith verifying code integrity so untrustedcodewill not be
executedwith any privileges37, and the latter dealswith increasingsecurityguarantees
provided by the systemrelatedto bootstrapping,usingbasicsecuritypropertiesof lower
systemlevelsasabasis[97, 98].

Theprocessof securebootstrappingmustprovidemeansof proving thetrustworthiness
andcorrectinitializationof the�nal systemto theenduser. Additionally, dependingonthe
users'degreeof trust in thesecurecoprocessorhardwarevendors/ systemsoftwareven-
dors,wemayneedto prove to theuser(or sitesecurityadministrator)thatthecoprocessor
hardware(having passedthroughthe systemsoftwarevendorfor initialization) is legiti-
mate.This chapteraddressesbootstrapping;thenext chapteraddressestheveri�cation of
systemsoftwareandhardware.

Digital signaturesandcryptographicchecksumsarebasictoolsweuseto attacksecure
initialization, bootstrapping,andmaintenance.Thesetools areappliedby eachlayer of

37The securecoprocessor, whenbooted,runsa secureform of the Mach microkernel. If administered
correctly, untrusteduser-level codemaybeloadedandrun afterbooting.
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bootstrappingcodeto verify theintegrity andauthenticityof thenext higherlayer, ensuring
thatonly trustedcodeis booted.

6.1 SimpleSecureand Bootstrap

As a thoughtexperiment,considerthe simplestinstantiationof securebootstrapping:the
bootstrapROM for the securecoprocessorcontainsdigital signaturecheckingcode. At
boot time, this digital signaturecodeveri�es that the host-suppliedkernel imageis from
a trustedauthority. The trustedauthority's public key may be kept in ROM ratherthan
secureRAM, sinceonly integrity andnotsecrecy is required.38 Thesecuritykernelusesan
encrypted�le systemimagesuppliedby thehostto loadsystemserversandapplications
(thedecryptionkey is keptin secureRAM). Thispreservesprivacy andintegrity guarantees
for the restof theoperatingsystemandtheapplications,thussecurelybootstrappingto a
fully runningsystem.

Thereareseveral thingswrongwith theabove scenario.it is in�e xible: it allows only
centralizedupdatesof systemsoftwareanddata; it requires(computationallyexpensive)
digital signatureveri�cation for thekernel;it doesnotpermitrevocationof old microkernel
images(whichmayhavesecuritybugs);andit doesnotpermitresettingof thecoprocessor.
Fortunately, by providing a layeredsecuritybootstrap,all these�a ws canbe�x ed.

6.2 Flexible SecureBootstrap and Maintenance

By necessity, securebootstrappingstartswith codeembeddedin thecoprocessor's ROM.
This codemustbesimple— becausesuchembeddedcodecannotbe�x ed,its correctness
mustbecertain.Thiscodemustbepublic— anattackercangainaccessto it by destroying
a securecoprocessor's physicalencapsulation.To allow morecomplex boot codeto be
used,thebootprocessproceedsin stages,wheretheprimarybootcodein ROM loadsin a
secondarybootloaderfrom anexternalsource.

Dyadassumesawrite-onlymodelof installingthesecondarybootcode.Thesecondary
boot code,alongwith any privatedatait needs,is storedin secureRAM after the secure
RAM is cleared.Thereis no needto trustsecondarybootcodesinceno secretsarestored
in the securecoprocessorat initialization time — furthermore,userswishing to perform
behavioral testingof thesecurecoprocessorhardwaremayloadtheirown codeat thispoint
to validatethehardware.

The secondaryboot codeloadedby a trustedsecurecoprocessorsoftwarevendoris
loadedwith asecretallowing secondarybootcodeto authenticateits identity. Thissecretis
loadedatthesametimeasthesecondarybootcode,andis privacy protected:(1) thetamper
detectioncircuitry will erasethesecureRAM if any physicalintrusionis detected;(2) the

38TheROM in thecoprocessorcannotprovidesecrecy, sinceanattackercansacri�ce asecurecoprocessor
to discoverROM contents(whicharelikely to beuniformacrossall securecoprocessors.)
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primarybootstraploaderwill erasesecureRAM prior to loadingothersecondarybootstrap
code;and(3) the secondarybootstrapcoderevealsnot even partial informationaboutits
authenticationsecret,sinceit usesa zero knowledgeauthentication. In addition to the
authenticationsecret,thesecondarybootcodeis providedwith cryptographicchecksums
of the coprocessorkernelandcoprocessorsystemprograms,permittingvalidationof the
next higherlayerof code.

To limit the amountof secureRAM used,Dyad storesjust the authenticationsecrets
andacryptographicchecksumof thesecondarybootcode,with actualsecondarybootstrap
codebeingreadfrom thehost'sdiskor otherexternalmemoryatboottime.39

This methodof initializing the securecoprocessorpermitsloadingof both secureco-
processorvendorauthenticationdataaswell asveri�cation datafor secondarybootcode,
yet preventsreinitializationfrom leakingsensitivedata.

Theprimarybootcodeis permittedonly two operations:installingthesecondaryboot
codealongwith its authenticationsecrets;and loading,validating,andrunning the sec-
ondaryboot.40 Thesecondarybootcodeauthenticatesits identity — andthustheidentity
of the securecoprocessorsoftwarevendor— to the user. It alsovalidatesandbootsthe
securecoprocessorkernel.

Secondarybootcodein secureRAM canpermitmultiple versionsof securecoproces-
sor kernels,sinceit canstoreseveral cryptographicchecksums,eachcorrespondingto a
differentcoprocessorkernel.Thispermitsthesystemadministratorsto backout thecopro-
cessorkernelif bugsareeverdiscovered.Becausethesecryptographicchecksumsarekept
in secureRAM, thecoprocessorkernelmayupdatethemasnewerkernelsarereleased.

6.3 Hardware-level Maintenance

Sofar, I have discussedonly softwaremaintenance.Becausesecurecoprocessorscontain
critical data,we needto alsosupporthardwaremaintenancerelatedfunctions. We may
wantsecurecoprocessorsto performself-testswhile otherwiseidle, andgeneratewarnings
if any transienterrorsaredetected(e.g.,correctablememoryECCerrors,encryptionhard-
wareself-testerrors,etc),aswell aspermitperiodiccheckupmaintenancetestingrequiring
suspensionof thecoprocessors'normaloperations.

Suchmaintenanceaccessto the internalsof a securecoprocessor, while only logical
and not physical, requirescompleteaccessto the securecoprocessor's state. Self-tests
necessarilymay requiredestructive writes to secureRAM; even thoughsuchself-tests
are vendorsupplied,we would like to prevent self-testcodefrom accessingprivate or
integrity-protecteduserdata.Thisposesadilemma:thesecurecoprocessorstateseemingly
cannotbe backed up, sincethis permitsreplayattacksfor applicationssuchaselectronic

39Alternatively, we canusetamper-protectedEEPROM to storethesecondaryboot loaderto optimizefor
speed.Seesection4.2.3for a discussionof its securityproperties.

40If we storethesecondarybootloaderin protectedEEPROM, we canomit theloading/validationsteps.
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currency.41 Secretsstoredin secureRAM mustremainprivate.
We can securelyback up securecoprocessorstatefor maintenancetestingand also

transferthe stateof one securecoprocessorto a replacementsecurecoprocessor. The
trick is to useatomic transactions:stateinformation is transactionallytransferredfrom
the sourcesecurecoprocessorto a target securecoprocessor. Most of the secureRAM
of sourcethe securecoprocessoris erasedasa result of the transactionaltransfer. The
only secureRAM contentsnot erasedaretheuniqueauthenticationandpublic key. This
is requiredif the securecoprocessoris to be reused,sincenew codecould not be loaded
otherwise.

Dyadusesa simpli�ed versionof the traditionaltwo-phasecommitprotocol[33, 53],
sinceonly two partiesareinvolvedandthe write lockscanbe implicit.42 The secureco-
processortransfercommit protocol requiresan acknowledgementmessagefrom the tar-
getcoprocessorafterthesourcesecurecoprocessor(thetransactioncoordinator)sendsthe
“commit” (or “abort”) message,sincethesourcesecurecoprocessorlog (heldin thesecure
RAM) will beforcibly truncatedasa resultof thetransfer.

Note that the target securecoprocessordoesnot have to actuallystoreall the source
stateinformation in its secureRAM: if all securecoprocessorshave the samecapacity,
it will not have enoughsecureRAM. Fortunately, the stateinformationonly needsto be
logically transferredto thetargetcoprocessor— thetargetsecurecoprocessorcansimply
encrypt the statedata,write it to disk, and save just the key in its secureRAM. As a
optimization,theencryptionandstorageof thestatedatacanbeperformedentirelyby the
sourcesecurecoprocessor;only thekey needsto betransactionallytransferredto theback
up securecoprocessor.

After the statetransferis completedand secureRAM erased,testingmay proceed.
Thesecondarybootstrapcodemaynow loadin whatever vendor-suppliedself-testcodeis
needed,sincethisself-testcodewill nothaveany accesstosecretor integrity-protecteduser
data. Whenthe testingis done,we canrestartthesecurecoprocessor(or a new one)and
transactionallyreloadthe original secureRAM state.Becausestateis alwaystransferred
andnever copied,suchbackupsarenot subjectto replayattacks,andthetestingprovides
userswith assuranceagainsthardwarefaults.

6.4 Tolerating HardwareFaults

At �rst glance,it would appearthat by keepingsecretsonly in securecoprocessors,we
facetherisk of losingthosesecretswhensecurecoprocessorhasahardwarefailure.Fortu-

41Theattackersbackup thestateof their securecoprocessor, spendsomeelectroniccurrency, andrestore
thepreviousstate.Seesection3.4.

42In the�rst phase,thetransactioncoordinatoraskswhetherall entitiesinvolvedin thetransactionagrees
thatthey areableto commitandhave loggedtheappropriatedatato stablestorage.After a partyhasagreed
that it is willing to commit, all valuesinvolved in the transactionareinaccessibleuntil the coordinatorde-
claresa “commit” or “abort.” Thecoordinatorbroadcasts“commit” or “abort” duringthesecondphase,and
transactionalmodi�cationsto valuesbecomepermanentor vanish.
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nately, by applyingamodi�ed quorumconsensustechnique[37,38], wecanmakeasecure
coprocessorsystemfault tolerant.Weassumea failstopmodel[82].

An exampleof sucha con�guration would usethreesecurecoprocessorsin a group,
all of which maintainthesamesecuredata. Every updatetransactioninvolvestwo of the
threewith asecuretimestamp[90, 89], sothesecuredatashouldremainidenticalbetween
transactions.Communicationamongthethreecoprocessorsareencrypted.Whena secure
coprocessorfails, a new oneis added(replacingthebrokenone)by beinginitialized from
the most up-to-dateof the remainingtwo securecoprocessors,simultaneouslyupdating
thegroup's groupmembershiplist. This updateis performedtransactionally, usinga state
transfermechanismlike the methoddescribedin section6.3. If two or morecoproces-
sorssimultaneouslyfail, however, thedatais unrecoverable.(Otherwiseanattacker could
separatea working trio of securecoprocessorsinto threegroupsof isolatedcoprocessors
andusethat to duplicatecurrency.) After regeneratingto a triad of securecoprocessors,
thefailedcoprocessorwill beshunnedby theregeneratedgroupif it becomesoperational
again:attackerscannotcreateanew quorumby fakingcoprocessorfailures.

In general,thenumberof failuresF thatcanbetoleratedcanbemadearbitrarily large
by usingmoresecurecoprocessorsin a group. Let therebe N securecoprocessorsin a
group. Writes to securedataareconsideredsuccessfulif W securecoprocessorsupdates
their copy of thesecuredata,andreadsfrom securedataareconsideredto have obtained
valid dataonly if R securecoprocessorsin the grouprespondwith (time stamped)data.
Dyadallows failure-recovery restoresto new securecoprocessorsto proceedonly if there
areat leastr workingsecurecoprocessors,whereF, R, N, W, andr satisfytheequations

R
�

W � N
�

F (6.1)

r �

N
2

(6.2)

r � R (6.3)

Equation6.1 is thestandardrequirementfor thenumberof readersandwriters to overlap
(pigeonholeprinciple)from quorumconsensus.Equation6.2 requiresthatat leasthalf of
thecoprocessorsareavailablefor regeneratingthemissing(andpresumeddead)members
of agroup— preventingsmallerpartitionsfrom beingusedto clonemoney or otheraccess
capabilities. Equation6.3 ensurethat the subsetof our securecoprocessorgroup from
which regeneratemissingoneswill containat leastonecoprocessorcontainingthecorrect
data,whichcanbepropagatedto theothercoprocessorsaspartof therecovery/regeneration
process,preservingthe reader/writeroverlap invariancefor the regeneratedcoprocessor
group. As part of the regenerationtransaction,groupmembershipis updatedto contain
only thesecurecoprocessorsin theregenerationtransaction.

This techniqueis a simplemodi�cation of quorumconsensusfor fault toleranceand
securityunderthe securecoprocessorframework. By combiningsecretsharing[76, 86]
with quorumconsensus[39], replicationspacerequirementscanbereduced.

Anotherapproachwould be to adaptstriping to securecoprocessors,distributing data
and error correctionbits amongseveral securecoprocessors.(Also seeinformation on
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RAID [64].) This requiresthat every logical write to the securedataresult in an atomic
setof writesto securecoprocessorswithin thegroup,with datatransmissionamongsecure
coprocessorsencrypted.Recoveryof datadueto afailedsecurecoprocessorwouldoperate
in thesamefashionasin classicstripedsystems,with thereplacementcoprocessorinitial-
ized via a transactionalstatetransferso it will possessthe encryptionkeys necessaryto
communicatewith its peers.

Usingmultiple securecoprocessorsdramaticallyreducesthelikelihoodof critical data
beinglostdueto hardwarefailures.Thisenablestheuseof securecoprocessortechnology
for largescaleandhighreliability applications.I alsoeliminatethepossibilitythatasingle
hardwarefailurewouldprecludeproperlylicensedprogramsfrom running.
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Veri�cation and Potential Failur es

Securitycritical systemsarenot just vulnerableto hardware-level attacksandsimplehard-
warefaults; the deliveredhardwaremight have beensubstitutedwith bogus,trojan-horse
hardware,andthesystemsoftwaremaycontainbugs.Thischapterexplainshow userscan
verify securecoprocessorhardware,andshows how thesecurecoprocessorsystemdesign
helpsisolatethe effectsof softwarefaultsandchecksoftware. Additionally, this chapter
analyzesthe consequencesof potentialfailuresin the systemandidenti�es the degreeof
trustthatmustbeplacedonhardwareandsystemsoftwarevendors.

7.1 HardwareVeri�cation

Theself-teststhatI consideredin section6.3arevendor-providedexecutables.Supposewe
wish to verify that the securecoprocessoror systemsoftwarevendoris not supplyingus
with bogussecurecoprocessorhardware.Cansomeform of testingbeperformed?

By modifying the self-testprocedure,we canperformlimited statisticalcheckingof
securecoprocessorhardware.To verify thatthehardwareoriginatedfrom theproperhard-
warevendor, thelocalsystemadministratorsor securityof�cers mayreseta fractionof the
securecoprocessorsandloadin hardwareveri�cation softwarein lieu of asecondaryboot-
straploader. Thispermitsarbitrarysecurecoprocessorhardwaretestingcodeto beloaded.
While sophisticatedbogushardwarecouldbemadeto operateidentically to a realsecure
coprocessorundermostconditions,this softwareprobingcan,coupledwith grosshard-
wareveri�cation (e.g.,verifying the X-ray imageof the circuit boardandotherphysical
controls),provideuswith strongassurancesthatthesecuresecurecoprocessorhardwareis
genuine.

Note that this testingis quasi-destructive, sincethe authenticationsecretsstoredby
the coprocessorsystemsoftwarevendorare lost. Thesecoprocessorsmay, however, be
returnedto thesystemsoftwarevendorto bereinitializedwith a new setof authentication
secrets.Additionaldestructive testingof securecoprocessorsmaybeperformedon aspot-
checkbasisfor greaterassurancesof theauthenticityof thesecurecoprocessorhardware.
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7.2 SystemSoftwareVeri�cation

Having thesecurecoprocessorsecuritykernelprovide logical security(basicpeer-to-peer
authentication,encryptedcommunicationchannels,andprivateaddressspaces)is central
to beingableto run secureapplicationswithin a securecoprocessor. While any absolute
proofof correctnessof securitykernelsis outsideof thescopeof this thesisandsuchproofs
will not befeasiblefor a long time (if ever),we musthave someassuranceof thesecurity
of securecoprocessorsystemsoftware.

In theDyadsystem,theMach3.0 kernelrunsin thesecurecoprocessor. It is a small
securitykernelwith capability-basedinterprocesscommunication,con�gured with only a
few device driversnecessaryfor communicatingwith thehostsystem.Becausethekernel
codeis cryptographically�ngerprinted by thesystemsoftwarevendorandnot encrypted,
thecodemaybeindependentlyinspected.Thoughfailstopbugsin thecoprocessorkernel
would not permitdisclosureof secrets,it remainsto beshown whetherthesystemdesign
canminimizetheamountof damagecausedby otherkindsof kernelbugs.

Thesystemdesignisolatessecurity-criticalportionsof thecoprocessorsecuritykernel,
reducestheimpactof bugs,andmakesanalysiseasier.

I assumethat the kernelprovidesprivateaddressspacesusingthe underlyingvirtual
memoryhardware,a very stabletechnology. I alsoassumethat thesecureapplicationsdo
not intentionally reveal their own secrets,whetherexplicitly or throughcovert channels.
Furthermore,I assumethatbugsin onepartof thekerneldo not have far-reachingeffects,
e.g.,permituser-level codeto arbitrarilymodify anotherpartof thekernel.

Dyadusessecuritycheckpointsto minimizetheimpactof bugsin therestof thesystem.
Thesearethesecuritycritical portionsof thekernelthatmustbearcloseinspection.Fortu-
nately, thereareonly afew modulescontrollingI/O betweenthehostsystemandthesecure
coprocessor(theportandDMA drivers)andaccessto thesecureRAM (theiopl interface
for accessingthesecureRAM andthesec ram server— seesection4.2.3).Thesesecurity-
critical modulesarewell isolated,andprovideanopportunityfor carefullycontrollingand
checkingdata�o w, simplifying thecodeinspectiontask.

Theexampleof crypto-pagingillustrateshow testingis simpli�ed. Insteadof lookingat
thecodefor thedefault pager, we simply make surethatencryptionis turnedon whenever
we usethe DMA interfaceon the default pager's behalf. Similarly, for accesscontrol to
thesecureRAM, theiopl interfaceallowsonly aprivilegedclient (thesec memserver) to
mapin the secureRAM into the client's addressspace,andthe sec memserver provides
accesscontrolamongthesecureapplications.ThesecureRAM' sphysicaladdressrangeis
not otherwiseknown to thekernel,andthevirtual memorysubsystemcouldnot acciden-
tally provide accessto it unlessthememorymappingentriesarecopiedfrom thesec mem
server's addressmap. If we do not want to trust thevirtual memorysubsystemto prevent
unauthorizedaccess,wecouldprovidea trivial devicedriverperformingphysicalI/O only
to the addressrangeof the secureRAM with exclusive useby the sec memserver. The
sec memserver code,of course,mustalsobe carefully scrutinizedto only give accessto
appropriateportionsof the secureRAM aspart of the cryptographicloadingof a secure
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application'scode.
BecauseDyad hassimplesecurememoryinterfacesandhost interface,it is possible

to focuson thesecuritypropertiesof thecodeimplementingtheseinterfaces.Rigorously
checkingthiscodedecreasesthelikelihoodthatbugsin theMachkernelcouldcausesecret
datadisclosure.While thisdoesnot replacerigorouscorrectnessproofsof thekernelcode,
we canincreaseour con�dencethat kernelbugswill not causecatastrophicdisclosureof
secrets.

7.3 Failur eModes

An ideal distributedsecuritysystemwould never fail, but any seriousdesignmust take
failuresinto account. In this section,I discussthe potentialfailure modesof the Dyad
systemandexaminetherisksinvolved.

I identify thepotentialsourcesof securitybreachesandconsidertheir impacts.There
areseveralsecretscrucialto thecorrectoperationof theoverallsystemandtheirdisclosure
would have a severe impact on the system. Someof theseresideonly within software
manufacturers'facilities,andothersarealsokeptin securecoprocessorsin the�eld.

The mostcritical secretin the systemis the secure-coprocessorsoftwareprivatekey.
Thiskey is createdat thesystemsoftwaremanufacturingfacilitiesandproducesadigitally
signedcerti�cate for every new coprocessor, eachcertifying the public key andauthenti-
cationpuzzleasbelongingto a securecoprocessoridentity createdby thatmanufacturer.
Thecorrespondingprivatekey andsecretauthenticationpuzzlesolutionareloadedinto the
securememoryaspartof thesystemsoftwareinstallation,alongwith thecerti�cate.

Disclosureof the systemsoftware manufacturer's signaturekey permitsattackers to
createfake securecoprocessors,andtheseunsecurecoprocessorsor softwareemulations
cantotally compromisethesystem.

In a similar fashion,if attackerspossessthe secretkey andauthenticationpuzzleso-
lution of a securecoprocessor, they canobtainany application-speci�csecretsassociated
with secureapplicationssubsequentlyinstalledonthatcoprocessor.43 Furthermore,attack-
erswill alsobe able to exposesecretsstoredin othersecurecoprocessorsthey manage,
sincethey canuseanunsecurecoprocessorasa transactionalstatetransfertarget.

Coprocessor-speci�c secretsareonly vulnerableto exposurebetweenthetime of gen-
erationandthe time of installation;by my main axiom, it is impossibleto to obtainse-
cretsafter they are installedin a securecoprocessor. Additional securitycanoptionally
beobtainedby requiringauthorization(perhapsfrom thesystemsoftwarevendor)before
engagingin transactionalstatetransfers.

Oneparticularlysecuritysensitive applicationis electroniccurrency, andit is impor-
tantto discusshow disclosuresof critical secretswill compromisethesystem.Thecritical
datais the electroniccurrency applicationauthenticationpuzzlesolution. Disclosureof

43If theattacker hadloggedthepreviousinstallationof secureapplications,thoseapplication-speci�cse-
crets(andtheprivacy of thetexts of programsthemselves)arealsoendangered.
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this informationpermitscreationof electroniccash,if accessto the securechannelbe-
tweensecurecoprocessorscanbe achieved. Sincehaving accessto the individual secure
coprocessorsecretsimpliesaccessto theapplicationsecrets,onemethodof increasingthe
work requiredto attackthe systemis to have the electroniccurrency applicationusese-
curechannelsprovidedby thesecurecoprocessorkernel(perhapswith doublyencrypting
usingapplication-level keysaswell). Thekernelperformscoprocessor-to-coprocessorkey
exchangeusingthe individual securecoprocessorsecrets.This forcesattackersto obtain
accessto individualsecurecoprocessorsecretsratherthanjust theapplicationsecrets.

Furtherapplication-speci�climits can limit the amountof the damage. In the case
of electroniccurrency, the electroniccurrency applicationcan limit the total amountof
electroniccurrency thatmaybestoredwithin asecurecoprocessor. This limitation reduces
therisk of losingmoney asa resultof catastrophichardwarefailure,andalsoreducesthe
rate at which fake electroniccurrency may be introducedinto the systemif secretsare
compromised.Additional limits maybeaddedto restricttherateatwhichelectronicfunds
canbe transferred,thoughthis only servesasa tourniquetandcannotsolve theproblems
of compromisedsecretkeys.

Similar problemsoccur if the underlyingcryptographicsystemis broken. The in-
tractability of factoringlarge moduli is basicto both the authenticationand public key
systems. If a modulususedin a cryptographicalgorithm is factored,secretswould be
similarly revealed.Thisproblemis endemicto cryptographicapplicationsin general.

7.4 PreviousWork

Previouswork on systemisolationincludefences[69] which introducedthe ideaof using
cryptographicchecksto �nd systemerrors. Trustedcomputingbasesform an important
part of the “OrangeBook” TrustedComputerSystemEvaluationCriteria [101]. Trusted
computingbasesrely on a strict securityboundarybetweenthe secureenvironmentand
the unsecureenvironment— all the computerhardwareandsoftware, including the ter-
minals,areconsideredsecure,andtheusersarenot. Thesystemsoftwareimplementsthe
appropriateaccesscontrol,oftenmandatory, to enforcepolicy.
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Chapter 8

Performance

This chapterdiscussesDyad's performance.First, I examinethe implementationsof my
authenticationand�ngerprinting algorithms.Next, I look at theoverheadof crypto-paging
relative to simplepaging.

8.1 Cryptographic Algorithms

This sectiongivestiming �gures for my implementationof the authenticationalgorithm
and�ngerprinting algorithmdescribedin chapter5. BecausetheCitadelunit is a research
prototypeandits processorwill beupdatedto newer, fasterRISCprocessor, my timing �g-
uresarefor severalprocessors:an i386SXprocessorrunningat 16 MHz; an i486DX2/66
processor;a MIPS R3000processor;a Power processorfor an IBM RS6000/950;and
projected�gures for a601PowerPC.Table8.1showsrunningtimesfor thebasicauthenti-
cationalgorithmandtheprocessingratesfor the�ngerprint algorithmon theseprocessors.

The Citadelprocessorrequires3.45secondsto performzeroknowledgetwo-way au-
thentication(seesection5.1.4)to achieveasecurityfactorof 3 � 18 � 1028, usinga150dec-
imal digit modulus.44 To performtheauthentication,Citadelandthehostprocessor(which
providesnetworking for thesecurecoprocessor)mustexchange4 messages.Theoverhead
for sendinga messagebetweenCitadeland the hostprocessoris approximately0.96 S;
muchof thisoverheadshoulddisappearif thedevicedriversin thehostandin theCitadel-
sideDyadkerneldid not needto poll hardwarestatus.(Seesection4.2.1for a discussion
of thesourceof thisoverhead.)Weanticipatedramaticimprovementin authenticationtime
in thenext generationof theDyadhardwarebase.

The fastest�ngerprinting implementation(seesection5.1.5)runningon the Citadel's
i386SX �ngerprints at 410 Kbytes/sec.This assembler-codedroutineusesa 65536-entry
table(216) of precomputedpartialresidues.This coderun at themaximumpossiblemem-
ory bandwidth:for comparison,a tight assemblerloop loadingsourcememoryinto a reg-

44Factoringsucha modulusshouldrequireapproximately20000MIPS-yearsof CPUtime usingcontem-
porary(May 1994)factoringtechniques[50, 87].
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Algorithm i386SX MIPSR3000 i486DX2/66 RS6000/950 PowerPC601
(16MHz) (20MHz) (66MHz)

Authentication 3450 249 167 114 86.0est.
(mS)
Fingerprint 0.410 1.14 1.42 3.99 2.70est.
(MB/S)

Table8.1: CryptographicAlgorithmsRunTime
BecausetheCitadelprototypecoprocessoris a researchprototype,its processor, a i386SX
running at 16 MHz, is likely to be upgradedto a newer, fasterprocessorwhen secure
coprocessorsbecomecommercialproducts.To obtaintheserun timesfor non-Citadelpro-
cessors,I rantheportableC-languageimplementationsof thesealgorithmson testdataon
commerciallyavailablePCsandworkstations(a DECstation5000/200,an Elite 486 PC,
andanIBM RS6000/950);thetimesfor thePowerPC601is extrapolatedfrom its SPECint
ratings.

isterreadsmemoryat a rateof lessthan1.1Mbytes/secon theCitadel,andthe�ngerprint
tablelook-upcodereadstwo additionalmemorywordsperwordof inputdata.Becausethe
i386SX hasno on-chipcacheandthe Citadelboardprovidesno externalcachememory,
someof thememorybandwidthis expendedfetchinginstructions.A morespace-ef�cient
assemblerlanguageimplementationusesa muchsmaller256-entrytableand�ngerprints
at 226Kbytes/sec,or about55%of thespeedof the�rst implementation.On Citadel,the
mosttightly tunedC languageimplementationsof the �ngerprint algorithmachieve only
224Kbytes/secand204Kbytes/secfor largeandsmalltablesrespectively, largelybecause
of the inability of the compilerto avoid registerspills into memoryandto optimally use
(andin somecases,evengenerate)somei386 instructions.

(The residuetableinitialization algorithmis describedin section5.2.5. For the large
table,the time requiredis approximately1.23S; the time for thesmall tableis negligible
(42mS).Notethatthis is aone-timecharge.)

My experimentsrecommendthatthesmallerassemblercodedversionbeusedfor most
cases. The large table versionis useful wherethe sameirreduciblepolynomial is used
for a largeamountof data(perhapswhencheckingdisk contents);thesmall versionwins
whenthe irreduciblepolynomial is changedoften, or wheretherearetight real-memory
requirements(suchasin the Citadelprototype). Whencachememoryis addedto future
generationsof Citadel, the smaller-tableversionwill gain in performancerelative to the
larger-tableversionbecausethetableof partialresiduesshouldeasily�t within thecache.

Smallercodesizeis desirablefor securitycode.Whenthecodeis smaller, thesystem
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is easierto verify andlesslikely to containbugs. The key exchangeroutinesconsistsof
80 lines of C code. The authenticationroutinesconsistsof 75 lines of C code. Both the
key exchangeandthe authenticationcodearewritten on top of a library of routinesfor
calculatingwith arbitrarily large integers.The�ngerprinting codeconsistsof 211linesof
C codeand160 lines of i386 assembler. My total coreroutinesarerelatively small: 366
linesof C codeand160linesof assembler.

8.2 Crypto-Paging

The overheadfor crypto-pagingis unmeasurable,sinceboth crypto-pagingand normal
pagingactivity go throughthe hardwareDES machineryandDMA channels.Overhead
only incurswhentheencryptionkeysareset.Thishappenseverytimeapageis writtenout
to hostmemory, wherea (small)encryptedsystemdisk imageresides.

Additionally, thehostsystemimposeslimits on thenumberof pagesthatcanbetrans-
ferred,sincewe cannotguaranteethat thedisk imagewill residein physicallycontiguous
memory. This meansthat if pagingwasnot encrypted,the numberof bytescopiedper
DMA transferis mostlikely to beasinglevirtual memorypage(4K) anyway, andthecur-
rently high per-DMA-transferoverhead(0.96S) cannotbeamortizedover many pagesof
memory.
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Chapter 9

Conclusionand Futur eWork

The problemof providing securitypropertiesfor widely distributedsystemsis a dif�cult
onethatmustbesolvedbeforeapplicationswith strongprivacy andintegrity demands,such
aselectroniccommerceapplications,canbesafelydeployed. All cryptographicprotocols
requiresecretsto bekept,andall accesscontrolsoftwareassumetheability to maintainthe
integrity of theaccesscontroldatabase.Theseassumptionsmustbesatis�edin any serious
securedistributedsystem;providing thesesecuritypropertiesin a rigorousandcomplete
way is impossiblewithoutsomeform of physicallysecurehardware.

In this thesisI haveshown thatit is possibleto provideverystrongsecurityguarantees
without putting the entire computerin a locked room. By addingsecurecoprocessors
to normalworkstationsor PCs,overall securitymay be bootstrappedfrom a coresetof
securitypropertiesguaranteedby securecoprocessorhardware.Cryptographictechniques
to checkintegrity andto protectprivacy canprovide muchstrongersystem-level security
guaranteescanbeprovidedthanwerepreviouslypossible.

Furthermore,by applying transactionprocessingtechniquesto security, I built elec-
tronic currency systemswheremoney cannotbe createdor destroyed accidentally. By
usingquorumconsensusandtransactions,I designedfault tolerantsecurecoprocessorsys-
tems.

I haveanalyzedthenativesecuritypropertiesof variouscomponentsof thesoftware/hardware
system,and arrangedthem into a securityhierarchy;furthermore,I usedcryptographic
techniquesto enhancesecurityproperties.Thisseparationof thesystemarchitecturalcom-
ponentsby their securitypropertiespermit secure-systemdesignersto reasonrealistically
aboutwhatkindsof securitypropertiesareactuallyachievable.

Thecontributionsof this thesismaybesummarizedasfollows:

� end-to-endanalysisof thesecuritypropertiesof thesystemcomponents,bothat the
hardwarelevel andat thesoftwarelevel;

� designandanalysisof combinedhardware-softwarearchitecturefor bootstrapping
securityguaranteesthroughoutthesystem,usingcryptographictechniquesatthesys-
temcomponentboundaries(includingcrypto-pagingandcrypto-sealing);
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� demonstrationof the feasibility of the architectureby constructinga working pro-
totypesystem,providing insightsinto systemdesignissuesthat restrict the overall
systemarchitecture;

� design,analysis,implemention,and measurementof cryptographicprotocolsfor
zero-knowledgeauthenticationandkey exchange,suitablefor usein securitycrit-
ical environments;

� demonstratingthatsecurecoprocessorsmaybestatisticallycheckedagainstvendor
fraud;

� showing how securecoprocessorsmaybeoperatedin a fault-tolerantmanner;and

� designingsolutionsto exemplarelectroniccommerceapplications,includingbuild-
ing anelectroniccurrency applicationandanalyzinghow cryptographicstampsmay
beused.

Securecoprocessorsexist todayandcansolvemany pressingdistributedsecurityprob-
lems, but thereremainsseveral challengesto be solved by future developersof secure
coprocessortechnology. Theneedfor a general,low-costdistributedtransactionsystemis
apparent,andit remainsto beshownthatonecanbebuilt to runef�ciently within thesecure
coprocessorenvironment.Toolsfor automatingthetaskof splitting applicationsareneed,
andthe issueof providing operatingsystemsupportfor split secure-coprocessorapplica-
tionsremainsto befully explored.Most importantly, many secureapplicationsbuilding on
securecoprocessorsremainto bediscovered.
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