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Port Port
Destination  Source  Destination   Source  flags   comments

M                   *             25              *          *     allow inbound mail

M                   S             53              *          *     

M                   *              23              *          *     

TI                  TO          123           123      UDP

 *                   Net           *                *          *     

Net                  *             *                *       TCP

  *                    *              *               *          *     

ack

secondary access

incoming telnet

NTP time info

outgoing packets

return ACKs OK

block everythingl

M                   *              53              *       UDP       allow DNS access

mail gateway
M

Internal
time

server TI

timeExternal
server TO

name server S
Secondary

Hacker to be
kept out!

screening
router

�



� ��� �t� �\� ������� 	�
B
��

S1 R

S2

Subnet X
Subnet Y

L1

L2

D

Database at Router R

 To              From        TrafficType       Forwarding Directive

D Video Forward via L1

* S2 * Drop all traffic

S1

Y X * Reserve 50 Mbps
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Hash Table
for (* *)

Hash Table Hash Table Hash Table
for (DstPort *) for (* SrcPort) for (DstPort SrcPort)

TCP, P1 

Grid of tries corresponding to  
Destination and Source Fields in Filters whose
Protocol = TCP, DestPort = P1 and SrcPort is *
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Net

  Destination
Prefixes

  Source
Prefixes Prefixes

  SrcPort
Prefixes Prefixes

  DstPort    Flags

Default

S

TO

Net

Default

25

53

23

123

UDP

TCP−ACK

123

Default

Default

4 4 5 2** * *

Default

3   = 480
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M

T1

Net

  Destination
Prefixes

  Source
Prefixes Prefixes

  SrcPort
Prefixes Prefixes

  DstPort    Flags

S

TO

Net

25

53

23

123

UDP123

 *

11110111

00001111

00000111

00000101 *

11110011

11011011

11010111

11010011

*

10000111

01100111

00010111

00001111

00000111

*

11111111

TCP

*

11111101

10110101

1011011111110111

� LYJ�i� #" &\H � e�� JQxY"3phJ�i� u$l�~J�v ">&7p v }I"3(*R xY&7(k-D" � g
� � � J�� �,+Q+n"%Jus i� uxY&)(!-I" � �kH }I"3(*R �u� sTx]&)(!-I" �
| &3Jwp vD"3+'���*( J�"S �� �!H }I"3(*R �zg

� ��&zxY" J�i �c��� � � e.�~J xY"3phJ�it �+Q&\H�R }IH�R }I �+yJ e.�~JQ+n"%J@g

� �



� �Y��� � � � � ��
�� � �I	���� �

M
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Net

  Destination
Prefixes

  Source
Prefixes Prefixes

  SrcPort
Prefixes Prefixes

  DstPort    Flags

S

TO

Net

25

53

23

123

UDP123

 * *

*

* TCP

*

 1110111

 0001111

 0000111

 0000101

 1110011

 1101011

1100111

1100011

1000111

0110111

1000111

0001111

0000111

1111111

1110111

1111101

1010111

1010101

BIT                   TUPLE

4                  (32,32,16,16,8)

6                  (32, 0, 16, 0, 8)

1                   (0,  0, 0, 0, 0)

5                  (32,32,16, 0, 8)

7 (MSB)        (32, 0,16, 0, 0)

3                  (0, 24, 0, 0,  0)
 2                  (24,  0, 0, 0, 0)
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CrossProduct  
Rule

Num Matching

default,default,default,default,default

M,    S,    25,   123,   UDP
M,    S,    25,   123,   TCP−ACK

M,    S,    25,   123,   default

M,    S,    25,   default,   UDP
M,    S,   25,  default,  TCP−ACK

M,    S,    25,   default,  default

default,default,default,default,TCP−ACK

1
2

3
4

5

6

479

480

Rule 1

Rule 1
Rule 1

Rule 1

Rule 1

Rule 1

Rule 8
Rule 8
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  Destination
  Source

S

Filter
Bitmap

Class
Number

T1

S

S

S

TO

TO

TO

TO

Net

Net

Net

 *

 *

 *

 *

M,
M,
M,
M,
T1,
T1,

T1,
Net,
Net,

NetNet,
Net,
 *,
 *,
 *,
 *,

Prefix Pairs
11110011
11010011
11010111
11110011
00000011
00001011

00000011
00000111

00000011
00000011
00000111
00000011
00000001

00000100
00000001

00000001

C2
C3
C1

C1

C4
C5
C6 
C4
C4
C4
C6 
C4
C7
C7

C7
C8
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