
data movement. In the case of UDP shown by Figure 6b, check-
summing and data movement me significant factors, but they do not
overwhehn the other categories of overhead, and they do not repre-

sent the majority of the total processing time. Consequently, the
non-data touching operations have a major effect on performance.

In considering reasons for the large size of the nondata

touching overheads, we do not believe that the Berkeley Unix net-
work subsystem is poorly tuned. Our observation is that the Berke-

ley Unix implementation of the TCP/IP protocol suite has very rich
functionality. Even the UDP/IP protocol stack under Unix has a
great deal of functionality, despite UDP’S reputation as a minimal

protocol: it has its own port space, checksum integrity, scalable

internetworking, fragmentation, dynamic LAN address resolution,
two-level input buffering and queuing, an error-checked system call
interface to user programs, etc. Most of this functionality is due to

layers other than UDP. Each bit of functionality carries a cos~ the
sum of which is significant. Consider that the TCP portion of the

ProtSpec (i.e. protocol-specific processing) catego~ accounts for

only lg~o of the total processing time for single-byte messages

(whose processing times we least affected by data-touching oper-

ations); all the other time is consumed by functionality provided by

other layers and by the operating system.
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Figures 7a-b: Aggregate data movement times for TCP

(7a) and UDP (7b) messages. Copying times are much

higher for UDP because of the greater number of large

UDP messages.
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6.2 Difficulty of Optimizing Non-Data Touching

Overheads

Eliminating the single operation of checksumming g is sufficient
to produce a large reduction in processing time for lrwge messages.

An increasing number of ‘ICP/IP implementations succeed in

reducing or avoiding the checks mruning operation by various strat-
egies. Some vendors have disabled UDP checksumming by default

at a loss in packet integrity and in contravention of Internet host

requirements [2]. Clark and Tennenhouse have suggested combin-
ing checksumming and copying using integrated layer processing
[8]. Silicon Graphics, Inc. workstations move the burden of per-
forming the checksum computation from the CPU to their FDDI
interfaces [20]. In [12], we have proposed a scheme intended to

preserve almost all of the performance gain from disabling check-
sums with neruly none of the loss of integrity nor any additional
cost in hardware. We suggest avoiding tie ~P and UDP data

checksum computations when the source and destination are on the

same LAN and that LAN supports a hardware CRC. Since the
overwhehning majority of packets stay within a single LAN, and

those packets are covered by the LAN CRC, our checksum redun-

dancy avoidance algorithm provides a dramatic performance

improvement for most packets without loss of checksum protection.

Such strategies can result in neardoubling of maximum through-

put.
Improving overall performance by optimizing non-data touch-

ing operations is more difficult. For example, because of the lack
of large TCP messages, the most prominent category in the TCP
profile in Figure 6a is ProtSpec. ProtSpec is a category made up of
the protocol-specific processing overhead from each protocol layer

(TCP, 1P, Link layer, and FDDI driver). The largest component of
ProtSpec is that of TCP, which as mentioned above consumes 13%
of the total processing time; however, TCP protocol-specific pro-

cessing is actually made up of a large number of smaller operations.
The other prominent categories, Mbuf and Other, are similarly

combinations of a number of smaller operations. Thus, a wide range

of improvements would be needed to produce a significant
improvement in performance for the nondata touching operations.

7.0 Iu-Depth Analysis

Section 6 presented an overview of the analysis of aggregate

processing overhead times. This section takes a closer lcok at the

aggregate times for individual categories, in decreasing order of

impo-ce. Each category is examined in detail and the most ~e-
consuming factors in each catego~ are explained. Differences
between TCP and UDP time breakdowns are also explained. In

general, the differences either result from differences between the
distributions of message sizes or differences in ~P and UDP pro-

tocol complexity.

7.1 Touching Data

Checksum and DataMove are the operations that touch each
byte of the entire message; thus, their operation times increase with
message size. The datadependent routines are the same for both

TCP and UDP.
As was seen in Figures 2a-b and 3a-b, Checksum is the domi-

nant overhead for large messages. From Figures 6a-b, we see that
the aggregate times for Checksum are 80 usec and 342 usec for
TCP and UDP message size distributions respectively. Since
Checksum is itself a single operation, we do not analyze it any fur-
ther.

DataMove is the next largest time-consuming category of
overheads for large messages; see Figures 7a-b for a breakdown of

this category. It includes three operations: Usr-Kmrl Cpy, Device
,Copy, and Cache Clear. Usr-Krnl Cpy is the amount of time spent
copying incoming messages from kernel to user buffers and outgo-

ing messages from user to kernel buffers. Device Copy and Cache
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Clear concern movement of data between kernel buffers and the
FDDI controller. The controller we had access to does not support
send-side DMA, so the CPU must copy data to the controller.

Device Copy is the amount of time needed to copy each message
from kernel buffers to buffers in the FDDI controller. The controller
does support receive-side DMA, SC)there is no receive-side equiva-

lent to Device Copy, However, a cache coherency protocol is
needed; Cache Clear is the amount of time used to insure cache

consistency when the FDDI controller DMAs incoming packets

into memory.
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Figures 8a-b: Aggregate protocol-specific processing

(ProtSpec) times under TCP (8a) and UDP (8b) messages.

TCP protocol-specific processing time is large, but less

than half of total protocol-specific processing time. In com-

parison, the UDP protocol-specific processing time is rela-

tively small.

Time to copy data between the device and memory dominates

the other times, with user-kernel cmpying time coming in a close
second. In fact Device Copy and Krnl Cpy do roughly the same

amount of work, but caching improves the latter’s time.

Since the time consumed by DataMove overheads increase
with message size, the higher times for UDP reflect the higher aver-

age UDP message length. Another smaller source of difference

between TCP and UDP is that Device Copy is lower than Usr-Krnl
Copy in TCP, but the pattern is reversed for UDP. That is because

each of the data-touching overhead times effectively has a constant
component and a component rising linearly with message size. Usr-
Krnl Copy has a larger constant component but a smaller linear
component than Device Copy, and thus the reversal in relative sizes

is due to the different TCP and UDIP message size distributions.

7.2 Protocol-Specific Processing

As seen in Figures 6a-b, ProtSpec is the dominant category for
‘lVP and is prominent for UDP. For TCP messages, ProtSpec con-
sumes nearly half the total processing overhead time.
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)a-b: Aggregate network buffer (i.e. “mbuP’ )
management times for TCP (9a) and UDP (9b) message

sizes. The large cost of the several memory albcation oper-

ations performed by the mbuf software is one of the larg-

est single operation costs.

A breakdown of the ProtSpec category is shown in Figures 8a-
b. Interface Protl is in the device driver layer, Link Protl is part of

the IEEE 802 encapsulation layer, IP Protl is the IP layer, and KP
Protl is the TCP layer. Arp is the entire Address Resolution Protocol

[17], Demux is the operation of finding a protocol control block,
given a TCP or UDP header (in~blookup), and PCB (Disconnect

is the operations of checking that a route already exists for a con-

nection, setting up the protocol control block to reflect current con-
nection state properly (in_pcbconnect and in_pbdisconnect).

lTP Protl dominates the ProtSpec category. This is in stark
contrast to UDP, of which UDP Protl is a rather small portion.
However, despite TCP Protl’s size, it only consumes 13% of the
total ‘ICP/IP processing time. Reduction of ‘ICP protocol-specific

processing time would be useful, but it is questionable whether the
performance improvement would be worth the major effort

required. However, substantial reductions in the entire protocol-
specific processing category can produce a significant performance
irnprovemen~ as the category as a whole consumes 32$Z0witbin
TCP and 18V0 within UDP. Such a reduction would require signiE-

cant improvements across the entire stack of protocols,
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At first glance, it may be surprising that Demux is so small,

under 20 microseconds, given reports that this operation is a bottle-
neck [7, 14]. This is because our single-user testing environment

only has a single connection, and hence a single entry in the list of
protocol control blocks.
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Figures 10a-b: Aggregate operathg system overhead

times for TCP (lOa) and UDP (lOb) message sizes. lkans-

fer of control is surprisingly inexpensive.

7.3 Mbufs

Mbuf is the second largest of the non-data touching categories

of overhead. The mbuf data structure supports a number of opera-
tions, the most costly of which is Mbuf Allot. Figures 9a-b contain

breakdowns of the Mbuf category into mbuf allocation and deallo-
cation (Mbuf Allot) and all other mbuf operations (Mbuf Mist).

Mbuf Allot is more expensive for tsvo reasons: memory allo-
cation is an inherently expensive operation and memory allocation

is performed a number of times per message. Mbuf Allot consumes
more time for UDP because of the mbuf allocation strategy. Mes-
sages less than 1024 bytes long are stored in as many small buffers

as are needed, each individually allocated to store at most 108

bytes. The overwhelming majority of TCP messages fit within a
single mbuf, while many UDP messages are long enough to require

two mbufs for data storage.
The other mbuf operations constituting Mbuf Mist are simpler

operations such as copying mbuf chains (done to a certain extent
with pointers), defragrnentation (implemented by joining two

linked lists of mbufs), and message length checking. TCP spends
more time in Mbuf Mist because it must make a copy of each mes-
sage in case retransmission is necessary.

7.4 Operating System Overheads

Figures 10a-b show the breakdown of operating system over-
heads. Sleep is the kernel call a process uses to block itself. Socket

Mist is the miscellaneous processing of the socket layer. Wakeup is

the call used to awaken a process. Proc Restart is the time needed
for the sleeping process to start running again. Sched Soft Intr is the
operation of scheduling a software interrupt to process the incom-

ing packet, and Softint Handler is the software interrupt handler,

which dequeues incoming packets and calls IP to handle them. Per-
haps the most interesting aspect of this category is that the various

transfer-of-control operations are so cheap relative to the other cate-
gories of overheads.-
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Figures Ila-b: Aggregate error check’kg thn; for TCP
(ha) and UDP (llb) m~sage sixes. Checking that a user

has specified a correct receive buffer is expensive and

imposes a large penalty on large receive buffers.

7.S Error Checking

ErrorChk is the category of checks for user and system errors.

Figures 1la-b show the breakdown of overheads for this category.
Skt Errchk contains assorted checks for errors within the socket

layer. Syscall Argchk is checking specifically for incorrect user
arguments to the system calls used to send and receive messages.
Interestingly, Syscall Argcbk is relatively large, especially for UDP.
Tlris is mostly because of time spent verifying that a user’s buffer is
of the correct size.

7.6 Data Structure Manipulations

The DataStruct category consists of manipulations of various

data shrctures that are not so expensive as to be worth individual

scrutiny as was the case with mbufs. Figures 12a-b show the break-
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down of overheads for this categov. The socket buffer is the data

structure in which a limited amount of data is enqueued either for or
by the kansport protocol. TCP makes heavier use of this data struc-

ture. UDP makes no use of the socket buffer structure for outgoing

messages, and only uses it as a finite-length queue upon reception.

In contrast ‘N2P uses the socket buffer to implement windowing

flow control on both send and receive sides.
The Defrag Queue is the data structure used to defragment IP

packets. The times for Defrag Queue processing require explana-

tion. In general, messages larger than the FDDI MTU must be sent
in multiple pieces (fragmented and defragmented). Fragmentation
is implemented in both 1P and ‘lTP. UDP messages are fragmented

by 1P, but l’CP does its own fragmentation specifically to avoid 1P
fragmentation. ‘fhus, it is surprising that the code checking the

defragmentation queue is called at all for ‘lCP messages; this

reflects a place in the 1P code where a check for matching frag-

ments could have been avoided. Even more interesting is the fact

that the overall amount of time spent in Defrag Queue for UDP is
not noticeably greater than the minimal value. Less than 10% of
UDP messages me Lwge enough to be fragmented; the processing

times of these large messages are not sufficient to noticably raise
the average cost of defragmentaticm. This also implies that most of
the cost of Defrag Queue derives from checking the defragmenta-
tion queue even when not necessary.

The Device Queue is the data structure in which outgoing data
is enqueued by the link layer until the network controller is pre-

pared to process i~ and incoming data is enqueued by the device

diver until IP is ready to process it by a software interrupt. UDP

messages spend more time in Device Queue processing because of

fragmentation. If a UDP message is fragmented into two FDDI

frames, then twice as much work must be performed by the Device
Queue to send that message.

8.0 Conclusions

We presented detailed measurements of various categories of

processing overhead times of the ‘K2P/IP and UDPAP protocol
stacks on a DECstation 5000/200, We have shown that it is impor-
tant to consider the effects of non-data touching overheads on per-

formance, particularly because most messages observed in real

networka are small. While others have appropriately focused on the
significant costs in processing time of the data-touching operationa,

specifically computing checksums and data copying, these costs are

most important when considering large message sizes. However,
when one considers aggregate costs based on a realistic distribution

of message sizes, the nondata touching overheads consume a
majority of the total software processing time (84% for TCP, 60%
for UDP).

Non-data touching overheads have received relatively little

attention compared to data-touching overheads. There are signifi-
cant ongoing efforts to reduce data-touching overheads (e.g. inte-

grated layer processing, computing checksums in hardware,

avoiding checksum computations redundant with hardware, and by
restructuring operating system software to minimixe data move-
ment). Such efforts are effective because optimizing a single data-

touching operation produces a large improvement in performanrx.
Unfortunately, time is more evenly spread among the non-data
touching overheads. Reducing a single nondata touching overhead,
such as TCP protocol-specific processing, does not have a relatively
significant effect on overall performance. Thus, a wide range of

optimization to non-data touching operations would be needed to

produce a significant performance improvement.
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