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Abstract

A popular paradigm for achieving privacy plus authenticity is to append some “redundancy”
to the data before encrypting. The redundancy is computed by applying a redundancy function
to the data. We investigate the security of this paradigm at both a general and a specific level.
We consider various possible notions of privacy for the base encryption scheme, and for each
such notion we provide a condition on the redundancy function that is necessary and sufficient to
ensure authenticity of the encryption-with-redundancy scheme. We then consider the case where
the base encryption scheme is a variant of CBC called NCBC, and find sufficient conditions on
the redundancy functions for NCBC encryption-with-redundancy to provide authenticity. Our
results highlight an important distinction between public redundancy functions, meaning those
that the adversary can compute, and secret ones, meaning those that depend on the shared key
between the legitimate parties.
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1 Introduction

The idea that authenticity can be easily obtained as a consequence of the privacy conferred by
encryption has long attracted designers. Encryption-with-redundancy is the most popular paradigm
to this end. Say that parties sharing key K are encrypting data via some encryption function
€. (Typically this is some block-cipher mode of operation.) To obtain authenticity, the sender
computes some function h of the data M to get a “checksum” 7 = h(M). ' It then computes a
ciphertext C' « Ex(M||7) and sends C to the receiver. The latter decrypts to get M||7 and then
checks whether 7 = h(M). If not, it rejects the ciphertext as unauthentic.

The attraction of the paradigm is clear: the added cost of providing authenticity is small,
amounting to computation of the checksum function plus perhaps one or two extra block-cipher
invocations in order to encrypt the now longer message. (Designers attempt to use simple and
fast checksum functions.) However, the paradigm has a poor security record. For example, using
CBC encryption with the checksum being the XOR of the message blocks (called CBCC) was
proposed by the U.S. National Bureau of Standards, and was subsequently found to not provide
authenticity, as discussed in [24, 17]. If the encryption algorithm is an additive stream cipher (e.g.
CTR-mode encryption) where the adversary knows the plaintext, forgery attacks by [16, 17] apply.
An attack attributed to Wagner on a large class of CBC-mode encryption-with-redundancy schemes
is described in [26].

1.1 General results

The many and continuing efforts to achieve authenticity via the encryption-with-redundancy para-
digm point to the existence of some intuition that leads designers to think that it should work. The
intuition appears to be that the privacy conveyed by the encryption makes attacks on the integrity
harder. The first goal of our work is to assess the correctness of this intuition, and the security of the
paradigm, at a general level. We are not concerned so much with the security of specific schemes as
with trying to understand how the authenticity of the encryption-with-redundancy scheme relates
to the security properties of the underlying primitives and to what extent the paradigm can be
validated at a general level.

We denote the base encryption scheme by S€ = (K¢, €, D). (It is specified by its key-generation,
encryption, and decryption algorithms.) We are general with regard to the form of the redundancy
computation method, allowing it to be key-based. A choice of method is given by a redundancy
code RC = (K, H) where K, is an algorithm responsible for generating a key K, while H takes
K, and the text M to return the redundancy or checksum 7 = Hg, (M). Associated to SE
and RC is the encryption-with-redundancy scheme &R in which one encrypts message M via
C — &k, (M|Hg,(M)). Upon receipt of ciphertext C, the receiver applies Dk to get back M|
and accepts iff 7 = Hg, (M). Here K. is the (secret) encryption key for S€.

We distinguish public redundancy and secret redundancy. In the first case, K, is public infor-
mation. (For example, Hg, () might be a public hash function like SHA-1, or simply return the
XOR of the message blocks.) In this case, K, is known to the adversary, who is thus capable of
computing the redundancy function. In the case of secret redundancy, K, is part of the secret key
shared between the parties. (It might for example be a key for a universal hash function [11] or a
message authentication code.) In this case the key K, is not given to the adversary.

The desired authenticity property of the encryption-with-redundancy scheme ER is integrity
of ciphertexts [7, 20, 8]: it should be computationally infeasible for an adversary to produce a

!Other names for the checksum include MDC —Manipulation Detection Code— and “redundancy,” whence the
name of the paradigm.



Type of base encryption Condition on redundancy code

For public redundancy | For secret redundancy

IND-CPA None None
NM-CPA None UF-NMA
IND-CCA None UF-NMA

Figure 1: For each possible privacy attribute SSS-AAA of the base encryption scheme, we indicate
a condition on the redundancy code that is necessary and sufficient for it to be integrity-providing
with respect to SSS-AAA. We distinguish the cases where the redundancy is public (anyone can
compute it) and secret (depends on the shared secret key). “None” means that the corresponding
class of redundancy codes is empty: No redundancy code is integrity-providing.

ciphertext that is valid but different from any created by the sender.

We allow the assumed privacy attribute of the base encryption scheme to range across the
various well-established notions of privacy used in the literature: IND-CPA, NM-CPA, IND-CCA.
(Indistinguishability under chosen-plaintext attack [14, 4], non-malleability under chosen-plaintext
attack [12], and indistinguishability under chosen-ciphertext attack [29], respectively. Recall that
non-malleability under chosen-ciphertext attack is equivalent to IND-CCA [5, 19] so we don’t need
to consider it separately.)

We say that a redundancy code RC is integrity-providing with respect to security notion SSS-
AAA if for all base encryption schemes SE that are SSS-AAA secure, the encryption-with-redun-
dancy scheme ER obtained from SE and RC is secure in the sense of integrity of ciphertexts.
(This property of a redundancy code is attractive from the design viewpoint, since a redundancy
code having this property may be used in conjunction with any SSS-AAA-secure base encryption
scheme, and authenticity of the resulting encryption-with-redundancy scheme is guaranteed.) The
question we ask is the following. Given a notion of security SSS-AAA, what security attribute of
the redundancy code RC will ensure that RC is integrity-providing with respect to security notion
SSS-AAA?

We find that an important distinction to be made in answering this question is whether or not
the redundancy computation is secret-key based. Figure 1 summarizes the results we expand on
below.

ENCRYPTION WITH PUBLIC REDUNDANCY. We show that there is no choice of public redundancy
code RC which is integrity-providing with respect to notions of security IND-CPA, NM-CPA or
IND-CCA. This is a powerful indication that the intuition that privacy helps provide integrity via
encryption-with-redundancy is wrong in the case where the adversary can compute the redundancy
function.

This conclusion is not surprising when the base encryption scheme meets only a weak notion of
privacy like IND-CPA. But one might have thought that there are redundancy codes for which a
condition like NM-CPA on the base encryption scheme would suffice to prove integrity of ciphertexts
for the resulting encryption-with-redundancy scheme. Not only is this false, but it stays false when
the base encryption scheme has even a stronger privacy attribute like IND-CCA.

Note that the most popular methods for providing redundancy are public, typically involving
computing a keyless checksum of the message, and our result applies to these.

The result is proved by giving an example of a base encryption scheme meeting the notion of
privacy in question such that for any redundancy code the corresponding encryption with public
redundancy scheme can be attacked. (This assumes there exists some base encryption scheme



meeting the notion of privacy in question, else the issue is moot.)

ENCRYPTION WITH SECRET REDUNDANCY. As Figure 1 indicates, allowing the computation of
the redundancy to depend on a secret key does not help if the base encryption scheme meets only
a weak notion of privacy like IND-CPA— no secret redundancy code is integrity-providing with
respect to IND-CPA.

However secret redundancy does help if the base encryption scheme has stronger privacy at-
tributes. We characterize the requirement on the redundancy code in this case. We say that it is
UF-NMA (UnForgeable under No-Message Attack) if it is a MAC for which forgery is infeasible for
an adversary that is not allowed to see the MACs of any messages before it must output its forgery.
We show that this condition on the redundancy code is sufficient to ensure that it is integrity-
providing with respect to NM-CPA and IND-CCA. We also show that this condition is necessary
in the sense that for any redundancy code that is not UF-NMA secure, there exists a NM-CPA
(resp. IND-CCA) secure encryption scheme such that the associated encryption-with-redundancy
scheme is not INT-CTXT secure.

We stress that UF-NMA is a very weak security requirement, so the implication is that allowing
the redundancy computation to depend on a secret key greatly increases security as long as the base
encryption scheme is strong enough. We also stress that our condition on the redundancy code is
both necessary and sufficient. Still in practice, the implication is largely negative because common
encryption schemes (such as standard block-cipher modes of operation) do not meet notions like
NM-CPA or IND-CCA.

PERSPECTIVE. The above results do not rule out obtaining secure schemes from the encryption-
with-redundancy paradigm. The results refer to the ability to prove authenticity of the encryption-
with-redundancy scheme in general, meaning based solely on assumed privacy attributes of the
base encryption scheme and attributes of the redundancy code.

One might consider encryption with some specific redundancy code using as base encryption
scheme a block-cipher based mode of operation that is only IND-CPA secure, and yet be able
to prove authenticity by analyzing the encryption-with-redundancy scheme directly based on the
assumption that the block-cipher is a pseudorandom permutation. This would not contradict the
above results. What the above results do is show that the intuition that privacy helps integrity
is flawed. Encryption-with-redundancy might work, but not for that reason. If a specific scheme
such as the example we just mentioned works, it is not because of the privacy provided by the
encryption, but, say, because of the pseudorandomness of the block-cipher. In practice this tell us
that to get secure encryption-with-redundancy schemes we must look at specific constructions and
analyze them directly. This is what we do next.

1.2 Encryption with NCBC

We consider a variant of (random-IV) CBC mode encryption in which the enciphering corresponding
to the last message block is done under a key different from that used for the other blocks. We call
this mode NCBC. Here we are able to obtain positive results for both public and secret redundancy
functions.

We show that if secret redundancy is used, quite simple and efficient redundancy codes suffice
for the NCBC with redundancy scheme to provide authenticity. The redundancy code should satisfy
the property called AXU (Almost Xor Universal) in [21, 27]. (Any Universal-2 function [30] has this
property and there are other efficient constructs as well [15, 10, 1].) On the other hand we show that
if the redundancy is public, then authenticity of the NCBC with redundancy scheme is guaranteed
if the redundancy code is XOR-collision-resistant. (The latter, a cryptographic property we define,
can be viewed either as a variant of the standard collision-resistance property, or as an extension



of the AXU property to the case where the key underlying the function is public.) These results
assume the underlying block-cipher is a strong pseudorandom permutation in the sense of [23].
These results should be contrasted with what we know about encryption with redundancy using
the standard CBC mode as the base encryption scheme. Wagner’s attack, pointed out in [26], and
discussed in more depth in Section 6, implies that no public redundancy code will, in conjunction
with CBC encryption, yield an encryption-with-redundancy scheme possessing integrity of cipher-
texts. In the case where the redundancy is secret, Krawczyk [22] shows that it suffices for the redun-
dancy code to be a MAC secure against chosen-message attack, but this is a strong condition on the
redundancy code compared to the AXU property that suffices for NCBC. Thus, the simple modifi-
cation consisting of enciphering under a different key for the last block substantially enhances CBC
with regard to its ability to provide authenticity under the encryption-with-redundancy paradigm.

1.3 Related work

Preneel gives an overview of existing authentication methods [26] that includes much relevant
background. A comprehensive treatment of authenticated encryption —the goal of joint privacy
and authenticity— is provided in [7]. They relate different notions of privacy and authenticity to
compare their relative strengths.

Encryption-with-redundancy is one of many approaches to the design of authenticated encrypt-
ion schemes. Another general approach is “generic composition:” combine an encryption scheme
with a MAC in some way. This is analyzed in [7], who consider the following generic composition
methods: Encrypt-and-mac, Mac-then-encrypt, Encrypt-then-mac. For each of these methods they
consider two notions of integrity, namely integrity of ciphertexts and a weaker notion of integrity
of plaintexts, and then, assuming the base encryption scheme is IND-CPA and the MAC is secure
against chosen-message attack, indicate whether or not the method has the integrity property in
question. Krawczyk’s recent work [22] considers the same methods from the point of view of build-
ing “secure channels” over insecure networks. The drawback of the generic composition approach
compared to the encryption-with-redundancy approach is that some MACs might be less efficient
than redundancy codes, and that public redundancy avoids the additional independent key that is
required for MACs.

Another general paradigm is “encode then encipher” [8] —add randomness and redundancy and
then encipher rather than encrypt. Encode then encipher requires a variable-input length strong
pseudorandom permutation, which can be relatively expensive to construct.

Let SNCBC|F, RC] denote NCBC encryption with block-cipher F' and secret redundancy pro-
vided by an efficient AXU redundancy code RC. We compare this to other authenticated encryption
schemes such as RPC mode [20], IACBC [18], and OCB [28]. RPC is computation and space in-
efficient compared to all the other methods. TACBC and OCB have cost comparable to that of
SNCBC|[F,RC], but OCB is parallelizable.

Encryption-with-redundancy is one of many approaches to simultaneously achieving privacy
and authenticity. Our goal was to analyze and better understand this approach. We do not suggest
it is superior to other approaches.

2 Definitions

A string is a member of {0,1}*. The notation || denotes the concatenation.

EXTENDED ENCRYPTION SCHEMES. The usual syntax of a symmetric encryption scheme (cf. [4]) is
that encryption and decryption depend on a key shared between sender and receiver but not given
to the adversary. We wish to consider a setting where operations depend, in addition to the shared



key, on some public information, such as a hash function. The latter may be key based. (Think of
the key as having been chosen at random at design time and embedded in the hash function.) All
parties including the adversary have access to this key, which we call the common key. We need
to model it explicitly because security depends on the random choice of this key even though it is
public. This requires a change in encryption scheme syntax. Accordingly we define an extended
encryption scheme which extends the usual symmetric encryption scheme by addition of another
key generation algorithm. Specifically an extended encryption scheme £€ = (K., Ky, £, D) consists
of four algorithms as follows. The randomized common key generation algorithm K. takes input
a security parameter k¥ € N and in time poly(k) returns a key K.; we write K, & Kc(k). The
randomized secret key generation algorithm /Cys also takes input k£ € N and in time poly(k) returns
a key K,; we write K, <& Ks(k). We let K = (K., Ks). The encryption algorithm &£ is either
randomized or stateful. It takes K and a plaintext M and in time poly(k, |M|) returns a ciphertext
C = Ex(M); we write C & Ex(M). (If randomized, it flips coins, anew upon each invocation.
If stateful, it maintains a state which it updates upon each invocation.) The deterministic and
stateless decryption algorithm D takes the key K and a string C' and in time poly(k, |C|) returns
either the corresponding plaintext M or the distinguished symbol L; we write x <« Dg(C). We
require that Dg (Ex(M)) = M for all M € {0,1}*.

Notice that it is not apparent from the syntax why there are two keys because they are treated
identically. The difference will surface when we consider security: we will view the legitimate users
as possessing K while both they and the adversary have K.. (It also surfaces in something we
don’t consider explicitly here, which is a multi-user setting. In that case, although K will be
generated anew for each pair of users, K. may be the same across the whole system.)

A standard symmetric encryption scheme, namely one where there is no common key, can be re-
covered as the special case where the common key generation algorithm C. returns the empty string.
Formally, we say that S€ = (K, &, D) is a (symmetric) encryption scheme if £€ = (K., K, E, D) is
an extended encryption scheme where K. is the algorithm which on any input returns the empty
string. When the common key K. is the empty string we may also omit it in the input given to
the adversary.

NOTIONS OF SECURITY. Notions of security for symmetric encryption schemes are easily adapted
to extended encryption schemes by giving the adversary the common key as input. Via the formal
definitions shown below and this discussion we will summarize the definitions we need.

We let £€ = (K¢, Ks, £, D) be the extended encryption scheme whose security we are defining.
The formalizations, given in Definition 2.1 and Definition 2.2, associate to each notion of security
and each adversary an experiment, and based on that, an advantage. The latter is a function of the
security parameter that measures the success probability of the adversary. Asymptotic notions of
security result by asking this function to be negligible for adversaries of time-complexity polynomial
in the security parameter. Concrete security assessments can be made by associating to the scheme
another advantage function that for each value of the security parameter and given resources for an
adversary returns the maximum, over all adversaries limited to the given resources, of the advantage
of the adversary.

Note that these definitions apply to standard symmetric encryption schemes too, since as per
our conventions the latter are simply the special case of extended encryption schemes in which the
common key generation algorithm returns the empty string.

PRrivAcy. The basic and weakest natural notion of privacy is IND-CPA. We use one of the formal-
izations of [4] which adapts that of [14] to the symmetric setting. A challenge bit b is chosen, the
adversary is given K., and can query, adaptively and as often as it likes, the left-or-right encrypt-
ion oracle. The adversary wins if it can guess b. For IND-CCA the adversary gets in addition a



decryption oracle but loses if it queries it on any ciphertext returned by the left-or-right encryption
oracle.

Non-malleability captures, intuitively, the inability of an adversary to change a ciphertext into
another one such that the underlying plaintexts are meaningfully related [12]. We do not formalize
it directly as per [12, 5] but rather via the equivalent indistinguishability under parallel chosen-
ciphertext attack characterization of [9, 19]. (This facilitates our proofs.) The adversary gets the
left-or-right encryption oracle and must then decide on a vector of ciphertexts c. (It loses if they
contain an output of the left-or-right encryption oracle.) It is given their corresponding decryptions
p and then wins if it guesses the challenge bit.

The formal definition of privacy is below with the associated experiments.

Definition 2.1 [Privacy] Let £€ = (K., K, E, D) be an extended encryption scheme, b € {0,1}
a challenge bit and k& € N the security parameter. Let A be an adversary that outputs a bit d. The
left-or-right encryption oracle Ex (LR(-,-,b)), given to the adversary A, takes input a pair (z¢, z1)
of equal-length messages, computes ciphertext X « Ex(xp), and returns X to the adversary. (It
flips coins, or updates state for the encryption function, as necessary. If the input messages are not
of equal length it returns the empty string.) Now consider the following experiments each of which
returns a bit.

Experiment Expglgrzpa_b(k) Experiment Expps (k) Experiment Expg?jpa_b(k)
K, & K (k) K, & Ko(k); Ky & Ky(k) K. & Ke(k); Ko & Ko(k)
K, & Ky (k) K — (K., K,) K — (K., Ks)
K — (K, K,) d — ASK(ERCOIPRO) (k, K.,) (c,5) — ATFERCD () k)
d— ASx(ERC-D) (k K,) If Dk (-) was never queried on p <« (Dk(c1), -+, Dilcy))
return d an output of Ex (LR(-, -, b)) d — A,(p,c,s)
then return d else return 0 If ¢ contains no Ciphertext
output by Ex (LR(-,-, b))
then return d else return 0

For each notion of privacy sss-aaa € {ind-cpa, ind-cca, nm-cpa} we associate to the adversary A a
corresponding advantage defined via

AdVES? (k) = Pr|ExpSEi™ (k) = 1] - Pr[ Expge=(k) = 1] .
For each security notion SSS-AAA € {IND-CPA, IND-CCA, NM-CPA}, the scheme £ is said to be

Sss—aaa

S8S-AAA secure if the corresponding advantage function, Advgg *(+) of any adversary F' whose
time-complexity is polynomial in k, is negligible. |

INTEGRITY. The formalization of integrity follows [7]. The adversary is allowed to mount a chosen-
message attack on the scheme, modeled by giving it access to an encryption oracle. Success is
measured by its ability to output a “new” ciphertext that makes the decryption algorithm output
a plaintext rather than reject by outputting L. Different interpretations of the “new” ciphertext
give rise to two different notions —integrity of plaintexts (INT-PTXT) and integrity of ciphertexts
(INT-CTXT). The formal definition of integrity is below with the associated experiments.

Definition 2.2 [Integrity| Let £€ = (K¢, Ks, £, D) be an extended encryption scheme, and k € N
the security parameter. Let B be an adversary that has access to the encryption oracle and outputs
a ciphertext. Now consider the following experiments.



Experiment Expg‘gt:g"t(k) Experiment EXP?‘;:J?M (k)
KcﬁKc;KsﬁKs;KH(KC,KS) K0£K0§KS£ICS§K<_(K07KS)
C — BExO)(k, K.,) C « B<O)(k, K,)
If D (C) # L and C was If MY Di(C)# L and M was
never a response of Ex () never a query to Ex(+)
then return 1 else return 0 then return 1 else return 0

We associate to the adversary B corresponding advantages defined via,

AdvEER (k) = Pr[Exp ™ (k) = 1] AdvETR (k) = Pr| Expfih™ (k) = 1]

The scheme & is said to be INT-CTXT secure (resp. INT-PTXT secure) if the advantage function
AdvESE () (resp. Adv?gj};tm(-)) of any adversary F' whose time-complexity is polynomial in &,
is negligible. |

Note from the above definition that INT-CTXT is a stronger notion of integrity than INT-PTXT
(i.e. if a scheme is INT-CTXT secure, it is also INT-PTXT secure) [7].

NOTIONS FOR ADVERSARY EXECUTION. In proofs using reductions, we will have one adversary A
running another adversary B, and A will provide the execution environment for B. In the code for
such reductions, the notation B = x means that B is making an oracle query x, and the notation
B < y means that B is being provided y as its query response.

3 The encryption-with-redundancy paradigm

We describe the paradigm in a general setting, as a transform that associates to any given symmetric
encryption scheme and any given “redundancy code” an extended encryption scheme. We first
define the syntax for redundancy codes, then detail the constructions, separating the cases of
public and secret redundancy, and conclude by observing that the transform always preserves
privacy. This leaves later sections to investigate the difficult issue, namely the integrity of the
extended encryption scheme with redundancy.

REDUNDANCY CODES. A redundancy code RC = (K, H) consists of two algorithms I, and H. The
randomized key generation algorithm K, takes a security parameter k£ and in time poly(k) returns
a key K,; we write K, & K, (k). The deterministic redundancy computation algorithm H takes
K, and a string M € {0,1}* and in time poly(k, |M|) returns a string 7; we write 7 «— Hg, (M).
Usually the length of 7 is ¢(k) where ¢(-), an integer valued function that depends only on the
security parameter, is called the output length of the redundancy code. We say that the redundancy
is public if the key K, is public and known to the adversary. We say the redundancy is secret if K,
is part of the shared secret key.

EXTENDED ENCRYPTION SCHEMES WITH REDUNDANCY. Let S€ = (K., £, D) be a given (symmet-
ric) encryption scheme, which we will call the base encryption scheme. Let RC = (K,,H) be a
given redundancy code as above. We define an associated extended encryption scheme with public
redundancy and an associated extended encryption scheme with secret redundancy.

Construction 3.1 The extended encryption scheme with public redundancy EPR = (K., Ks, &,
D), associated to base encryption scheme S€ = (K¢, £, D) and redundancy code RC = (K, H), is
defined as follows:



Algorithm KC.(k) | Algorithm K,(k) | Algorithm ?<K67K7‘>(M) Algorithm 5<KE,K7->(O)

K, & K (k) K, & Keo(k) T Hg, (M) P« Dk (C)
return K, return K, C & Ex (M||7) Parse P as M|t
return C if 7 # Hg, (M)

then return L else return M

Note that the common-key generation algorithm returns the key for the redundancy function, which
is thus available to the adversary. That is why we say the redundancy is public. 1

Construction 3.2 The extended encryption scheme with secret redundancy ESR = (K., Ks, &,
D), associated to base encryption scheme S€ = (K., &, D) and redundancy code RC = (K, H), is
defined as follows:

Algorithm K.(k) | Algorithm K, (k) Algorithm & (¢, r,y (M) | Algorithm Dk, Kk, (0)
)

return e K. & Ko (k) T Hg, (M N — Dk (C)
K, & Ko (k) C & Ex (M||7) Parse N as M||7
return (K., K,) return C if 7 # Hg, (M)

then return L
else return M

Note that the common key generation algorithm K. returns the empty string e. We may omit the
algorithm K. and write ESR = (K, &, D). The key for the redundancy function is part of the
secret key not available to the adversary. |

The symbol L is a distinct symbol that indicates that the ciphertext is not valid. When we refer
to an extended encryption scheme with redundancy in general we mean either of the above, and
denote it by ER.

PRIVACY IS PRESERVED. We now present a theorem regarding the privacy of an extended en-
cryption scheme with redundancy. It applies both to the case of public and to the case of secret
redundancy. The theorem below says that the encryption scheme with redundancy inherits the
privacy of the base symmetric encryption scheme regardless of the redundancy code being used.
This means that privacy depends only on the underlying encryption scheme, not on the redundancy
code. The proof is straightforward and can be found in Appendix B.1.

Theorem 3.3 [Privacy of an extended encryption scheme with redundancy] Let S€ =
(Ke,&,D) be a symmetric encryption scheme and let RC = (K,,H) be a redundancy code. Let
ER = (K¢, Ks,E,D) be an associated extended encryption scheme with redundancy, either public
or secret. Then if SE is IND-CPA (resp. IND-CCA, NM-CPA) secure, so is ER. |

For simplicity we have stated the theorem with reference to asymptotic notions of security but we
remark that the reduction in the proof is tight, and a concrete security statement reflecting this
can be derived from the proof.

4 Encryption with public redundancy

Here we will show that in general the encryption with public redundancy paradigm fails in a strong
way, meaning there is a base encryption scheme such that for all choices of public redundancy code,
the associated extended encryption scheme with public redundancy (cf. Construction 3.1) fails to
provide integrity. This is true regardless of the security property of the base encryption scheme
(i.e. IND-CPA, NM-CCA, or IND-CCA).

10



We stress the strength of the conclusion. Privacy, even in its strongest form, namely IND-CCA,
is not sufficient to endow a redundancy-augmented encryption scheme with integrity, even if you
choose any redundancy code you like, however complex, as long as it is not secret-key based.

Note that this is fairly easy to see in the public key setting, namely in asymmetric encryption
schemes. Recall that in an asymmetric encryption scheme, the key generation algorithm generates a
public, secret key pair and the encryption algorithm uses the public key to encrypt a message and the
decryption algorithm uses a secret key to decrypt a ciphertext. If an asymmetric encryption scheme
is used as the base encryption scheme of an extended encryption scheme, clearly the latter does not
provide authenticity if the underlying redundancy code is not secret-key based because anybody who
knows the public key for the encryption algorithm will be able to produce a “valid” ciphertext. This
kind of attack can also be applied to the symmetric key setting because any “secure” asymmetric
encryption scheme can be transformed into a “secure” symmetric key encryption scheme where
the public, secret key pair (pk, sk) generated by the key generation algorithm of the asymmetric
encryption scheme is used as the symmetric key for the encryption scheme.

The result follows the paradigm of similar negative results in [4, 7]. We must make the minimal
assumption that some asymmetric encryption scheme A€ secure in the given sense exists, else the
question is moot. We then modify the given asymmetric encryption scheme AE to a symmetric
encryption scheme S& so that when SE becomes the base encryption scheme of the extended
encryption scheme with public redundancy, we can provide an attack on the integrity of the latter.
The following theorem states the result more formally and the proof follows.

Theorem 4.1 Suppose there exists an asymmetric encryption scheme AE which is IND-CCA (resp.
IND-CPA, NM-CPA) secure. Then there exists a symmetric encryption scheme SE which is also
IND-CCA (resp. IND-CPA, NM-CPA) secure but, for any redundancy code RC, the extended
encryption scheme with public redundancy £PR associated to SE€ and RC is not INT-CTXT
secure. |

We remark that the proof actually shows something stronger, namely that £PR is not even
INT-PTXT secure.

Proof of Theorem 4.1: The proof of Theorem 4.1 consists of two parts: in the first part, we
present an encryption scheme SE (constructed based on AE) and show that the associated extended
encryption scheme with public redundancy £PR is not INT-PTXT secure, and in the second part,
we show that the constructed encryption scheme S& inherits the privacy attribute of AE. We now
show the first part below.

Let AE = (K, &', D’) be the given asymmetric encryption scheme. Let S€ = (K., &, D) be defined
as follows:

Algorithm /C. (k) Algorithm &y oy (M) | Algorithm D,y o) (C)
(pk, sk) & K (k) C — (pk, &), (M)) Parse C as (z,C")
Return (pk, sk) return C If © # pk then return L
else return D., (C”)

Let RC = (K, H) be any redundancy code and let EPR = (K, Ks, €, D) be the extended encryption
scheme with public redundancy associated to S€ and RC as per Construction 3.1. We now show
that the scheme EPR is not INT-PTXT secure. Consider the following adversary F' attacking
EPR. It gets an oracle for encryption g<(pk7sk)7 Kﬁ(‘) and invokes it just once to get the public key
pk (which is in effect the encryption key). Note that as per Definition 2.2 it gets the common key
K, as input.
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Algorithm F&(wr.sm.0 ) (k| K,.)
Ml — 0; M2 —1
(pk, C1) < & (pk,sk), K,y (M1)
T < HKT,(MQ)
Cy = &, (M)
return (pk, C)

We claim that Adv?ﬁ%}t(k) = 1. Indeed when the ciphertext C' = (pk, C3) output by F is given to
the decryption algorithm D, sk) k) (), the latter will return My since Dy, 1) (pk, C2) will output
Ms||T. In particular, the ciphertext is accepted because it is “valid” (the decryption algorithm does
not return L) and its corresponding plaintext My is “new” (was never a query to the encryption
oracle).

It now remains to show that SE inherits the privacy attribute of AE, be it IND-CCA, IND-CPA
or NM-CPA. We will show it explicitly for the IND-CCA case only here, but it can be shown for
the other two cases in an analogous manner.

Recall that the standard attack model against the IND-CCA security of asymmetric encryption
schemes differs from that of symmetric encryption schemes in that the adversary does not get
any encryption oracle in the former. However, rather than recalling the precise definition of the
attack model for asymmetric encryption scheme here, we adopt the attack model for the symmetric
encryption schemes to that for the asymmetric schemes because it suffices to illustrate our point.
Let A be an adversary attacking SE in the IND-CCA sense having time-complexity poly(k). We
construct an adversary B that runs A as a subroutine in order to attack AE in the IND-CCA sense.
The algorithm for B is shown below:

Algorithm BEwERC)DL() (k, pk)
Run A on input k& // k is the security parameter
When A queries the encryption oracle with (xg,x1) do:
A <= (pk, & (LR (w0, 21,b))
When A queries the decryption oracle with y do:
Parse y as (z,y)
If x # pk then A < 1 else A < D, (v')
Until A outputs d

return d

We claim that Advijg:%ca‘(k) = Advglgjﬁca(k). Note that using its own encryption oracle &),
(LR(zo,z1,b)) and decryption oracle D%, (y'), B simulates the responses to A’s encryption and
decryption queries exactly in the same way as A’s real encryption oracle 5<pk7sk>(£7€(-, -),b) and
decryption oracle Dy, ) (-) would compute. Since B outputs the same bit as A does, the following
equation holds for both b =0 and b = 1:

Pr| Expii™" (k) = 1| = Pr| ExpBi(k) = 1] ,

Hence, Advijg:};ca(k:) = Advglg;ffa(k), which means that as long as the advantage of B attacking
IND-CCA of A€ is negligible, so is that of A attacking IND-CCA of S&. 1

Recall that the assumption we made for Theorem 4.1 is that some asymmetric encryption scheme
AE secure in the given sense exists. In the following theorem, we make a different assumption,
namely that some symmetric encryption scheme SE’ secure in the given sense exists, and show
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that we can modify the given symmetric encryption scheme SE’ to a new symmetric scheme SE€ so
that when SE€ becomes the base encryption scheme of the extended encryption scheme with public
redundancy, we can provide an attack on the integrity of the latter.

Theorem 4.2 [Encryption with public redundancy] Suppose there exists a symmetric en-
cryption scheme SE’ which is IND-CCA (resp. IND-CPA, NM-CPA) secure. Then there exists
a symmetric encryption scheme SE which is also IND-CCA (resp. IND-CPA, NM-CPA) secure
but, for any redundancy code RC, the extended encryption scheme with public redundancy EPR
associated to SE€ and RC is not INT-CTXT secure. 1

We remark that as in the proof of Theorem 4.1, the proof here also shows something stronger,
namely that EPR is not even INT-PTXT secure.

Proof of Theorem 4.2: The proof of Theorem 4.2 consists of two parts: in the first part, we
present an encryption scheme SE€ (constructed based on SE’) and show that the associated extended
encryption scheme with public redundancy EPR is not INT-PTXT secure, and in the second part,
we show that the constructed encryption scheme SE€ inherits the privacy of S&’. We now show the
first part below.

Let S& = (K.,&',D’) be the given encryption scheme. Let S€ = (K¢, &, D) be the encryption
scheme in which the key generation algorithm is unchanged and the other two algorithms are
defined as follows:

Algorithm £k, (M) | Algorithm Dy (C)
C «— 0||E, (M) Parse C as b||C" where b is a bit
return C If b = 0 then return Dy (C’)
else return C’

Let RC = (K, H) be any redundancy code and let EPR = (K., Ks, £, D) be the extended encryption
scheme with public redundancy associated to S€ and RC as per Construction 3.1. We now show
that the scheme EPR is not INT-PTXT secure. Consider the following adversary F' attacking
EPR. It gets an oracle for encryption a K., Kr)(') but does not need to invoke it. Note that as per
Definition 2.2 it gets the common key K, as input.

Adversary FExexn 0 (k, K,)
M «— 0 // Choose a message
T «— Hk, (M) // Compute the redundancy
return 1||M||7 // Return the forgery ciphertext

We claim that Adv?&%}?(k) = 1. Indeed when the ciphertext C' = 1||M||7 output by F is given
to the decryption algorithm D g, . (-), the latter will return M since D, (1||M||7) will output
M ||7. In particular, the ciphertext is accepted because it is “valid” (the decryption algorithm does
not return L) and its corresponding plaintext M is “new” (was never a query to the encryption
oracle).

Having shown the first part of the theorem, it now remains to show the second part of the theorem
—that is, S€ inherits the privacy of S&’, be it IND-CCA, IND-CPA or NM-CPA. This is a simple
reduction argument. We will show it explicitly for the IND-CCA case only, but for the other two
cases (i.e. IND-CPA, NM-CPA) it can be also shown in a similar manner.
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Let A be an adversary attacking SE in the IND-CCA sense. We construct an adversary B that
runs A as a subroutine in order to attack S€’ in the IND-CCA sense. The algorithm for B is shown
below:

Algorithm Bk (ERC-0)Pic, () (1)
Run A on input k // k is the security parameter
When A queries the encryption oracle with (xg,z1) do:
A <= 0||Ek. (LR (20, 21,b))
When A queries the decryption oracle with y do:
Parse y as al|y’ where a is a bit
If a =0 then A < D (v') else A<=y
Until A outputs d
return d

We claim that Advilde?(k) = Advg‘g:jca(k). Notice that B is simulating the outputs of the
oracles Ex, (LR(-,-,b)) and Dk, (-) using its own oracles Ex (LR(:,-, b)), D (-) exactly in the same
way as the actual encryption and decryption algorithms for the scheme SE€. B never queries its
decryption oracle on an output of its (left-or-right) encryption oracle as long as A never queries
its decryption oracle on its encryption oracle’s output. This is because B queries its decryption
oracle only when A’s decryption query has a valid format (i.e. it starts with the bit 0), and if B
queried the decryption oracle on its encryption oracle’s output, A’s decryption oracle query must
have been also an output of A’s encryption oracle since their encryption oracle outputs differ by
just the prepended bit 0. Since B outputs the same bit as A does, the following equation holds for
both b =0 and b = 1:

Pr | Explid 5™ (k) = 1| = Pr | Exple§eb(k) = 1]
Hence, Advideca (k) = Adv?g}ca(k), which means that as long as the advantage of B attacking

SE'.B
IND-CCA of S&' is negligible, so is that of A attacking IND-CCA of S€. 1

5 Encryption with secret redundancy

In this section, we examine encryption schemes with secret redundancy in general so as to whether
or not they provide integrity. We have both negative and positive results for this depending on the
security property of the base encryption scheme.

The negative result shows that in general the encryption with secret redundancy paradigm
does not provide INT-CTXT if the base encryption is only IND-CPA secure, meaning there is
an IND-CPA secure base encryption scheme such that for all choices of secret redundancy code,
the associated extended encryption scheme with secret redundancy (cf. Construction 3.2) fails to
provide INT-CTXT. The positive result shows that the paradigm provides integrity in general if
the base encryption schemes have a stronger privacy property (i.e. NM-CPA or IND-CCA) and
certain properties are satisfied by the redundancy codes.

The following theorem states the negative result where the base encryption scheme is IND-CPA
secure.

Theorem 5.1 [IND-CPA encryption with secret redundancy] Suppose there exists a sym-
metric encryption scheme SE" which is IND-CPA secure. Then there exists a symmetric encryption
scheme S& which is also IND-CPA secure but, for any redundancy code RC, the extended encrypt-
ion scheme with secret redundancy £ESR associated to SE and RC is not INT-CTXT secure. |
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We remark that unlike the encryption with public redundancy case, the encryption with secret
redundancy s INT-PTXT secure even when the base encryption scheme is only IND-CPA secure,
if the redundancy code is unforgeable under chosen-message attack (e.g. a MAC) [7].

Proof of Theorem 5.1: The proof of Theorem 5.1 consists of two parts: in the first part, we
present an encryption scheme SE (constructed based on SE’) and show that the associated extended
encryption scheme with secret redundancy ESR is not INT-CTXT secure, and in the second part,
we show that the constructed encryption scheme S€ is IND-CPA secure if SE€ is IND-CPA secure.
We now show the first part below.

Let S&" = (K., &', D) be the given encryption scheme. We construct an encryption scheme SE =
(Ke, &, D) based on S, in which the key generation algorithm is unchanged and the other two
algorithms are defined as follows:

Algorithm £k, (M) | Algorithm Dy, (C)
C « 0||E, (M) Parse C as b||C" where b is a bit
return C' return Dy (C)

Let RC = (K, H) be any redundancy code, and let ESR = (K., Ks, €, D) be the extended encrypt-
ion scheme with secret redundancy associated to S€ and RC as per Construction 3.2. We now show
that the scheme ESR is not INT-CTXT secure. Consider the following adversary F' attacking ESR.
It gets an oracle for encryption a K.,K,)(-) and invokes it once with a chosen message. Note that
as per Construction 3.2 it does not get K, (the key for the redundancy function) as input because
K, is not a common key but part of the secret key.

Adversary F&&e.n () (k)
M «— 0 // Choose a message
y = Eg ) (M)
Parse y as 0|y’
return 1|y’ // Return the forgery ciphertext

We claim that Advgg}%tﬁ(k) = 1. Indeed when the ciphertext C' = 1||y output by F' is given to
the decryption algorithm 5< K. K, (), the latter will return M since D, (1|y’) will output Dj_(y'),
which is M||7. Note that the first bit of the ciphertext C'is different from that of the oracle response
y which is the only query response obtained from the encryption oracle. Hence, the ciphertext is
accepted because it is “valid” (the decryption algorithm does not return 1) and “new” (was never
a response of the encryption oracle).

It now remains to show that if SE" is IND-CPA secure, so is SE. Let A be an adversary attacking
IND-CPA of SE. Using A, we can construct A’ attacking IND-CPA of SE&’ in a straightforward
way. Recall that in the attack model of IND-CPA, no decryption oracle is given to the adversary.
Hence, the adversary A’ attacking SE’ needs to only simulate the left-or-right encryption oracle
Ex.(LR(-,-,b)) using its own left-or-right encryption oracle £y (LR(-,-,b)). This can be easily
done by prepending the bit 0 to the output of its encryption oracle. When A outputs a bit d, A’
returns the same bit. It is easy to see that the advantages of both adversaries are the same, and
this concludes the proof. |

For the positive result, we define below the security property required of the redundancy code.
We define a notion of unforgeability under no message attack (UF-NMA), which is the weakest
form of security required of a MAC (message authentication code) —roughly, the adversary wins if
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it outputs a valid message and tag pair without seeing any legitimately produced message and tag
pairs. A MAC and a redundancy code are syntactically identical, so we can use the same security
notion for them. The formal definition is given below. Note that, in the attack model, the key to
the redundancy code is not given to the adversary, indicating that the redundancy is secret.

Definition 5.2 [Unforgeability under no message attack (UF-NMA)] Let RC = (K., H)
be a redundancy code. Let k € N. Let F' be an adversary. Consider the following experiment:

uf-nma

Experiment Exprcm* (k)
Ky & K (k) 5 (M, 7) = F(k)
If 7 = Hg, (M) then return 1 else return 0

We define the advantage of the adversary via,
AdVEZR® (k) = Pr | Expla® (k) = 1]

The redundancy code RC is said to be UF-NMA secure if the function Adv%&?}na(-) is negligible
for any adversary F' whose time-complexity is polynomial in k. |

The following theorem states the positive result, saying that if the base encryption scheme is
NM-CPA or IND-CCA secure, the associated extended encryption scheme with secret redundancy
provides integrity if the redundancy code is UF-NMA secure.

Theorem 5.3 Let S€ = (K¢, &, D) be a symmetric encryption scheme which is NM-CPA or IND-
CCA secure, and let RC = (K,,H) be a UF-NMA secure redundancy code. Then the extended
encryption scheme with secret redundancy ESR = (K, &, D) associcated to S€ and RC is INT-
CTXT secure. |

Proof of Theorem 5.3: Since any IND-CCA secure encryption scheme is also NM-CPA secure
[5, 19], it suffices to prove the theorem for the case where S€ is assumed NM-CPA secure.

Let B be an adversary having time-complexity poly(k), and attacking INT-CTXT of ESR. Using
the adversary B, we will construct an adversary A = (Aj, Ag) attacking NM-CPA of S€ and an
adversary F' attacking UF-NMA of RC, and show

AQvREF(R) < Advige P(k) + AdvRF (k) - (1)
Furthermore, the time-complexity of both A and F will be poly(k). By assumption, the quantities

on the right-hand side of the above equation are negligible, and hence so is the quantity on the
left-hand side of the equation. Hence, the theorem follows.

Algorithms for A and F' will both use B as a subroutine, themselves providing answers to the oracle
queries of B. The adversary F' attacking UF-CMA of RC replies to B’s encryption oracle queries
by using random values in place of the tags that should be computed by applying Hx, (-). The
fact that S€ is NM-CPA secure means that B will be unable to exploit this to increase its forgery
probability. The algorithms for A = (A;, As) and F' are depicted in full in Figure 2.

In the algorithm, the adversary A; queries the oracle i, (LR(-,-,b)) with a pair (z||r, z||c), where
x is the query string obtained from the adversary B, o is the redundancy function of x, and r is a
random string of length |o|. It is easy to see that if the bit b is 1 in the oracle Ex, (LR(-, -, b)) given
to A; (meaning the right-hand side input (z||o) is encrypted), then the algorithm for A; simulates
the correct oracle €, (+) for B. Since As returns 1 if the ciphertext C' output by B is “new” and a

16



Algorithm A% (ERC-D) ) Algorithm F(k)

K, &K (k); Y —0 K. & Ko (k)
Run B on input k& Run B on input (k)
B=zx B=zx
0 Hi, (z); r < {0,131 r e {0,131
y = Ex (LR(z|r, z]lo,b)); ¥ — Y U{y} y — Ex.(z[Ir)
B<y B<y
Until B outputs C' as a forgery Until B outputs C' as a forgery
¢ (C); 5 — (K, Y) P — Dy, (C)
return (c, s) Parse P as M ||t

return (M, 1)
Algorithm As(p,c, s)
Parse p as (M||7)
Parse ¢ as (C) ; Parse s as (K,,Y)
IfC¢Y and 7 =Hg, (M)
then return 1 else return 0

Figure 2: The algorithms for the adversaries A = (A1, A2) and F' attacking NM-CPA of S€ and UF-NMA
of RC, respectively, running an adversary B attacking INT-CTXT of ESR.

valid forgery, the probability of A returning 1 when b = 1 is equal to the success probability of B.
Thus,

Pr| Bxpg i (k) = 1| = AdvESGR (k).

If the bit b is 0 and the input is (z||r, z||o), the oracle Ex, (LR(-,-, b)) outputs the encryption of the
left-hand side of the input z||r, where r is a random string of length the same as the output length
of the redundancy code. In that case, it is easy to see that the algorithms A; and F' simulate the
responses to B’s queries to the encryption oracle in the same way (i.e. £, (z||r)). The algorithm
Ay effectively performs the verification of the forgery output of F when it checks the validity
of the input p = (M||7). However, there is an additional condition that A checks on top of the
validity check of p —namely, the “newness” of the ciphertext C, which is missing in the experiment
Exp%&?}na(k) for the adversary F. With only that difference, Expg?:{pa_o(k) essentially performs

the same thing as ExpuRfé?Fa(k) when running the same adversary B. Hence,

Pr | Expif "0k = 1] < AdviZE (k) .
Combining the results shown above, we have the following equations:
Advgréljpa(k) = Pr [Expg?;xpa_l(k) = 1} —Pr [Expg?;zpa_o(k) = 1}
> AAVESRT (k) — AdvicB (k)

Equation (1) follows from this. |

To illustrate the tightness of our result, we show that if a given redundancy code is not UF-NMA
secure, there exists a base encryption scheme such that for the given UF-NMA insecure redundancy
code, the associated extended encryption scheme with secret redundancy fails to provide integrity.
The following theorem states this result more formally.
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Theorem 5.4 Given a redundancy code RC that is not UF-NMA secure and an encryption scheme
SE&' that is IND-CCA (resp. NM-CPA) secure, we can construct an encryption scheme SE that is
also IND-CCA (resp. NM-CPA) secure, but the extended encryption scheme with secret redundancy
ESR associated to SE€ and RC is not INT-CTXT secure. |

We remark the proof here shows something stronger, namely that ESR is not even INT-PTXT
secure if the redundancy code is not UF-NMA secure.

Proof of Theorem 5.4: The proof is very similar to that of Theorem 4.2. In fact, we construct
SE from the given encryption scheme SE’ exactly in the same way as that in Theorem 4.2 and
show that the associated extended extended encryption scheme with secret redundancy ESR is
not INT-PTXT secure assuming the redundancy code is not UF-NMA secure. Since the second
part of the theorem (i.e. SE inherits the privacy property of SE’) is already shown in the proof of
Theorem 4.2, we omit the proof of the second part.

Let S& = (K., &, D’) be the given encryption scheme. The encryption scheme SE€ = (K., &, D) is
constructed based on SE' = (K., &', D’) as in the proof of Theorem 4.2. We recall their definitions
here. The key generation algorithm k. is unchanged and the other two algorithms are shown below:

Algorithm Eg, (M) | Algorithm Dk (C)
C « 0[|E, (M) Parse C' as b||C”" where b is a bit
return C If b = 0 then return Dy (C”)
else return C’ 4

Let RC = (K,,’H) be a redundancy code and let ESR = (Ks, &, D) be the extended encryption
scheme with secret redundancy associated to S€ and RC as per Construction 3.2. We now show
that, assuming RC is not UF-NMA secure, the encryption scheme with secret redundancy ESR is
not INT-PTXT secure. If RC is not UF-NMA secure, there exists an adversary F' whose advantage
function AquRfé?};na(-) is not negligible. Using the adversary F', we can construct an adversary B
attacking INT-CTXT of ESR as follows. It gets an oracle for encryption E< K. K, (-) but does not

need to invoke it.

Algorithm BE<K&KT>(')(I<:)

(M, 1)« F(k) // Obtain the forgery output by F'

return 1||M||7 // Return the forgery ciphertext formed based on the forgery output by F
It is easy to see that Advgl;g%t(k) > Adv%&f’}na(k). Thus Advign;;gfgt(-) is not negligible, meaning
ESR is not INT-PTXT secure. |

6 Nested CBC (NCBC) with redundancy

Let F: {0,1}* x {0,1}} — {0,1} be a family of permutations (i.e. a block cipher). We let
F,(-) = F(a,-) and we let F, ! denote the inverse of F,, for any key a € {0, 1}*.

NESTED CBC. In this section, we will consider a variant of the CBC mode of opertation that
involves the use of two keys instead of just one. The additional key is used for the last iteration of
the block cipher. We call this the Nested CBC (NCBC') mode, and denote by NCBC[F] = (K., &,D)
the NCBC mode of opertation with block-cipher F': {0,1}* x {0,1}' — {0,1}!. The algorithms for
NCBC|[F] viewed as an encryption scheme are shown in Figure 3. We assume that the messages
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Algorlthm ’Ce(k) Algorlthm gal [|as (X) Algorithm Da1 laz (Y)
a; & {0,1}" Parse X as x1 -+ Tpy1 Parse Y as Yoy1 - - - Ynt1
ag < {0,1}" yo - {0, 1} Fori=1,---,n do
Return (aql/az) Fori=1,---,n do x; — F i) @ yima
Yi — Fo, (yi—1 ® x5) Tp41 < Fa_Ql(yn—&-l) DS Yn
Ynt1 — Fay(Yn ® Tpir) X — 21 Tpy1
Return yoy1 -« * Yn+1 Return X

Figure 3: Nested CBC encryption scheme NCBC[F] = (K, &, D).

have length a multiple of the block length [. If this is not the case, the message is appropriately
padded.

We examine what kinds of security properties for the redundancy code will provide integrity of
ciphertexts for the encryption with redundancy scheme which uses NCBC[F] as the base encryption
scheme. We examine this for both public redundancy and secret redundancy. In order to facilitate
the practical security analyses, we will make concrete security assessments for the schemes examined
in this section.

Since the security of the NCBC[F| scheme is based on the security of the underlying block-
cipher F', we first define the security property of the underlying block-cipher on which our security
analysis will be based.

Block-ciphers are usually modeled as “pseudorandom permutations” (sometimes even as “pseu-
dorandom functions”) [4]. However, we use a stronger notion called pseudorandom permutation
under chosen-ciphertext attack (PRP-CCA) [23], where the adversary gets access to both forward
and inverse permutation oracles in the attack model. This was called “super pseudorandom permu-
tation” in [23] and “strong pseudorandom permutation” in [25]. Intuitively, the stronger security
is necessary because verification of a forgery requires decryption. (This point has arisen before in
the design of cipher based authenticated encryption schemes [8], and the latter showed that the
stronger requirement is necessary for integrity under the encode-then-encipher paradigm.)

Definition 6.1 [PRP-CCA] Let F: {0,1}" x {0,1}} — {0,1}! be a block cipher with key-length
# and block-length I. Let P! be the family of all permutations on [-bits. Let k € N and b € {0,1}.
Let D be an adversary that has access to oracles g(-) and g~ *(-). Consider the following experiment:

Experiment Expg%—cw—b ( k:)

If b= 0 then g & P! else K & {0,1}; g — Fg
d— D99 O (k) ; Return d

We define the advantage and the advantage function of the adversary as follows. For any integers
t,q >0,

Adv?{%—ma(k) Pr [Exp%f%_cca_l(k) = 1} —Pr [Exp%f%_cca_o(k) = 1}
AV Kyt q) = max {Advfp{pD'CC&(k)}

where the maximum is over all D with time-complexity ¢, making at most ¢ queries to the oracles
g(+) and g~(-). The block-cipher F is said to be PRP-CCA secure if the function AdvpR () is
negligible for any adversary D whose time-complexity is polynomial in k. |

The “time-complexity” refers to that of the entire experiment. Here, the choice of a random
permutation g is not made all at once, but rather g is simulated in the natural way.
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6.1 NCBC with secret redundancy

We denote by SNCBC|F, RC] = (Ks, &, D) the extended encryption scheme with secret redundancy
associated to the encryption scheme NCBC[F] = (K, &, D) and a redundancy code RC = (K,, H)
as per Construction 3.2.

It turns out that SNCBC[F, RC] is INT-CTXT secure if RC satisfies the relatively weak security
requirement of being “almost XOR universal” (AXU) introduced in [21].

Definition 6.2 [Almost XOR Universal (AXU)| Let RC = (K,,H) be a redundancy code
whose output length is ¢(-), and let k € N. We define the azu-advantage function of RC as follows.

AdviE (k, p)

{Pr[Hic () & Hac () = 7 5 Ky 2 K, ()]}

max
x,2'€{0,1}*,rc{0,1}¢()
where maximum is taken over all distinct x, 2’ of length at most p each, and all » € {0,1}4F) ]

Note that we do not use € to indicate the probability bound, but instead, we use the advantage
function notation for consistency and clarity of notations. Note also that the property AXU is not
cryptographic, but, combinatoric.

We define another property that is useful in relating the combinatoric property of AXU for a
redundancy code RC = (K,,’H) to a cryptographic attack model. The adversary has access to a
stateful oracle O that holds a key K, for the redundancy function. The adversary makes queries
of the form (Xj,y;) fori =1,---,¢, and in response to the i-th query, the oracle returns 1 if there
is an “axu-collision”, meaning there is some j < i such that Hg, (X;) ®y; = Hk, (X;) ® y; and
X; # X;. If not, the oracle returns 0.

Definition 6.3 [AXU-Collision [2]] Let RC = (K,, H) be a redundancy code with output length
¢(+), and let k € N. Let B be an adversary that has access to a stateful oracle O that takes inputs
of the form (X, y) and returns a bit. Consider the following experiment.

axu-col

Experiment ExpR¢ g (k)
K,,ﬁlCT(k); 1=0
Run B replying to its oracle queries as follows:
B = (X,y)
te—1+1; Xy X5y vy
If 3j € {1,---,7 — 1} such that
~ Hg, (X) @y = Hg, (X;) @ y;, and
- X #X;
then a; «+ 1 else a; « 0
B < q;
Until B halts
If 34 such that a; = 1
then return 1 else return 0

Note that the code for the oracle O is embedded in the above experiment.
We define the advantage and the advantage function of the adversary as follows. For any integers

g, >0,

AdVEEE (k) = Pr | ExpRe" (k) = 1] \ AV kg, 1) = max { AdvRL ()}
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Algorithm (k) | Algorithm &J (X) Algorithm ’D({;l (Y)
ai il {0,1}* Parse X as x1 - Tp41 Parse Y as Yoy1 - Yni1
f& Pl yo < {0,1} Fori=1,---,n do
Return (a4l f) Fori=1,---,ndo zi — Fy ' (yi) ® yia
Yi — Foy (yio1 © ;) Tr1 — [ (Yns1) B Yn
Ynt1 — f(Yn © Tnt1) X — 21 Tpyr
Return yoy1 - - - Yn+1 Return X

Figure 4: Nested CBC encryption scheme NCBC|F, P!]| = (K., &, D) constructed based on a block-
cipher F and a random permutation P'.

where the maximum is over all B making at most g oracle queries, the sum of whose length is at
most p. We adopt the convention that the length of a query (X,y) is | X]|. |

In the following claim, we relate the probability that there is an “axu-collision” (i.e. Advad <o (k,
q, 1)) to the axu-advantage function of RC (i.e. AdvRy (k, p)).

Claim 6.4 2] Let RC = (K,, H) be a redundancy code. Then,

axu-co a\q — 1 axu
AdvRE kg, p) < (2)-A viRe (k) 1

The above claim will be used in the proof of the following theorem.

Theorem 6.5 [Integrity of NCBC with secret redundancy] Let RC be a redundancy code
whose output length is I-bits. Let F: {0,1}*x{0,1} — {0,1} be a block-cipher, and let NCBC|[F]
be the NCBC encryption scheme based on F. Let SNCBC[F,RC| be the extended encryption
scheme with secret redundancy associated to NCBC[F| and RC. Let k € N. Then

Advglﬁété%,[F’Rc] (k7 ta q, /’L)

< q(q2+1) CAAVRES (k,p) + 211(1 + AdvRP N (Kt g+ /)

We take the standard approach taken from [6], namely considering the information theoretic
case first and then computational case.

Let P! denote the family of all permutations of I-bits. For the analysis in the information
theoretic case, we model the second instance of the block-cipher in NCBC|[F| as a permutation
chosen at random from P'. We denote by NCBC[F, P!] = (K., &, D) the NCBC|[F] encryption
scheme where the second instance of the block-cipher is chosen from P!. The algorithms for
NCBCIF, P'] are shown in Figure 4. The encryption algorithm S({l(-) is given an oracle for a
permutation f from P!, while the decryption algorithm Dg;l() is given an oracle for f~!, where
f,a1 are chosen by the key generation algorithm /C..

Lemma 6.6 [Information theoretic case] Let RC = (K,,’H) be a redundancy code whose output
length is I-bits, and let NCBC[F,P'] = (K.,&,D) be the NCBC encryption scheme as defined
in Figure 4. Let SNCBC|[F, P',RC] = (Ks,&,D) be the extended encryption scheme with secret
redundancy associated to NCBC[F, P'| and RC. Then,

int-ctx q(q + 1) X 1
AdVSJtvéth[F,Pl,Rc](kat,QaM) < 5 ~AdviRe (k, p) + 2 g I (2)
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Algorithm BO%r () (k)
a & {0,1}% J/ Pick the key a; for the first instance of the block-cipher
Initialize S «— () // S is a set containing the current range values
// for the simulated random permutation being used for the last block
Fori=1,---,q do
A= X;; // Amakesa query X; to the encryption oracle
Parse X; as z;[1] - - - xi[n]
yi[0] - - - yi[ni] «— CBC-Eq, (zi[1] -+ - x4[n]) // Encrypt the message blocks
b; — Ok, (Xi,yilni]) // Make a query (X, y;[ni]) to the oracle
If b; = 1 then halt // B succeeds in achieving its goal.
R; < ({0,1}' = 8) 5 yilni + 1] — R;
// Pick an unused value R; at random from the range of the simulated permutation
// and use the value R; as y;[n; + 1]
S «— SU{R;} // Update the set of the used values for the simulated permutation
Y — wi[0] - - - yi[nilyi[ni + 1]
A <Y, // returnY; to A as the query response
EndFor
A outputs C' = ¢[0] - - - ¢[n]c[n + 1] as its forgery
X « CBC-Dgy,(c[0]---¢[n]) // Obtain the corresponding plaintext
b— Ok, (X,c[n]) // Make a query (X, c[n]) to the oracle

Figure 5: The algorithm for the adversary attacking the AXU-Collision security of the redundancy
code RC using the adversary attacking the INT-CTXT of SNCBC|F, P!, RC]. CBC-&,,(-) de-
notes the CBC mode of encryption with a random IV, and CBC-D,, (-) denotes the corresponding
decryption.

Proof of Lemma 6.6:

We prove this by the standard reduction method. Let A be an adversary violating the INT-CTXT of
the SNCBC|[F, P!, RC] scheme. Using the adversary A, we will construct an adversary B violating
the AXU-Collision security of RC.

The goal of the adversary B is to find an axu-collision without knowing the key K, for the re-
dundancy function H (i.e. make the given oracle O (-,-) return 1). In order to achieve its goal,

B runs the adversary A answering A’s queries to the encryption oracle g{; (1) by picking a key a;
for the block-cipher and simulating the random permutation f. A difficulty in simulating f comes
from the fact that B does not know the key K, for H, whose output values are needed to compute
the inputs to f. However, this can be solved by observing that B does not need to know the input
values to f in order to simulate the outputs of f. As long as there is no collision on the inputs
to f, B can simulate the outputs by just picking strings at random from the available range of
the permutation and the distribution of the simulated output values will be correct (because the
permutation is modeled as a random permutation). In order to find out whether there exists a col-
lision on the inputs to f, B enlists the help of the oracle Ok, (-, -) by querying it with appropriately
formed string pairs such that if the oracle returns 0 it means there is no collision on inputs to f
and if the oracle returns 1, then B wins the game.

The details of the algorithm for the adversary B is given in Figure 5.
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From the algorithm B, note that as long as the adversary A succeeds (i.e. A’s output forgery
ciphertext C' = ¢[0] - - - ¢[n]c[n + 1] is “valid” and “new” as per Definition 2.2) and the last block
c[n+1] matches one (say y;[n;+1]) of the simulated last blocks in the response blocks, the adversary
B will succeed in making its oracle output 1. Indeed, in this case, the equation Hg, (X) @ ¢[n] =
Hr, (X;) ® y;[n;] holds (note that a valid forgery implies that f~1(c[n + 1]) = Hg, (X) @ c[n]).
Also note that X # X in this case. (Suppose to the contrary that X = X;. Then n = n; and
Hk, (X;) = Hk, (X). Since ¢[n + 1] = y;[n + 1] we now get ¢[0]---c[n + 1] = y;[0]...y;[n + 1],
meaning that C' was not “new.”) Hence, B is guaranteed to make its oracle output 1. However, if
the adversary A succeeds in forgery but the last block ¢[n + 1] of the forgery ciphertext does not
match any of the simulated last blocks in the response blocks (i.e. ¢[n + 1] was never returned to
A by B as a last block of a query response), then B will not succeed in making its oracle output
1 even if A makes a successful forgery output. Let Bad denote this event. It is easy to see that
the probability that the event Bad occurs is at most 1/(2' — ¢). Note that as long as the event
Bad does not occur, B will succeed if A succeeds. Moreover, B will be able to succeed even if A
doesn’t succeed if an axu-collision (i.e. a collision on the inputs to f) occurs while B is simulating
the responses to A’s queries. Hence, the probablity that B succeeds is at least the probability that
A succeeds under the absence of the event Bad.

Combining the results, we have
Pr {EXP%%I,EO](’C) = 1} > Pr {EXP?JVEYE%[FPI rep,a(R) = 1A E}

> Pr| Expiyibppreak) = 1| —Pr[Bad]

. 1
t-ctxt
> Pr [EXP?Ng*gC[F,Pl,RC],A(k) = 1} Ty
Expressing the result in terms of the advantage functions of the adversaries, we get:
: 1
. -col
AdVNSporp repa(k) < AAVREE (K) + 2 g

The number of oracle queries made by the adversary B is at most ¢ + 1, which is one more that
the number of queries made by A (because B makes an additional query to the AXU oracle after
A finishes making its encryption oracle queries and outputs its forgery). Taking into account the
resourses (which is at most in poly(k)) used by the adversaries, we obtain the following equation:

3)

Advgllvcc’gé[F,PvRC} (k}, t,q, N) < Adv%{cl'l_ml(kv q+ 17 :u) + ol _ q

Above, the value p in Adv?]t\,'gté‘g[};’ P,RC](/C, t,q, 1) is defined as the maximum value of the sum of

the lengths of the oracle queries and the decrypted plaintext corresponding the forgery ciphertext.

axu-col

We now upper-bound the advantage function Advize “*(k,q + 1,p) in terms of the advantage
function Advi{ (k, 1) using Claim 6.4 as follows.

q(q+1)

AdvEE (kg + 1) < 5

- AdviRe (k1) (4)

Combining Equation (3) and Equation (4), we obtain the conclusion of Lemma 6.6. |

We now consider the computational case, where the block-ciphers are modeled as strong pseu-
dorandom permutations (PRP-CCA). The following lemma states this case. The proof, being
standard, is omitted.
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Lemma 6.7 [Computational case] Let NCBC[F] be the NCBC encryption scheme based on a
block-cipher F: {0,1}* x {0,1} — {0,1}! and let NCBC[F, P'] be the NCBC encryption scheme
as defined in Figure 4. Let RC be a redundancy code. Let SNCBC[F,RC] and NCBC|F, P!, RC]
be the extended encryption schemes with secret redundancy (RC) associated to NCBC[F| and
NCBCI|F, P'], respectively. Then,

Advgl]‘sf_cc’g%[F,RC] (k, ta q, N) < Advg’ljsf_cc’gg[F,Pl,RC] (k7 t? q, M) + Adv}]);p-cca(kj t? q -+ N/l) I

Given the above two lemmas (i.e. Lemma 6.6 and Lemma 6.7), Theorem 6.5 follows.

6.2 NCBC with public redundancy

We denote by PNCBC[F,RC] = (K., Ks, &, D) the extended encryption scheme with public redun-
dancy associated to the NCBC encryption scheme NCBC[F] = (K.,&, D) and a redundancy code
RC = (K, H) as per Construction 3.1.

We want to examine what kind of security property for the underlying redundancy code RC
suffices to make the NCBC with public redundancy scheme provide integrity. It turns out that
a cryptographic property called “XOR-collision-resistance” suffices. XOR-collision-resistance is
slightly stronger than “collision-resistance”. Roughly, a redundancy code RC = (K,,’H) is said
to be XOR-collision-resistant (XCR) if it is “hard” to find strings x,2’ where x # z’ such that
Hi, (x) ® Hg, (2') = r for any committed value r and any given key K,. We define XOR-collision-
resistance (XCR) more formally as follows.

Definition 6.8 [XOR-Collision-Resistance (XCR)] Let RC = (K,, H) be a redundancy code
whose output length is ¢(-). Let &k € N. Let B = (B, B2) be an adversary. Consider the following
experiment:

Experiment Exp3¢ 5(k)
(r,8) < Bi(k); K <~ Ko(k) 5 (2,2') « Ba(K,r,5)
if Hi(z) ® Hi(2') =r and 2 # 2’ then return 1 else return 0

Above, the variable s denotes state information. We define the XCR-advantage of the adversary
and the XCR-advantage function of RC via,

Adv’f{é’B(k) =Pr [Exp’f{é’B(l@) = 1} Advie(k,t) = max {AdVXRCéyB(k)}

where the maximum is over all B with time-complexity ¢t. The scheme RC is said to be XCR secure
if the function Advyge 4 (k) is negligible for any adversary A whose time-complexity is polynomial
ink. 1

XOR-collision-resistance (XCR) as defined above is a new notion that has not been explicitly
studied in the literature. In XCR, the adversary first outputs a string r and then obtains the key
to the function. The adversary’s goal is to find a pair of strings z,z’ (called an “XOR-collision”
pair) such that the XOR of their images equals 7.

Given the definitions for the security properties of the underlying primitives, we now state the
theorem regarding the security of the PNCBC' scheme. Following that we will further discuss XCR
redundancy codes.

Theorem 6.9 [Integrity of NCBC with public redundancy] Let RC be a redundancy code
whose output length is I-bits. Let F': {0,1}%x{0,1}} — {0, 1} be a block-cipher, and let NCBC[F]
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be the NCBC encryption scheme based on F. Let PNCBC|[F,RC] be the extended encryption
scheme with public redundancy associated to NCBC|[F| and RC. Let k € N. Then

Advllgl]t\;ggtC’[F,RC] (kv t,q, :u)

2 n m?
20—m  2(2L —m)

< mq- Advie(k,t') + +2- AdvipP M (k, t, g + m)

where m = p/l and t/ =t + O(u + ql). 1

As is done in the proof for the SNCBC' scheme, we consider the information theoretic case first
and then add on the computational case.

The following lemma states the information theoretic case where the block-ciphers underly-
ing the scheme PNCBC are modeled as random permutations. Unlike the NCBC with secret
redundancy case, NCBC|[P'] here denotes the NCBC encryption scheme where both underlying
block-ciphers are modeled as random permutations chosen from the family of all permutations P?.
The proof of the following lemma is given in Appendix B.2.

Lemma 6.10 [Information theoretic case] Let PNCBC|[P',RC] = (K., Ks,E,D) be the extended
encryption scheme with public redundancy associated to NCBC[P!] = (K., &, D) and RC = (K, H).
Then,

LS S m?
20—q  20—m = 2(2l —m)

AdvIBest o ekt ) < mg - AdviE(k, ) +

()
where m = p/l and t/ =t + O(u + ql). 1

The analysis on the computational case gives rise to a similar result as in Lemma 6.7, except
that the factor of one on the advantage function Advy P (., ) for PRP-CCA is increased to
two. This is because both of the two block-ciphers are modeled as random permutations in the
PNCBC case, whereas, in the SNCBC' case, only the second block-cipher is modeled as a random
permutation. In general, the factor multiplied to the term Advy " (-, -, -) indicates the number of
the underlying permutations that are modeled as random permutations in the information theoretic
case. Incorporating the computational case with the information theoretic case, we obtain the

statement of Theorem 6.9.

XCR REDUNDANCY CODES. We now further discuss XCR redundancy codes. Note that the XCR
property can be thought of as a cryptographic counterpart of the AXU property described in
the previous section. The combinatorial property of AXU (for secret redundancy) is weaker, and
therefore, easier to implement than the cryptographic property of XCR (for public redundancy).

What are candidates for XCR redundancy codes? Note that an unkeyed hash function like
SHA-1 does not yield an XCR redundancy code. Indeed, an adversary can choose any distinct
x,2', and let r = SHA-1(x) & SHA-1(2'). It can output r in its first stage, and z, 2’ in its second,
and win the game. An XCR redundancy code must be keyed. A keyed hash function is a good
candidate. Specifically, we suggest that HMAC [3] is a candidate for a XCR redundancy code.
Furthermore, we show a general way to transform any collision-resistant function into an XCR
redundancy code.

For notational convenience in the remaining section, we treat “a function family” of the form
H: {0,1}* x {0,1}* — {0,1}* (where x(-) is the key-length function) like a redundancy code
RC = (K,,H). Note that they are syntactically identical in that we can represent the function
family as RC that consists of the following two algorithms: the key generation algorithm KC,.(-) that
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returns a key chosen at random from {0, 1}“(') and the redundancy function H that returns a string
of length £(-) given as input a string of length b(-).

Before we show the transformation method, we first recall the collision-resistance property of a
function family below:

Definition 6.11 [Collision-resistance] Let H: {0,1}* x {0,1}* — {0,1}! be a function family.
Let £ € N. Let A be an adversary. Consider the following experiment:
Experiment Expf 4(k)

K & {0,1}5%)

(x,2") — A(k,K)

If x # 2’ and Hg(x) = Hg(2') then return 1 else return 0

We define the advantage and the advantage function of the adversary via,

Adv 4 (k) = Pr | Expg a(k) =1] Advy(k,t) = max {Advy A(k)}
where the maximum is over all A with time-complexity ¢. |

We now describe how to transform a collision-resistant function family into an XCR function
family. The transformation involves an application of an AXU function family on the collision-
resistant function family.

Construction 6.12 Given a collision-resistant function family A: {0,1}"4 x {0,1}* — {0,1}™
and an AXU function family B: {0,1}"*5 x {0,1}™ — {0,1}*"™, we can construct an XCR function
family H: {0,1}"4T%5 x {0,1}* — {0,1}>™ as follows:

H/ﬂ”kz (X) = Bk2(14k1 (X)) )
where X € {0,1}* is the input string, and ki||ky < {0,1}*41%5 is the key string. 1

We claim that the function family H constructed above is indeed XCR if the underlying function
families A and B are collision-resistant and AXU, respectively, with Advy"(k,m) < 2737,

Claim 6.13 Let A: {0,1}"4 x {0,1}* — {0,1}"™ be a collision-resistant function family and let
B: {0,1}*8 x {0,1}™ — {0,1}3™ be an AXU function family. Let H: {0,1}*4T%5 x {0,1}* —
{0,1}3™ be a function family as per Construction 6.12. Then,

AV (k1) < AdvS(k,t) + 22 AdvEU(k,m) I

Corollary 6.14 Let A: {0,1}"4 x {0,1}* — {0,1}™ be a collision-resistant function family and
let B: {0,1}%5 x {0,1}™ — {0,1}*™ be an AXU function family with Adv5™(k,m) < 273™. Let
H: {0,1}ratrB % {0,1}* — {0,1}3™ be a function family as per Construction 6.12. Then,

AdVET (k1) < AdvS(k,t)+27™ |

Proof of Claim 6.13: Let F' = (Fy, F5) be an adversary against the XCR property of H. Then,
we can construct F” that attacks the collision-resistance of A running the adversary F as follows.

Algorithm F'(k, K,)
(r,s) « F1(k)
Ky <~ {0,1}"2
(x,2') — Fo(Ky||Kp, 1, 8)
return (z,z")
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We want to bound the advantage of F' attacking the XCR property of H in terms of the advantage
of F' attacking the CR property of A and the advantage function of B as an AXU function.

Recall that I’ succeeds (i.e. Expjr(k) = 1) in violating the XCR property of H if its output
pair (z,2) is a “correct” XOR-collision pair —meaning, z # =’ and Hg, |k, (7) © Hg, |k, (z") =7,
which we can rewrite as Bk, (Ax, () ® Bg,(Axk, (z)).

Depending on the distinctness of the inputs to the function Bp,(-) which is also the outputs
of the function A, (:), the event Expjj’r(k) = 1 can be divided into the following two cases:
Ak, () = Ak, (2") or Ak, (z) # Ak, (2'). Note that if Ag,(x) = Ak, (2') with z # 2/, it implies
that F implicitly found a collision pair, and therefore, by outputting the pair (x, "), F’ will succeed
in attacking against the collision-resistance of B. On the other hand, if Ak, (z) # Ak, (z'), then
we can bound the probability that By, (y) @ Bk, (y') = r (where, y = Ak, () and ¢/ = Ak, (2')) as
the probability that the key K} is “bad” in that there exist distinct strings y,y’ € {0,1}™ such that
Bk, (y) ® Br, (y') = r for a given r € {0,1}>™. We define the event where the key is “bad” more
formally as follows: given r € {0,1}%™ let K, € {0,1}*2 be r-Bad if there exist y,y’ € {0,1}"™ such
that y # v’ and Bk, (y) ® Bk, (y') = r. Then,

Pr [Kb is r-Bad : Kj < {0,1}”3}
= Pr [EI y,y such that y # v/ A By, (y) ® Bg, (v/) =7 : Ky & {0,1}“3}

< ) P {BKb(y) ® B, (y) =1+ Kp & {0’1}53}
Y,y y#y’

< 22 AdvEY(k,m)

Note the the event “Kj is r-Bad” upper-bounds the event Expiip(k) = 1 and Ag, (2) # Ax, (2').
This is because in the attack model, the adversary F' against H is required to search for distinct
strings x, 2’ such that Ag, (v) # Ag,(2') and Bk, (Ak,(z)) ® Bg,(Ak,(z")) = r after it picks
r first in the first stage, and given the key K,||K, for H, whereas the event “K, is r-Bad” is
about the ezistance of distinct strings y,y’ such that By, (y) ® Bg,(y') = r for the given r and
over the random choice of K. If F finds such a pair z,2’ for a random choice of a key Kj,
then the event “Kj is r-Bad” is by definition true, while the opposite is not necessarily true —
even if there exists a pair y,y’ that satisfies the mentioned property for a randomly chosen key
Ky, F might not be able to “find” a pair x,2’ such that the above-mentioned property holds.
Hence, Pr | Expif'n(k) = 1A Ax, (2) # A, (2/) | < Pr|K,isr-Bad : K, & {0,1}78 | < 22m.
AdvE"(k,m).

Combining the results obtained above, we now bound the probability that the advantage of F in
terms of the advantage of F’ and the advantage function of B as an AXU function as follows:

Advii'(k) = Pr|Expifp(k)=1]
= Pr|Bxpip(k) = 1A Ak, (2) = Ak, (2/) | +

Pr [ Bxpifi(k) = 1A A, (2) # Ar, ()]

< Adv§ (k) + 22" - AdvE(k,m)

Taking into account the resources used by the adversaries, we obtain the conclusion of Claim 6.13.
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Note that Corollary 6.14 can be obtained by taking into account the bound on the advantage
function Advy"(k,m) < 273m. |
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Attack on CBC with public redundancy

Let F: {0,1}* x {0,1}} — {0,1} be a family of permutations (i.e. a block-cipher). Note that by
permutations we mean that they are invertible —for each permutation F, specified by a key a, the
inverse is denoted as F; 1. The scheme CBC[F| = (K, &, D) has the key generation algorithm /C,
where the key for encryption is the key a specifying f = F,. Given the message X to be encrypted,
which is a sequence of [-bit blocks, X = z1 - - -z, the algorithms for £,(z) and D,(x) for the CBC
encryption scheme are defined as follows:
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Algorithm &,(z) Algorithm D, (Y)

Parse X as x1--- 2y ; 4o < {0, 1} Parse Y as yolly1 - yn
Fori=1,---,ndoy; «— Fy(yi—1 © x;) Fori=1,---,ndo z; « F;  (y;) ® yi_1
Return yol|y1y2 -« - yn Return z1 - - a,

Let RC = (K,,H) be any redundancy code whose output length is l-bits. Let PCBC[F, RC] =
(K¢, Ks, &, D) be the extended encryption with public redundancy associated to CBC[F] and RC.
The attack against PCBC[F,RC] is based on the length variability. The attacker chooses as its
query a string followed by the redundancy of the string (such that the redundancy is placed in the
last block), and obtains the corresponding ciphertext. It then outputs all but the last block of the
ciphertext as its forged ciphertext. The forgery is successful because the ciphertext is new with
respect to the query response, and the recovered plaintext is the original query, which is composed
of a string and its redundancy.

For completeness, we present the attack in more detail below. The adversary has access to the
encryption oracle 3<a7 K, (+) and is given as input the key K, for the redundancy code RC.

Adversary AE@’KH(')(k, K,)
€1 <—£); To — HK(acl) 7 X — lexQ
Y — Eqk,)(X); Parse Y as yoy192y3
Y «— yoy1y2 ; Return Y’/

It is easy to see that the ciphertext Y’ output by the adversary A is “new”, meaning the ciphertext
was never output by the encryption oracle and “valid”, meaning the decryption algorithm Z_7<a, K,) ()
will return 1 # L on input yoy1y2 because the corresponding plaintext 1 ||x2 returned by the base
decryption algorithm D,(-) will satisfy the relationship Hg, (1) = 2.

B Proofs

B.1 Proof of Theorem 3.3

Here we show it for the IND-CPA case only, but in a similar manner, it can be shown for the other
cases (i.e. IND-CCA and NM-CPA) as well. We use a standard reduction argument. Let B be an
IND-CPA-adversary for ER. We associate to B an IND-CPA-adversary A for S€. The algorithm
for A is shown below:

Algorithm A&xe (ERE0) (k)
K, & K, (k)
If £R is a public redundancy scheme then K. «— K, else K. «— ¢
Run B on input (k, K.)
When B queries (x,z1) to the LR-encryption oracle do
g zol| Mk, (o) ; ) — 21[|Hk, (21)
y — Ek, (LR(x(,x},b)); return y to B
Until B outputs a bit d
Return d

By definition, we have

AQVESP (k) = Pr[ Expld @ (k) = 1] - Pr [ Bxpl (k) = 1] .
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It is easy to see from the above algorithm that A is effectively simulating the encryption oracle
E k. k) (LR(:,-,b)) in its response to B’s queries. Since A outputs the same output as B does, the
following equation holds for both b =0 and b = 1:

Pr [Expglg:jpa_b(k) = 1} =Pr {Exp?%%pa_b(k) = 1}

Hence, Advias **(k) = AdviEa P?(k), which means that as long as the advantage function of A
is negligible, so is that of B. Hence, the conclusion of the theorem follows. |

B.2 Proof of Lemma 6.10

Given any adversary B attacking the PNCBC[P!, RC] scheme using resources at most ¢, q, 1, we
will construct an adversary (XOR-collision finder) A with time-complexity ¢ =t + O(u + ¢l) and
show that

1 1 m2

1
- - 6
20—q 20—m  2(2l —m) (6)

Advie (k) > p AdvERESLip Ry (F) —

where m = p/l. Equation (5) follows by transposing terms and taking the maximum, over all
adversaries limited to the given resourses, of the advantage of the adversary.

ProoOF IDEA. We will first give a high level intuition of the proof. Recall from the definition of
XOR-collision-resistance that the adversary A is divided into two stages (A1, A2). In the first stage,
A will output the value r for which it will try to find XOR collision. In the second stage, given the
key K for RC (i.e. 'H), Ay will output the purported XOR collision pair. As usual, the algorithm
A runs the adversary B as a subroutine providing answers to the encryption oracle queries, and
somehow uses B’s output forgery ciphertext to find the collision pair. In answering B’s queries, A
will simulate the two random permutations denoted by 71 and 7.

Consider a special case first. Suppose B asks just one query of k blocks Z = z[1]--- z[k] to
the encryption oracle, and gets back the answer Y = y[0] - - - y[k + 1]. B then outputs the forgery
ciphertext C' = ¢[0] - - - ¢[n]c[n + 1] that is “new” and “valid”, meaning C' # Y and its decrypted
text X = x[1] -+ - x[n+ 1] contains the valid redundancy —that is, Hx (X) = x[n+ 1]. Furthermore,
suppose that the last two blocks c[n] and ¢[n + 1] of B’s forgery output were the same as the query
response blocks y[i] and y[k + 1], respectively, for some i € {1,---,k} —that is, ¢[n] = y[i] and
c[n+1] = y[k+1]. Then, the equation y[k| ® Hx(Z) = y[i] ® Hx (X) holds, and if A; had somehow
output the value y[k] @ y[i] as r, Ay would have been able to succeed by outputting (Z, X) as its
XOR-collision pair. This can be made possible because A is the one who is providing the answers
to B’s queries. If A; picked the two values y[i] and y[k] randomly and output y[i] @ y[k] as r, and
then in the second stage, if Ao positioned the two blocks correctly in the answer to B’s query, A
would have succeeded in the special scenario described above. Hence, the matter boils down to
correctly positioning the two “crucial” blocks (y[i] and y[k]) in the simulated query answers. Since
A does not know ahead of time which two blocks B will output as its last two ciphertext blocks,
the best thing A can do is to “guess” the positions of the two crucial blocks at random and try to
place the blocks at the guessed position in the answers to B’s queries. Since B does not know how
these blocks were picked, those blocks would not be viewed any different from other blocks by B.
As long as the last two blocks B outputs came from the response blocks that A simulated for B’s
query, with some probability A can guess those positions correctly.

Consider now the general case, where B queries at most ¢ queries totaling p bits. The two
random permutations 71 and ms need to be simulated as well as their inverses. Assuming that A
knows the total number of message blocks (bounded by pu/bl) that B will query, A can prepare
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Algorithm A; (k)
Initialize tables T1 and To // Ty and T, store values to be used for simulating 7, and 5.
Pick m = p/l distinct [-bit random strings and store them in Ty
Pick ¢ distinct [-bit random strings and store them in Ty
From the entries of table T, pick a string at random and assign it to y,
From the last ¢ entries of T1, pick a string at random and assign it to y
Compute y, & yp and assign it to r
Return (7, (Ya, Y, T1, T2))

Algorithm Ay (K, 7, s)
Parse s as (Ya, Yb, 11, 12)  // Ya, Y, T1, T2 are globally accessible
pr—1;pr—m—q+1; p3<—1 // p1,p2,p3 are global pointers to the tables
Fori=1,---,q do
B=X; ; Parse X; as I‘Z[l] .. mz[nz] ;T HK(XZ)
Vi yil0lil1] -l + 1) — E-Sim(X; |7
B <Y,
B outputs C = ¢[0] - - - ¢[n + 1] as its forgery ciphertext
X||T < D-Sim(C) // Decryption simulator
If Cis new and 7 = Hi(X) and c[n + 1] € {y1[n1 + 1], ya[n2 + 1], - -, y4[ng + 1]} then
Let ¢ be the index such that c[n + 1] = y;[n; + 1] € {y1[n1 + 1], y2[n2 + 1], - - -, yqlng + 1]}
Return (X, X;)

Figure 6: The XOR collision finder algorithm A for the proof of Lemma 6.10. It invokes the
subroutine £-Sim(-) of Figure 7. The description of D-Sim(-) is omitted.

the output values for the simulated permutations by picking distinct values at random for each
permutation. Since in the first stage, A1 needs to output the target value r of the XOR-collision,
A can prepare the output values for the simulated permutation and pick the two crucial blocks.
The prepared output values can be stored in two tables (one for each permutation). In the second
stage, Ao can answer B’s queries by simulating the permutations using the prepared values in the
two tables. For each input to the permutation, As can use the values in the tables one by one
in order. Care must be taken, however. If the input to the permutation in question is previously
defined, the defined value needs to be returned regardless of what the prepared value in the table,
meaning the particular value in the table is discarded. This would be a problem if the discarded
value is one of the crucial block values —if either of them is unused in the responses to B’s queries,
A will bound to fail. Part of the error term in Equation (6) computed from this “bad” event. Other
“bad” events are considered in the detailed analysis which will be given shortly.

ALGORITHMS AND ANALYSIS. We now present the actual algorithms for the XOR-~collision finder
A = (A1, A2). The algorithms are shown in Figure 6. The algorithm A; invokes two subroutines:
£-Sim and D-Sim. We present only the NCBC[P!] encryption algorithm simulator £-Sim and omit
the decryption algorithm simulator D-Sim because the latter performs just the inverse operations
of the former. The subroutine £-Sim and its invoked subroutines are shown in Figure 7.

In the algorithm A, T; and T, denote the tables that store the values that are used in the
subroutines P1-Sim and P2-Sim in order to simulate the two permutations, w1 and w9 that are
chosen at random from P'. In the subroutines, P1(-) and P2(-) denote the tables that store the
actual input and output values that are generated via invoking the subroutines P1-Sim and P2-Sim.
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Subroutine £-Sim(X) Subroutine P1-Sim(z, flag) Subroutine P2-Sim(z)
Parse X into x1 - Zn41 If (flag # LST) then y « Ta[p3]
yo <= {0, 1}! y Ti[p1]; pr=p1+1 p3<—p3s+1
Fori=1,---,n—1do else y « Ti[pa] ; p2 — p2+1 If P2(x) is defined

y; — P1-Sim(y;—1 & x4, L) If P1(x) is defined then then return P2(x)
Yn — P1-Sim(yp—1 @ x,,LST) If (y=ya) or (y=1ysp) P2(z) «— vy
Ynt+1 <— P2-Sim(yn, @ Tpt1) then Bad « true Return y
Return yoy1 - - - Yn41 return P1(x)
P1l(z) < y; Returny

Figure 7: The encryption-oracle and random permutation simulator subroutines for the XOR
collision finder algorithm of Figure 6.

The value m = p/l denotes the total number of query message blocks, and g denotes the number
of queries of B. Since Tj is used to simulate 7 that is applied to all of the m query blocks, m
distinct values are picked for Ty. For T», ¢ distinct values are picked because T» is used to simulate
m9 which is applied to the redundancy blocks. The pointers (p1,p2,p3) are used to keep track of
the current positions in the tables so that the entries are picked in order. The strings y, and
randomly chosen from the table T; denote the two “crucial” blocks described earlier. Notice that
yp is chosen from the last ¢ entries in T1, whereas y, is chosen from all the entries in T;. The last
q entries in T are reserved to be used as the images for the last message blocks that are processed
by P1-Sim. The flag LST is used in the subroutines £-Sim and P1-Sim to indicate the simulated
outputs are to be picked from the last ¢ entries in T1 where the crucial block y; belongs to.

Recall that in order for A to succeed in finding the XOR-collision pair, the last two forgery
blocks B outputs need to come from the query response blocks simulated by A. In particular, the
last forgery block ¢[n + 1] needs to be chosen from the query response blocks generated by P2-Sim,
and the second to the last block ¢[n] needs to be chosen from the query response blocks generated
by P1-Sim. If not, A will not succeed even if B succeeds. We denote by BAD1 the event where
B succeeds in forging without using the blocks as described. We claim that the probability BAD1
occurs is at most 1/(2" — ¢) + 1/(2" — m). Notice that c[n + 1] and c[n] are considered “new” if
they did not come from the outputs of P2-Sim and P1-Sim, respectively. This is because of the way
the decryption is done. c[n + 1] is processed by the inverse operation of P2-Sim, and if it is “new”,
then a random value out of 2! — ¢ available values is chosen as its inverse. In a similar way, for the
inverse P1-Sim operation on c[n], a random value out of 2! — m available values is chosen.

Let us consider another “bad” event, which we mentioned earlier. We denote by BAD2 the event
where Bad is set true in the subroutines shown in Figure 7. Notice that if all the inputs to P1-Sim
are distinct, Bad will never be set true. When there are any two inputs that are not distinct, it
is said that a “collision” occurred. Although the event BAD2 is a more restricted event than a
collision, we upper bound the probability of BAD2 event by the probability of collision because it
is simpler and cleaner to analyze. We can bound the collision on the inputs using the standard
method. Recall that the inputs to P1-Sim are of the form y;_1 @ x;, where x; is the i’th message
block and y;_1 is the output returned from P1-Sim for the 7 — 1’th input. For convenience, let us
view all the message blocks in B’s queries as a sequence of blocks x7 - - - z,,,, where m is the total
number of query blocks (i.e. m = p/l). Let Col; denote the event that there is a collision on the
inputs of P1-Sim up to the i-th input block. Then

m 2
P m

< < . . < —

Pr[BAD2] < Pr[Coln,] < ;Pr[cmzmol”} < ST
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Finally, from the algorithm for A, it is easy to see that the probability that A can guess the
“correct” positions of the two crucial blocks is 1/mgq if B succeeds and no “bad” event occurs.

We now combine the results obtained from the above analyses. For notational convenience,
let BAD denote the event where either BAD1 or BAD2 occur, and let B succeeds denote the event
Expntetxt (k) = 1. Note that if B succeeds in the absence of the event BAD, A will also

PNCBC[P\,RC),B
succeed if A can guess the correct positions of the two crucial blocks. Hence,

1

AdvEss k > — . P B d BAD
VRC’A( ) > ma r{ succeeds A }
1
> — - (Pr[B succeeds] — Pr[BAD )
mq
SO I P gs]_ ! 1 m2
2 r [ B succeeds T T A )

This is exactly Equation (6). 1
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