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Abstract

We consider a security property of encryption schemes that has been surfacing increasingly
often of late. We call it “key-privacy” or “anonymity”. It asks that an eavesdropper in possession
of a ciphertext not be able to tell which specific key, out of a set of known public keys, is the
one under which the ciphertext was created— meaning the receiver is anonymous from the
point of view of the adversary. We investigate the anonymity of known encryption schemes. We
prove that the El Gamal scheme provides anonymity under chosen-plaintext attack assuming the
Decision Diffie-Hellman problem is hard and that the Cramer-Shoup scheme provides anonymity
under chosen-ciphertext attack under the same assumption. We also consider anonymity for
trapdoor permutations. Known attacks indicate that the RSA trapdoor permutation is not
anonymous and neither are the standard encryption schemes based on it. We provide a variant
of RSA-OAEP that provides anonymity in the random oracle model assuming RSA is one-way.
We also give constructions of anonymous trapdoor permutations, assuming RSA is one-way,
which yield anonymous encryption schemes in the standard model.
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1 Introduction

The classical security requirement of an encryption scheme is that it provide privacy of the en-
crypted data. Popular formalizations— such as indistinguishability (semantic security) [22] or
non-malleability [15], under either chosen-plaintext or various kinds of chosen-ciphertext attacks—
are directed at capturing various data-privacy requirements. (A comprehensive treatment can be
found in [5]).

In this paper we consider a different (additional) security requirement of an encryption scheme
which we call key-privacy or anonymity. It asks that the encryption provide (in addition to privacy
of the data being encrypted) privacy of the key under which the encryption was performed. This
might sound odd, especially in the public-key setting which is our main focus: here the key under
which encryption is performed is the public key of the receiver and being public there might not
seem to be anything to keep private about it. The privacy refers to the information conveyed to
the adversary regarding which specific key, out of a set of known public keys, is the one under
which a given ciphertext was created. We call this anonymity because it means that the receiver is
anonymous from the point of view of the adversary.

Anonymity of encryption has surfaced in various different places in the past, and found several
applications, as we detail later. However, it lacks a comprehensive treatment. Our goal is to provide
definitions, and then systematically study popular asymmetric encryption schemes with regard to
their meeting these definitions. Below we discuss our contributions and then discuss related work.

1.1 Definitions

We suggest a notion we call “indistinguishability of keys” that formalizes the property of key-
privacy in a way that seems to capture the intuition of previous research in a strong sense. In the
formalization, the adversary knows two public keys pk, pk, corresponding to two different entities
and gets a ciphertext C' formed by encrypting some data under one of these keys. Possession of
C should not give the adversary an advantage in determining under which of the two keys C' was
created. This can be considered under either chosen-plaintext attack or chosen-ciphertext attack,
yielding two notions of security, IK-CPA and IK-CCA.

We also introduce the notion of an anonymous trapdoor permutation, which will serve as tool
in some of the designs.

1.2 The search for anonymous asymmetric encryption schemes

In a heterogenous public-key environment, encryption will probably fail to be anonymous for trivial
reasons. For example, different users might be using different cryptosytems, or, if the same cryp-
tosystem, have keys of different lengths. (If one possible recipient has a RSA public key with a
1024 bit modulus and the other a RSA public key with a 512 bit modulus, the length of the RSA
ciphertext will immediately enable an eavesdropper to know for which recipient the ciphertext is
intended.) We can however hope for anonymity in a context where all users use the same security
parameter or global parameters. We will look at specific systems with this restriction in mind.

Ideally, we would like to be able to prove that popular, existing and practical encryption schemes
have the anonymity property (rather than having to design new schemes.) This would be conve-
nient because then existing encryption-using protocols or software would not have to be altered
in order for them to have the anonymity guarantees conferred by those of the encryption scheme.
Accordingly, we begin by examining existing schemes. We will consider discrete log based schemes
such as El Gamal and Cramer-Shoup, and also RSA based schemes such as RSA-OAEP.



It is easy to see that an encryption scheme could meet even the strongest notion of data-
privacy— namely indistinguishability under chosen-ciphertext attack— yet not provide key-privacy.
(The ciphertext could contain the public key.) Accordingly, existing results about data-privacy of
asymmetric encryption schemes are not directly applicable. Existing schemes must be re-analyzed
with regard to key-privacy.

In approaching this problem, we had no a priori way to predict whether or not a given asym-
metric scheme would have the key-privacy property, and, if it did, whether the proof would be a
simple modification of the known data privacy proof, or require new techniques. It is only by doing
the work that one can tell what is involved.

We found that the above-mentioned discrete log based schemes did have the key-privacy prop-
erty, and, moreover, that it was possible to prove this, under the same assumptions as used to prove
data-privacy, by following the outline of the proofs of data-privacy with appropriate modifications.
This perhaps unexpected strength of the discrete log based world (meaning not only the presence
of the added security property in the popular schemes, but the fact that the existing techniques
are strong enough to lead to a proof) seems important to highlight. In contrast, folklore attacks
already rule out key-privacy for standard RSA-based schemes. Accordingly, we provide variants
that have the property. Let us now look at these results in more detail.

1.3 Discrete log based schemes

The El Gamal cryptosystem over a group of prime order provably provides data-privacy under
chosen-plaintext attack assuming the DDH (Decision Diffie-Hellman) problem is hard in the group
[25, 12, 31, 3]. Let us now consider a system of users all of which work over the same group. (To be
concrete, let ¢ be a prime such that 2¢+1 is also prime, let G, be the order g subgroup of quadratic
residues of Z3,; and let g € G, be a generator of G,;. Then ¢, g are system wide parameters based
on which all users choose keys.) In this setting we prove that the El Gamal scheme meets the
notion of IK-CPA under the same assumption used to establish data-privacy, namely the hardness
of the DDH problem in the group. Thus the El Gamal scheme provably provides anonymity. Our
proof exploits self-reducibility properties of the DDH problem together with ideas from the proof
of data-privacy.

The Cramer-Shoup scheme [12] is proven to provide data-privacy under chosen-ciphertext at-
tack, under the assumption that the DDH problem is hard in the group underlying the scheme. Let
us again consider a system of users, all of which work over the same group, and for concreteness
let it be the group G, that we considered above. In this setting we prove that the Cramer-Shoup
scheme meets the notion of IK-CCA assuming the DDH problem is hard in G,;. Our proof exploits
ideas in [12, 3].

1.4 RSA based schemes

A simple observation that seems to be folkore is that standard RSA encryption does not provide
anonymity, even when all modulii in the system have the same length. In all popular schemes,
the ciphertext is (or contains) an element y = 2° mod N where z is a random member of Z3,.
Suppose an adversary knows that the ciphertext is created under one of two keys Ny, eq or Ny, eq,
and suppose Ng < Ny. If y > Ny then the adversary bets it was created under Ny, ey, else it bets
it was created under Ny, eg. It is not hard to see that this attack has non-negligible advantage.
One approach to anonymizing RSA, suggested by Desmedt [14], is to add random multiples of
the modulus NV to the ciphertext. This seems to overcome the above attack, at least when the data
encrypted is random, but results in a doubling of the length of the ciphertext. We look at a few



other approaches.

We consider an RSA-based encryption scheme popular in current practice, namely OAEP [8].
(It is the PKCS v2.0 standard [26], proved secure against chosen-ciphertext attack in the random
oracle model [18].) We suggest a variant which we can prove is anonymous. Recall that OAEP is a
randomized (invertible) transform that on input a message M picks a random string r and, using
some public hash functions, produces a point © = OAEP(r, M) € Z} where N, e is the public key
of the receiver. The ciphertext is then y = x° mod N. Our variant simply repeats the ciphertext
computation, each time using new coins, until the ciphertext y satisfies 1 < y < 28=2, where k is
the length of N. We prove that this scheme meets the notion of IK-CCA in the random oracle
model assuming RSA is a one-way function. (Data-privacy under chosen-ciphertext attack is proved
under the same assumption as in [18].) The expected number of exponentiations for encryption
being two, encryption in our variant is about twice as expensive as for OAEP itself, but this may
be tolerable when the encryption exponent is small. The cost of decryption is the same as for
OAERP itself, namely one exponentiation with the decryption exponent. As compared to Desmedt’s
scheme, the size of the ciphertext increases by only one bit rather than doubling. Our proof exploits
the framework and techniques of [18, 8].

We then ask a more theoretical, or foundational, question, namely whether there exists an
encryption scheme that can be proven to provide key-privacy based only on the assumption that
RSA is one-way, meaning without making use of the random oracle model. To answer this we
return to the classical techniques based on hardcore bits. We define a notion of anonymity for
trapdoor permutations. We note that the above attack implies that RSA is not an anonymous
trapdoor permutation, but we then design some trapdoor permutations which are anonymous and
one-way as long as RSA is one-way. Appealing to known results about hardcore bits then yields
an encryption scheme whose anonymity is proven based solely on the one-wayness of RSA. The
computational costs of this approach, however, prohibit its being useful in practice.

1.5 Related work

In recent years, anonymous encryption has arisen in the context of mobile communications. Con-
sider a mobile user A, communicating over a wireless network with some entity B. The latter is
sending A ciphertexts encrypted under A’s public key. A common case is that B is a base station.
A wants to keep her identity private from an eavesdropping adversary. In this case A will be a
member of some set of users whose identities and public keys are possibly known to the adversary.
The adversary will also be able to see the ciphertexts sent by B to A. If the scheme is anony-
mous, however, the adversary will be unable to determine A’s identity. A particular case of this
is anonymous authenticated key exchange, where the communication between roaming user A and
base station B is for the purpose of authentication and distribution of a session key based on the
parties public keys, but the identity of A should remain unknown to an eavesdropper. Anonymity
is targeted in authenticated key exchange protocols such as SKEME [23]. The author notes that a
requirement for SKEME to provide anonymous authenticated key exchange is that the public-key
encryption scheme used to encrypt under A’s public key must have the key-privacy property.

In independent and concurrent work, Camenisch and Lysyanskaya [10] consider anonymous
credential systems. Such a sytem enables users to control the dissemination of information about
themselves. It is required that it be infeasible to correlate transactions carried out by the same
user. The solution to this given in [10] makes use of a wverifiable circular encryption scheme that
needs to have the key-privacy property. They provide a notion similar to ours, but in the context
of verifiable encryption. They observe that their variant of the El Gamal scheme is anonymous
under chosen-plaintext attack.



Sako [28] considers the problem of achieving bid secrecy and verifiability in auction protocols.
Their approach is to express each bid as an encryption of a known message, with the key to
encrypt it corresponding to the value of the bid. Thus, what needs to be hidden is not the message
that is encrypted, but the key used to encrypt it. The bid itself can be identified by finding the
corresponding decrypting key that successfully decrypts to the given message. Unlike the previous
examples, where the key-privacy property was needed to protect identities, this application shows
how that property can be exploited to satisfy a secrecy requirement. Sako also considered a notion
similar to ours and gave a variant of the El Gamal scheme that was expected to be secure in that
sense.

Formal notions of key-privacy have appeared in the context of symmetric encryption [1, 13, 17].
Abadi and Rogaway [1] prove that popular modes of operation of block ciphers, such as CBC,
provide key-privacy if the block cipher is a pseudorandom permutation.

The notion given by Desai [13], like ours, is concerned with the privacy of keys. However, the
goal, model and setting in which it is considered differs from ours— the goal there is to capture
a security property for block-cipher-based encryption schemes that implies that exhaustive key-
search on them is slowed down proportional to the size of the ciphertext. There is, however, a
similarity between our definitions (suitably adapted to the symmetric setting) and those of Abadi
and Rogaway [1] and Fischlin [17]. Although the exact formalizations differ, it is not hard to see
that there is an equivalence between the three for chosen-plaintext attack.

Chosen-ciphertext attacks do not seem to have been considered before in the context of key-
privacy. In fact, Fischlin [17] observes that giving decryption oracles to the adversary in their setting
makes its task trivial. However, in our formalization chosen-ciphertext attacks can be modeled by
giving decryption oracles and then putting an appropriate restriction on their use. The restriction
is the most natural and is anyway in effect for modeling semantic security against chosen-ciphertext
attack. This allows us to make a distinction between those encryption schemes that are anonymous
under chosen-ciphertext attack, such as Cramer-Shoup, and those that are not, such as El Gamal—
just as there are schemes that are semantically secure under chosen-plaintext attack but not under
chosen-ciphertext attack.

2 Notions of Key-Privacy

The notions of security typically considered for encryption schemes are “indistinguishability of
encryptions under chosen-plaintext attack” (IE-CPA) [22] and “indistinguishability of encryptions
under adaptive chosen-ciphertext attack” (IE-CCA) [27]. It is well-known that these capture strong
data-privacy properties. However, they do not guarantee that some partial information about the
underlying key is not leaked. Indeed, in a public-key encryption scheme, the entire public-key could
be made an explicit part of the ciphertext and yet the scheme could meet the above-mentioned
data-privacy notions. We want to make a distinction between such schemes and those that do
not leak information about the underlying key. As noted earlier, schemes of the latter kind are
necessary if the anonymity of receivers is a concern.

We are interested in formalizing the inability of an adversary, given a challenge ciphertext, to
learn any information about the underlying plaintext or key. It is not hard to see that the goals
of data-privacy and key-privacy are orthogonal. We recognize that existing encryption schemes
are likely to have already been investigated with respect to their data-privacy security properties.
Hence it is useful, from a practical point of view, to isolate the key-privacy requirements from the
data-privacy ones. We do this in the form of two notions: “indistinguishability of keys under chosen-
plaintext attack” (IK-CPA) and “indistinguishability of keys under adaptive chosen-ciphertext



attack” (IK-CCA). We begin with a syntax for public-key encryption schemes, divorcing syntax
from formal notions of security.

SYNTAX. The syntax of an encryption scheme specifies what algorithms make it up. We augment
the usual formalization in order to better model practice, where users may share some fixed “global”
information.

A public-key encryption scheme PE = (G,K,E,D) consists of four algorithms. The common-
key generation algorithm G takes as input some security parameter k and returns some common
key I. It can be deterministic or randomized. The key generation algorithm K is a randomized
algorithm that takes as input the common key I and returns a pair (pk,sk) of keys, the public
key and a matching secret key, respectively; we write (pk,sk) < K(I). (Here I may be just a
security parameter k, or include some additional information. For example in a Diffie-Hellman
based scheme, I might include, in addition to &, a global prime number and generator of a group
which all parties use to create their keys.) The encryption algorithm £ is a randomized algorithm
that takes the public key pk and a plaintext x to return a ciphertext y; we write y < Epk(x). The
decryption algorithm D is a deterministic algorithm that takes the secret key sk and a ciphertext
y to return the corresponding plaintext x or a special symbol L to indicate that the ciphertext
was invalid; we write x «— Dg(y) when y is valid and L « Dg(y) otherwise. Associated to each
public key pk is a message space MsgSp(pk) from which x is allowed to be drawn. We require that
Dy (Epk(x)) =y for all 2 € MsgSp(pk).

INDISTINGUISHABILITY OF KEYS. We give a notion of key-privacy under chosen-plaintext and
chosen-ciphertext attacks. We think of an adversary running in two stages. In the find stage it
takes two public keys pk, and pk; (corresponding to secret keys sko and skj, respectively) and
outputs a message = together with some state information s. In the guess stage it gets a challenge
ciphertext y formed by encrypting at random the messages under one of the two keys, and must
say which key was chosen. In the case of a chosen-ciphertext attack the adversary gets oracles
for Dgk,(-) and Dg, (-) and is allowed to invoke them on any point with the restriction (on both
oracles) of not querying y during the guess stage.

Definition 1 [IK-CPA, IK-CCA] Let PE = (G, K, £, D) be an encryption scheme. Let b € {0,1}
and k € N. Let A.,,, A, be adversaries that run in two stages and where A, has access to the

oracles Dg,(-) and Dgy, (-). Now, we consider the following experiments:

Experiment Expg?fz_z (k) Experiment EXP%{;?;Z (k)
&Gk ’ I < G(k)
(pko, ko) < K(D); (py,ski) £ 40(T) | (Phossko) < KAD); (ki ska) < K(T)
(z,5) — A, (find, pko, pk,) (,5) — Ato VPO fing pk, pk,)
Y < Epk, () Yy Epi, (2)
d — A, (guess,y, s) d — Ao P10 (guess, y, s)
Return d Return d

Above it is mandated that A,., never queries Dgy, () or Dy, (-) on the challenge ciphertext y. For
atk € {cpa, cca} we define the advantages of the adversaries via

Adviy (k) = Pr{Exppgi (k) = 1] - Pr[Exppga 0 (k) = 1]

The scheme PE is said to be IK-CPA secure (respectively IK-CCA secure) if the function Advi;zza()
(resp. Adv%}f%()) is negligible for any adversary A whose time complexity is polynomial in k. |



The “time-complexity” is the worst case execution time of the experiment plus the size of the code
of the adversary, in some fixed RAM model of computation. (Note that the execution time refers to
the entire experiment, not just the adversary. In particular, it includes the time for key generation,
challenge generation, and computation of responses to oracle queries if any.) The same convention
is used for all other definitions in this paper and will not be explicitly mentioned again.

ANONYMOUS ONE-WAY FUNCTIONS. A family of functions F' = (K,S,E) is specified by three
algorithms. The randomized key-generation algorithm K takes input the security parameter k£ € N
and returns a pair (pk, sk) where pk is a public key, and sk is an associated secret key. (In cases
where the family is not trapdoor, the secret key is simply the empty string.) The randomized
sampling algorithm S takes input pk and returns a random point in a set that we call the domain
of pk and denote Domp(pk). We usually omit explicit mention of the sampling algorithm and
just write x & Dom r(pk). The deterministic evaluation algorithm FE takes input pk and a point
x € Domp(pk) and returns an output we denote by Epi(x). We let Rngp(pk) = { Epk(x) @ = €
Domp(pk)} denote the range of the function Epi(-). We say that F' is a family of trapdoor functions
if there exists a deterministic inversion algorithm I that takes input sk and a point y € Rngp(pk)
and returns a point € Dom g (pk) such that E,(z) = y. We say that F is a family of permutations
if Domp(pk) = Rngp(pk) and Epj is a permutation on this set.

Definition 2 Let F = (K, S, E) be a family of functions. Let b € {0,1} and k£ € N be a security
parameter. Let A, B be adversaries. Now, we consider the following experiments:

Experiment Expi:f;;w_fnc (k) Experiment EXpi}Ir{an_b (k)
(pk, sk) & K (k) (pkoy ko) & K (k)
z1||zo < Domp(pk) where |z1| = 0 - |(21]|22)] (pky,ski) < K(k)

y — Bpi(x1][x2) x < Domp (pky)
) — B(pk,y) where [z7] = |21 y — Epi, ()

For any x4 if E,i(z)||x5) = y then return 1 d — A(pky, pky,y)
Else return 0 Return d

We define the advantages of the adversaries via
AV (k) = Pr[Expllp (k) = 1]
AdvERS(R) = PrBxpl (k) = 1] - Pr{Bxp0(k) = 1]

The family F is said to be 0-partial one-way if the function Adv%fgw_fnc(-) is negligible for any
adversary B whose time complexity is polynomial in k. The family F is said to be anonymous if
the function Adv%fjnc(-) is negligible for any adversary A whose time complexity is polynomial
in k. The family F is said to be perfectly anonymous if Adv%‘j“c(k) = 0 for every k and every
adversary A. |

Note that when 6§ = 1 the notion of #-partial one-wayness coincides with the standard notion of
one-wayness. As the above indicates, we expect that information-theoretic anonymity is possible
for one-way functions, even though not for encryption schemes.

3 Anonymity of DDH based schemes

The DDH based schemes we consider work over a group of prime order. This could be a subgroup of
order q of Z7 where p, g are primes such that ¢ divides p—1. Tt could also be an elliptic curve group
of prime order. For concreteness our description is for the first case. Specifically if ¢ is a prime



such that 2¢ + 1 is also prime we let G, be the subgroup of quadratic residues of Z;. It has order
q. A prime-order-group generator is a probabilistic algorithm that on input the security parameter
k returns a pair (g, g) satisfying the following conditions: ¢ is a prime with 2¥=! < ¢ < 2%; 2¢ + 1
is a prime; and g is a generator of G,. (There are numerous possible specific prime-order-group
generators.) We will relate the anonymity of the El Gamal and Cramer-Shoup schemes to the
hardness of the DDH problem for appropriate prime-order-group generators. Accordingly we next
summarize definitions for the latter.

Definition 3 [DDH] Let G be a prime-order-group generator. Let D be an adversary that on
input ¢, g and three elements X,Y,T € G, returns a bit. We consider the following experiments

Experiment Expéi%’real (k) | Experiment Expg‘?grand (k)
(,9) < G(k) (4.9) < G(k)
v Zy; X —g" & Zyy X — g°
y < Zyg; Y —gY Y Zg; Yo gY
T «— gxy T (i Gq
dHD(q,g,X,Y,T) d<—D(q,g,X,Y,T)
Return d Return d

The advantage of D in solving the Decisional Diffie-Hellman (DDH) problem for G is the function
of the security parameter defined by

AdVCgl?B(k) = PI’[EXngl(}g_real(k) = 1] _ Pr[EXngliig-rand(k) _ 1] )

We say that the DDH problem is hard for G if the function Advgf%(-) is negligible for every
algorithm D whose time-complexity is polynomial in k. |

EL GAMAL. The El Gamal scheme in a group of prime order is known to meet the notion of
indistinguishability under chosen-plaintext attack under the assumption that the decision Diffie-
Hellman (DDH) problem is hard. (This is noted in [25, 12] and fully treated in [31]). We want to
look at the anonymity of the El Gamal encryption scheme under chosen-plaintext attack.

Let G be a prime-order-group generator. This is the common key generation algorithm of the
associated scheme £G = (G, K, £, D), the rest of whose algorithms are as follows:

Algorithm K(q,g) | Algorithm E,x(M) | Algorithm Dy (Y, W)
& Z, y &7, T—Y®
X —g” Y «— g¥ M—wT!
pk — (¢,9,X) T — XY Return M
sk — (q,9,x) W «—TM
Return (pk, sk) Return (Y, W)

The message space associated to a public key (g, g, X) is the group G, itself, with the understand-
ing that all messages from G are properly encoded as strings of some common length whenever
appropriate. Note that a generator g is the output of the common key generation algorithm, which
means we fix g for all keys. We do it only for a simplicity reason and will show that all our results
hold also for a case when each key uses a random generator g.

We now analyze the anonymity of the El Gamal scheme under chosen-plaintext attack.

Theorem 3.1 Let G be a prime-order-group generator. If the DDH problem is hard for G then
the associated El Gamal scheme £G is IK-CPA secure. Concretely, for any adversary A there exists
a distinguisher D such that for any k

1

Adveg (k) < 2AdvETB(K) + 5



and the running time of D is that of A plus O(k?). 1

The proof of the above is in the full version of this paper [2].

CRAMER-SHOUP. The El Gamal scheme provides data privacy and anonymity against chosen-
plaintext attack. We now consider the Cramer-Shoup scheme [12] in order to obtain the same
security properties under chosen-ciphertext attack. The scheme uses collision-resistant hash func-
tions so we begin by recalling what we need.

A family of hash functions H = (GH,EH) is defined by a probabilistic generator algorithm
GH —which takes as input the security parameter k and returns a key K— and a deterministic
evaluation algorithm EH —which takes as input the key K and a string M € {0,1}* and returns
a string EH (M) € {0,111,

Definition 4 Let H = (GH,EH) be a family of hash functions and let C' be an adversary that on

input a key K returns two strings. Now, we consider the following experiment:

Experiment Exp% (k)
K & GH(k) ; (z0,71) — C(K)
If (zg # 1) and EH g (x9) = EH K (z1) then return 1 else return 0

We define the advantage of adversary C' via
Adv%c(k) = Pr[Exp%yC(k) =1].

We say that the family of hash functions H is collision-resistant if Advy (k) is negligible for every
algorithm C' whose time-complexity is polynomial in k. |

Let G be a prime-order-group generator. The common key generation algorithm of the associated
Cramer-Shoup scheme CS = (G, K, &, D) is:

Algorithm G(k) : (q,41) LG g & Gy K £ GH(k); Return (q, g1, g2, K).

The rest of algorithms are specified as follows:

Algorithm K(q, g1, g2, K) Algorithm &, (M) Algorithm Dy (u1, ue, e,v)
g1 g rﬁZq a — EHg (ur, uz,€)
Ty, 22,Y1,Y2, % & Zq Uy «— g{ ;U — gg If U1$1+y1(yu2x2+y2o‘ =
C<—gflg§2; d<—g‘§“g§’2 e«—h"M then M « e/uy?
h — g7 o — EHg (ur,uz,e) else M «— L
pk — (91,92,¢,d, h, K) v c"d® Return M
sk — (1, x2,91, Y2, 2) Return (u1, ug, €,v)

Return (pk, sk)

The message space is the group G,. Note that the range of the hash function EHg is {0, 1}t
which we identify with {0,...,2%"1}. Since ¢ > 2*~! this is a subset of Z,. Again for simplicity
we assume that gq, go are fixed for all keys but we will show that our results hold even if g;, go are
chosen at random for all keys.

We now analyze the anonymity of CS under chosen-ciphertext attack.
Theorem 3.2 Let G be a prime-order-group generator and let CS be the associated Cramer-

Shoup scheme. If the DDH problem is hard for G then CS is anonymous in the sense of IK-CCA.
Concretely, for any adversary A attacking the anonymity of CS under a chosen-ciphertext attack
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and making in total q4(-) decryption oracle queries, there exists a distinguisher D4 for DDH and
an adversary C' attacking the collision-resistance of H such that

qa(k) +2

AdvEER (k) < 2Adv%?gA(k)+2Adv%’C(k)+ 573

and the running time of D4 and C' is that of A plus O(k?). 1

The proof of the above is in the full version of this paper [2].

4 Anonymity of RSA based schemes

The attack on RSA mentioned in Section 1 implies that the RSA family of trapdoor permutations
is not anonymous. This means that all traditional RSA-based encryption schemes are not anony-
mous. We provide several ways to implement anonymous RSA-based encryption. First we take a
direct approach, specifying an anonymous RSA-OAEP variant based on repetition and proving it
secure in the random oracle model. Then we show how to construct anonymous trapdoor permuta-
tion families based on RSA and derive anonymous RSA-based encryption schemes from them. In
particular, the latter leads to anonymous encryption schemes whose proofs of security are in the
standard rather than the random oracle model. We begin with a description of the RSA family of
trapdoor permutations we will use in this section. See Section 2 for notions of security for families
of trapdoor permutations.

Example 4.1 The specifications of the standard RSA family of trapdoor permutations RSA =
(K,S,E) is as follows. The key generation algorithm takes as input a security parameter k and
picks random, distinct primes p, ¢ in the range 28/2-1 < p ¢ < 2k/2, (If k£ is odd, increment it by 1
before picking the primes.) It sets N = pq. It picks e, d € Z;(N) such that ed =1 (mod ¢(N))
where ¢(N) = (p—1)(¢—1). The public key is N, e and the secret key is N, d. The sets Domgsa (IV, €)
and Rnggga(/V,e) are both equal to Zy. The evaluation algorithm is En.(z) = 2° mod N and
the inversion algorithm is Iy 4(y) = y? mod N. The sampling algorithm returns a random point in
Z5 |

The anonymity attack on RSA carries over to most encryption schemes based on it, including
the most popular one, OAEP[RSA]. We next describe a variant of OAEP[RSA] that preserves its
data-privacy properties but is in addition anonymous.

ANONYMOUS VARIANT OF RSA-OAEP. The original scheme and our variant are described in the
random-oracle (RO) model [7]. All the notions of security, defined earlier, can be “lifted” to the
RO setting in a straightforward manner. To modify the definitions, begin the experiment defining
advantage by choosing random functions G and H, each from the set of all functions from some
appropriate domain to appropriate range. Then provide a G-oracle and H-oracle to the adversaries,
and allow that &, and Dy, may depend on G and H (which we write as SgéH and DSC;H)

The idea behind our variant is to repeat the standard encryption procedure under OAEP[RSA],
until the ciphertext falls in some “safe” range. We refer to our scheme as RAEP[RSA] (for re-
peated asymmetric encryption with padding). More concretely, for RSA = (K, S, E), our scheme
RAEP[RSA] = (G,K,&,D) is as follows. The common key generator algorithm G takes a security
parameter k and returns parameters k, kg and k; such that ko(k) + ki1(k) < k for all & > 1.
This defines an associated plaintext-length function n(k) = k — ko(k) — k1(k). The key generation
algorithm IC takes k, ko, k1 and runs the key-generation algorithm of the RSA family, namely K
on k to get a public key (N, e) and secret key (N,d) (see Example 4.1). The public key for the
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scheme pk is (N, e), k, ko, k1 and the secret key sk is (N, d), k, ko, k1. The other algorithms are de-
picted below. The oracles G and H which &, and Dy reference below have input/output lengths
of G: {0,1}%  {0,1}"**1 and H : {0,1}""* — {0, 1}0.

Algorithm EpGlgH(m) Algorithm DS{H(y)

ctr = —1 Parse y as b||v where b is a bit

Repeat If b = 1 then parse v as w||z where |z| =n
ctr — ctr +1 If w = 0%otk1 then 2 « 2
r & {0,1} Else (if w # 0%F1) 2 — 1
S — (xHOkl)@G(r) Else (if b = 0)
t — r@H(s) (slt) < v?mod N : |s| = k1 +mn; |t| = ko
v« (s]|t)¢ mod N r— tdH(s)

Until (v < 28=2) v (etr = ky) (@|p) < s®G(r) : |z[=n; |p| = k1

If ctr = ky then y « 10Fo+k1 || If p = 0%t then z «— =

Elsey<—OHU Else z +— L

Return y Return z

Note that the valid ciphertexts under OAEP[RSA] are (uniformly) distributed in Rnggga(V,e€),
which is Z%. Under RAEP[RSA], valid ciphertexts take the form 0|jv where v € (Z% N [1,2F72)).
The expected running time of this scheme is approximately twice that of OAEP[RSA| (and k; times
more, in the worst case). The ciphertext is longer by one bit. However, unlike OAEP[RSA], this
scheme turns out to be IK-CCA secure. The (data-privacy) security of OAEP[RSA] under CCA has
already been established [18]. It is not hard to see that this result holds for RAEP[RSA] as well.
We omit the (simple) proof of this, noting only that the security (relative to OAEP[RSA|) degrades
roughly by the probability that after k; repetitions, the ciphertext was still not in the desired range
(and consequently, the plaintext had to be sent in the clear). Given this, we turn to determining its
security in the IK-CCA sense. We show that if the RSA family of trapdoor permutations is partial
one-way then IT = RAEP[RSA| is anonymous.

Theorem 4.2 If the RSA family of trapdoor permutations is partial one-way then II = RAEP[RSA]
is anonymous. Concretely, for any adversary A attacking the anonymity of Il under a chosen-
ciphertext attack, and making at most qqec decryption oracle queries, qgen G-oracle queries and
gnash H-oracle queries, there exists a 0-partial inverting adversary My for the RSA family, such
that for any k, ko(k), k1 (k) and 6 = %‘)(k),

AdvES () < 32 (1 — 1) - (1 —e2) - (1 — €3)) ™" - Advirdyh (k) +

Ggon - (1 —€3)7 " - 27HF2
where
3 k/2—1 1
o 2Qgen + Qdec T 2Qgenqdec 2qdec 2@hash
@ = oko T ok T hko

and the running time of M4 is that of A plus qgen * qhash - O(k3). 1
The proof of the above is in the full version of this paper [2]. Note that for typical parameters

ko(k), k1(k), and number of allowed queries ggen, Ghash and ggec, the values of €, €x and €3 are very
small. This means that if there exists an adversary that is successful in breaking RAEP[RSA] in
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the IK-CCA sense, then there exists an partial inverting adversary for the RSA family of trapdoor
permutations that has a comparable advantage and running time. The partial one-wayness of RSA
has been shown to be equivalent to the one-wayness of RSA, if a constant fraction of the most
significant bits of the pre-image can be recovered [18]. Hence our result can be translated to one
in terms of the one-wayness of RSA.

ENCRYPTION BASED ON ANONYMOUS TRAPDOOR PERMUTATIONS. Given that the standard RSA
family is not anonymous, we seek families that are. We describe some simple RSA-derived anony-
mous families.

Construction 1 We define a family ¥ = (K, S, E) as follows. The key generation algorithm is
the same as in the standard RSA family of Example 4.1. Let (N,e) be a public key and k the
corresponding security parameter. We set Domg(N,e) = Rngp(N,e) = {0,1}*. Viewing Z} as a
subset of {0,1}* we define

z*mod N ifx € Z%
x otherwise

Ene(z) = {

for any = € {0,1}*. This is a permutation on {0,1}*. The sampling algorithm S on input N, e
simply returns a random k-bit string. It is easy to see that this family is trapdoor. 1

As we will see, the family F' is perfectly anonymous. But it is not one-way. However, it is weakly
one-way. Thus, standard transformations of weak to strong one-way functions can be applied. Most
of these preserve anonymity. To be concrete, let us use one.

Construction 2 Let F = (K, S, E) be obtained from F of Construction 1 by Yao’s cross-product
construction [32]. In detail, the key-generation algorithm is unchanged and for any key N,e we
set Dom#(N, e) = Rngx(N, e) = {0, 1}¥°. Parsing a point from this domain as a sequence of k-bit
strings we set Enc(21,...,2%) = (Ene(z1), ..., Ene(zk)). The sampling algorithm is obvious and
it is easy to see the family is trapdoor. |

Proposition 4.3 The family F of Construction 2 is a perfectly anonymous family of trapdoor,
one-way permutations, under the assumption that the standard RSA family is one-way. |

The proof of one-wayness is a direct consequence of the known results on the security of the cross-
product construction. (A proof of Yao’s result can be found for example in [19].) The anonymity
is easy to see. Regardless of the key, the adversary simply gets a random string of length &2, and
can have no advantage in determining the key based on it.

The drawback of the construction is that the cross product construction is costly, increasing both
the computational and the space requirements. There are alternative amplification methods that
do not increase space requirements, but we know of none that do not increase the computational
cost.

Standard methods of trapdoor permutation based encryption yield anonymous schemes provided
the underlying trapdoor permutation is anonymous. This means any encryption method based on
hardcore bits [21].

Acknowledgements

The UCSD authors are supported in part by Bellare’s 1996 Packard Foundation Fellowship in
Science and Engineering.

13



References

1]

[14]

[15]

[16]

[17]

M. ABADI AND P. RoGAWAY, “Reconciling two views of cryptography (The computational sound-
ness of formal encryption),” Proceedings of the First IFIP International Conference on Theoretical
Computer Science, LNCS Vol. 1872, Springer-Verlag, 2000.

M. BELLARE, A. BOLDYREVA, A. DESAI AND D. POINTCHEVAL, “Key-privacy in public-key en-
cryption,” Full version of this paper available via the authors.

M. BELLARE, A. BOLDYREVA AND S. MICALI, “Public-key encryption in a multi-user setting: se-
curity proofs and improvements,” Advances in Cryptology — EUROCRYPT ’00, Lecture Notes in
Computer Science Vol. 1807, B. Preneel ed., Springer-Verlag, 2000.

M. BELLARE, A. DESAI, E. JOKIPII AND P. ROGAWAY, “A concrete security treatment of symmetric
encryption: Analysis of the DES modes of operation,” Proceedings of the 38th Symposium on
Foundations of Computer Science, IEEE, 1997.

M. BELLARE, A. DESAI, D. POINTCHEVAL AND P. ROGAWAY, “Relations among notions of secu-
rity for public-key encryption schemes,” Advances in Cryptology — CRYPTO ’98, Lecture Notes in
Computer Science Vol. 1462, H. Krawczyk ed., Springer-Verlag, 1998.

M. BELLARE, J. KILIAN AND P. ROGAWAY, “The security of the cipher block chaining message
authentication code,” Advances in Cryptology — CRYPTO ’94, Lecture Notes in Computer Science
Vol. 839, Y. Desmedt ed., Springer-Verlag, 1994.

M. BELLARE AND P. RoGAwAY, Random oracles are practical: a paradigm for designing efficient
protocols. First ACM Conference on Computer and Communications Security, ACM, 1993.

M. BELLARE AND P. RoGawAy, “Optimal asymmetric encryption — How to encrypt with RSA,”
Advances in Cryptology — EUROCRYPT ’95, Lecture Notes in Computer Science Vol. 921, L. Guillou
and J. Quisquater ed., Springer-Verlag, 1995.

M. BLUM AND S. GOLDWASSER, “An efficient probabilistic public-key encryption scheme which hides
all partial information,” Advances in Cryptology — CRYPTO ’84, Lecture Notes in Computer Science
Vol. 196, R. Blakely ed., Springer-Verlag, 1984.

J. CAMENISCH AND A. LYSYANSKAYA, “Efficient non-transferable anonymous multi-show credential
system with optional anonymity revocation,” Advances in Cryptology — EUROCRYPT 01, Lecture
Notes in Computer Science Vol. 2045, B. Pfitzmann ed., Springer-Verlag, 2001.

D. CopPERSMITH, “Finding a small root of a bivariate integer equation; factoring with high bits
known,” Advances in Cryptology — EUROCRYPT ’96, Lecture Notes in Computer Science Vol. 1070,
U. Maurer ed., Springer-Verlag, 1996.

R. CRAMER AND V. SHOUP, “A practical public key cryptosystem provably secure against adaptive
chosen ciphertext attack,” Advances in Cryptology — CRYPTO 98, Lecture Notes in Computer
Science Vol. 1462, H. Krawczyk ed., Springer-Verlag, 1998.

A. DEgsa1, “The security of all-or-nothing encryption: protecting against exhaustive key search,”
Advances in Cryptology — CRYPTO 00, Lecture Notes in Computer Science Vol. 1830, M. Bellare
ed., Springer-Verlag, 2000.

Y. DESMEDT, “Securing traceability of ciphertexts: Towards a secure software escrow scheme,” Ad-
vances in Cryptology — EUROCRYPT ’95, Lecture Notes in Computer Science Vol. 921, L. Guillou
and J. Quisquater ed., Springer-Verlag, 1995.

D. DorLEv, C. DWORK AND M. NAOR, “Non-malleable cryptography,” SIAM J. of Computing,
to appear. Preliminary version in Proceedings of the 23rd Annual Symposium on the Theory of
Computing, ACM, 1991.

T. ELGAMAL, “A public key cryptosystem and signature scheme based on discrete logarithms,” IEEE
Transactions on Information Theory, vol 31, 1985, pp. 469-472.

M. FiscHLIN, “Pseudorandom Function Tribe Ensembles based on one-way permutations: Improve-
ments and applications,” Advances in Cryptology — EUROCRYPT ’99, Lecture Notes in Computer
Science Vol. 1592, J. Stern ed., Springer-Verlag, 1999.

14



[18] E. Fuiisaki, T. OKAMOTO, D. POINTCHEVAL AND J. STERN, “RSA-OAEP is Secure under the
RSA Assumption,” Advances in Cryptology — CRYPTO ’01, Lecture Notes in Computer Science
Vol. 2139, J. Kilian ed., Springer-Verlag, 2001.

[19] O. GoLDREICH, Foundations of Cryptography (Volume 1 - Basic Tools) July 1, 2000.

[20] O. GOLDREICH, S. GOLDWASSER AND S. MICALI, “How to construct random functions,” Journal of
the ACM, Vol. 33, No. 4, 1986, pp. 210-217.

[21] O. GOLDREICH AND L. LEVIN, “A hard-core predicate for all one-way functions,” Proceedings of
the 21st Annual Symposium on the Theory of Computing, ACM, 1989.

[22] S. GOLDWASSER AND S. MICALI, “Probabilistic encryption,” J. of Computer and System Sciences,
Vol. 28, April 1984, pp. 270-299.

[23] H. Krawczyk, “SKEME: A Versatile Secure Key Exchange Mechanism for Internet,” Proceedings
of the 1996 Internet Society Symposium on Network and Distributed System Security, 1996.

[24] National Bureau of Standards, NBS FIPS PUB 81, “DES modes of operation,” U.S Department of
Commerce, 1980.

[25] M. NAOR AND O. REINGOLD, “Number-theoretic constructions of efficient pseudo-random functions,”
Proceedings of the 38th Symposium on Foundations of Computer Science, IEEE, 1997.

[26] RSA LaBs, “PKCS-1,” http://www.rsasecurity.com/rsalabs/pkcs/pkcs-1/.

[27) C. RACKOFF AND D. SIMON, “Non-interactive zero-knowledge proof of knowledge and chosen-
ciphertext attack,” Advances in Cryptology — CRYPTO 91, Lecture Notes in Computer Science
Vol. 576, J. Feigenbaum ed., Springer-Verlag, 1991.

[28] K. SAKO, “An auction protocol which hides bids of losers,” Proceedings of the Third International
workshop on practice and theory in Public Key Cryptography (PKC 2000), LNCS Vol. 1751, H. Imai
and Y. Zheng eds., Springer-Verlag, 2000.

[29] V. SHOUP, “On formal models for secure key exchange, ” Technical report. Theory of Cryptography
Library: 1999 Records.

[30)] M. STADLER, “Publicly verifiable secret sharing,” Advances in Cryptology — EUROCRYPT 96,
Lecture Notes in Computer Science Vol. 1070, U. Maurer ed., Springer-Verlag, 1996.

[31] Y. Tsiounis AND M. YUNG, “On the security of El Gamal based encryption,” Proceedings of the
First International workshop on practice and theory in Public Key Cryptography (PKC’98), LNCS
Vol. 1431, H. Imai and Y. Zheng eds., Springer-Verlag, 1998.

)

[32] A. Yao, “Theory and applications of trapdoor functions, ’
Foundations of Computer Science, IEEE, 1982.

Proceedings of the 23rd Symposium on

A  Proof of Theorem 3.1

Let A be an adversary attacking £G in the IK-CPA sense (cf. Definition 1). We will design a
distinguisher D for the DDH problem (cf. Definition 3) so that

AdvE(k) > 2 AdVET(R) — oy (1
The statement of Theorem 3.1 follows. So it remains to specify D. D has input ¢, g, and also three
elements X,Y, T € G,;. It will use the adversary A as a subroutine. D first computes another
Diffie-Hellman triple which has the same property and distribution as its own challenge triple using
DDH random self-reducibility [30, 25, 29, 3]. This means that if its challenge is a real Diffie-Hellman
triple so is its computed triple. Otherwise, it is a triple of random values in G,. Using its challenge
and computed triples, the distinguisher computes two public keys. D will provide for A as input for
its find stage these two public keys. At the end of the find stage A outputs a message M and some
state information s. As an input for a guess stage A gets from D a challenge ciphertext, which is
an encryption of the message M under one of the public keys. The code for D is in Figure 1.

15



Adversary D(q,q9,X,Y,T)
b & {0,1}
uﬁZq; vﬁZq;wﬁZq
Xo— X3 Yo« Y Ty« T
X1<—X0'gu; Y1<—(}/E))w'gv; T1<_Tw.Xv'Yuw'guv
pko « (¢, 9, Xo) ; pk1 + (¢,9, X1)
(M, S) — A(ﬁnd,pk’o,pk‘l)
d «— A(guess, (Y, Ty - M), s)
If b = d then return 1 else return 0

Figure 1: Adversary D for the proof of Theorem 3.1

We now proceed to analyze D. First consider Expdg‘%'real(k). In this case, the inputs X,Y, T

to D above satisfy T' = g*¥ where X = g* and Y = g¥ for some z,y in Z,. We claim that the triple
(X1,Y1,T1) computed by D is also a valid Diffie-Hellman triple and X7,Y7,7} are all uniformly
and independently distributed over G. This is because X; = g®+* Y] = gtV Ty = glztuw(wy+v)
and u, v, w are random elements in Z,. Thus Xy, X; have the proper distribution of public keys for
the El Gamal cryptosystem. Also, the challenge ciphertext is distributed exactly like an El Gamal
encryption of M under public key pky. We use it to see that for any k

ik-cpa- 1 ik-cpa-
Pr[Expl5™(k) = 1] = 3 - Pr{BExpgh™ (k) = 1]+ 5 - (1 - Pr[Expgh ™ (k) = 1])

+ 5 Adveg R (k) (2)

N~ N -
N | —

Now consider Expgf%'rand(k:). In this case, the inputs X,Y,T to D above are all uniformly dis-

tributed over G,. Clearly, X, Yy, Tp, X1,Y7,T1 are all uniformly and independently distributed
over G,. Again, we have a proper distribution public keys for the El Gamal cryptosystem. But
now Y, T;, are random elements in G, and are independent of anything else. This means that the
challenge ciphertext gives A no information about b, in an information-theoretic sense. We have

Pr{ExpE™ () = 1] < 5+ oy (3)
The last term accounts for the maximum probability that random inputs to D happen to have
the distribution of a valid Diffie-Hellman triple. For any ¢ this probability is less then 2;%1 since
2k=1 < ¢ < 2%, Subtracting Equations 2 and 3 we get

Advcgl?g(k) = Pr[Expg(}g'real(k) — 1] _ Pr[EXngliig-rand(k) _ 1]
1 ik- 1

which is Equation (1). It remains to justify the claim about the time-complexity of D. The overhead
for D is essentially that of performing 5 exponentiation operations with respect to a base element
in G4 and an exponent in Z, and 5 multiplication operations of the elements in G, which we can
bound by O(k?), and that’s the added cost in time of D.

We now show that with a small modification this proof will hold for a case when a generator
g is not an output of a common key generation algorithm but chosen at random for each key by
a key generation algorithm. Then the fourth line in the algorithm for an adversary D in Figure 1
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will change to
Go— 95T Zgs g1 ghi Xi— Xo-g"; Vi (Yo)U - g" ;s T = TV - XV YU gt
and the fifth line will change correspondingly to
pko < (¢: 90, Xo) ; pk1 < (g, 91, X1).

B Proof of Theorem 3.2

We specify a strategy for D4 in Figure 2. Similarly to the proof of Theorem 3.1 D4 computes two
pairs of public and secret keys using random self-reducibility of DDH, but now go = X is the same
for two public keys. The adversary provides two public keys for A as input for its find stage. At
the end of the find stage A outputs a message M and some state information s. As an input for
the guess stage A gets from Dy a challenge ciphertext, which is an encryption of the message M
under one of the public keys. The code for D4 appears in Figure 2.

As we noted in the proof of Theorem 3.1 here it is also possible for D4 to create two public keys
using self-reducibility of DDH such that g1, g2 are not fixed and the proof with minor modifications
will also hold for a case when public generation algorithms picks both generators at random for
each key.

Lemma B.1 For any k we have

Pr[Expddtreal(py — 1] =

1 k-
GD. +3 AdvESR (k)

1
2
Lemma B.2 There exists a polynomial time adversary C' such that for every k

qa(k) +2

Pr{Explnd(py =1] < Ly 900

+ + Advyy (k)

1
2

where qq is the number of decryption oracle queries made by A. |

Proof of Theorem 3.2: This follows from Lemma B.1 and Lemma B.2. |

It remains to prove the above two lemmas. The proof of Lemma B.1 is in Section B.1 and the proof
of Lemma B.2 is in Section B.2.

B.1 Proof of Lemma B.1

th—real( k})
G,Da ’
under D 4’s simulation the view of the adversary A is exactly as in the actual experiment. This

means that the two public keys and challenge ciphertext given to A have the right distribution and
that decryption queries are answered as in an actual experiment.

The input to D4 has the form ¢, g,9"™,g",9"". We can read this also as ¢, g1, g2, u1,0, U2,
where u1 9 = ¢7% and ug o = g5>. We use the same reasoning as we used in the proof of Theorem 3.1
to show that both triples, the challenge triple go,u10,u20 and the computed triple go, w1 1,u21
are valid Diffie-Hellman triples and u1 g, u2,0,u1,1, u2,1 are all independently distributed. Therefore,
(co, c1,dp, dy) have the right distribution of public keys since they are computed exactly like in the
actual experiment. To show that two public keys computed by D4 have the right distribution it
remains to show that hg, h; have the right distribution. In the real encryption algorithm h = ¢¢ for

We analyze Dj. First consider Exp To prove the claim of the lemma we show that
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Adversary Da(q,g9,X,Y,T)
K & GH(k)
gG1—9g;p—X;up— Y ug—T
R R
wo — Zg; w1 — Ly
w1

w1,
ur = Y0 gt ugy T - gy

R
21,0, 22,05 Y1,0, Y2,0, 21,0, 22,05 L1,1, L2,1, Y1,1, Y2,1, 1,1, 22,1 < Zq

1,0 22,0, Y1,0 Y2,0, 21,0 22,0
o< 91 92 ; do 91 92 ho g1 9o

1,1 T2.1, Yi,1 Y21, 21,1 22,1
cLegy 9 di—g1 gy hi—9g1 g5

sko < (21,0, 72,0, 1,0, 2,0, 21,05 22,0)
sk — (T1,1,%2,1,Y1,1,Y2,1, 21,1, 22,1)
pko (91, g2, o, do, ho, K)
pk1 — (g1, 92,¢1,d1, hy, K)
b & {0,1}
Run A
(M,5) < A(find, pho, ph1)
e «— (ul’b)zl,b(qu)ZQ,bM
a — EHk (up, ugp, €)
v — (uLb)xl,b‘f’yl,ba(U2’b)x2,b+92,ba
d — A(guess, uy p, U2 p, €,0; )
replying to A’s decryption queries at any stage as follows:

A C // This denotes that A makes a query C to Dgy, fori € {0,1}
parse C as (1, Uz, €, D)
a — EHg (uq, us, é)
If (@)% tV0id(Gy)®2:i4924% = § then m « e/u; 'ty else m «— L
A gets m

If b = d then return 1 (real) else return 0 (random)

Figure 2: Adversary D4 for the proof of Theorem 3.2

a random z € Z,. D4 computes hy, = g;""g5" for b € 0,1 and random elements 21 5, 295 € Z,. Let

us denote w = logg1 g2. Then we can rewrite h; as gfl’bwzg’b = gf", where %, denotes 21, +wzay

and corresponds to z in the real algorithm. We can see that z, z, have the same distribution.
Now we show that the challenge ciphertext (ujp,u2p,€,v) has the right distribution. Clearly,

(u1p,ugp) are of the right form. The encryption algorithm computes e = "M = g{*M for

random 7,z € Z;. Da computes e differntly: e = (ujp)* b (ugyp)*>*M. We can rewrite it as
e = g{2zl’b+r2wz2’bM — pr2(ziptwzap) \f — pr2% 0N Thus rz in the real encryption algorithm corre-

sponds to ro2;. This shows that e computed by D4 has the right distribution, since r, z, 79, 2, are

all random elements in Z;. The encryption algorithm computes v = ¢"d"®. In the simulation v =

21 5y b ZTo ptys pa S T2TLpTT2YL B T2T2 pFT2Y2 00 o X1 T2b\ro/ Y1,b _Y2b\roa __ T2 JT2Q
(ug,p) TLOTYLOY (g p ) P20TH2EY = gy 92 = (917"927")"(91 "92"") = ¢, dy"".

This is a right form, since ro corresponds to r in a real experiment and they are both random
elements in Z,; and « is properly computed.

To complete the proof we show that the decryption oracle queries (4, Ug, €,0) are answered as
they should. This is true because the condition of a valid ciphertext is computed as in the actual

experiment and the plaintext is computed as M = &/a;" @iy = &/h}? for i € {0, 1} if the query was
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made to Dy, which is as in the actual decryption algorithm, because r, o have the same uniform
distribution in Z;. So we have

Pr [EXp ddh- real(k) _ 1] _

ik-cca- 1 ik-cca-
ddbs - Pr{Exp§i (k) = 1] + 5 - (1 - Pr[Expl§{ (k) = 1])

+ = - AdVESSP (k).

l\DlHl\DlH
DN =

B.2 Proof of Lemma B.2

ddh-rand ( k)

Now consider Exp In this case, the inputs X,Y,T to D4 above and therefore u g, u2,

are uniformly dlstrlbuted over Gy. We can view the input (¢,9,X,Y,T) as (q, 91, 92,u1,0,u2,0)
where u1 9 = g*, u2 = g5° = gi TQ, where r1, 72 are random elements in Z;. When the adversary
A makes a query (4, Uz, €,7) to a decryption oracle Dgy,, for i € {0,1} we say that the ciphertext
(1, u2,€,0) is invalid if log,, 1, # logy, tiz. Note, that the challenge ciphertext A gets is invalid.
Let us define events associated to Dy4.

— NRis true if ro =7 or go = 1.

— Invis true if during its execution the adversary A submits an invalid ciphertext to a decryption

oracle Dy, or Dy, and does not get L

Lemma B.3 Pr[NR] < 1/2F72 |
Lemma B.4 We have

Pr| Expdtmd(k) =1 b=0A-NRA-Inv| =

N~ N =

Pr| Expdhmd(k) =1/ b=1A-NRA-Inv| =
Lemma B.5 There exists a polynomial-time adversary C' such that for any k

qa(k)
PrlInv| =NR] < =

we(k) -1

Proof of Lemma B.2: By conditioning we get

Pr [Expddh rand(k) — 1]

1 1
= §-Pr[Expddhrand )zl\b:()}—i—i Pr[Expddhrand( ):1|b:1}
1
< 5-Pr[Ebcpgdgraﬂd k) =1]b=0A-NRA-Inv|
1
+ 5-Pr[E}><I)gdgAraﬂ<i k) =1]b=1A-NRA=Inv |+ Pi[NR] + Pr[Inv]
1
< 5-Pr[Ex ddbrand (k) =11 b= 0A-NRA v |
1
+ 5-Pr[qu)ddhraﬂd( ) =1]b=1A=NRA-Inv|+2Pr[NR] + Pr[lInv| -NR]

Applying Lemmas B.4, B.3 and B.5 to the above statement we get the claim of Lemma B.2. 1
The proof of Lemmas B.3, B.4 and B.5 are in Sections B.2.1, B.2.2, B.3, respectively.
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B.2.1 Proof of Lemma B.3

The claim is true since 7,72 are random elements in Z; and 2kl <« g < 2F,

B.2.2 Proof of Lemma B.4

We first define the sample space S which is going to be used in our analysis. It consists of the
values chosen at random in Exp%dg:and(k:). We will denote an element of S as

5 = (931,0,562,0,y1,0,y2,0,21,0,22,0,931,1,562,1,y1,1,y2,1,21,1,22,1791,92,u1,0,U2,0,u1,1,U2,1,b)
and define the sample space as

S = {§:§€Z;2><GS><{O,1}}

We let View be the function which has domain S and associates to any § € S the view of the
adversary A in the experiment Exp%dg:and(k) when the random choices in that experiment are
those given in s. For simplicity we assume the adversary is deterministic. (The argument can
simply be made for each choice of its coins.) The view then includes the inputs the adversary
receives in its two stages, and the answers to all its oracle queries. The adversary’s output is a

deterministic function of its view.

Claim B.6 Fix a specific view V of the adversary A simulated by D,. Assume that the events
—=NR A =Inv hold for this view. Then

Pr|View =V [b=0] =Pr|View="V|b=1]

This claim states that any view of the adversary A is equally likely given the bit b. We conclude
the proof of Lemma B.4 given this claim.

Proof of Lemma B.4: Claim B.6 means that, if “\NRA=lnv is true, then A’s view is independent
of the hidden bit b. Therefore A can output its guess of b correctly only with the probability %
Thus the proof of Lemma B.4 follows since the distinguisher D4 outputs 1 only when A guesses
the bit b correctly. |

It remains to prove the above claim.

Proof of Claim B.6: For simplicity of the analysis we will exclude the key K defining the hash
function, which is fixed and a part of the two public keys, from the fixed view of the adversary we
consider, because it is clearly independent from the bit b. We do not consider the answers of the
decryption oracles to the valid ciphertext queries as a part of the view of the adversary because we
show below that this does not give the adversary any additional information about the hidden bit
b. We have

~

V.= (91,92, do, ho, G2, ¢1,d1, ha, i, G2, €,0)
Next for i € {0,1} define the event E; C S as the set of all §€ S such that § gives rise to b = ¢ and

View(5) = V and —NR is true when the random choices in the experiment are 5. Then

. Eo| |E
Pr[V—V/\b—O]—%_Lq—%'. (4)
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We next compute |Ep|. This is the number of solutions to the following system of 13 equations in
19 unknowns— b, Z1,0, 22,0, Y1,0, Y2,0, 1,0, 22,0, 1,1, L2,1, Y1,1, Y2,1, 21,1, 22,1, 91, 42, U1,0, U2,0, U1,1, U2 1"

b= 0 (5)
g = G (6)

g2 = Go (7)

T10+wr2o = logs Co (8)

Y10 +wy20 = logy, do 9)

z10 twzeo = logy, ho (10)

11 +wrey = logy & (11)

Y11+ @Y1 = log, di (12)

21,1 +waa log,, hy (13)

uo = (14)

ugo = o (15)

T1210 + Towz2ep = logg, i (16)

71210 + F1ay10 + Fowxo + Fowayzo = logy © (17)

Above w = logg, g2, 71 = logy, 110, T2 = logg, lia 0, & = EH (11,0, U2,0, €). The variables with a hat,
and M, denote the known constants whereas the variables without a hat denote unknowns. As we
noted above we should have added to this system the equations corresponding to valid ciphertexts
submitted to the decryption oracles. Assume for example that the valid ciphertext (up,ug,e,v) is
submitted to Dgy,. Suppose logg1 Uy = logg2 ug = 1r'. Let o = EH g (u1,uz,e). Let m be the answer
of a decryption oracle. Consider the equations corresponding to the ciphertext:

e
21,0 +wr'zg0 = log,, - (18)
r'r10+wr'zog+r'ayio + wr'aygp = log,, v (19)

Note that Equation (18) is Equation (10) multiplied by r and Equation (19) is Equation (8) plus
r’a times Equation (9). Since the equations corresponding to valid decryption oracle queries are
linearly dependent with the equations corresponding to the view we for simplicity do not consider
the former later in our analysis.

We now rewrite equations 5-17 in a matrix form Fi3x19 X X179 = Bis in Figure 3. Here the matrix
A is from equations 8, 9, 17, the matrix B is from 10, 16, the matrix C' comes from 11, 12, 13 and
the matrix D is from 6, 7, 14, 15. We prove that the matrix Fizx19 has the full rank and therefore
the number of solutions of the corresponding system of equations is ¢'%~'3 = ¢%. In order to prove
that the matrix F' has the full rank we prove that matrices A, B, C, D have full rank.

cond

Let =" denotes the Gauss elimination algorithm where cond is a condition needed to apply it.

1 & 0 0 1 Jfroo00
A= 1l0 0 1 cond coudl g g 1 o
PL Pol LA Told 01 0 (fp—7)ed
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b
1,0
[ 1 0 0 ] 512270 ~ _
Y10 0
Y2,0 logg, éP
Azys 0 0 0 21,0 log;, do
22,0 logg, 0
T, logg, ho
Boyo 0 0 21 log;, 17
X Y1,1 = loggl C1
Y2,1 loggl cil
21,1 loggl ﬁl
0 C3><6 0 0 22,1 §J1
91 92
72 1,0
u1,0 U0
i Dyxqs 0 0 | u2,0 ]
U1
L u2,1 .

Figure 3: The system of equations 5-17 in the matrix form.

where cond is that #; # 79, # 0. If it holds then A has full rank since it contains a singular
matrix.

T2

det(B) = det[; Z
1

] = O(fg — 1)

If 71 # 79 and @ # 0 then det(B) # 0 and B has the full rank.

1 « 00 00
C = 00 1 w 0O
00 00 1 &

The matrix C has full rank since it contains a singular matrix.
det(D)=1+#0

Obviously D has full rank.

Note that =N R means that 71 # 79 and @ # 0. Therefore matrix F' has the full rank and the
number of solutions to the system of equations from Figure 3 is ¢® which is |FE|.

Note that |E1| is the number of solutions of the system of equations b = 1, (6)-(15) and

TA'12’1’1 + 722(2)2’2’1 = loggl
m1211 + F1ay1n + Fewxon + Fowdyz1 = logy,

where @ = logy, g2, 71 = logy, 11,1, o = logy, lia1,& = EH g (U1,1,12,1,€), both assuming —NR.
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We now claim that by symmetry of View and the systems of equations corresponding to Ey and Fy
with respect to a randomly chosen bit b we get |E;| = |Ey| and therefore

Pr[View =V Ab=1] = Pr[View =V Ab=0]. (22)

Equation (22) clearly implies Claim B.6 |

B.3 Proof of Lemma B.5

Assume the adversary A submits an invalid ciphertext (@, a9, €,v) to any of its decryption oracles
Dsj,. By the rules of Definition 1 (a1, u2,€,0) # (u1p,uzp,€,v), where the latter denotes the
challenge ciphertext. Let @ = EHg (U1, Uz, €), p = EH k(U1 p, u2yp,€e). Consider the following three
special cases:

Case 1. (t1,u2,€) = (u1p, u2p,€).
Case 2. (t1,U2,€) # (u1p, u2p,e) and @ = ay.
Case 3. (t1,U2,€) # (u1p, uzp,e) and & # oy .
We claim that there exists a polynomial time adversary C' such that

Pr[Inv| =NR]

Pr[Inv| Case 1 A=NR]- Pr[Case 1]

Pr[Inv| Case 2 A =NR]-Pr[Case 2] + Pr[Inv | Case 3 A =NR] - Pr[Case 3]
0+ Pr[Case 2] + Pr[Inv| Case 3 A -NR]

0+ Advy (k) + Pr[Inv| Case 3 A -NR] (23)

ININ +

The Equation (23) is justified by the following. In Case 1 © # v and the decryption oracle will
reject. In Case 2 we can construct the adversary C' which attacks the collision-resistance of H as
the experiment from Definition 4 describes. C will simply run the adversary A providing it with a
challenge key K and simulating all other parameters by picking them at random. The advantage
function of C will be at least the probability of A of finding such triples as described in Case 2. The
running time of C' will be that of A plus O(k®) because of modular exponentiations necessary for
encryption keys generation, providing A with a challenge ciphertext and answering its decryption
oracle queries.

We now bound Pr[Inv | Case 3 A =NR].

A ciphertext (@, ug, €,v) submitted to the Dy, for i € {0,1} is accepted when

(al)x1,0+y1,051(,a2):Ez,oerz,o@ =7 fori=0 (24)

()" 1 HY1 () ™21 T¥20% = 5 fori=1 (25)

Let us define the following events:

— Iny; is true if the adversary A during its i" query submits an invalid ciphertext (@, @2, €,7)
subject to conditions from Case 3 to a decryption oracle Dy, for i € {1,...,qq}, j € {0,1}
and does not get L.

- EMisaset {3:5€ S and § gives rise to a corresponding Equation (24) or Equation (25),
- NR} and conditions from Case 3.
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Let us first consider the simulation of Dgy,. To submit a ciphertext which will not be rejected the
adversary should come up with the coefficients for Equation (24) which is consistent with its view,
which with equal probability can contain a hidden bit b = 0 and b = 1. Therefore

_ Pr[ EIV A By ] N Pr[ EIOV A By ]

- 2Pr[Ep] 2Pr[ E; |

B A Bol 18] | [BE™ A Bl -|S| _ B A Fo| | |EE A B
2|l - 15] 20E1] 1] 2° 2°

1 i 1 i
Pr{lnvio| -NR] = 5Pr[E(l)nv‘ Eo} +§Pr[E(1)nV]E1}

(26)

where |E{™Y A Ejp| is the number of solutions to the system of Equations (6)-(17) and 24 assuming
-NR, |E(i)nV A E1| is the number of solutions to the system of Equations (6)-(15), 20, 21 and 25
assuming —NR.

Let @ = g1™, 1y = g5> = ¢{". Adding Equation (24) to the system of Equations (6)-(17) will

— A = = — A=

Figure 3.

1 w 0 0

0 O 1 w NP NN «
det(A) = det P el 1G4 Fald | w(rg —71) (P2 —71) # 0

71 Tow T1Q Towd

This is because ¢ is prime, =NR implies that @ # 0, (7o — 71) # 0, (72 — 71) # 0 because of the
condition of the invalid ciphertext. We will have det(FF) # 0 and the number of the solutions of
the system of equations is ¢'971* = ¢®, which is |E(i)nv A Ey|.

For calculating |E™ A F1| we do similar modifications to the system of equations, but in this
case the modified matrix A will contain just three rows since the challenge ciphertext corresponds
to pki and the corresponding equation will contribute to a matrix C. We get

0 0

1 w

1
A = 0

o

~

T1 Tow T1Q Towd

We showed in the proof of Claim B.6 that A has full rank. Thus F has full rank and ’E(i)nv/\E()’ =q°.
We combine these results with Equation (26) and get

1
q

By symmetry and the random choice of b we claim that Pr[Invig | -NR] = Pr[Invy ;| -NR]. Each
time the adversary submits an invalid ciphertext and it gets rejected this reduces the set of the
next possible decryption oracle queries at most by one. Therefore we have

Pr [ |nv170 | ﬁNR] < (27)

qq(k) q4(k)
1 qa(k) 2q4(k) _ qa(k)
Pr[inv| -NR < 3 Prinvig| -NR] < S < < <
rlinv] /\Case3]_i:1 rlinviol ]_izlq—i+1_q—qd(k‘)+1— qg T 2k2

C Proof of Theorem 4.2

C.1 The (partial) inverting algorithm

We first define the behavior of an RSA partial inverting algorithm M4 using an IK-CCA adversary
A. My is given pk = (N,e) and a string y € Z3, where |y| = k = n+ ko + k1. Let sk = (IV,d)
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be the corresponding secret key. It is trying to find the (n + k;) leading bits of the e-th root of y
modulo N.

(1) My first checks if y € [1,2F72]. If is isn’t then it outputs Fail and halts; else it continues.

(2) My then runs the RSA key generator K with security parameter k to obtain pk’ = (N’ ¢’)
and sk’ = (N',d’). Then it picks a bit b <~ {0,1}, sets pk, < (N,e) and pky — (N',€/). If
the above y does not furthermore satisfy y € (Z3, N Z3;,), it outputs Fail and halts; else it
continues.

(3) My initializes four lists, called its G-list, H-list, Yp-list and Yj-list to empty. It then runs A,
simulating the two stages of A as indicated in the next two steps.

(3.1) My simulates the find-stage of A by running A on input (ﬁnd,pk%, pk%). M4 provides
A with fair random coins and simulates A’s oracles G, H and DSGk’O ,Dsk’lH as described
below. Let (z,s) be the output with which A halts.

(3.2) Now My starts simulating the guess stage of A. It runs A on input (guess,y,s),
responding to oracle queries as described below.

(4) Eventually A halts. My chooses a random element on the H-list, and outputs it as its guess
for the leading part of the e-th root of ¥ modulo N.

My simulates the random oracles G and H, and the decryption oracle as follows:

e When A makes an oracle call g of G, then for each h on the H-list, My builds z = h||(g® H},),
and computes yp g0 = 2° mod Ny and yp 41 = 2 mod N;. For i € {0,1}, My checks
whether y = yj, g;. If for some h and i such a relation holds, then we have inverted y under
pk;, and we can still correctly simulate G by answering Gy = h @ z||0%1. Otherwise, My
outputs a random value G of length n + k1. In both cases, g is added to the G-list. Then,
for all h, M, checks if the kq least significant bits of h®Gy are all 0. If they are, then it adds
Yn,g,0 and yp g1 to the Yp-list and Yi-list respectively.

e When A makes an oracle call h of H, M4 provides A with a random string H}, of length kg,
and adds h to the H-list. Then for each g on the G-list, M4 builds z = h|/(g & Hp) and
computes ¥y g0 = 2°° mod Ny and yp, 41 = 2t mod Ni. My checks if the k; least significant
bits of hG, are all 0. If they are, then it adds ys 40 to the Yp-list and yp, 41 to the Y;-list.

e When for i € {0,1}, A makes an oracle call ¢/ of Dg{’iH, M 4 checks if there exists some yp, g
in the Y;-list such that v’ = yj 4,. If there is, then it returns the first n-bits of h®G, to A4;
else if 3/ & (Yp-list UY3-list) it returns L (indicating that ¢/ is an “invalid” ciphertext).

C.2 Analysis

The intuition is that A in the above experiment is trying to predict b and M4 is trying to make
the distribution provided to A look like what it would expect were it running under the experiment
defining its success in the IK-CCA sense. Unfortunately, M4 does not provide A with a simulation
which is quite perfect. A difference occurs if:

e M4 fails in the two first steps of the simulation;
e The simulation of the random oracles is not consistent;

e The simulation of the decryption oracle is not correct.
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One can check that the running time of M4 is essentially that of A plus the time simulate the random
oracles. (The simulation of the decryption oracles are very efficient.) The random oracles simulation
is rather costly since for each call to GG, one has to check all the elements in the H-list. And for
any call to H, one has to check all the elements in the G-list. This increases the computational
time by ggen * qhash O(k3). We now proceed to the analysis of M4’s success probability.

We consider the probability space given by the above experiment when it continues beyond its
first step. We can think of (N,e),y as being drawn at random according to ((N,e), (NV,d)) «—
K(k); y« ZN[1,282).

Let wo = y™ mod Ny and write it as wg = ¢ || to where |so| = n + k1 and |tg] = k. Let g be
the random variable to@H (sg). Similarly, let w; = y% mod Ny and write it as w; = s1 || t; where
|si| = n + ky and |t1] = ko. Let 1 be the random variable t1®H (s1). We consider the following
events.

e FBad is true if:

— A G-oracle query rg was made in the find stage, and G,, # so@(x||0**), or
— A G-oracle query r; was made in the find stage, and G,, # s1®(z||0").
e GBad is true if:

— A G-oracle query rg was made in the guess stage, and at the point in time that it was
made, the H-oracle query so was not on the H-list, and G,, # so@(z|0¥), or

— A G-oracle query r; was made in the guess stage, and at the point in time that it was
made, the H-oracle query s; was not on the H-list, and G,, # s1®(z|0).

e DBad is true if:

— A Dgy, query is not correctly answered, or

— A Dy, query is not correctly answered.
e G = —FBad A —~GBad A —DBad.

We let Pr[-] denote the probability distribution in the game defining advantage, and Prj [ -] denote
the probability distribution in the simulated game. We introduce the following additional events:

e YBad is true if y ¢ (Z3, N Zx,)-

e FAskS is true if H-oracle query sg or s; was made in the find stage.

e AskR is true if, at the end of the guess stage, rg or r1 is on the G-list.
e AskS is true if, at the end of the guess stage, sy or sy is on the H-list.

Let Pry [-] denote the probability distribution in the simulated game provided —YBad.
We first lower bound Pr; [ AskS|.

Pr;[AskS] > Pr;[AskR A AskS A —=DBad ]

= Pry [AskR A AskS|—DBad] - Pr; [~DBad]

= Pry [AskR A AskS|—DBad] - (Pr; [-DBad A AskS | + Pry [ -DBad A —AskS )
[

> Pry [AskR A AskS | -DBad] - Pry [ ~DBad A —AskS ]|
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= Pry [AskR A AskS | —DBad] - Pr; [-DBad | —AskS| - Pry [ ~AskS |

Pr; [AskR A AskS | —-DBad | - Pry [—-DBad | —=AskS ] - (1 — Pr; [AskS])
Pr; [AskR A AskS | —-DBad| - Pry [ -DBad | =AskS| — Pr; [ AskS]

= (1/2) - Pr; [AskR A AskS | -DBad| - Pry [ -DBad | ~AskS |

v

We next lower bound each of the terms on the right above. Let Pry[-] denote the probability
distribution in the simulated game, provided ~DBad and —YBad.

Lemma C.1 The probability that the events AskR and AskS are simultaneously true, assuming
—~DBad and —YBad is:

Pro[AskRAASKS] > = - (1 — 2gen - 27 — st - 2*"*’“1) — Vggen - 27",

N ™

Proof: We have

Pr[A=0b] = Pr[A=0b|AskR A AskS]- Pr[AskR A AskS] +

Pr[A = b| AskR A —AskS] - Pr[AskR A —AskS] +

Pr[A = b| ~AskR] - Pr[-AskR]
[

Pr[AskR A AskS] + Pr[AskR A —AskS] + Pr[A = b| —AskR]

IN

Now given the way the message is masked by G(r), we have that A cannot gain any advantage in
the real game, without having asked ry or r; to G. Thus Pr[A = b|—-AskR] = 1/2. Let ¢ denote
the advantage of A. Then,

Pr[AskR A AskS] + Pr[AskR A =AskS] > ¢/2.

Since the simulated game is perfect as long as G is true, we have:
Pry [AskR A AskS | G| + Pra [AskR A =AskS |G| > ¢/2.
To bound the second term above, we consider the event

(AskR A —AskS) A G = (AskR A —AskS) A —(FBad v GBad v DBad).

This is the event that ry or r; has been asked to G, asking neither sy nor s; to H. Moreover,
since =(FBad V GBad) holds, we have that the response must be sq @ 20*! for a G' query of ro and
51 @ z0% for a G query of r;. The probability of such an event is:

< dgen - 2_k0 ' (2—n—k1 + 2—n—lc1) < 2qgen : 2_k-

Therefore,
27]6

> -
Pry [AskR A AskS | G] Pra[G]’

g
=z 5 - 2Qgen :

and,

Pry[AskR A AskS] >  Pro[(AskR A AskS) A G] > Pry[(AskR A AskS) | G] - Prs [G]
%-Prg[c]—2qgen-2*k.

Y
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It remains to lower bound Pry [G].

Pro [ﬁG] = Pro [FBad V GBad]
< Pry[FBad Vv GBad | —FAskS | + Pry [ FAskS].

If —=FAskS holds and FBad or GBad occurs, then it means that A asked rg or r1 to G without having
asked sg and s; to H. Hence: Pry [FBad vV GBad | =FAskS| < 2¢qen - 2= ko,

In the find stage, y and hence sy and s; are not in A’s view. Since sy and s; are uniformly distributed
in {0, 1}””“, we have: Pry [FAskS| < 2¢pagh - 9—n—k1

Thus,
Pra[G] > 1 — 2qgen - 2770 — 2qpaen - 27751

This completes the proof of Lemma C.1. |
Next we show that the event DBad is unlikely.

Lemma C.2 The probability that DBad is true, provided —AskS, is upper bounded as:

Pry [DBad| ~AskS] < gaee - (227" + (2ggen +1) - 27%).

Proof: We first upper-bound the probability of the event DBad being true after only one decryption
query, provided —AskS. Let DBad; be the event that DBad is true after one decryption query.

Let Dg, (where ¢ € {0,1}) be the oracle to which the first decryption query is made and denote
this query as y'. Let w’ = y'#% mod N; and write it as w' = s ||#' where |s'| = n + k; and |t| = ko.
Let r' be the random variable '@ H (s').

For the ciphertext 3/, let us denote by AskG the event that the query ' has been asked to G, and
by AskH the event that the query s’ has been asked to H.

Note that My4’s simulation fails if it rejects a valid ciphertext. Now a failure may occur if ¥/ = r;
or s’ = s;, or there will at least be an inconsistency in the simulation of the random oracles. This
is because the oracle answers to r; and s; are only implicitly defined, and thus not available in the
lists. In order to bound this failure probability, we define the following events:

e BadR is true if ' = r;;

e BadS is true if s’ = s;.

We now consider the probability of event DBad;, provided —AskS:

Pri[DBad; |-AskS] = Pr;[DBad; A (BadRV BadS) | —AskS] +
Pr; [DBad; A —(BadR Vv BadS) A —(AskG A AskH) | =AskS | +
Pr, [DBad; A —(BadR V BadS) A (AskG A AskH) | —AskS .

Note that if a ciphertext has been correctly built by A (1 has been asked to G and s’ to H), then
M 4 will output the correct answer. Thus

Pr; [DBad; A =(BadR Vv BadS) A (AskG A AskH) | =AskS| = 0.
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In order to bound the second probability, observe that
Pri [-(AskG A AskH) | = Pry [ —-AskG] + Pr; [—AskH A AskG) |.
Thus,

Pry [DBad; A —(BadR v BadS) A —~(AskG A AskH) |

Pry [DBad; A —(BadR v BadS) A ~AskG] +

Pry [DBad; A —(BadR v BadS) A (AskG A —AskH) |

Pry [DBad; A -BadR A ~AskG] + Pry [DBad; A —BadS A (AskG A —AskH) |
Pry [DBad; | ~BadR A ~AskG ] + Pry [ AskG A ~BadS A —AskH |

Pr; [DBad; | -BadR A ~AskG] + Pr; [ AskG | -BadS A —AskH .

) A
) A

ININIA

Given —BadR and —AskG, G(r’) is unpredictable, and hence the probability that the k; least
significant bits of s’ @ G(r') are all 0 is at most 27%1. On the other hand, the probability of having
asked G(r'), without any information about H(s') (since H(s") has not been explicitly asked and
s' # s;) is at most ggen - 27", Thus

Pr; [DBad; A —(BadR V BadS) A —(AskG A AskH)] < 27F1 4 gy, - 27F0
Moreover, since this event is independent of AskS,

Pr; [DBad; A —(BadR V BadS) A —(AskG A AskH) | ~AskS] < 2751 4 gy, - 2750,

Next we bound Pr; [DBad; A (BadR Vv BadS) | =AskS | as

= Pry [DBad; A BadS|—AskS |+ Pr; [DBad; A BadR A —=BadS | =AskS |

< Pr;[DBad; | BadS A =AskS | 4 Pr; [BadR | —=BadS A —AskS |.
It is easy to see that Pr;[BadR|—-BadSA —AskS] < 27%. (H(s') being unpredictable and
independent of H(s;) implies that 7 is unpredictable and independent of r;.)

We bound Pr; [DBad; | BadS A —=AskS] as:

= Pry [DBad; A AskG | BadS A —=AskS| + Pry [ DBad; A —AskG | BadS A —AskS |
< Pry [AskG|BadS A =AskS | 4 Pr; [ DBad; | “AskG A BadS A —AskS .

Now Prq [AskG|BadS A —AskS] < ggen - 27k (If s; has not been asked to H and s’ = s; then
H(s') is unpredictable.)

We can bound the second term as: Pr;[DBadi | -AskG A BadS A —AskS] < 27%. This is the
probability that the redundancy holds (and hence M4 incorrectly rejected ') given that H(s') is
unpredictable and 7’ has not been asked to G. OAEP is a permutation and hence s’ = s; (and
y' # y) implies that r' # r;, and that G(r') is unpredictable. Thus

Pry [DBad; |BadS A —=AskS] < 27F1 4 gy, - 2750
Putting this all together we bound the probability that DBad; is true, provided —AskS:

Pry [DBad; | —AskS] < 2-27F1 4 (2gge, 4+ 1) - 270,
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It follows that after ggo. decryption queries the probability that they were all correctly answered

1S:
2 2qgen + 17 Ydee 2 2Qgen +1

This completes the proof of Lemma C.2. |

Continuing, using the results of Lemmas C.1 and C.2, we have

1 € 2Qgen 2@hash 2Qgen 2 2(]gen +1

Pri[Asks] = 5'(5'(1_ gk gtk ) " gk ) \1 e (gt o
> E 1= QQgen + qdec T 2QgeHQdec . 2Qdec . 2Qhash . Ggen
- 4 92ko k1 on+k1 9k

Assuming that y € [1,2%72] and —=YBad, we have by the random choice of b and symmetry, that
the probability of M4 outputting s is at least 5—— - Pry [AskS].

2@hash

We next bound the probabilities that —YBad is true and that y is in the good range.

Lemma C.3

1
PI’O [YBad] < m
3 3 k/2—1
k—2
Profy¢ 1.257] < Z*(Z) .
Proof: We assume wlog that N; > Ny. We have
R R * k—2 * *
Pro[YBad] = Pro|b< {01} vy (Zy, N[L2"2): y ¢ (Zk, N Z%,)]
< Pr[b & {0,1} ye (Zy, N[1L,2°7) 1 y ¢ 23, ]
No — p(No) < No — ¢(No) < 2. 2k/2

T OZN L2572 T 28— (N1 = p(Nh)) T 2k2 2. 2k/2

We use the bounds on the primes, 25/2 — 1 < pg,qo,p1,q1 < 2¥/2, to obtain the last inequality.
Using these bounds we also have

N-—2k2_7 3 /3\k2"1
k=271 _ B k—2 -z -z
This completes the proof of Lemma C.3. 1
We have that
- bow- _ Pr; [AskS]
6-pow-fn 1
AdvEE (k) > (1-Pro [y ¢ [1,2577]) - (1 = Pro [ YBad]) (72%&5}1 )

Substituting our bounds for the above probabilities and re-arranging the terms, we get the claimed
result.
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