Departmentf ComputerScienceandEngineering CSE134A
University of California, SanDiego Fall 2001

Final Examination
ThursdayDecembe6, 3pmto 6pm

Your name:

Instructions: Look throughthe whole exam and answerthe questionghat you find easiesfirst. Answereach
questionin the spacebelow the questionusingthe backsof the pagedor extra spaceasnecessaryT herearefive
guestionssevenpagesand110pointsin total. Whenerer you make anassumptionstateit clearly.

You may bring andusethe following materials:one PHPbook andone MySQL book, your own personahand-
written notes,documenthandedutin class,andaprintedcopy of webpagegpublishedor 134A,andwebpages
with directlinks from 134A pages.You may notuseary othermaterials.

(Question 1) [15 points]

(a) [5 points]Explaincarefullyhow thefollowing threestatementaretrueanddo notcontradicteachother: XML
is not a programminganguageVoiceXML is XML, andVoiceXML is a programminganguage.(Your answer
shouldbe aboutoneparagraph.)

(b) [10 points] How canyou maximizethe usability of a VoiceXML application?Basedon your experiencewith
theVoiceXML projectin 134A andelsavhere explainwhatyouthink arethemostimportantVoice XML usability
guidelines.(Your answershouldbe abouttwo or threeparagraphs.)



(Question 2) [15 points]

(a)[5 points]In thelastproject,you built a SQAP senerwith thesamefunctionalityasa U.S.PS.senerthatdoes
notuseSQAP. Explainwhy theU.S.PS.is likely to updatets senerto useSQAP in thefuture.

(b) [6 points] In the last project,you wrote XSLT stylesheetso generateasciiandHTML versionsof business
letters. Explain why mary software expertsrecommendusing XSLT insteadof otherlanguagedor taskslike
these.

(c) [5 points] Explainthe meaningof the phrase‘embrace extend,dominate”in the softwareindustry
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(Question 3) [25 points] This questionrefersto the figure above, takenfrom A Blueprint for Building Web Stes
Using the Microsoft Windows DNA Platform publishedby Microsoft. Eachanswerto the partsbelov should
includea shortexplanation.

(a) [5 points]Whatdoestheacrorym DMZ standfor? Whatis the DMZ?

(b) [5 points] Why aretheretwo firewalls? What doeseachfirewall do? Shouldthe routerthat connectgo the
corporatenetwork beafirewall also?Why or why not?

(c) [5 points]Assumethateachweb clusteris statelesswhile eachsener clusteris arelationaldatabasasystem.
For whichtype of clusteris it moredifficult to achieve fault tolerance2Vhy?

(d) [5 points] For eachof the following typesof data,explain whereit shouldbe stored. Justify eachanswerin
onesentence.

1. Thesessioridentifierof aclient.

2. Sessiordatafor aclient, e.g.shoppingcartcontents.
3. Sensitve datafor a client, e.g.hometelephonenumber
4. Publicdatasuchasproductdescriptions.

5. Log datafor thewebseners.

(e) [5 points] This architecturefor a web site hasat leastone “single point of failure’ Identify this point and
explain briefly.



(Question 4) [20 points] This questionconcerngdasicPHP programming.

Thetaskis to write afunctionnamedst ens thatfindsall theword-stemsn asentenceA word-stemis the“root”
of aword. To simplify, assumehatfor every word its stemis found by removing “s,” “ed,” and“ing” from the
endof theword.

The sentencés givento the functionasa string, andthe stemsmustbe returnedasanarray In the array stems
mustbelower-case unique,andin alphabeticabrder All punctuatiormustberemoved.

For example theresultof $a = stems("Denmocrats find Ken Starr’s findings dubious.") shouldbe$a
== ("denocrat", "dubious", "find", "ken", "starr").

(a) [5 points] Your function mustbe efficient in time andspace.Explainin big-O notationwhattime andspace
compleity your functionshouldhave.

(b) [5 points] Yourfunctionshouldbecodedin amodularway. Explainoneto threereasonabléhelper” functions
you shoulduse.

(c) [10 points] Consistentwith your answerto parts(a) and (b), write PHP codefor the st ens function. Your
codemustbe easyto understandandmustuseappropriatébuilt-in PHPfunctions.



(Question 5) [35 points] This questionis basedon the following exampleof sessiormanagemenadaptedrom
thedocumentSession Handling with PHP4 by TobiasRatschiller

Thefollowing is completelycommentedamplecode. The popularhangmargameis a greatway to
shav how to usepersistenvariables.In this game the computerchooses randomfive-letterword
andthe playerneeddo figureit out by choosinglettersto fill in. The userhasonly six guessesor
he’ll enduponthegallows. You'refreeto useary wordlist youwantin thewor ds. t xt file with each
word on oneline. Of course this gamecannotwork without keepingstateinformation. The player
would alwayshavefive triesleft, couldnever win without guessinghewholeword correctlythefirst
time, andgenerallyit wouldn’t bemuchfun atall. If youthink for amomentaboutthegameslogic,
you'll comeup with threevariablesthatneedto berememberedrom requesto request:

e Therandomword the useris to guess.
e Thecharactersheuserhasalreadyguessed.
¢ How mary trieshave failedsofar.

Note thatall HTML outputis handledby a separatéemplateclass. This allows the separatiorof
codeandlayoutneededftenin professionalvebapplications.

requi re("EasyTenpl ate. i nc. php3");
defi ne(" HANG MAX_TRIES", 6);

$guess = strtol ower ($guess);

function hang_get random |ine($file)

{
Il Try to open the file
if(!file_exists($file) || !($fp = fopen($file, "r")))
die("Could not open file \"$file\" for reading.");
Il Get file size
$size = filesize($file);
/1 Init random zer, get a randomvalue in the range 0..file size
srand( (doubl ) m crotime()*1000000);
$randval = rand(0, $size);
Il Seek to a randomposition in the file - possible this is ECF.
fseek($fp, $randval);
Il Get line - possibly empty (if at EOF)
$line = trinm(fgets($fp, 1024));
$line = trimfgets($fp, 1024));
Il Close file
fclose($fp);
Il 1f line was enpty, try again
if(enpty($line))
{
$line = hang_get _random|ine($file);
}
/1 Return random | ine
return($line);
}

Il Initialize session
session_start();



Il Register our variables
session_register("numof tries");
session_regi ster("guessed_chars");
session_register("word");

i f ($REQUEST_METHOD == "POST" && !enpty($word) && !enpty($guess))
{

$guessed_chars[] = $guess;

if(!'strstr($word, $guess))

/1 Character not found - one try less left
$num of _tries++;
$nessage = "Wong guess.";

}
el se $nessage = "Correct guess!";
}
el se
{
$word = strtol ower(hang_get_random|ine("words.txt"));
$nmessage = "Wl cone to Hangman!";
$num of _tries = 1;
$guessed_chars = array();
}

$guessed_word = $word;

/1 Construct the tenplate guess word ("_" in place of not-yet-guessed characters)
for($i=0; $i<strlien($word); $i++)
{

if(!strstr(inplode("", $guessed_chars), $word[$i]))

{

$guessed_word = str_replace($word[$i], "_ ", $guessed_word);

}
}
$button = "Go";

/'l Check whether the user has won or |ost the gane
i f ($guessed_word == $word || $word == $guess)
{
$nessage = "Correct guess - you've won!";
sessi on_destroy();
$hutton = "New Gane";
$num of _tries = 1;

el sei f ($num of tries == HANG MAX TRIES || strlen($guess) > 1)
{

$nessage = "You' ve lost. The word was \"$word\".";

sessi on_destroy();

$button = "Try Again";

$num of tries = HANG MAX_TRI ES;
}

Il Create new tenplate instance
$tpl = new EasyTenpl ate("tenplate.inc.htn");

Il Assign tenplate variables

$t pl - >assi gn( " ACTI ON', basenane($PHP_SELF));
$t pl - >assi gn("NUM OF_TRIES', $numof tries);
$t pl - >assi gn( " BUTTON', $button);



$t pl - >assi gn( " MESSAGE", $nmessage);
$t pl - >assi gn("WORD', $guessed_word);
$t pl - >assi gn(" GUESSED_CHARS', @ npl ode("", $guessed_chars));

/1 Qutput tenplate
$t pl ->easy_print();

() [5 points] Explain why the code$line = trin(fgets($fp, 1024)); is executedtwice in the function
hang_get _randoml i ne.

(b) [5 points]Explainwhy the scriptcheckswhetherit hasbeeninvokedby anHTTP POST operation.
(c) [5 points] Explainhow the numberof tries couldbe computedjnsteadof storedasa sessiorvariable.

(d) [5 points] Explain how the not-yet-guessetkttersare kepthiddenfrom the user Would it be possiblefor a
hacler who canbreaksecurityon the client, but not on the sener, to gainaccesgo these andhencealwaysgeta
perfectscore?

(e) [6 points] Explainin English how to extendthe codeto rememberand display a player's bestscoreover
multiple games.

(f) [10 points] Write the PHP codeneededo do part(e) andshaw or explain clearly whereit fits into the code
above. Detailsof PHPsyntaxarenotimportant.



