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Abstract

We present DATUM, a novel method for tolerating multi-
ple disk failures in disk arrays. DATUM is the first known
method that can mask any given number of failures, re-
quires an optimal amount of redundant storage space,
and spreads reconstruction accesses uniformly over disks
in the presence of failures without needing large layout
tables in controller memory. Qur approach is based on
information dispersal, a coding technique that admits
an efficient hardware implementation. As the method
does not restrict the configuration parameters of the
disk array, many existing RAID organizations are par-
ticular cases of DATUM. A detailed performance com-
parison with two other approaches shows that DATUM’S
response times are similar to those of the best competi-
tor when two or less disks fail, and that the performance
degrades gracefully when more than two disks fail.

1 Introduction

Disk arrays [15] offer significant advantages over conven-
tional disks. Fragmentation of the total storage space
into multiple inexpensive disks allows cost-effective solu-
tions that benefit from the aggregate bandwidth of the
component disks, and from the smaller seek latencies
associated with shorter arms. The mean time between
failures (M TBF) for the array as a whole decreases lin-
early with the number of independent component disks,
possibly resulting in mere days before catastrophic fail-
ure and loss of data.

It is therefore necessary to store, along with the data,
redundant information in order to recover from disk fail-
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ures. Most existing approaches like RAID-5 [15] and
parity declustering [10] rely on parity calculations to
provide tolerance against a single disk failure. How-
ever, there are several reasons for considering architec-
tures capable of masking multiple simultaneous disks
failures [3, 4, 7, 9]:

e Applications are placing stronger demands on stor-
age subsystems as a result of manipulating large
audio and video objects in real-time. Existing
analyses [4] show that increasing the number of
check sectors per stripe is a better (i.e. more cost-
effective) approach to improving reliability than
increasing the number of reliability groups or re-
lying on the likely improvements of each disk’s
MTBF.

e Disks can exhibit latent sector failures, in which
an unavailable group of sectors is detected only
when trying to access these sectors. Data are irre-
trievably lost if the array tolerates a single failure
and a latent sector failure is detected when trying
to reconstruct a crashed disk.

o Safety-critical applications can require large
MTTDLs that can not be achieved by tolerating
single failures.

e Some approaches [5, 6] distribute the controller’s
functionality among loosely coupled nodes (to avoid
the centralized controller as a single point of fail-
ure). In such scenarios, the contents of one or
more correct disks may become inaccessible be-
cause some other component has failed, e.g. the
communication network. Communication failures
often are much more likely to happen than sev-
eral actual disk crashes. Storage systems must
continue to provide correct service in these situa-
tions.



In this paper we present DATUM (Disk Arrays with
opTimal storage, Uniform declustering and Multiple-
failure tolerance), a novel declustering method that tol-
erates multiple disk failures in a disk array. DATUM
allows the user ample freedom in configuring the disk
array, without constraining the values of array parame-
ters; up to n — 1 failures can be tolerated in an array of
n disks. DATUM uses the theoretical minimum amount
of storage space for storing redundant data in the ar-
ray. Sectors containing redundancy are uniformly dis-
tributed over all disks, thereby eliminating bottlenecks
when failures occur and easing the burden on surviving
disks during on-line reconstruction [10]. Our approach
can accommodate distributed sparing as well, with sim-
ilar benefits. Datum also performs the minimal num-
ber of disk accesses to implement small writes. Thus,
DATUM is the first known method for tolerating an ar-
bitrary number of failures that is optimal with respect
to both storage space and write overhead, and that dis-
tributes redundant data uniformly by using a set of lay-
out functions that can be evaluated efficiently with very
low memory requirements.

QOur approach is based on the information disper-
sal algorithm (IDA) [17], a coding technique for which
a fast VLSI implementation exists [2]. We tested an
implementation of DATUM against implementations of
parity declustering [10] and EVENODD (3], by utilizing a
very accurate disk array simulator [8]. Our results show
that despite its generality, DATUM has the same per-
formance as its best competitor method for the failure
scenarios they have in common, and that response times
continue to degrade gracefully beyond that point: the
scenarios tolerated only by DATUM having more than
two failures.

Section 2 describes the system model, terminology,
and failure assumptions for the rest of the paper. In
Section 3, we describe the basics of the IDA and its ap-
plication to DATUM. The location functions that result
in the uniform, declustered layout of data and redun-
dancy are presented in Section 4. Section 5 evaluates
DaTtuM’s performance for diverse workloads and failure
scenarios. Related studies are described in Section 6,
and a conclusion is offered in Section 7.

2 System Model

A disk array has a total of n identical disks. Each disk
has an independent controller. Different disks can ser-
vice independent requests in parallel. Each controller
provides the abstraction of a linear address space of sec-
tor numbers within the disk it controls, thus hiding bad

media portions and the position of each sector in terms
of surface, track and sector within track. For simplic-
ity, we assume that each disk has the same number of
usable sectors.

There is also an array controller, that translates user
requests into individual operations on the disks of the
array, supervises their completion, and reconfigures the
array in the presence of failures. It can be implemented
in software, in hardware, or as a hybrid. It also provides
a linear address space to the disk array clients. Disks
can fail during their operation; the failure of a disk is
detected when a read or write operation on it fails. We
assume the array controller can identify a failed disk.
‘We do not discuss how to tolerate failures in other com-
ponents of the system, such as interconnection buses or
array controllers [6, 12].

Disk space is logically structured into stripe units;
each stripe unit has a fixed number of sectors, and
contains either user data or redundant data. DATUM
services accesses involving an integral number of stripe
units at the client level. A stripe consists of a fixed num-
ber of user data stripe units, plus a number of redundant
stripe units computed from the user data units. The ex-
istence of redundant units is transparent to the clients,
that have access to a linear address space containing
only user data.

3 Information Dispersal

The information dispersal algorithm (IDA) [17] encodes
a sequence F' = (di,ds,...,d,) of m integers into a
sequence of m + f integers in such a way that any m
of the m + f integers suffice to recover F. The IDA

transformation is linear and of the form

(di,d2y...;dm) T = (e1,€2,...,€m,Em41ly---sEmif)
(1)
where T is an m X (m + f) matrix having the property
that any m columns are linearly independent. IDA can
recover the user data F' from any m of the m + f val-
ues as follows: Suppose we have access to the sequence

(eiys€igy---5€4,, ). We know that

(di,da, ... dm) « (tiy tig tig i) = (€iy, €5, €imy)

where t; denotes the i** column of transformation 7" and
the appropriate columns of 7' are shown. Since these
m columns are linearly independent, we can invert this
matrix and obtain F' from the m integers.

In our application of IDA, the sequence F' repre-
sents m equal-sized portions of user data (disk array
stripe units) and the m + f values represent encoded
data including the redundant data (again stripe units.)
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Figure 1: Information Dispersal Algorithm: (a) Encoding; (b) Decoding

Each stripe unit is stored on a different disk in the
array. Any data stripe can be reconstructed if m or
more disks are correct; that is, if f or fewer disks have
failed. Figure 1(a) illustrates how redundancy is cal-
culated when writing a whole stripe of client data to
the array; part (b) shows how the whole stripe is re-
constructed from any m encoded stripe units. We re-
quire an additional property for DATUM to obtain RAID
Level 5-like behavior: m of the encoded stripe units
must be identical to the m client data stripe units. This
can be done only if the whole user data portion of the
stripe is also recorded in the array in the clear; that is,
the encoding must be systematic [11]. The matrix T,
shown in Equation (2), consists of the identity matrix
and f more columns so that the set of m + f columns
satisfies the linear independence condition.

1 0 ... 0 timt1r timto t1,m+f
01 0 to,mt+1  t2,m42 to,m+f
T = . . .
0 0 ... 1 tmmt1 tmt2 b, mtf
(2)

Rabin [17] and Preparata [16] describe ways of con-
structing T that result in low computational costs; how-
ever, none achieves the systematic property yielding m
clear stripe units. We can always obtain a matrix T" with
the desired structure using elementary row operations
on a candidate matrix obtained by any method.

IDA makes no assumption regarding the amount of
space required to represent the encoded values. Maxi-
mum distance separable (MDS) error-correcting encod-
ing [11], which is similar to IDA, ensures that the rep-
resentation of m stripe units, each of size s bytes, as
m+ f stripe units will require exactly (m+ f) x s bytes.
This is accomplished by using finite fields to represent
the values. In fact, with this additional requirement,
the IDA transformation matrix becomes the codeword
generator matrix for an MDS code; thus IDA general-

izes MDS encoding. DATUM uses only the theoretical
minimum amount of disk space to store each stripe in
such a way that its contents are recoverable even if f
stripe units are missing.

DATuUM’s application of IDA is based on the GF(256)
finite field. Elements of our transformation matrices
range over GF(256), so we can represent any element
in a single byte without wasting space. The encoding
and decoding operations are done one byte at a time in
each stripe unit. When we denote client data stripe unit
¢ in terms of byte values as follows (di,i,d2,i,...,ds,:),
Equation (1) yields the j* byte for each of the encoded
stripe units.

(dj,l,dj,2, - -,dj,m) -T=

(€5,1,€4,25 - -+, €jymy €jymet1s - - €t f) (3)

The two field operations can be implemented very effi-
ciently: addition is the bitwise exclusive-or operation,
and multiplication can be implemented using fast table
lookups using a discrete logarithm [11] table of size 256
bytes. In general, for a finite field of n elements we can
store the logarithm table with 7 elements rather than
the structure with ©(n?) elements that the full multi-
plication table requires.

A small write occurs when a single stripe unit is
written by a client application. Small writes are typi-
cally expensive in RAIDs as the redundant data must
be updated as well; our byte-wise interleaving scheme
of Equation (3) allows us to process them in the follow-
ing manner. We denote components of redundant stripe
unit j as (e1,m+j, - --,€s,m+j) (where s is the size of the
stripe unit, and 1 < j < f) and the elements of T by
ti,;. Assume, without loss of generality, that data stripe
1 has been updated yielding (dj 1, .. .,d5,1) as the result
of a small write. Each of the f check stripe units must
be updated as well: fori=1,...,sand j=1,...,f we



have

eim+j = di1t1,m1j B di2t2a,mij B - B dimbm,m+j
(previous values), and

€imtj = di1t1,mt B digtoms ® - @ dismbmmet;
(only data stripe 1 changed),

thus we obtain the update expression:
€imti = diitimtj © disiti,m+ © €imets

(4)
Therefore, to implement a small write, it is neces-
sary to: i) read the old values of the data unit be-
ing written and the f redundant units, i;) recompute
the check stripe unit values as in Equation (4), and fi-
nally 44i) write the new data stripe value as well as the
f check stripe units. As a consequence of the Singleton
bound [11], it is not possible to write less than f + 1
stripe units if the array is to tolerate up to f failures.
Accordingly, DATUM performs the optimal number f+1
disk writes per small write operation. The literature
discusses system-level optimizations that do not require
the user to wait until the f + 1 writes complete success-
fully. For instance, updates to redundant stripes can be
deferred while logging them to disk [22], while writing
them to non-volatile cache [12], or by doing nothing at
all [18]. These optimizations are in principle applicable
to any disk array architecture, including DATUM, and

we do not consider them here.

4 Layout Functions

One of the contributions of this work is a suite of func-
tions that map each client address to the set of disks
and sectors (i.e. offsets within each participating disk)
where the corresponding user data and redundant data
are stored in the array. In general, performance under
failure is better when the units of each stripe are writ-
ten in a subset of the n disks of the array. Our layout
functions meet the first five layout goals set forth by
Holland and Gibson [10]. When a disk fails and each
stripe is distributed over all the disks of the array (like
in RAID-5 [15]), an access to a random stripe unit has
probability 1/n of hitting the failed disk, thus resulting
in n — 1 accesses to all the other stripe units. On the
other hand, when each stripe is laid out over k¥ < n
disks, the probability of hitting the failed disk remains
the same, but the overhead is only k¥ — 1 accesses when
a request to the failed disk is served. Similar arguments
show that client applications also experience a much less
substantial performance degradation during on-line re-
construction of a failed disk, as only some of the stripes
being reconstructed will have units in each of the sur-
viving disks.

In the remaining part of this section we present the
functions that convert between client-level addresses and
disks and sectors in DATUM. After that, we discuss some
of the properties of our functions.

4.1 Set of Disks for a Stripe

Given an address for a stripe unit, it is necessary to
compute the set of disks that have fragments of the cor-
responding stripe (in case the access being serviced in-
volves on-the-fly reconstruction). Space has to be allo-
cated uniformly over all disks to avoid bottlenecks. We
represent the disks that store units for a given stripe
with a k-combination: a tuple < Xi,..., X} > where
each X; € [0,n — 1] (a disk identifier). Furthermore
we require that in each k-combination: X; < X;41,¢ =
1,...,k. This is to avoid ambiguity as we intend to use
k-combinations as sets. There are num_combs = (:)
possible k-combinations.

We define the total order > over the set of com-
binations as: < Xi,..., Xk >>< Y1,...,Y, > if and
only if either X, > Y%, or there exists a j < k such
that X; = Y; for k > ¢ > j and X; > Y;. Given a k-
combination ¢ =< Xi,..., X} >, its position in the to-
tal order is given by (the reader interested in the proofs
of the results mentioned in this paper is directed to [1]):

lOC(< Xl, . ,Xk >) = ()]i]"> + (*:i‘i) 44 (—’il)

Since the loc mapping is a bijection, we can compute
its inverse invloc. The following algorithm computes
the k-combination given its position in the order »; the
answer resides in integer array c.

invloc(position)
for (int i=k; i>1; i--)

1=1i;

while (choose(l,i) < j)
1 = 1+1;

c[i]l = 1-1;

position = position - choose(1l-1,i);

return(c)

Stripe unit addr as seen by the user is contained
in stripe number str = |addr/m| of the DATUM array,
since each stripe has m data units—the existence of re-
dundant units is transparent to users. Given that in
general there will be more stripes than k-combinations,
we map str into the disks of the k-combination
invloc(str mod num_combs). That is, the mapping from
stripes into disks repeats cyclically every num_combs
stripes.



4.2 Allocation of Redundant and Data Stripe
Units

Given the disks ¢ =< Xi,..., X > corresponding to
a stripe str, we must choose m of these disks to hold
the data units, and the remaining k& — m will hold the
redundant units. This choice must be made in such
a way that the redundant units are evenly distributed
among disks to maximize available disk bandwidth in
the failure-free case (when redundant units are never
accessed for reconstruction, so a disk containing more
redundant data than data units would be underutilized).
We take disks in positions
| str/num_combs] f, (| str /num_combs| f+1) mod k, ...,
(Lstr/num_combs|f + f — 1) mod k

for the redundant units, and the remaining disks for
data units. That is, we take the first f disks of each
tuple for the first num_combs stripes, then move on
to the next f positions of ¢, and so on. It is easy
to see that the same positions will be used for redun-
dant units after lem(k, f)/ f iterations of this procedure,
where lem(k, f) denotes the least common multiple of
k and f. k/f iterations are enough in the best case,
and at most k£ in the worst case. This generalizes the
function of [10] for f = 1, that takes in turn each of the
disks of the tuple to hold the parity redundant unit.

4.3 Offset of Stripe Units within Disks

Once we have found the set of disks ¢ =< X1,..., X >
corresponding to a stripe str, we have to determine the
offsets at which each stripe unit of str is stored in each
X;. We start using each disk at offset 0 in its address
space, and from then on we allocate each unit to the
lowest free offset in the disk where it must be stored.
Therefore, the sector offset in disk X; where str’s unit
is allocated equals the number of times X; appeared in
k-combinations smaller than < X, ..., X} >, times the
number of sectors per stripe unit (that is a constant of
the array).

We need to determine the number of times #X; that
the value X; has appeared in k-combinations ¢’ such
that ¢ = ¢'. It turns out that #X; can be computed in

loc(c) — ();;k> ,

2 X; k X;—1
w0 - 3 (1) 2 (05)
i=j

i=1

the following way:

# X

forj=1,...,k—1.

Figure 2 shows the first iteration of our layout func-
tions for n = 4,k = 3,m = 2 (i.e. f = 1, a single
failure is tolerated). The figure displays the assignment
of stripe units to disks. For this example, there are
four 3-combinations, so each of the three cycles in Fig-
ure 2 contains four stripes. In the first cycle we map
each stripe’s redundant unit to the first element of each
3-combination, in the second cycle we take the second,
and in the third cycle we take the last. The figure shows
that each disk contains the same number of redundancy
units in each iteration.

To illustrate the application of our layout functions,
consider how the stripe unit with addr = 9 in the user’s
address space is located in the array. This unit forms
part of stripe |addr/m| = 4 in the array’s address space.
Stripe 4 is mapped according to the 3-combination
invloc(4 mod (Z)) = nvloc(0) =< 0,1,2 >. Of the
three disks of the 3-combination, redundant information
will be in the position |4/ (Z)Jf = 1, that corresponds
to disk number 1 in the 3-combination. Since each stripe
contains 2 data units and 9mod 2 = 1, the desired
unit is the second data unit of the stripe—therefore,
it is mapped to disk 2 (the last component of the 3-
combination). It remains to determine the offset of disk
2 that must be accessed: this equals #(2,< 0,1,2 >)
+(Z) [stripe_num/(Z)J. The first term equals 0, the
second term equals 3; thus the stripe unit is located at
disk 2, offset 3 as shown in the figure.

4.4 Properties of the Layout Functions

The set of layout functions used in DATUM can tolerate
multiple failures: each stripe is split into k stripe units,
and units of the same stripe are never stored in the same
disk. The data in every stripe is recoverable even if up
to f disks of the array become unavailable.

In order to reconstruct the L bytes of a stripe, DA-
TUM reads L/m bytes from each of any m surviving
disks. The bytes needed from any disk are contigu-
ous (because sectors of the same stripe unit are contigu-
ous on disks), so the seek delays are minimal. Therefore,
reconstruction accesses (either to service a client request
or to reconstruct a failed disk) in DATUM are minimal
and contiguous.

Redundant units are uniformly distributed on all
the disks. Since these must be updated during every
user write, the aggregate load is shared equally among
all disks. During degraded-mode operation, the addi-
tional load of reconstructing stripe units on failed disks
is evenly distributed among the surviving disks. Simi-
larly when a failed disk is replaced by a spare, it must be
reconstructed to leave the array in a failure-free state.



Offset Disk 0 Disk 1 Disk 2 Disk 3
0 SO,R SO,U0 SO,Ul S1,U3
1 SLR S1,U2 S2,U4 S2,U5
2 S2.R S3,R S3,U6 S3,U7
3 $4,U8 $AR $4,U9 S5Ul1
4 S5,U10 S5R S6,R S6,U13
5 S6,U12 S7,Ul4 S7,R S7,U15
6 S8,U16 S8,Ul7 S8R SOR
7 SO,U18 SO,U19 S10,uU21 S10,R
8 S10,U20 S11,U22 S11,U23 S11,R

Sn,Um: Data unit with address m, contained in stripe n
Sn,R: Redundant unit of stripen

Figure 2: Sample Layout for f =1

Reconstruction is often performed on-line, i.e. while
the array is servicing user requests. In order to avoid
the presence of bottlenecks and to minimize the degra-
dation of the service, reconstruction accesses are also
evenly spread—because every pair of disks appears to-
gether in the same number of k-combinations. Also,
large writes (when the access updates all the data por-
tion of a stripe) are serviced without reading the previ-
ous contents of any disk sector.

The layout functions have low computational and
memory requirements. It is convenient to store a few
binomial coefficient values in memory for improving ef-
ficiency, as one or more of these functions are in the
critical path of every request sent to the array.

5 Performance

‘We report the results of a performance comparison made
by running DATUM, EVENODD [3], and parity decluste-
ring [10] under a highly-concurrent workload of small
reads and writes. Our goal is to compare how these
different methods perform under a spectrum of failure
scenarios, from failure-free operation to three unavail-
able disks. We chose parity declustering as a basis for
comparison because it distributes data onto disks us-
ing balanced block designs, and it uses the same encod-
ing (parity) as the RAID family [15]. EVENODD was
considered because it is the only existing scheme that
can tolerate two failures while using the same minimal
amount of redundant storage, regardless of array size.
The redundant units are rotated cyclically over the dif-
ferent disks of the array in our implementation of EVEN-

ODD, as suggested in [3].

The experiments were run on RaidFrame [8], a tool
where implementations of RAID architectures can be
tested and evaluated. RaidFrame’s synthetic workload
generator generates concurrent sequences of requests for
disk accesses, from multiple client threads. Each RAID
architecture converts each individual user requests into
sets of read and write accesses on specific disks of the
array; our implementations of DATUM, parity decluste-
ring, and EVENODD are at this level in the hierarchy.
Individual disk accesses are serviced by an event-driven
disk simulator, calibrated to several choices of real disks.
The current release of RaidFrame consists of approxi-
mately 50,000 lines of C code.

In our case, array parameters were configured as fol-
lows. The array had a total of n = 15 disks in ev-
ery case, so all measurements are normalized to cost.
Each stripe unit consisted of eight 512-byte sectors, for
a total of 4Kbytes. The individual disks of the array
were HP2247s, with a total storage of approximately
900 Mbytes, average seek time 10 milliseconds, and rev-
olution time 11 milliseconds. Each disk’s controller used
the shortest-seek-time-first queueing policy in a queue
that can hold 10 outstanding requests. Regarding the
synthetic workload, it consisted of random, independent
4-Kbyte accesses (the size of one stripe unit) uniformly
distributed over the user’s address space. There was no
caching or read-ahead used in our simulations; these op-
timizations are up to the client applications (e.g. a file
system manager). Accesses were aligned to a stripe unit
boundary. We chose these workloads because small ac-
cesses (particularly writes) are typically most demand-



| | DatuMm | EVENODD | Parity decl. |

. m=9 m =13 m=9
Failure-free | " k=15 k=10
f=1 m=9 m =13 m=9
= k=10 | k=15 k=10

_ m=9 m =13
f=2 k=11 k=15 N/A

m=9

f=3 k=12 N/A N/A

Table 1: Experiment Configurations

ing for RAID architectures. The same disk array simu-
lator and similar synthetic workloads have been used
a number of times in the literature [8, 10, 22]. For
larger accesses, there are a number of possible opti-
mizations that can be implemented for any of the three
schemes discussed in this section. Our implementation
of the DATUM array architecture took about 2,400 lines
of code.

For each failure scenario, we report the average re-
sponse times for each request under workloads of pure
reads and pure writes, as a function of the number of
array access requests per second. Table 1 shows the
configurations used for each method under each failure
scenario. Each simulation ran until the size of the 95%
confidence interval was within a 2% of the reported val-
ues; therefore, 95% confidence intervals are fairly small
and we do not include them in the graphs. DATUM’s
configuration depends on the number of failures we want
to tolerate.

Bestavros reports in [2] times of approximately 100
nanoseconds/byte for the VLSI implementation of IDA.
Since his design does not allow pipelining, this amounts
to less than 0.5 milliseconds for a 4096-byte stripe. This
has been added wherever necessary to the times spent by
DATUM in disk accesses. According to [2], it is possible
to design a more sophisticated chip that can support
pipelining and be driven by a clock ten times faster.

5.1 Failure-free Operation

For these experiments, the DATUM array was configured
with k¥ = 10 and m = 9, i.e. a single redundant unit
per stripe. Figure 3 shows the performance of read and
write operations for the three RAID architectures under
consideration. The read operations have roughly the
same performance, as each of them implements small
reads in the failure-free case by simply reading the stripe
unit requested by the user. The cost of writes is similar
for DATUM and parity declustering; in both cases the
array reads the old value of the data unit being writ-
ten and the redundant unit of its stripe, recalculates

the redundant unit, and writes both units back to the
disks. The cost of small writes in EVENODD is substan-
tially larger since the array needs to read, recompute
and write two redundant units for each small write; this
makes the array reach its point of saturation at about
180 regs/sec, compared to 280 regs/sec for the other
two architectures.

5.2 Single Disk Failure

The DATUM array has the same configuration as in the
previous section, as it must tolerate a single failure. Fig-
ure 4 shows the performance of read and write opera-
tions for the three RAID architectures.

The execution times for read operations are larger
than in the failure-free. When a disk is unavailable, the
reads directed to it must be implemented by reading all
the remaining units of the stripe and reconstructing the
missing data. EVENODD would have a better response
time if stripe units were three or four times larger in
this same configuration because each stripe spans the
15 disks of the array (as opposed to a subset of 10 disks
for DATUM and parity declustering), so reads in par-
allel from different disks would make a difference. As
in the failure-free case, EVENODD writes are slower be-
cause two redundant units must be updated. The per-
formance difference is due to the fact that EVENODD
can always tolerate two failures, while DATUM can be
configured to the reliability requirements of each instal-
lation For every architecture, the writes are slower than
in the failure-free case because a reconstruction must be
made when writing an unavailable data unit.

5.3 Double Disk Failure

We compare DATUM with EVENODD only, as parity de-
clustering does not tolerate more than one failure. The
DATuM array is configured as m = 9,k = 11—with
two redundant units per stripe. Figure 5 depicts the
response times for DATUM and EVENODD.

A larger fraction of the small reads require a re-
construction here, increasing the average response time.
The read performance of the two schemes is quite simi-
lar, even though EVENODD seems to be able to sustain
a slightly larger arrival rate before saturation. We at-
tribute this fact to the larger stripe size that places less
load on each individual disk. Regarding writes, the per-
formance of the two schemes is also very similar. EVEN-
oDD’s performance is almost the same in the single- and
double-failure scenarios; we attribute this to the fact
that each stripe spans all the disks, so the reconstruc-
tions that must be performed when an unavailable data
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unit is written place additional demands on every sur-
viving disk.

5.4 Triple Disk Failure

DATuUM is the only method among the three considered
that can tolerate three or more failures. The DATUM
array is configured as m = 9, k = 12—with three redun-
dant units per stripe.

The response times are shown in Figure 6. They
are naturally larger than in the previous failure scenar-
ios; but the response curves have similar characteristics.
Moreover, for each failure scenario, the DATUM curves
have a first derivative that is roughly within a constant
factor of the first derivative of the previous scenario.
This constant rate of degradation suggests that DATUM
degrades gracefully as more failures occur; we plan to
make additional measurements to test the accuracy of
this conjecture.

6 Related Work

We discuss three main groups of relevant studies, al-
though some of them belong to more than one cate-
gory: coding methods, parity declustering, and RAID
architectures. Coding methods for tolerating multiple
failures have been proposed by Gibson et al [9]; their
f-dimensional parity method can tolerate multiple fail-
ures, but it achieves the optimal redundancy only when
k = i/ for some integer 4, and in that case it needs
fif~! separate disks for storing redundant information.
The other codes also require an increasing number of re-
dundant disks as a function of the reliability group size,
unlike DATUM where the size of a redundant unit is inde-
pendent of the number of units per stripe. EVENODD |[3]
tolerates two disk failures, and can be efficiently imple-
mented on existing controller hardware. Even though
EVENODD does not inherently prevent declustering, the
layout proposed in [3] makes every disk a member of
every stripe; this limits the array to a maximum of 259
disks, and is likely to result in performance degrada-
tion during on-line reconstruction [10]. Burkhard and
Menon [4] analyze the additional dependability gained
by using MDS codes to tolerate multiple failures; that
paper concentrates on reliability calculations, and does
not address the issues of run-time performance or ar-
ray layout. They conclude that increasing the fault-
tolerance within each reliability group is more cost ef-
fective than partitioning the array into more groups, or
relying on improvements to the reliability of each disk.
Their conclusions are applicable to DATUM, as our IDA
is an MDS code as well.

Several existing studies investigate parity decluste-
ring, i.e. the uniform distribution of data and parity
redundancy over the array when each stripe uses a sub-
set of the disks. Muntz and Lui [14] suggest balanced
incomplete block designs (BIBDs) to achieve uniform
distribution; Holland and Gibson [10] implemented the
scheme and evaluated its performance. BIBDs have two
main drawbacks: they do not exist for every array con-
figuration (thus only certain values of the array parame-
ters can be implemented), and they can require substan-
tial amounts of controller memory for table storage, of
the order of several Mbytes. To address the first prob-
lem, Schwabe and Sutherland [19] have extended the
BIBD generation techniques, and bounded the degra-
dation in uniformity incurred when using approximate
block designs. Unlike these approaches, DATUM does
not place restrictions on the configuration parameters
of the array, and does not need to store a block de-
sign in memory as the location functions implement the
mappings (our mappings are equivalent to a complete
block design that is not stored in memory). Pseudo-
random permutation declustering has been proposed by
Schwarz and Burkhard [21] as well as Merchant and
Yu [13]. ACATS declustering, proposed by Schwarz
and Burkhard [20], works deterministically for any ar-
ray configuration thus avoiding the need for a pseudo-
random generator and explicit BIBD configuration stor-
age.

RAID architectures were originally proposed by Pat-
terson et alin [15]. From the solutions presented there,
RAID-5 provides tolerance against a single failure and
does not decluster the parity information. Multiple-
erasure SID [7] is a RAID scheme for multimedia work-
loads that can tolerate an arbitrary number of failures
while performing contiguous accesses to the disks. So-
lutions for the layout constraints exist only for some
array configurations, and the fraction of the storage de-
voted to redundant information is at least f/(v/m+ f),
compared to the optimal f/(m + f).

7 Conclusions

We presented DATUM, an architecture for redundant
declustered disk arrays that can tolerate an arbitrary
number of simultaneous disk failures. Since the trend
for the coming years dictates larger number of smaller
disks at each installation and/or distributed striping ap-
proaches, there is a pervasive need for going beyond the
reliability provided by schemes that can tolerate single
or even double failures. DATUM relies on information
dispersal as a coding method. The layout functions pre-
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sented achieve uniform declustering of the user data and
redundant data over the disks, and they place no restric-
tions on the configuration parameters of the array. The
functions can be evaluated efficiently, and have very low
memory requirements. Several existing layout policies
are special cases of DATUM.

DATuM is the only existing method that requires
the optimal amount of redundant storage, generalizes to
any number of failures and any array configuration, and
declusters uniformly user data and redundant data over
the disk array. It also accommodates distributed spar-
ing. The number of disk accesses performed on writes
are also minimal. A VLSI implementation of the coder
and decoder already exist, and its speed is adequate for
this purpose. We compared the performance of DATUM
with two other RAID architectures, and found that it
performs as well as the best of its competitors for the
common failure scenarios they can tolerate. Moreover,
Datum degrades gracefully as the number of failures in-
creases beyond the number of failures tolerated by the
other two architectures.
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