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Many problems on point lattices are computationally hard. One of the most important
hard problems on point lattices is the closest vector problem (CVP): given a lattice Λ ⊂ Rn,
a target point t ∈ Rn, and a distance bound d, find a lattice point v ∈ L at distance
‖t − v‖ ≤ d from the target (provided such a lattice point exists). In the exact version of
CVP, the distance bound is taken to be the distance d = µ(t,Λ) = minv∈Λ ‖t− v‖ between
the target and the lattice. In the approximate problem CV Pγ one sets d = γ ·µ. Two special
versions of CV P that play a prominent role in cryptography are:

(1) the Bounded Distance Decoding problem (BDD), where d < λ/2, and
(2) the Absolute Distance Decoding problem (ADD), where d ≥ ρ.

The importance of these specific parameter settings is that when d < λ/2, if a solution
exists, then it is unique. On the other hand, when d ≥ ρ, a solution is always guaranteed to
exist (for any target t), and it is generally not unique. Easier variants of BDD and ADD
are obtained by introducing a slackness factor γ ≥ 1, and strengthening the constrains on d
to d < λ/(2γ) (for BDDγ) and d ≥ γρ (for ADDγ). Informally, BDDγ is the problem of
finding the lattice vector closest to a target when the target is very close to the lattice, while
ADDγ is the problem of finding a lattice vector not too far from the target, where far is
measured with respect to the absolute bound ρ within which a solution is always guaranteed
to exist. As usual, the approximation factor γ can be a function of the dimension.

No efficient algorithm is known to solve BDD or ADD even approximately, for approxima-
tion factors that are exponential in the dimension of the lattice in the worst-case. However,
cryptography requires problems that are hard to solve on average, so that when you choose
your cryptographic key at random, you know with high confidence that the resulting crypt-
analysis problem is indeed hard. So, in order to develop cryprographic applications, we need
to define appropriate probability distributions (on lattice Λ and target t). Later we will
show that for some of these distributions it is possible to prove that the resulting problems
are hard on average, based on worst case complexity assumptions. But let us begin with the
cryptography first.

1. Random Lattices

The two most common distributions over n-dimensional lattices encountered in cryptog-
raphy are defined as follows. Fix positive integers k ≤ n ≤ q, where k (or n − k) serves
as the main security parameter. Typically n is a small multiple of k (e.g., n = O(k) or
n = O(k log k)) and q is a small prime with O(log k) bits. Notice that q is very small, not
at all like the large primes (with O(k) bits) used in number theoretic cryptography. For any
matrix A ∈ Zk×nq define

Λ⊥q (A) = {x ∈ Zn : Ax = 0 mod q}

Λq(A) = {x ∈ Zn : x = AT s mod q for some s ∈ Zkq}.



Intuitively, Λq(A) is the lattice generated by the rows of A modulo q, while Λ⊥q (A) is the
set of solutions of the system of k linear equations modulo q defined by the rows of A. It is
easy to check that Λq(A) and Λ⊥q (A) are subgroups of Zn, and therefore they are lattices.
It is also apparent from the definition that these lattices are q-ary, i.e., they are periodic
modulo q: one can take the finite set Q of lattice points with coordinates in {0, . . . , q − 1},
and recover the whole lattice by tiling the space with copies Q + qZn. The matrix A used
to represent them is not a lattice basis. A lattice basis B for the corresponding lattices
can be efficiently computed from A using linear algebra, but it is typically not needed:
cryptographic operations are usually expressed and implemented directly in terms of A. A
random lattice is obtained by picking A ∈ Zk×nq uniformly at random. The corresponding
distributions are denoted Λq(n, k) and Λ⊥q (n, k).

Regarding the error vector distribution, one possible way to choose x may be to select it
uniformly at random among all integer vectors of bounded norm, but for technical reasons a
different distribution is often more convenient. In lattice cryptography, perturbation vectors
are typically chosen according to the Gaussian distribution Dα which picks each x ∈ Zn
with probability (roughly) proportional to exp(−π‖x/α‖2). The Gaussian distribution has
the analytical advantage that the probability of a point x depends only on its norm ‖x‖,
and still the coordinates of x can be chosen independently (namely, each with probability
proportional to exp(−π|xi/α|2)). It can be shown that when x is chosen according to this
distribution (over Zn), Pr{‖x‖ >

√
nα} is exponentially small. So, by truncating a negligibly

small tail, Dα can be regarded as a probability distribution over the integer vectors of norm
bounded by α

√
n.

Before providing a theoretical justification for using these distributions in cryptography,
let us try to get a better understanding of the lattices. We begin by observing that Λq(A)
and Λ⊥q (A) are dual to each other, up to a scaling factor q.

Exercise 1. Show that Λq(A) = q·Λ̂⊥q (A) and Λ⊥q (A) = q·Λ̂q(A). In particular, det(Λq(A))·
det(Λ⊥q (A)) = qn. Moreover, for any A ∈ Zk×nq , we have det(Λ⊥q (A)) ≤ qk and det(Λq(A)) ≥
qn−k.

To better understand the relation between Λq(n, k) and Λ⊥q (n, k), it is convenient to de-
fine two auxiliary distributions. Let Λ̃⊥q (n, k) the conditional distribution of a lattice chosen
according to distributions Λ⊥q (n, k), given that the lattice has determinant exactly qk. Simi-
larly, let Λ̃q(n, k) be the conditional distribution of a lattice chosen according to Λq(n, n−k),
given that the determinant of the lattice is qn−k. In both cases, when q is a prime, the con-
dition is equivalent to requiring that the rows of A are linearly independent modulo q. How
much do these conditional distributions differ from the original ones? Not much.

Exercise 2. Show that if A ∈ Zk×nq is chosen uniformly at random, then Pr{det(Λ⊥q (A)) =

qk} = Pr{det(Λq(A)) = qn−k} ≥ 1 − 1/qn−k. Moreover, the conditional distributions
Λ̃⊥q (n, k) = Λ̃q(n, n− k) are identical.

So, for typical settings of the parameters (e.g., n ≥ 2k), lattices chosen according to
Λ⊥q (n, k) or Λq(n, n − k) have determinant qk except with negligible probability ε ≤ q−k,
and the distributions Λ⊥q (n, k) and Λq(n, n − k) are almost identical because they are both
statistically close to Λ̃⊥q (n, k) = Λ̃q(n, n− k).



We now move to estimating the parameters of lattices chosen according to these distri-
butions. Clearly, we always have λ1 ≤ λn ≤ q and ρ ≤

√
nq because qI gives a set of n

linearly independent vectors of length q. In fact, from Minkowski’s Theorem and Exercise 1,
we know that λ(Λ) ≤

√
nqk/n for any Λ ∈ Λ⊥q (n, k). This upper bound is essentially tight.

Exercise 3. There is a constant δ > 0 such that if Λ is chosen according to Λ⊥q (n, k), then
Pr{λ(Λ) < δ

√
nqk/n} ≤ 1/2n. [Hint: consider all integer vectors of norm at most δ

√
nqk/n

and use a union bound.]

What about the other parameters λn, ρ? Also these parameters are very close to Minkowski’s
upper bound with high probability.

Exercise 4. If L is chosen according to Λ⊥q (n, k), then Pr{1
δ
·
√
n·qk/n ≤ 2ρ(Λ)} ≤ 1/2n.[Hint:

Prove the bound for Λq(n, n − k) ≈ Λ⊥q (n, k) instead, and use duality and the transference
theorems.]

In summary, when a lattice is chosen according to Λ⊥q (n, k) ≈ Λ̃⊥q (n, k) = Λ̃q(n, n− k) ≈
Λq(n, n− k), all the parameters λ1, . . . , λn, ρ are within a constant factor from Minkowski’s
bound

√
nqk/n with overwhelming probability. This provides very useful information about

what it means to solve ADD or BDD on these random lattices. Let Λ be a lattice chosen
according to Λ⊥q (n, k), and let t = v+x be a lattice point v ∈ Λ perturbed by a noise vector
x chosen according to distribution Dcqk/n over B(c

√
nqk/n). Finding a lattice point within

distance c
√
nqk/n from t is an ADD problem when c > δ and it is a BDD problem when

c < 1/δ.

2. One way functions

We now show that solving ADD and BDD on random lattices can be formulated as the
problem of inverting the function

(2.1) fA(x) = Ax (mod q).

when the matrix A ∈ Zk×nq is chosen uniformly at random and the input is chosen according
to distribution Dcqk/n , for some c > 0. Of course, given a matrix A and a value b = fA(x),
recovering a possible preimage of y under fA is just a matter of performing some linear
algebra, and it can be efficiently accomplished in a variety of ways. In order to get a hard-
to-invert function from (2.1), one needs to regard Dcqk/n as a probability distribution over
B(c
√
nqk/n), and consider fA as a function with this domain. The relation between inverting

fA(x) = b (i.e., finding small solutions to the inhomogeneous system Ax = b (mod q)) and
lattice problems is easily explained. Using linear algebra, one can efficiently find an arbitrary
solution t ∈ Znq to the system, but this solution will generally have large entries and not
belong to the domain of fA. Linear algebra gives us a little more than an arbitrary solution.
It tells us that any solution to the inhomogeneous system Ax = b can be expressed as the
sum of any fixed specific solution t to At = b (mod q) and a solution z to the homogeneous
system Az = 0 (mod q). But the set of solutions to the homogeneous system is precisely
the lattice Λ⊥q (A). So, finding a small x = t + z is equivalent to finding a lattice point
−z ∈ Λ⊥q (A) within distance ‖t − (−z)‖ = ‖x‖ from the target t. In summary, inverting
fA is equivalent to the problem of finding lattice vectors in Λ⊥q (A) within distance c

√
nqk/n



from the target. If A is chosen uniformly at random, this corresponds to selecting the lattice
according to distribution Λ⊥q (n, k) and error vector distribution Dα.

Depending of the value of c, this is the ADDc problem (for c > δ ) or the BDD1/c problem
(for c < 1/δ). These two different ranges for c also correspond to very different statistical
properties of the function fA. Namely, when c < 1/δ, the function fA is injective with high
probability (which corresponds to BDD having at most one solution). Similarly, when c > δ,
the function fA is surjective with high probability. In fact, one can say even more: when
c > δ all the output values in Znq have almost the same probability under fA(Dcqk/n).

However, while the statistical properties of fA are quite different for c < 1/δ and c > δ, it
turns out that if fA is a one-way function, then it will look like pretty much like a bijection
to any computationally bounded adversary regardless of the value of c:

(1) No polynomial time adversary can distinguish the output distribution fA(Dcqk/n)
from the uniform distribution over Znq .

(2) No polynomial time adversary can find two distinct input values x 6= y such that
fA(x) = fA(y).

The above properties can be formally proves based on the assumption that fA is hard to
invert. I.e., any efficient algorithm that finds collisions fA(x) = fA(y), or tells the two
distributions fA(Dcqk/n) and Znq apart (with nonnegligible advantage over the choice of A),
can be turned into an efficient algorithm to invert fA (again, for randomly chosen A).
We will formally prove some of these properties later on. For now, we observe that these
properties immediately gives simple cryptographic applications like collision resistant hash
functions and pseudorandom generators, and move on to describe more complex applications
like public key encryption.

Lattice duality can be used to give a different (but essentially equivalent) construction of
one-way functions. Assume the lattice is chosen according to the (almost identical) distribu-
tion Λq(n, n−k), i.e., Λ = Λq(A) for a random A ∈ Zn×(n−k)

q . Then, the ADD/BDD instance
corresponding to lattice Λ and error vector x ← Dα can also be formulated by picking a
“random” lattice point v ∈ Λ, and perturbing it by x to obtain the target t = v + x. Since
the lattice is periodic modulo q, all vectors can be reduced modulo q, and the lattice point
can be chosen uniformly at random from the finite set Λ mod q. The random lattice point
can be chosen as v = As mod q for s← Zn−kq , and the resulting one-way function is:

gA(s,x) = AT s + x (mod q).

Notice that the input to this function consists of two parts: a uniformly random s ∈ Zn−kq

and a short (typically gaussian) error vector x which corresponds the input of the original
function fA′ . We remark that the two matrices A and A′ associated to the two functions
have different dimensions. In particular, they are not the same, rather they correspond to
the primal and dual definition of the same q-ary lattice Λq(A

′) = Λ⊥q (A). But, syntactic and
representational issues aside, fA and gA′ are essentially the same one-way function. Both
formulations are convenient to use in different contexts, and we will use the two formulations
interchangeably. A more important issue the length of error vector x. This vector is drawn
from a (truncated) distribution Dαthat produces vectors of length at most α

√
n. When α is

sufficiently small, both functions are one-to-one (and produce pseudorandom output), while
when α is sufficiently large, the output is statistically close to uniform and the function is
collision resistant.



3. Public Key Encryption

A public key encryption scheme consists of three algorithms:
(1) A key generation algorithm KeyGen that on input a security parameter, outputs a

pair of secret and public keys (sk, pk)
(2) An encryption algorithm Enc(pk,m; r) that on input the public key pk, a message

m and some randomness r, output a ciphertext c
(3) A decryption algorithm Dec(sk, c) that on input the secret key sk and the ciphertext

c, recovers the original message m.
To simplify the presentation and security definitions, we will consider encryption schemes
where the message m ∈ 0, 1 consists of a single bit. Longer messages can be encrypted one
bit at a time. In practice, it is easy to extend the schemes described here to more efficient
systems that allow to encrypt longer messages in one shot.

A bit encryption scheme is secure if no polynomial time adversary A can distringuish the
encryption of 0 from the encryption of 1. More precisely, consider the following experiment:

(1) (sk, pk)← KeyGen(k)
(2) b← 0, 1
(3) b′ ← A(pk,Enc(pk, b))

The adversary is successful in the attack if b = b′. Clearly, an adversary can always success
with probability 1

2
by guessing at random. The ecryption scheme is secure if the advantage

|Pr b = b′ − 1
2
| ≤ ε, for an appropriately small ε > 0.1

How can we encrypt with random lattices? Let A ∈ Zk×nq be a randomly chosen matrix.
We can think of A as a global parameter shared by all users, or let the key generation
algorithm choose it at random and include it as part of the public key. As already discussed,
A defines two lattices Λq(A) and Λ⊥q (A). Public key generation and encryption work as
follows.

• Key Generation: The secret key sk is chosen simply as a random short vector x← Dn
α.

This error vector and lattice Λq(A) define a hard CVP instance (\Lambdaq(A), t)
where t = gA(s,x) = AT s + x (mod q), where s ∈ Zn−kq is chosen uniformly at
random. The vector t is used as a public key pk.

The public key generation can be interpreted as the process as taking a random lattice
Λq(A) and augmenting it by planting in it a very short vector x (the secret key) to obtain
Λ′ = Λq(x

T ,A) = Λq(t
T ,A) ⊇ Λ.2 Since the output of gA is pseudorandom, the public key

vector t is computationally indistinguishable from a uniformly random vector in Znq , and the
lattice Λ′ = Λq(t

T ,A) follows a distribution that is computationally indistinguishable from
Λ(n, k + 1).

• Encryption: the randomness used for encryption is also a short vector r← Dn
β , which

defines a CVP instance in the (scaled) dual lattice q·(Λ′)† = qΛq(t
T ,A)† = Λ⊥q (tT ,A).

This time it is convenient to use formulate the CVP instance as the problem of
inverting the function fA′(r) = A′r. The message is encrypted by first encoding it

1The security of cryptographic functions is usually measured in “bits”, where k bits of security means that
an adversary running in time at most 2k has advantage at most ε ≤ 2−k

2We use notation (xT ,A) for a matrix with xT as its first row, and the other rows given by A.



into a vector encode(m) ∈ Zk+1
q and then using fA′(r) as a one-time pad to compute

the ciphertest c = fA′(r)+encode(m).
The encoding function should be chosen in such a way to allow decryption, but before we
get to that, let us examine the security of the scheme. We will show that the scheme is
secure regardless of the encoding function. Assume there is an adversary A that breaks the
security of the scheme. Security is defined by the following experiment:

(1) A matrix A and vectors s,x are chosen with the appropriate probability distribution.
Let A′ = (gTA(s,x),A).

(2) Pick a random r and compute y = fA′(r)
(3) Choose a message bitm ∈ 0, 1 at random and compute the ciphertext cm = y+encode(m)
(4) Run the adversary on input A(A′, c). The adversary wins if it outputs m.

Let the probability that A correctly guesses m in the experiment above be δ1. We want
to prove that the advantage |δ − 1

2
| is small. Consider a modified experiment where the

first step is replaced by choosing A′ ∈ Z(k+1)×n
q uniformly at random, and let δ2 be the

success probability of A in this modified experiement. Notice that this is the same as
choosing A as before, and replacing gTA(s,x) with a uniformly random vector. Since gTA(s,x)
is computationally indistinguishable from a uniformly random vector, it must be δ2 ≈ δ1.

Now consider a further modification of the experiment, where, beside replacing step 1 with
a randomly chosen A′,we also replace step 2 by choosing y ∈ Zk+1

q uniformly at random. Let
δ3 be the success probability of the adversary in this third experiment. Again, since fA′(r)
is pseudorandom, it must be δ3 ≈ δ2.

Finally, we observe that δ3 = 1
2
because in the input to the adversary A is a uniformly

random matrix, statistically independent of the message m. So, δ1 ≈ δ2 ≈ δ3 = 1
2
, proving

the security of the scheme.
At this point we are only left with the problem of finding an appropriate message encoding

that allows to decrypt (with high probability).

Exercise 5. Show that the encoding function encode(m) = (dm · q/2c, 0, . . . , 0) allows to
decrypt ciphertext using the secret key, provided α, β are small enough.


