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Abstract

Sever al tool s have been
devel oped to gather information to
characterize |links of the Internet
pat h bet ween any source and
destination. Such tools, such as
pat hchar, clink, pchar, and netchar
generate text output that can be
difficult to anal yze for a
sufficiently large data set. I n
this paper, we describe the design
and inplenentation of a front end
for netchar. The front end is a
graphical user interface (GUI) that
presents a visual representation of
the output generated by netchar's
dat a- processi ng back end. The user
can sel ect specific graphi ca
objects in the display and view the
data associated with each object.
We al so discuss issues and problens
t hat we encountered during the
creation of the front end.

1 Introduction

The current tool s for
estimating link characteristics are
simlar to traceroute and ping. The
use of the tine-to-live field, or
ttl, field of the |IP packet header
is what is primrily used to
deternmine the path between a source
node and a destination node. By
setting the ttl field of a packet to
a value n, then at least n |I|inks
should be traversed by the packet

before expiring. | f a router
receives a packet that has expired
(i.e., the ttl field is no |onger
valid for the packet to be forwarded
to the next 1link), it drops the
packet and sends an |ICMP error
packet back to the originating
sour ce. The | CMP packet contains
the address of the router sending
the | CMP packet that the source can
use to determ ne the path.

By varying the sizes of the
packets to transnmit and neasuring
the tinmes when | CMP error packet are
received, a source node can
determi ne the bandwi dth and | atency
[1, 5]. By sending multiple packets
of each varying size and ttl value
gueui ng delays and packet | oss
i nformati on can be conputed [1, 5,
6] .

There were several constraints
t hat were realized during the
devel opnent of these tools. The
constraints were that they were to
execute only on the end hosts, they
were to be transparent to the actua
network traffic, and they were not
dependent on any particul ar network
protocol [5].

In the following section we
gi ve some background information on
the evolution of these tools. Next
we describe netchar. Next  we
present the front end for netchar
and its mjor conponents. Finally,
we discuss issues and problens
encount er ed during t he initia
desi gn stage through the integration
and testing portion, descri be
possible future work, and conclude
with a sumary.

2 Background

In 1997, Van Jacobson
devel oped the tool, pathchar, to
find t he l'i nk characteristics

bet ween any source and destination
on the Internet as a neans to study
the problens of congestion [4].
pathchar is simlar to traceroute in
its use of IPs tine-to-live (ttl)
field. Nodes along a path between a
source and a destination are found
t hrough the 1 CWP error packets that
get sent back to the source from



routers that receive expired packets
sent by the source. pat hchar is
different in that it sends out a
series of probes with varying ttl
values and packet si zes, t hat,
through statistical analysis of the
measured ti nmes when the | CMP packets
are received, link characteristics
such as bandwi dth, delay, average
queue, and loss rate of every hop
can be inferred [1].

Though source code was (and
still is) not avail abl e for
pat hchar, Allen Downey, starting in
1998, developed a simlar tool
called clink [2]. clink is an
i ndependent i mpl enent ati on of
pat hchar, witten in C using Linux,
and is based on Downey’s own sinple
version of traceroute, trout [2].
In 1999, he presented a paper [1] on
his experience using pathchar and
proposed sone ideas on inproving its
per f or mance.

In 1999, Bruce Mah introduced
anot her i ndependent inplenentation
of pathchar called pchar, which is
based on algorithnms from pathchar
[6]. pchar is witten in C++, has
support for [IPv6, and works on
multiple platforms (BSD, Solaris,
Li nux) [5].

3 What is netchar?

Drawi ng upon the results from
their own independent inplenentation
of pathchar, Allen Downey and Bruce
Mah devel oped netchar as a neans to
extend pathchar, clink, and pchar
[3]. Net char, along with the other
tool s, operates by sending out
multiple packets, or probes, of
varying sizes and ttl val ues towards
its destination. By neasuring the
round-trip time from sending the
packet to receiving an | CMP nessage,
Netchar can determine the link
characteristics from a sour ce
(running netchar) to a destination.
Netchar has the added ability to
send probes from nultiple hosts
(granted that each host has the
netchar software and the execute
perm ssions are set appropriately)
to provide a graph of the network
connecting the probing hosts and the

links that appears in the paths
between them [3]. The advant ages
t hey expect to provide over pathchar
i ncl ude: nmore accurate estimted

i nk characteristics, better
handling of route changes and path
asynmetry, repeatability of
measur enent s, and reduced dat a

col l ection overhead [3].

There are three conponents
that form netchar: 1) the data
collection infrastructure (based on
pchar), 2) the data processing back
end (based on clink), and 3) the
graphical front end. The data
collection portion is responsible
for sending packets (i.e. probes),
recording and storing the timng
nmeasurenments in database files, and
sending these files to a centra
| ocation for processing [3]. The
back end portion is responsible for
processing the <collected data to
generate the |link characteristics
and graph of the path between the
source and destination [3]. The
front end is responsi bl e for
providing a graphical visualization
of the data generated by the back
end portion.

4 The front end

The front-end conponent is a
gr aphi cal user interface t hat
presents a visual representation of
the data collected and generated by

t he dat a coll ection and dat a
processing portions of netchar. In
the GQUJI, the user can click on the
node and |link objects of t he

di spl ayed gr aph and view the
characteristics associated with each
obj ect.

The front end for netchar
consi sts of three main components:
the parser, the graph-Ilayout engine,
and the graphics driver.

4.1 The parser

The parser conponent is a Per
script that parses the text output
generated by the back end into
uniquely formatted data files that
is used by the graph-Ilayout engine.
The parser currently produces a node



data file and a link data file for
each input data set.

The node data file contains a
list of all the unique nodes in the
graph (i.e., no duplicates nodes are
present), as well as the information
associated with each node (i.e.
unique ID nunber, I P address,
ni ckname, and full nane). The |ink
data file contains a list of all the
uni que links in the graph as well as
the informati on associated with each
link (i.e., unique ID nunmber, which
path the link belongs to, the start
node of the link, the end node of
t he I'ink, the three sets of
bandwi dth information conmputed and
their range, and the nunber of
probes sent along the link).

4.2 The graph-layout engine

The graph layout engine is
conposed of two main parts: 1) a
graph mai ntenance object, and 2) a
set of graph layout algorithns. The
graph nmmintenance object reads in

the node and link data files
generated by the Perl parser, and
constructs an i nterna

representation of the described
graph. Al graph information and
actions are carried out through
this gr aph mai nt enance obj ect,

i ncl udi ng traversing t he gr aph
nodes, l'inks, and querying the
graph for specific information
such as the mininum bandwidth in
t he graph.

The graph maintenance object
maintains a list of all the nodes
and links within the graph through
a list of node and link classes,
respectively. A node object (i.e.,
an instantiation of a node class)
contains all the information given
about a particular node, such as
the I P address, nicknane, and full

name. Li kewise, a |link object
contains all the information for a
particul ar link, such as pat h

nunber, the nodes it connects, and
statistical information such as
bandwi dt h characteristics. Bot h
objects are easily extendable to
contain future parameters.

The graph maintenance object
provides a set of query routines
from whi ch to get graph
i nformati on, such as information on
gl obal bandwi dth or bandwidth of a
particul ar l'ink, as wel | as
addition routines to parse through
different paths within a topol ogy.

The graph |ayout algorithns
allows for customization of the
| ayout of the graph on the screen.
All | ayout algorithnms exist as
i ndependent objects and my Dbe
handed to the graph object at any
time to re-layout the graph with a
new algorithm This ensures and
enforces an orthogonal relationship
between the Ilayout algorithns and
the rmaintenance ©portion of t he
graph engi ne, al I owi ng easy
expansion of the types and choices
of layout algorithms in the future.

4.3 The graphics driver

The graphics driver is witten
usi ng OpenGL, GLUT, and GLUl. The
Opend@ Utility Toolkit (G.UT) is an
APl that extends OpenGL to wite
wi ndow system independent OpenCGL
pr ograns. GLU extends GLUT and is
a C++ GU APl that provides nore
controls, such as buttons, check

boxes, radio buttons, and |ist
boxes.

Since the graph |ayout engine
stored the node and link data in

lists that are accessed via query
routines, our solution to draw ng
the graph was through the concept
of a connectivity matri x. In
essence, it is a 2D matrix of size

Nodes X Nodes, t hat cont ai ns
connection information. In its
si npl est form t he each cel

contains a 1 if there is a link
going from i to j, or a zero
ot herw se. Thi s matri X

representation gives us a globa
perspective of connections so we do
not get | ost fol |l owi ng pat hs.
Furthermore, the matrix allows us
to easily repr esent asynmetric
paths as Matrix[i][j] is different
than Matrix[j][i]. We go into nore
detail about the graphics driver in
t he next section.



5 Design |Issues and Probl enms

From the beginning, we knew
that work on the front end would be
a challenge, if not a nonunental
effort for all of us. We did know
that we needed to do some text file
mani pul ation (which Perl was the
obvi ous answer) and sone graphics.
We tossed around sone ideas of using
Java, as well as some Java graphics
packages, but since C/ C++ was nmnuch
nore to everyone's experience, we
deci ded to stick with Cl C++.
Everyone, with the exception of
Eric, did not have any Perl or
OpenGL experience, but we decided to
go with Perl and OpenGL.

For our devel opnent
environnment, sone of us wanted to
work in M Wndows, ot hers in

Uni x/ Li nux, and another in BeCS.
Si nce everyone had a PC at hone, and
coincidentally had a version of
Linux running on their machine, we
decided to stick with Linux.

The next step was in trying to
di vide the verk. Since trying to
learn Perl and Open@ would be too
much, it was decided that sone of us
would work on the Perl portion,
anot her on t he gr aph | ayout
al gorithms, and the rest on OpenGL
The breakdown came down to Mii and
John working on the Perl code,
Ri chard on the algorithnms, and Eric
on the graphics. Ri chard and John
provi ded additional coding support
for Eric and his OpenG needs.

After everyone knew what to
work  on, the next probl em was
getting requirenents on what the
front end was supposed to do, as
well as what is was to |ook Iike.
Docunent ati on on netchar was mnim
at best, even though parts of it
were witten wth other t ool s.
Coordinating a neeting with Allen
proved another problem The tine
difference, as well the varying
schedul es of each group nmenber, nmde
it difficult to schedule a neeting
time.

For the parser, we knew it had
to provide output data that the
graph layout engine could easily

work with. W easily spent nore
than a day discussing what the
out put should be, how many files,
what kind of files, and the format
of the data in the files. We
decided to go with two files, a node
data file and a link data file. W
tossed around the idea for a path
data file, but that was thrown out
(nore on this later). W aren’'t
sure if the two-file approach would
work, but it was sufficient for the
graph | ayout engine.

For the graph |ayout engine,
the major obstacle was in trying to
find i nformation on gr aphi ng
al gorithms. After doing extensive
searches through the Internet, we
cane to the conclusion that there
was a lot of information on graphing
al gorithnms, but none that went into
sufficient detail on how to go from
description to inplenentation, since
we were pressed for time and needed
to come up with a layout quickly.
Nonet hel ess, the algorithns that
Ri chard came up with were nore than
acceptable for what we needed to
provi de.

The graphics driver proved to
be a mgjor challenge, especially
since we really didn't know how we
were actually going to display the
dat a. It was also in the graphics
driver that there was a lot of
progranmm ng effort. Al l en provided
three data sets to us for testing
the front end (MT, UMASS, and
ROCH). We mainly used the MT data
set for our testing since its graph
was a relatively sinple tree. \en
we reached a point in testing the
remai ning data sets, UMASS provided
simlar results to the MT data set.
It wasn’t until we tried the ROCH
data set that we had to do a |ot of
code changes to our design

The ROCH data set caused us
the nost grief since it proved a |ot
of our initial assunptions wong.
W didn't anticipate such things as
a node to appear in nultiple paths,
a node with a link to itself, two
links between two nodes (i.e., a
link from node a to node b, and a
link fromnode b to node a, and with



different link characteristics), as
wel | as others.

To solve the problem of nore
than one |ink between two nodes (as
in the case of a bi-directiona
connection), we decided to represent
the link with an arrow. & could
have drawn a double-headed arrow
and handl e these cases in a special

manner, but due to time
constraints, we felt the situation
could be handl ed j ust as

effectively drawing two arrows and
using al pha blending to allow both
arrows to be seen.

The next problem wth the
graphics driver was in OpenG's
pi cking nechani sm When a user
clicks on an object in the nain
di splay, if other objects happen to
appear under (or above) t he
i ntended object, OpenG. will return
al | objects as being selected.
This proved to be a probl em because
we didn't know which object the
user really nmeant to be selected.
The overlapping could be caused by
overlapping arrows (as directed by
the graph layout algorithm, poor
pl acement of nodes, or due to the
user rotating the perspective of
the display. Because we have |eft
the design open to allow 3D
representations, we have nmade the
sel ection process nore difficult.
Fortunately, OpenGL  does support
sone mechani sms for obj ect
sel ection. Using these, when the
user initiates multiple clicks in
one spot where nultiple objects
exist, the user may toggle through
all objects in that location. An
additional feature allows users to
drag an object to a new position.

Sonetimes it is inconvenient
to have to scroll the screen to see
parts of the data. Sonetinmes it is
better to see everything on the
screen. The idea behind hyperbolic
geonetry is to “smoosh” or “squish”
the edges of the screen and expand

the detail in the center. The user
then can “roll” the data around to
exanine what is desired. It was

unclear if this project would need
such a nechanism but there was
interest in having the possibility

of using it. Thus we inplemented a
simple hyperbolic routine based
upon transformng (x, y) Cartesian
coordinates to polar, transformng
r to r/(r+k), and then converting
back to Cartesian to get an x’' and

y'.

Because t he gr aph | ayout
al gorithnms place nodes with concern
to visual organization, distances
between nodes |ose neaning. Nodes
pl aced far away from each other do
not necessarily nean they have sl ow

or di st ant connecti ons. To
conpensate for this, we have
i mpl anted col or scal es on the
l'inks. Currently, we have
intensity, rai nbow, and heat ed

netal objects. For intensity, the
brighter the color, the higher the
bandwi dt h. Rai nbow goes fromred to

violet, wth red as the higher
bandw dt h. Heat ed net al obj ect
simulates was netal does when it
gets hot. It starts off black or

gray, turns red, then yellow, and
then bright white. White represents
hi gh bandwi dt h.

Because there are potentially
mul ti ple paths, we have inplenented
some features that allow the user
to isolate specific paths. There is
a path selector which in the case
of multiple links with potentially
different data sets, the user may
select a path nunber, and the
display will at t enpt to return
information for that path. |If there
is no match, it defaults back to
the first path.

There also may be a need to
only want to visually see a
specific path or ranges of paths.
We have inplenented a range slider
that allows the user, for exanple,
to display paths 3 through 6.

Ani mati on was added to fill a
deficiency in both Color Scales and
Path Isolation. Color Scales show

the gl obal relationship between
bandwi dths for all |inks. However,
i f t here are nor e subtl e

differences in bandw dths between
links on a specific path, the user
my  want these enphasi zed. The
gl obal color scale may not have the
preci sion to denonstrate t hese



differences clearly. As such, the
animation function shows the | ocal
rel ati onship between bandw dths on
a requested path.

Overall, it was a nmminly an
issue of tine, with everyone's busy
schedule, that we weren't able to
do a lot of what we wanted to do
for the front end. We'll see in
the next section some of t he
features we hope to see in future
ver si ons.

6 Future Wrk

As stated in the |last section,
time was the main factor that
resulted in how the front end came
to be.

For the parser, we would like
to add the ability to nane the
output files. Currently, the parser
generates the files “node.dat” and
“l'ink.dat”. We think it would be
better to have the ability to have
flexible file names that the graph-
| ayout engi ne coul d process.

We al so wi sh nore graph | ayout
algorithms could be incorporated.
This would provide different visua
perspectives on representing the
dat a.

O course, a nore seanless
i ntegration of the three nmmjor
conmponents of the front end, along
with the rest of netchar needs to be
addressed later. Currently, the
parser first has to be applied to
t he output of the netchar back end,
then the parser output files needs
to be renamed to allow the graph
| ayout engine to read the files,
then the front end executable needs
to be executed to finish off the
visualization (i.e., reading the
parser output files into our data
structures, building the graph, and
then calling OpenGL to display the
graph).

For the graphics driver, there
are several items we w sh to see
addressed in | ater versions.

The selection of spheres may
not have been the best choice for
the nodes because transformng a
sphere in the manner nmentioned in
the previous section is difficult

Qur result was a fake approxi mation
of transforming the spheres hoping
t hat the transformation of t he
arrows and “rolling” sensation wll
be enough to keep t he
representation feeling natural
Arrows were inplenented using
a ri bbon-tracing al gorithm We
propose changing the nodes to a
di fferent geonetric representation
Finally, we did not inplenent
ani mati on for hyperbol i c node.
Future wor k may i ncl ude this

feature, as well as changing the
animation scale to reflect globa
bandw dt h rel ati onshi ps. Loca

bandwi dth relationships could also
be added to the color scal es
schene.

7 Concl usion

In this paper we have provided

sone hi stori cal backgr ound
information on current tools that
try to estimte i nk
characteristics, expl ai ned t he
overal | structure of net char,

descri bed our work on the front end,
and offered possible future work
We believe our inplenmentation for
the front end represents a first
step in creating a wuser-friendly,
vi sual | y- appeal i ng, l'ink-
characteristic estinmation tool.

Acknow edgenent s

W would like to thank Allen
Downey and Bruce Mah for giving us
the opportunity to work with them on
Net char . W would also like to
t hank Geoff Voel ker for introducing
us to a fun (yet i ntensely
chal | engi ng) and educati ona
proj ect. Finally, we would also
like to thank K Claffy and the rest
of the CAIDA group at SDSC for their
inspiration to create wuseful (and
much needed) networking tools.

Ref erences
[1] Downey, Allen B. Using pathchar

to estimate Internet link
characteristics. |In Proceedings of



SI GCOW ' 99 ( Col by Col | ege,
Waterville, Mg 1999).

[2] Downey, Allen B. clink: a too
for estimating Internet |ink
characteristics.

Presented at
http://rocky. wel |l esl ey. edu/ downey/ cl
i nk/ .

[3] Downey, Allen B. netchar: a
tool for estimating Internet |ink
characteristics. Presented at
http://rocky. wel | esl ey. edu/ downey/ ne
tchar/.

[4] Jacobson, Van. pathchar - a
tool to infer characteristics of
Internet paths. Presented at the
Mat hemati cal Sci ences Research
Institute (MSRI), April 1997.

[5] Mah, Bruce A. Estinating
Bandwi dt h and Ot her Network
Properties. Presented at the
Internet Statistics and Metrics
Anal ysi s Workshop on Routing and
Topol ogy Data Sets: Correlation and
Vi sual i zati on, San Di ego, CA
Decenber 7-8, 2000.

[6] Mah, Bruce A. Pchar: Child of
Pat hchar. Presented at the DOE NG
Test bed Wor kshop, Berkeley, CA, July
21, 1999.



