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Figure 5: Example: Switching from shared tree to shortest path tree
Actions are numbered in the order they occur

a PIM prune toward RP if its shared tree incoming interface

differs from its shortest path tree incoming interface, indi-

cating that it no longer wants to receive packets from Sn via
RP. In the PIM message toward RP, it includes Sn in the
prune list, with RP bit set indicating that a negative cache
! should be set up on the way to RP.

When the (Sn,G) entry is created, the outgoing interface
list is copied from (*,G), i.e. all local shared tree branches
are replicated in the new shortest path tree. In this way
when a data packet from Sn arrives and matches on this
entry, all receivers will continue to receive source packets
along this path unless and until the receivers choose to prune
themselves.

Note that a DR may adopt a policy of not setting up
an (8,G) entry (and therefore not sending a PIM join mes-
sage toward the source) until it has received m data packets
from the source within some interval of n seconds. This
would eliminate the overhead of sending (S,G) state up-
stream when small numbers of packets are sent sporadically.
However, data packets distributed in this manner may be
delivered over the suboptimal paths of the shared RP tree.

The DR may also choose to remain on the RP-
distribution tree indefinitely instead of moving to the short-
est path tree.

3.4 Steady state maintenance of router state

In the steady state each router sends periodic refreshes of
PIM messages upstream to each of the next hop routers that
is en route to each source, S, for which it has a multicast
forwarding entry (S,G); as well as for the RP listed in the
(*,G) entry. These messages are sent periodically to capture

11 A negative cache entry is a (5,G) entry on the RP tree The
RP bit is set, indicating that the associated prune messages should
be sent up the shared tree toward the RP. In addition, the outgoing
interface from which it receives a PIM prune message with (S,G) and
the RP bit in the prune list, is deleted from the outgoing interface
list Data packets matching the negative cache are not sent to that
interface

state, topology, and membership changes. A PIM message
is also sent on an event-triggered basis each time a new
forwarding entry is established for some new (Sn,G) (note
that some damping function may be applied, e.g., a merge
time). Optionally the PIM message could contain only the
incremental information about the new source. The delivery
of PIM messages does not depend on positive acknowledge-
ment; lost packets will be recovered from at the next periodic
refresh time.

3.5 Multicast data packet processing

Data packets are processed in a manner similar to exist-
ing multicast schemes. An incoming interface check is per-
formed and if it fails the packet is dropped, otherwise the
packet is forwarded to all the interfaces listed in the outgo-
ing interface list (whose timers have not expired). There are
two exception actions that are introduced if packets are to
be delivered continuously, even during the transition from
a shared to shortest path tree. First, when a data packet
matches on an (S,G) entry with a cleared SPT bit, if the
packet does not match the incoming interface for that entry,
then the packet is forwarded according to the (*,G) entry;
i.e., it is sent to the outgoing interfaces listed in (*,G) if the
incoming interface matches that of the (*,G). In addition,
when a data packet matches on an (S,G) entry with a cleared
SPT bit, and the incoming interface of the packet matches
that of the (S,G) entry, then the packet is forwarded and
the SPT bit is set for that entry.

Data packets never trigger prunes. Data packets may
trigger actions which in turn trigger prunes. In particular
data packets from a new source can trigger creation of a new
(S,G) forwarding entry. This causes S to be included in the
prune list in a triggered PIM messages toward the RP; just
as it causes S to be included in the join list in a triggered
PIM message toward the source.
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3.6 Timers

A timer is maintained for each outgoing interface listed in
each (S,G) or (*,G) entry. The timer is set when the in-
terface is added. The timer is reset each time a PIM join
message is received on that interface for that forwarding en-
try (i.e., (S,G) or (*,G)) 2.

When a timer expires, the corresponding outgoing inter-
face is deleted from the outgoing interface list. When the
outgoing interface list is null a prune message is sent up-
stream and the entry is deleted after 3 times the refresh
period 3.

3.7 PIM-speaking routers on multi-access subnetworks

Certain multi-access subnetwork configurations require spe-
cial consideration. When a LAN-connected router receives
a prune from the LAN, it must detect whether there remain
other downstream routers with active downstream members.
The following protocol is used: when a router whose incom-
ing interface is the LAN has all of its outgoing interfaces
go to null, the router multicasts a prune message for (S,G)
onto the LAN. All other routers hear this prune and if there
is any router that has the LAN as its incoming interface for
the same (S,G) and has non-null outgoing interface list, then
the router sends a join message onto the LAN to override
the prune. The join and prune should go to single upstream
router that is the right previous hop to the source or RP;
however, at the same time we want others to hear the join
and prune so that they suppress their own joins/prunes or
override the prune. For this reason the join is sent to a spe-
cial multicast address which all routers on the same LAN
(and only those on the same LAN) are members '*, with
the IP address of the previous hop in the IGMP header.

3.8 Unicast routing changes

When unicast routing changes an RPF check is done and all
affected multicast forwarding entries are updated. In partic-
ular, if the new incoming interface appears in the outgoing
interface list, it is deleted from the outgoing list.

The PIM-speaking router sends a PIM join message out
its new interface to inform upstream routers that it expects
multicast datagrams over the interface. It sends a PIM
prune message out the old interface, if the link is operational,
to inform upstream routers that this part of the distribution
tree is going away.

3.9 Multiple rendezvous points and RP failure scenarios

If there is one RP then there is no concern about sources
and receivers actually being able to rendezvous, but there is
a reliability issue.

12When a timer is reset for an outgoing interface listed in (*,G)
entry, we should also reset the interface timers for all (S,G) entries
which contain that interface in their outgoing interface list. Because
some of the outgoing interfaces in (S,G) entry are copied from (*,G)
outgoing interface list, they may not have explicit join messages from
the downstream routers.

1sNegative cache entries on the RP tree must be kept alive by re-
ceipt of Prunes. We do not want to delete such entries if (*,G) entry
exists; otherwise, data packets will travel down both RP tree and
SPT. It may not result in periodic duplicates (because of the RPF
check), but it does waste a lot of network bandwidth.

14gee [14], this address (224.0.0.2) is also used by routers to send
PIM query packets to neighbor routers on the same LAN
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Unreachable RPs are detected using the RP reachabil-
ity message. When a (*,G) entry is established by a router
with local members, a timer is set. The timer is reset each
time an RP reachability message is received. If this timer
expires, the router looks up an alternate RP for the group,
sends a join toward the new RP. A new (*,G) entry is estab-
lished with the incoming interface set to the interface used
to reach the new RP. The outgoing interface list includes
only those interfaces on which IGMP Reports for the group
were received.

When multiple RPs are used, each source registers and
sends data packets toward each of the RPs, but receivers
only join toward a single RP. If one of the RPs fails, receivers
that joined that RP will stop receiving RP reachability mes-
sages and will start sending joins to one of the alternative
RPs. Sources do not need to take special action.

3.10 Summary

In summary, once the PIM join messages have propagated
upstream from the RP, data packets from the source will fol-
low the (S,G) distribution path established. The packets will
travel to the receivers via the distribution paths established
by the PIM join messages sent upstream from receivers to-
ward the RP. Multicast packets will arrive at some receivers
before reaching the RP if the receivers and the source are
both “upstream” to the RP.

When the receivers initiate shortest-path distribution,
additional outgoing interfaces will be added to the (S,G)
entry and the data packets will be delivered via the shortest
paths to receivers.

Data packets will continue to travel from the source to
the RP(s) in order to reach new receivers. Similarly, re-
ceivers continue to receive some data packets via the RP
tree in order to pick up new senders. However, when source-
specific distribution is used, most data packets will arrive at
receivers over a shortest path tree.

4 Open Issues

Before concluding we discuss several open issues that require
further research, engineering, or experimental attention.

e Interoperation with dense mode networks / re-
gions:
A network or collection of networks should be able to
choose whether to use sparse mode PIM as described
here, or dense mode multicast to join a distribution
tree, depending on the density of the group member-
ships in that region or on the scarcity/availability of
bandwidth 1%, Links should be configurable to operate
in dense mode or in sparse mode. If the group mem-
bership density is high or bandwidth is plentiful then it
is efficient to use reverse path multicasting (RPM) or
flood membership reports, since in general most links
will be on a path from some source to some destination.
For example, an expensive WAN link or inter-domain
link may be configured as default sparse-mode. Most
intra-domain or intra-campus links will probably be
configured as default dense-mode.

15For this reason we have also developed a dense mode multicast
scheme that uses DVMRP-like RPF, but that is unicast routing pro-
tocol independent {13]



The primary issue in splicing dense mode regions onto
a distribution tree comprised, in whole or part, of
sparse mode regions, is the incompatability between
the data driven nature of dense mode, and the explicit
join nature of sparse mode. In other words, the first
group member in a dense mode region needs to have
some way of initially pulling down the data packets
from (or through) an upstream sparse mode region.
Normally, data packets emanating from or traveling
through a sparse mode region would not be sent to
the dense mode region without explicit joins. We are
working on a mechanism to address this problem that
relies on getting the group member existence informa-
tion to the border routers, and having border routers
send explicit joins.

A second issue in splicing these “IP clouds” onto PIM
trees is identifying which border router for the IP cloud
should be the entry point for data packets from a par-
ticular source, and therefore which sources individual
border routers should put in their join and prune lists.
This is analogous to the LAN case when there is more
than one router serving it. The designated router is
the one that takes responsibility for serving the mem-
bers on the LAN.

Aggregation of information in PIM:

There are several motivations for aggregating source
information beyond the subnet level supported in the
current specification; the most important issues are
PIM message size and the amount of memory used for
routing forwarding entries.

One might consider using the highest level aggregate
available for an address when setting up the multicast
forwarding entry. This is optimal with respect to for-
warding entry space. It is also optimal with respect to
PIM message size. However, PIM messages will carry
very coarse information and when the messages arrive
at routers closer to the source(s) where more specific
routes exist, there will be a large fanout and PIM mes-
sages will travel toward all members of the aggregate
which would be inefficient in most/many cases.

If PIM is being used for inter-domain routing, and
routers are able to map from IP address to domain
identifier, then one possibility is to use the domain
level aggregate for a source in PIM messages (au-
tonomous system (AS) numbers or routing domain
identifiers (RDIs)). Then the PIM message will travel
to the border router(s) (BR) of the domain and the
BRs can use the internal multicast protocol’s mecha-
nism for propagating the join within the domain (e.g.
send appropriate link-state advertisement in MOSPF
or register a “local member” and do not prune in the
case of RPF). However this approach requires that it
is both possible and efficient to map from IP to do-
main address when processing data packets, as well as
control packets.

Another possibility is to use proxies as suggested by
V. Jacobson. In this case within PIM clouds, PIM
messages need only refer to proxies for sources outside
the cloud. In this scheme BRs would join a PIM tree
externally and inject themselves as sources internally.
When data packets arrived, the data packet would be
forwarded into the cloud and routers would see a new
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source. They would then need to determine which is
the entry BR for the particular source and forward the
packet on the multicast tree associated with that BR.
The router could cache a forwarding entry for the new
source in order to avoid repeating this step on each
data packet. This technique is currently being devel-
oped and would be deployable as an addition to the
current protocol without affecting the protocol speci-
fication.

In the absence of aggregation or proxy techniques,
when the number of sources get to some threshold
value (to be determined), receivers could compromise
the quality of the distribution tree in exchange for
accommodating large numbers of unaggregatable
sources.

As the number of groups grows very large, it may be
necessary to allow aggregation of state across groups;
whereas thus far we have only addressed aggregation
across sources. Two of the authors (Deering and Ja-
cobson) have proposed creating default (S,*) entries to
address this problem.

Selecting and identifying RPs:

An RP for a particular multicast group can be any
IP-addressable entity in the internet. However, it is
most efficient and convenient for the RP to be the
directly-connected PIM-speaking router of one of the
members of the group. If an RP has local members of
the group then there is no wasted overhead associated
with sources continually sending their data packets to
the RP since it needed to be delivered there anyway for
delivery to those members. Nevertheless, we need not
be overly concerned with placement of the RPs when
shortest path trees are used because the RP will not
remain on the distribution path for most receivers, un-
less it also happens to be on the SPT. The RP address
can be configured or can be dynamically discovered by
mapping from the multicast address, query of a direc-
tory service, or from information obtained via some
new PIM RP-report messages. The mapping of G to
RP addresses should be cached.

Interaction with policy-based and QOS routing:

PIM messages and data packets may travel over policy-
constrained routes to the same extent that unicast
routing does, so long as the policy does not prohibit
this traffic explicitly.

To obtain policy-sensitive distribution of multicast
packets we need to consider the paths chosen for for-
warding PIM join and register messages.

If the path to reach the RP or some source is indi-
cated as being the appropriate QOS and indicated as
being symmetric then PIM-speaking routers can de-
termine that if they forward joins upstream that the
data packets will allowed to travel downstream. This
implies that BGP/IDRP [15, 16] should carry two QOS
flags: symmetry flag and multicast willing flag.

If the generic route computed by hop-by-hop routing
does not have the symmetry and multicast bits set,
but there is an SDRP [17] route that does, then the
PIM message should be sent with an embedded SDRP
route. This option needs to be added to PIM join



messages. [ts absence will indicate forwarding accord-
ing to the router’s unicast routing table. Its presence
will indicate forwarding according to the SDRP route.
This implies that SDRP should also carry symmetry
and multicast QOS bits and that PIM should carry
an optional SDRP route inside of it to cause the PIM
message and the multicast forwarding state to occur
on an alternative distribution tree branch.

¢ Interaction with receiver initiated reservation
setup such as RSVP [18]:

Once the shortest path distribution tree has been es-
tablished RSVP reservation messages follow the re-
verse of senders path messages and the senders path
messages will travel according to the state that PIM
installs. However, one wants to avoid switching
reservation-oriented routes so the receiver could ini-
tially receive all packets via the RP distribution tree
and after some delay it could send PIM messages to es-
tablish the shortest path tree and then establish reser-
vations over that tree. The source’s path message
would travel first via the RP path, then to avoid set-
ting up a reservation on the RP path, the receiver
would send its PIM join messages toward source be-
fore it sends out its reservation message and wait for
another path message to travel over the new shortest
path.

In summary we expect that this receiver initiated rout-
ing is well suited to receiver initiated reservations since
if a reservation is blocked the previous router or the
receiver can select an alternative reverse path to the
particular source(s). This is also a subject for future
work that will affect the use of the protocol, and not
the protocol itself.

5 Conclusions

We have presented a solution to the problem of routing mul-
ticast packets in large, wide area internets. Our approach (1)
uses constrained, receiver-initiated, membership advertise-
ment for sparsely distributed multicast groups; (2) supports
both shared and shortest path tree types in one protocol; (3)
does not depend on the underlying unicast protocols; and
(4) uses soft state mechanisms to reliably and responsively
maintain multicast trees. The architecture accommodates
graceful and efficient adaptation to varying types of multi-
cast groups, and to different network conditions.

A protocol implementation of PIM using extensions to
existing IGMP message types is in progress. Simulation and
implementation efforts are underway to characterize config-
uration criteria and deployment issues.

Due to the complexity of the environments PIM expects
to operate in, there are still several issues not completely re-
solved. Solutions to some of the issues require coordination
with efforts in other areas such as inter-domain routing and
resource reservation protocols.
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