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Encryption scheme was (KeyGen, Enc, Dec)

Problem: how do Alice and Bob agree on KAB in the first place?

From last time: symmetric encryption

KAB KAB

Hi Bob!

c = Enc(KAB, “Hi Bob!”)

“Hi Bob!” = 
Dec(KAB,c)

KeyGen
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Encryption scheme is still (KeyGen, Enc, Dec)

Since Alice didn’t even need a key for this, anyone can encrypt to Bob!

New idea: asymmetric, or public-key, encryption

pkB (pkB,skB)←KeyGen

Hi Bob!

c = Enc(pkB, “Hi Bob!”)

“Hi Bob!” = 
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How does it work?

• Take CSE 107 to find out!

• In this class: cryptography is a black box

• Box provides certain promises

• If you use it correctly, it works

• If you misuse it, no promises!
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What “Hard” Means

• Appears to be computationally hard
in the classical computation model

• Lots of people have tried

• Related to computational complexity of 
certain problems: factoring, discrete log

• Based on public leaked documents,
no evidence NSA can break it



What You Don’t Get

• No integrity guarantees: anyone can 
encrypt message to public key

• Use separate message authentication

• Basic scheme is deterministic: if you 
can guess m you can test your guess

• Random padding used to prevent this



Non-integrity example
• Assume Akbar and Leia’s public keys 

(pkL  and pkA) are publicly known

• Akbar to Leia:
Enc(pkL, “Hi Leia, it’s Admiral Akbar. 
Where are plans to the Deathstar?”)

• Leia to Akbar:
Enc(pkA, “R2D2”)
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Public-key signatures: integrity, not secrecy

Signature scheme is (KeyGen, Sign, Verify)

So now Bob can be certain that it was Alice saying “Hi Bob!”

pkA(pkA,skA)←KeyGen

Hi Bob!

σ = Sign(skA,m)

Verify(pkA,σ,m)

m = “Hi Bob!”
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• Secrecy: Should be hard (like it would take until the heat death of the sun) 
to recover sk given just pk

Sign(sk,m): sign a message m from the user corresponding to pk, this forms a 
signature σ

Verify(pk,σ,m): check that the signature σ on the message m was produced by 
the user corresponding to pk

• We want Verify(pk,Sign(sk,m),m) = 1

• Integrity: should be hard to produce signature without signing key
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What does signing 
mean?

• Signer and verifier must agree on 
meaning of signature: signing has no 
inherent meaning in itself

• We’ll see one use with X.509 certs

• Code signing now in common use



What was wrong with public-key encryption?

18



How does Bob get his public key to Alice?

What was wrong with public-key encryption?

18



How does Bob get his public key to Alice?

What was wrong with public-key encryption?

18



How does Bob get his public key to Alice?

What was wrong with public-key encryption?

(pkB,skB)←KeyGen

18



How does Bob get his public key to Alice?

What was wrong with public-key encryption?

(pkB,skB)←KeyGen

18



How does Bob get his public key to Alice?

What was wrong with public-key encryption?

(pkB,skB)←KeyGen

18



How does Bob get his public key to Alice?

What was wrong with public-key encryption?

(pkB,skB)←KeyGen

(pkevil,skevil)←KeyGen

18



How does Bob get his public key to Alice?

What was wrong with public-key encryption?

pkevil (pkB,skB)←KeyGen

(pkevil,skevil)←KeyGen

18



How does Bob get his public key to Alice?

What was wrong with public-key encryption?

pkevil (pkB,skB)←KeyGen

Hi Bob!

(pkevil,skevil)←KeyGen

18



How does Bob get his public key to Alice?

What was wrong with public-key encryption?

pkevil (pkB,skB)←KeyGen

Hi Bob!

c = Enc(pkevil, “Hi Bob!”)

(pkevil,skevil)←KeyGen

18



How does Bob get his public key to Alice?

What was wrong with public-key encryption?

pkevil (pkB,skB)←KeyGen

Hi Bob!

c = Enc(pkevil, “Hi Bob!”)

(pkevil,skevil)←KeyGen

“Hi Bob!” = 
Dec(skevil,c)

18



How does Bob get his public key to Alice?

We need integrity so Alice knows the pk she gets really is from Bob

What was wrong with public-key encryption?
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Why Asymmetric?

• Did we need to have an asymmetric 
signature scheme?

• Can trusted authority use symmetric 
message authentication (MAC)?
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How did Alice know apk?

• We still need secure key distribution, since Alice needs to trust apk

• But we can reduce this task to distributing keys of these certificate 
authorities, rather than everyone

How did Alice know which entry to look up?

• Alice needs to have the right name (Bob)

A few questions Verify(apk,σB,pkB)

Alice pkA, σA=Sign(ask,pkA)

Bob pkB, σB=Sign(ask,pkB)
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Advantages of public-key cryptography

Secrecy without shared secrets

• Anyone can encrypt to Bob (or Google, or Amazon)

• Important in a huge open environment like the internet

Integrity without key exchange

• Use digital signatures instead, small number of distributed keys

Smaller key distribution, restricted to these certificate authorities

• Need to make sure public keys belong to who we think they do
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Disadvantages of public-key cryptography

Security of constructions relies on strong assumptions (e.g., RSA is secure)

• So what happens to RSA if factoring is easy?

• This is a disadvantage of modern cryptography in general

Keys are bigger and operations are slower

• N = pq has to be 1024 bits, as opposed to 128 bits for AES

• Computing me mod N, where N is this big, is highly non-trivial
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	  	  	  	  	  Symmetric	  	  |	  	  	  ECC	  	  	  |	  	  DH/DSA/RSA
	  	  	  	  	  -‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐+-‐-‐-‐-‐-‐-‐-‐-‐-‐+-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐

	  	  	  	  	  	  80	  	  	  	  	  |	  	  	  163	  	  	  |	  	  	  	  	  1024
	  	  	  	  	  112	  	  	  	  	  |	  	  	  233	  	  	  |	  	  	  	  	  2048
	  	  	  	  	  128	  	  	  	  	  |	  	  	  283	  	  	  |	  	  	  	  	  3072
	  	  	  	  	  192	  	  	  	  	  |	  	  	  409	  	  	  |	  	  	  	  	  7680
	  	  	  	  	  256	  	  	  	  	  |	  	  	  571	  	  	  |	  	  	  	  15360

Table	  1:	  Comparable	  Key	  Sizes	  (in	  bits)



Using Cryptography

• Unless you’re a cryptography 
researcher, use cryptographic 
primitives as a black box

• C=Enc(pk,M) and M=Dec(sk,C)

• Secrecy only

• σ = Sign(sk,M) and Verify(pk,σ,M)

• Authenticity and integrity only



Using Cryptography

• Asymmetric primitives usually used to 
establish an ephemeral (one-time) 
symmetric key

• Convenience of asymmetric

• Performance of symmetric



Using Cryptography

• Do the basic Alice-Bob message 
encryption scenario combining 
asymmetric with symmetric

• Do the basic Alice-Bob message 
authentication scenario combining 
asymmetric with symmetric


