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κρυπτός γράφω (Cryptography)
●  Greek for “secret writing” 

●  What you do with it? 
◆  Confidentiality 

» Obscure a message from eavesdroppers 
◆  Integrity 

»  Assure recipient that a message was not altered 
◆  Authentication 

»  Verify that a message was sent by a certain identity 
◆  Non-repudiation 

» Convince a 3rd party that what was said is accurate 



Terminology 

●  Cryptographer 
◆  Invents cryptosystems 

●  Cryptanalyst 
◆  Breaks cryptosystems 

●  Cryptology 
◆  Study of crypto systems 

●  Cipher 
◆  Mechanical way of encrypting text 

●  Code 
◆  Semantic translation:  

    e.g. “eat breakfast tomorrow” = “attack on Thursday” 

Plaintext Ciphertext Plaintext 
encryption decryption 



What do we mean when say a 
cryptosystem is “secure”? 
●  If enemy intercepts ciphertext, cannot recover plaintext 

●  Issues in making this precise 
◆  What else might your enemy know? 

»  The kind of encryption function you are using? 
■  Kerckhoffs' principle: assume everything except key is public knowledge 

»  Some plaintext-ciphertext pairs from last year? 
»  Ciphertext for plaintext the enemy selected? 
»  Some information about how you choose keys? 

◆  What do we mean by “cannot recover plaintext” ? 
»  Ciphertext contains no information about plaintext, or 
»  No efficient computation could make a reasonable guess 



Kinds of Cryptographic 
Analysis 

●  Goal is to recover the key (& algorithm) 
●  Assumptions on capabilities 

◆  Ciphertext-only attacks 
» No information about content or algorithm 

◆  Known Plaintext attacks 
»  Full or partial plaintext available in addition to ciphertext 

◆  Chosen Plaintext attacks 
»  Know which plaintext has been encrypted 

◆  Algorithm & Ciphertext attacks 
»  Known algorithm, known ciphertext, recover key 

●  Are these reasonable assumptions? 



The Caesar Cipher 
●  Purportedly used by Julius Caesar (c. 75 B.C.) 

◆  Pure translation 
◆  Add 3 mod 26 
◆  Modern version: ROT13 

●  Advantages 
◆  Simple 
◆  Intended to be performed in the field 
◆  Most people couldn’t read anyway 

●  Disadvantages 
◆  “security through obscurity” 
◆  Easy to break (why?) 

a b c … x y z 
 
d e f … a b c 



Monoalphabetic Ciphers 
●  Also called substitution ciphers 

●  General monoalphabetic cipher 
◆  Arbitrary permutation π of the alphabet 
◆  Key is the permutation 

π(a) π(b) π(c) π(d)  

  a    b    c    d 



Example Cipher 

a b c d e f g h i j k l ... 
c s e 1 2 7 r a w k z ! ... π

he lied 
a2 !w21 

Plaintext: 
Ciphertext:  



Cryptanalysis of  
Monoalphabetic Ciphers 

●  Brute force attack: try every key  
◆  N!  Possible permutations for N-letter alphabet 

»  26! ≈ 4 x 1026 possible keys 
◆  If you try 1 key per µsec … > 10 trillion years for all 

●  But there is a clever attack that makes 
monoalphabetic ciphers easy to solve 
◆  Observation: One-to-one mapping of letters is bad 
◆  Frequency distributions of common letters is fixed 



Order & Frequency of Single 
Letters in English 

E 12.31% L 4.03% B 1.62%  
T  9.59  D 3.65  G 1.61  
A  8.05  C 3.20  V 0.93  
O  7.94  U 3.10  K 0.52  
N  7.19  P 2.29  Q 0.20  
I  7.18  F 2.28  X 0.20  
S  6.59  M 2.25  J 0.10  
R  6.03  W 2.03  Z 0.09  
H  5.14  Y 1.88  
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Monoalphabetic 
Cryptanalysis 

●  Count the frequency of each letter in the cipher 
text 

●  Match against the statistics of English 
◆  Most frequent letter likely to be “e” 
◆  2nd most frequent likely to be “t” 
◆  etc. 

●  Longer ciphertext makes statistical analysis 
more likely to work… 



Digrams and Trigrams 
●  Diagrams in frequency order 

●  Trigrams in frequency order 

TH  HE  AN  IN  ER  RE  ES  ON  EA  TI  AT  ST  EN 
ND  OR 
 
 

THE  AND  THA  ENT  ION  TIO  FOR  NDE  
HAS  NCE  EDT  TIS   OFT  STH  MEN 
 



What if… 
●  The plaintext was: 

◆  A list of phone numbers 
◆  A set of prices from retail stores 
◆  An x86 binary program 

●  Would it help if you had the ciphertext for your 
own name? 



Desired Statistics 
●  Problems with monoalphabetic ciphers 

◆  Frequency of letters in ciphertext reflects frequency of 
plaintext 

●  Want a single plaintext letter to map to multiple 
ciphertext letters 
◆  “e”      “x”, “c”, “w” 

●  Ideally, ciphertext frequencies should be flat 
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Polyalphabetic Substitutions 
●  Pick k substitution ciphers 

◆   π1 π2 π3 … πk 
◆  Encrypt the message by rotating through the k substitutions 

●  Same letter can be mapped to multiple 
different ciphertexts  
◆  Helps smooth out the frequency distributions 
◆  Diffusion 

  m   e    s    s    a   g    e 
π1(m) π2(e) π3(s) π4(s) π1(a) π2(g) π3(e)   
  q  a    x   o    a   u   v  



Vigenère Tableau 
●  Multiple substitutions 

◆  Can choose “complimentary” ciphers so that the 
frequency distribution flattens out 

◆  More generally: more substitutions means flatter 
distribution 

●  Vigenère Tableau 
◆  Invented by Blaise de Vigenère for the court of 

Henry III of France  (c. 1500’s)  
◆  Collection of 26 permutations 
◆  Usually thought of as a 26 x 26 grid 
◆  Key is a word 



Vigenère Tableau 
  a b c d e f g . . .  
A a b c d e f g . . . 
B b c d e f g h . . . 
C c d e f g h i . . . 
D d e f g h i j . . . 
E e f g h i j k . . . 
. . . . . . . . . . . 
. . . . . . . . . . .  

Plaintext:  a bad deed 
Key “bed”:  B EDB EDBE 
Ciphertext:  b fde hgfh 



Weakness of polyalphabetic 
substitution ciphers 

●  Issue 
◆  If pattern appears k times and key length is n then it 

will be encoded k/n  times by the same key  

●  Example of problem 

●  Note that OPK appears twice, and are spaced 
by a multiple (9) of the key length 

Plaintext:  theboyhasthebag 
Key “vig”:  VIGVIGVIGVIGVIG 
Ciphertext:  OPKWWECIYOPKWIM 



Kasiski Method  
●  Freedrich Kasiski: 1863 (also Babbage) 
●  Goal: Identify key length  
 
●  1. Identify repeated patterns of ≥ 3 chars. 
●  2. For each pattern 

◆  Compute the differences between starting points of 
successive instances 

◆  Determine the factors of those differences 
●  3. Key length is likely to be one of the 

frequently occurring factors 



Cryptanalysis Continued 
●  Once key length is guessed to be k… now we 

check by seeing if it is “english-like” 
●  Split ciphertext into k slices 

◆  Single letter frequency distribution for each slice 
should resemble English distribution 

●  Aside: how do we tell whether a particular 
distribution is a good match for another? 
◆  Let prob(α) be the probability for letter α
◆  In a flat distribution, prob(α) = 1/26  ≈ 0.0384 



Variance: Measure of 
“roughness” 
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Measure distance from 
“flat” dist. 

Var =          (prob(α) – 1/26)2 Σ 
α = a 

α = z 

= …  
 
=          prob(α)2 – 1/26 Σ 
α = a 

α = z 



Estimate Variance From 
Frequency 

●  prob(α)2 is probability that any two characters 
drawn from the text will be α

●  Suppose there are n ciphertext letters total 
●  Suppose freq(α) is the frequency of α
●  What is likelihood of picking α twice at random? 

◆   freq(α) ways of picking the first α
◆   (freq(α) – 1) ways of picking the second α
◆   But this counts twice because (α,β) = (β,α) 
◆   So   freq(α) x (freq(α) – 1) 

2 



Index of Coincidence 
●  But there are                            pairs of letters 

●  …so prob(α) is roughly 

●  Index of coincidence: approximates variance 
from frequencies 

2 

n x (n-1) 
freq(α) x (freq(α) – 1) 

n x (n-1) 

Σ 
α = a 

α = z 

n x (n-1) 
freq(α) x (freq(α) – 1) 

IC   =  



What’s it good for? 
●  If the distribution is flat, then IC ≈ 0.0384 
●  If the distribution is like English, then  

IC ≈ 0.066, German IC ≈ 0.079, etc 

●  Can validate key length: 

IC   0.066   0.052  0.047  0.044  0.044   … 0.038 

 keylen     1          2        3         4         5            many 



Summary: cracking 
Polyalphabetics circa 1900 

●  Use Kasiski method to guess likely key lengths 
●  Compute the Index of Coincidence to verify 

key length k 
◆  Or any other measure of distribution similarity 

●  k-Slices should have similar IC to English 
●  Solve the k different monoalphabetic ciphers 

◆  Check for digrams frequencies from adjacent K-
Slice solutions 



Aside: Enigma 
●  Electro-mechanical polyalphabetic  

cipher 
●  Used by German government in  

1930s and 1940s  
●  Broken (by efforts of many) but most 

famously Alan Turning’s leadership at 
Bletchley Park (ULTRA) 

●  Break credited with dramatically reducing 
length of WWII  



Perfect Substitution Ciphers 

●  Invited by combination of Vernam(1919) & Mauborgne 
●  Choose a string of random bits the same length as the 

plaintext, XOR them to obtain the ciphertext. 
●  Perfect Secrecy (proved by Claude Shannon) 

◆  Probability that a given message is encoded in the ciphertext is 
unaltered by knowledge of the ciphertext 

◆  Proof: Give me any plaintext message and any ciphertext and I 
can construct a key that will produce the ciphertext from the 
plaintext. 

p1 p2 p3 … pn 
b1 b2 b3 … bn 
c1 c2  c3 … cn 

⊕ 



One-time Pads 
●  Another name for Perfect Substitution 

●  Actually used by cold war intelligence 
agents 
◆  Physical pad of paper  

»  Paper tape for teletype 

◆  List of random numbers 
◆  Pages were torn out and destroyed  

after use 



Problems with “Perfect” 
Substitution 

●  Key distribution 
◆  Key is the same length as the plaintext and both 

sender and receiver must have it 
◆  Is it any easier to distribute key securely than to 

transmit plaintext securely? 
●  Key randomness 

◆  Need long sequences of truly random bits 
◆  Simple pseudorandom numbers generated by an 

algorithm aren’t good enough for long messages 
◆  What does it mean to be strongly random? 

●  Can’t reuse the key (NSA’s VENONA project) 



In practice ... 
●  Information-theoretic security is possible… 

◆  Perfect ciphers (e.g. one-time pad) are secure in an 
information theoretic sense 

◆  Used in some real cases (Moscow/DC hotline) 

●  …but frequently not practical 
◆  Key must be random and as big as plaintext  
◆  Expensive to generate and distribute 

●  Cryptosystems in use today are based on 
computational security 



Computational Security 
●  10,000 foot idea: not impossible to crack cipher, but 

very difficult to do so 
◆  Thus, an attacker with only bounded resources is extremely 

unlikely to crack it 
◆  Example: Assume attacker has only polynomial time, then 

encryption algorithm that can’t be inverted in less than 
exponential time is computationally secure 

»  Note that security has a timelimit – impacts long term secrets 
●  In exchange: we can have much shorter keys and 

hence easier key distribution 

●  Key issue: how sure are you about difficulty?  
◆  What does it mean to be hard? 
◆  Does hardness change? 



Incomplete cryptosystem 
taxonomy 

●  Key crypto-primitives 
◆  Encryption, one-way hash functions, digital 

signatures 
●  Who knows what keys  

◆  Shared key vs Public key 
●  Granularity of operation 

◆  E.g., block ciphers vs stream ciphers 
●  Difficulty of breaking 

◆  Empirical hardness vs computational complexity 
 



Shared Key Cryptography 
●  Sender & receiver use the same key 
●  Key must remain private (i.e. secret) 
●  Also called symmetric or secret key 

cryptography 

●  Examples: DES, AES …  



Shared Key Notation 
●  Encryption algorithm 

               E : key x plain → cipher 
               Notation:  K{msg} = E(K, msg) 

●  Decryption algorithm 
               D : key x cipher → plain 

●  D inverts E 
               D(K, E(K, msg)) = msg 

●  Use capital “K” for shared (secret) keys 

●  Sometimes E is the same algorithm as D 
 



Secure Channel: Shared Keys 

KAB KAB 

Alice Bob 

KAB{Hello!} 

KAB{Hi!} 



Stream ciphers vs  
block ciphers 

●  Stream ciphers 
◆  Encrypt each new symbol of plaintext as it comes 
◆  Decrypt entire stream (i.e. can’t decrypt just 

middle) 
◆  Building block: keyed random number generator  
◆  Similar to one-time pad in structure 

●  Block ciphers 
◆  Encrypt plaintext one block at a time 
◆  Several different modes of use (more shortly) 
◆  Building block: keyed random permutation function 

»  Each input block mapped to permuted output block 



Typical stream cipher: RC4 
●  Design goals (Ron Rivest, 1987): 

◆  Speed 
»  8-16 instructions per byte 

◆  Support for 8-bit architectures 
◆  Simplicity (to circumvent export regulations at the time) 

●  Has been widely used 
◆  BitTorrent 
◆  Microsoft (Word, Excel, RDP), Lotus Notes, Oracle, etc. 
◆  PDF 
◆  802.11 WEP 
◆  SSL/TLS and SSH (optional) 
◆  OpenBSD pseudo-random number generator 



000111101010110101 

Basic idea: XOR data with 
random permutation 

key 

⊕ 
plain text plain text 

= 
cipher text cipher t 

state 



RC4 Algorithm 
for i := 0 to 255    S[i] := i 
j := 0 
for i := 0 to 255 

  j := j + S[i] + key[i] 
  swap (S[i], S[j]) 

 
 
i, j := 0 
repeat 

  i := i + 1 
  j := j + S[i]  
  swap (S[i], S[j]) 
  output (S[ S[i] + S[j] ]) 

●  Key scheduling 

●  Random generator 

21 123 134 24 91 218 53 … 

0 1 2 3 4 5 6 … 

Permutation of 256 
bytes, depending on key 

21 123 134 24 91 218 53 … 

j i 

(all arithmetic mod 256) 

+24 



Central question 
●  How random is “random” bitstream? 

◆  Goal: given part of the output stream, would like it 
to be impossible to distinguish from a random string 

●  What does random mean here? 



RC4 Security 
●  History 

◆  Invented in 1987 
◆  Trade secret until 1994  (released anonymously) 

●  Problems 
◆  Not really indistinguishable from a random sequence 

»  Second byte of RC4 is 0 with twice expected probability (1995) 
◆  Related key attack  

»  First few bytes of stream leak info about key (2001) 
»  Bad to use many related keys 
»  But many implementations used long-term key + nonce as key 

(WEP) 
»  Series of breaks, eventually practical (see aircrack-ptw) (2005)  

●  Eventual recommendations 
◆  Discard the first 256 bytes of RC4 output [RSA, MS] 
◆  Don’t use RC4 for new systems 



Block ciphers 
●  Basic idea: permute input block 

●  For N bit input, 2N permutations; use key to 
pick which one 

●  Goal: without key, permutation should look 
random 

0 
1 
2 
3 

3 
1 
0 
2 



Feistel networks 
●  Many block ciphers are Feistel networks 

◆  Examples 
» DES, Lucifer, FREAL, Khufu, Khafre, LOKI, GOST, CAST, 

Blowfish, … 
◆  Feistel network is a standard form for 

»  Iterating a function f on parts of a message 
»  Producing an invertible transformation 

●  AES (Rijndael) is related 
◆  Also a block cipher with repeated rounds… 
◆  But is not a Feistel network 



Feistel network: One Round 

●  Scheme requires 
◆  Function f(Ri-1 ,Ki) 
◆  Computation for Ki  

»  e.g.,  permutation of key K 

●  Advantage 
◆  Systematic calculation 

»  Easy if f is table, etc. 
◆  Invertible if Ki known 

» Get Ri-1 from Li 
» Compute f(R i-1 ,Ki) 
» Compute Li-1 by ⊕ 

L i-1 R i-1 

R i L i 

f 

⊕ 

K i 

Divide n-bit input in half and repeat  



Feistel network: One Round 

●  Scheme requires 
◆  Function f(Ri-1 ,Ki) 
◆  Computation for Ki  

»  e.g.,  permutation of key K 

●  Advantage 
◆  Systematic calculation 

»  Easy if f is table, etc. 
◆  Invertible if Ki known 

» Get Ri-1 from Li 
» Compute f(R i-1 ,Ki) 
» Compute Li-1 by ⊕ 

L i-1 R i-1 

R i L i 

f 

⊕ 

K i 

Divide n-bit input in half and repeat  

Luby-Rackoff result (roughly): 
If f() is a strongly random function,  
then a 4 round Feistel network is  

effectively indistinguishable  
from a random permutation 



But… not done 
●  What if plaintext < blocksize? 

◆  Padding 

●  What if plaintext > blocksize? 
◆  Need to encrypt multiple blocks 
◆  But how?   Block cipher modes 



Block cipher modes 
●  ECB – Electronic Code Book mode 

◆  Divide plaintext into blocks 
◆  Encrypt each block independently, with same key 

●  CBC – Cipher Block Chaining 
◆  XOR each block with encryption of previous block 
◆  Use initialization vector IV for first block 

●  OFB – Output Feedback Mode 
◆  Iterate encryption of IV to produce stream cipher 

●  CFB – Cipher Feedback Mode 
◆  Output block yi = input xi     encyrptK(yi-1) + 



Electronic Code Book (ECB) 

Plain Plain  Text  Text 

t Cip Ciphe  r Tex her T 

Block 
Cipher 

Block 
Cipher 

Block 
Cipher 

Block 
Cipher 

See any problems here? 
•  Identical blocks -> identical cipher text 
•  No integrity protection; can swap blocks 



Cipher Block Chaining (CBC) 
Plain Plain  Text  Text 

t Cip Ciphe  r Tex her T 

Block 
Cipher 

IV 

Block 
Cipher 

Block 
Cipher 

Block 
Cipher 

Advantages: Identical blocks encrypted differently 
                  Last ciphertext block depends on entire input 
Disadvantage: hard to parallelize 
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Value of CBC 
(courtesy Bart Preneel for AES) 

Similar plaintext blocks 
produce similar ciphertext 

(see outline of head) 

No apparent pattern 



Attention to detail 
●  Initialization vector (IV) in CBC is supposed to be 

chosen randomly 

●  Code from Deibold voting machine 
DesCBCEncrypt((des_c_block*)tmp, 
des_c_block*)record.m_Data, 

   totalSize, DESKEY, NULL, DES_ENCRYPT) 
 
●  Consequence? 
 



General problems with 
Shared Key Crypto 

●  Compromised key means interceptors can decrypt any 
ciphertext they’ve acquired. 
◆  Change keys frequently to limit damage (PFS) 

●  Distribution of keys is problematic 
◆  Keys must be transmitted securely 
◆  Use couriers? 
◆  Distribute in pieces over separate channels? 

●  Number of keys is O(n2) where n is # of participants 
●  We don’t have many “proofs” of computational 

security for shared key systems 

●  Can potentially solve all of these problems with public 
key cryptography… at a cost  (next time) 



Switching gears: 
Message Integrity 

●  You want some “evidence” that a message 
hasn’t been altered in flight 

●  You’d prefer if the evidence wasn’t too 
expensive (to create, verify or transmit) 

●  It should be hard to forge the evidence 



Hash Algorithms: cheap 
●  Take a variable length string and  

produce a fixed length digest (smaller) 
◆  Typically 128-1024 bits 

●  (Noncryptographic) hashing used for error detection: 
◆  Parity  
◆  CRC (Cyclic Redundancy Check) 
◆  Designed to detect certain kinds of random data corruption 

Hash 



Modification Detection Codes 
●  Very similar to error detection codes… 

◆  But, uses a cryptographic algorithm internally 
◆  More expensive to compute 
◆  Sender computes the hash of the data,  

transmits data and hash 
◆  Receiver uses the same hash algorithm, checks the result  

●  Sometimes called a Message Digest 

●  Examples: 
◆  Secure Hash Algorithm (SHA family) 

»  SHA-0, SHA-1: 160 bits 
◆  Message Digest (MD4, MD5) 



Desirable Properties 
●  Uniformity 

◆  The probability that a randomly chosen message maps to an 
n-bit hash should ideally be (½)n 

●  Hash functions for cryptographic use fall in one or both 
of the following classes.  
◆   Collision Resistant: It should be computationally infeasible to 

find two distinct inputs that hash to a common value  
( ie. h(x) = h(y) ) 

»  This has been a problem lately (MD5, SHA-0) 
 

◆  One Way : Given a specific hash value y, it should be 
computationally infeasible to find an input x such that h(x)=y 

»  E.g. password files 
 



Common structure: 
Iterated hash functions  

●  Repeated use of block cipher f() 
◆  Pad input to some multiple of block length 
◆  Iterate a compression function f 

»  f : 22k -> 2k reduces bits by 2 
» Repeat h0= some seed 
               hi+1 = f(hi, xi) 

◆  Some final function g() 
    completes calculation 

Pad to x=x1x2 …xk 

f 

g 

xi 

f(xi-1) 

x 



Variant: Message 
Authentication Codes (MAC) 

●  A good MDC can demonstrate that the message or 
data has’t been changed in transit, but… 

●  They bad guy could just send a whole new message 
with a new valid MDC 

●  Sometimes need to validate “who” sent the message 
as well 

●  Message Authentication Code (MAC) 
◆  Cryptographically keyed hash function 
◆  Send (msg, hash(msg, key)) 
◆  Attacker who doesn’t know the key can’t safely modify msg  

(or the hash) 
◆  Receiver who knows key can verify both the origin and the 

integrity of the message 



For next week 
●  Remember to turn in your homework 
●  Monday discussion section 

●  Tuesday: asymmetric cryptography 
(guest lecture by Kirill Levchenko) 

●  Check the Web page for any updated reading 
assignments 


