
CSE 127: Computer Security - Fall 2014 Due October 23 10:00 P.M. PDT

Assignment 3
100 pts

This is a written assignment made up of eight problems. Your solution is due on October 23, 2014 no
later than 10 P.M. You may work with one other person in the class on this assignment. See Section 3 for
additional information on submitting your solution.

You and your partner may not discuss your solution with other students until seven days after the
assignment deadline. You may consult any online references you wish. If you use any text in your answer
that you did not write yourself, you must document that fact. Failure to do so will be considered a violation
of academic integrity.

1 Chattr Security Policy

While working on Chattr, you and your classmates realize that there are security issues not addressed by
the initial specification. Based on your notes, you know that you should start by defining a security policy
for the Chattr application. Next, you will need to define the mechanism that will enforce this policy. To
gain confidence in your mechanism, you identify the Trusted Computing Base (TCB) of the application and
the means by which you will provide assurance that the TCB will function correctly. Finally, you consider
existing and potential deterrents and incentives that may influence a potential attacker.

Problem 1: Security Policy. Formulate the Chattr security policy. Your policy should identify the subjects,
objects, and actions in your system. It should also specify what each subject (or class of subjects) is allowed
to do. You do not need to draw or use an access control matrix, however your policy should unambiguously
answer the question of who can do what. Briefly justify elements of your policy.

Problem 2: Mechanism. Describe the mechanism you would use to implement the policy. You do not need
to implement the mechanism, but you should describe it in enough detail so a competent programmer
could implement it. Your solution to the second assignment may have already included some security
mechanisms, in which case you can describe them here.

Problem 3: Design Principles. Pick two design principles described by Saltzer and Schroeder [1]. Describe
whether your design adheres to these principles or deviates from them. It is fine if your design deviates
from some of the principles; in the authors’ own words:

As is apparent, these principles do not represent absolute rules—they serve best as warnings. If
some part of a design violates a principle, the violation is a symptom of potential trouble, and
the design should be carefully reviewed to be sure that the trouble has been accounted for or is
unimportant. [1, Sec. I.A.3].

If an aspect of your design deviates from any of the design principles (a) through (h) described by Saltzer
and Schroeder, describe why.

Problem 4: Trusted Computing Base. Describe the Trusted Computing Base of the Chattr application.

Problem 5: Assurance. Describe the assurance procedures you might put in place to ensure that the mech-
anism enforced your security policy as intended.



Problem 6: Deterrents and Incentives. Describe at least two kinds of potential attackers. What deterrents
and incentives can be modified or put into place to decrease the likelihood that a potential attack would be
attempted or would be successful.

2 Root Privileges

In the traditional Unix security model, processes running as the superuser have very few restrictions on
what they are allowed to do. You decide to investigate.

Problem 7: Running Processes. Identify two processes currently running as root on your Unix system.
Why do they need to be running as root? The two processes must be different executables and may not be
the login process mentioned in class.

Problem 8: Setuid root. Identify two executables on your system that are owned by root and have the
setuid bit set, other than passwd and su, which were mentioned in class. Why do they need root privileges?

“Your Unix system” can be any Unix system you’ve used, including the ACMS computer lab machines or
the VM image you used for Assignment 2.

You will receive 5 points of extra credit if at least one of the processes or executables you identify in
Problem 7 or 8 above satisfy the following two conditions: (a) the executable can be found on the VM
image provided for Assignment 2, and (b) you are the only group to identify it.

3 Submitting the Solution

Your solution to this assignment consists of a plain text file containing your solutions. The contents of the
file must follow a specific format:

1. The first line of the file must be your name, last name first, with a comma between last
name and first name.

2. The second line of the file must be your student id number.

3. The third line must be “Assignment 3”.

4. If you worked with another student, the fourth line must be “Worked with” followed
by a space and the name of your partner, last name first, with a comma between last
name and first name. If you worked alone, the fourth line must be “Worked alone”.

5. The fifth line must be blank.

6. Your solution to each problem must start with “Problem X” (where X is the problem
number), with a blank line before and after “Problem X”.

Figure 1 shows an example of what the solution file should look like.
Your solution text file must by submitted via email to cs127f1@ieng6.ucsd.edu by October 23, 2014,

10:00 P.M. Pacific time. Please name your file using your email address, followed by a dash, followed by
“hw3.txt”. For example, your instructor has email address klevchen@cs.ucsd.edu, so he would name his
solution file klevchen@cs.ucsd.edu-hw3.txt. Next, sign and encrypt the file. The signing key must be
your PGP key (from the first assignment) and the encryption key should be the cs127f1@ieng6.ucsd.edu

PGP key, which has key id 7864D1BD. The command to do this using GPG is:

gpg --encrypt --sign -r 7864D1BD your-solution-txt-file.



Foster, Ian

A00000000

Assignment 3

Worked with Maskiewicz, Jacob

Problem 1

Are we part of the problem?

Problem 2

Or part of the solution?

. . .

Figure 1: Text file format used for solutions.

This will result in a file with extension .txt.gpg. Email this file, which is already signed and encrypted, in
a plain unencrypted email message to cs127f1@ieng6.ucsd.edu. The cs127f1@ieng6.ucsd.edu PGP key
available from class Web page. It has the key fingerprint:

ED49 BC3B 8992 A1E0 D2DD 66DC A1EF 6BAE 7864 D1BD.
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