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Abstract— Fragmented IP traffic is a unique component
of the overall mix of traffic on the Internet. Many asser
tions about the nature and extent of fragmented traffic are
anecdotalrather than empirical. In this paper we examine
the causesand attrib utes of measured fragment traffic and
contrastthoseresultswith commonly cited beliefs. In partic-
ular, the effectsof NFS, streaming media, network ed video
games,and tunneled traffic are quantified, and we estimate
the prevalenceof packet fragmentation due to improperly
configured machines.

To understand the prevalence,causesand effectsof frag-
mented IP traffic, we have collected and analyzed seven
multi-day tracesfr om thr eesources.Thesesourcesinclude a
university commodity accesdink, a highly aggregatedcom-
mercial exchangepoint, and a local NAP. Although there
is no practical method of ascertaining whether any data
provide a representatve sample of all Internet traffic, we
do include data sourcesthat cover several different types
of WANSs with traffic from commercial entities, educational
and reseach institutions, and largegovernment facilities.

Keywords—fragmentation, fragment, CoralReef, TCP/IP

I. INTRODUCTION

The Internet protocol (IP) was designedto facili-
tate communicationbetweenheterogenousetworks and
thussenesasa least-common-denominatprotocolwith
which computerdiffering in architecturespperatingsys-
tems,andapplicationsconnectedby varyingroutes paths,
andprotocols canexchangenformation.|P musthave the
capabilityto handledifferencesn maximumsizesof trans-
mittedpacletsondissimilarnetworks. While it is trivial to
move pacletsfrom a network with a smallerMTU (max-
imum transmissiorunit) to a network with alargerMTU,
the reverseis challenging. To overcomethis obstaclethe
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IPv4 protocolperformsfragmentationa routerbreaksthe
datagramup into smallerindividual piecescalled frag-
ments. Eachfragmenthasits own IP headerwhich is a
replicaof the original datagramheader Thus eachfrag-
menthasthe sameidentification,protocol, sourcelP ad-
dressanddestinationP addressasthe original IP paclet.
To distinguishfragmentsandallow correctreassemblythe
offset field of eachfragmentcontainsthe distance mea-
suredin 8-byteunits, betweenthe beginning of the origi-
nal datagranandthebeginningof thatparticularfragment.
Thefirst fragmentby definition hasits offsetsetto 0, the
secondragmenthasasits offsetvaluethe payloadsizeof
the first fragment,andsoon. All of the fragmentsexcept
the last have the ‘more fragments’bit setso thatthe end
hostwaitsto receve all of the fragmentsbeforereassem-
bling theminto the original IP datagramThe sizeof each
fragmentusually correspondgo the size of the MTU of
the subsequenink minusthe lengthof the headetthatis
addedto eachfragment.After disassemblwf the original
datagramfragmentsaresentout into the network andare
routedindependentlytowardstheir destination. By pro-
viding anautomaticnetwork mechanisnfor handlingdis-
parateMTU sizes,IP allows endhoststo exchangeraffic
with no explicit knowledgeaboutthe pathbetweerthem.

In their 1987 paper‘FragmentationConsiderecHarm-
ful,” KentandMogul [1] establishedhatpaclet fragmen-
tationis a suboptimalmethodof handlingpacletsasthey
traversea network due to the increasedconsumptionof
bandwidth,paclet switching,and CPU resources.While
someof their assertionsapply to hardware and software
that are now deprecatedtheir overall agumentremains
valid for several reasons.Modernroutershave suficient
buffering capabilitiesto receve back-to-backpacletsand
currentcomputersgenerallyhave suficient buffer space
to reassembleery large paclets. As aresult,fragmenta-
tion is nolongeraninsurmountablg@roblemfor endhosts.
However, the adwerseeffectsof fragmentatioron network
performancendinfrastructurecontinueto negatively im-
pactwide areatransport.First,anintermediatgoutermust
performthe fragmentation.This CPU-intensre operation
impairsthe ability of the fragmentingrouterto efficiently
processnon-fast path traffic. The additionalfragmented
pacletsincreasethe load on all routersand networks be-
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tweentheinitial routerandthe endhost. Finally, oncethe
fragmentsreachtheir destinationthey must be reassem-
bled by the endhostin anotherCPU intensve operation.
The loss of ary fragmentresultsin the destinationhost
droppingthe entire paclet. Thisin turn forcesthe source
hostto repeatransmissiorof a datagranthatwill befrag-
mentedonceagain. Researcherbave shavn thatin cer
tain specific, controlledcircumstance$ragmentationcan
improve performancg?2]; however, thoseobserationsdo
notapplyto backbondinks. Despitewidespreaddwances
in the interveningthirteenyears,IP paclet fragmentation
is still “considerecharmful”.

Sincethe work of KentandMogul, mary untestechy-
pothesesaboutthe causesand effects of fragmentedIP
traffic have cometo betreatedasfact. Foremosts the as-
sertionthatfragmentedraffic doesnot exist. Othersin the
networking communityacceptheexistenceof fragmented
traffic on LANSs, but believe its scopedoesnot extendto
backbondinks. Furthercommonbeliefsincludethatonly
UDP traffic is fragmentedthat NFS is the sourceof all
fragmentedaclettraffic, thatfragmentedP traffic onthe
wholeis decreasingandthatcertainmisconfigurationgre
causinganincreasean fragmentedraffic. Thesebeliefsas
a grouparenottenable sincesereral are mutually exclu-
sive (e.g. the overall volume of fragmentedraffic cannot
be simultaneouslyincreasingand decreasing) While one
recentpublicationsuggestshatlP paclet fragmentations
increasing3], all otherfragmentfolklore hasno basisin
currentnetwork measurement.

Yet, IP paclet fragmentatiorcontinuesto play a small
but vital role in facilitatingcommunicatiorbetweerhosts
on the Internet. The proliferation of protocolsthat send
pacletswith differentMTUs necessitateasystentlexible
enoughto accommodat¢hesevariations. IP paclet frag-

mentationincreaseshe robustnessandefficagy of IP asa
universalprotocol.n this paperwe examinethe character
andeffectsof fragmentedP traffic asmonitoredon highly
aggr@gatedinternetlinks.

Thepapers organizedasfollows. Sectionll defineger
minology we useto describefragmentedraffic. Sources
of dataand our methodologiedor analysisare presented
in Sectionlll. In SectionlV we presenburresultscharac-
terizingfragmentedraffic. Finally, SectionV summarizes
the currenteffects of fragmentedraffic on the monitored
links.

Il. TERMINOLOGY

This sectionintroducegheterminologyusedin our dis-
cussiorof IP paclet fragmentationSeveral of theseterms
areillustratedin Figurel.

As describedin RFC 1191 [4], the Path MTU is the
smallestMTU of all of thelinks on a pathfrom a source
hostto a destinatiorhost.In the context of this paper val-
uesobseredfor a PathMTU reflectthe smallestMTU of
all links betweerthe sourceandthe passie monitor.

We definean original dategram asanIP datagranthat
will be fragmentedbecauséts size exceedsthe MTU of
thenext link onits pathto its destination Packet fragment
or simply fragmenj refersto a paclet containingaportion
of the payloadof anoriginal datagramWhile for the pur
posef this paperthetermspacletanddatagramaresyn-
onymous,we will useoriginal dategram andpadket frag-
mentin theinterestof clarity. A fragmentseries or simply
series is the orderedist (asmonitoredon the network) of
fragmentsvhosesources asingleoriginal datagram.

The sizeof the serieswill be usedto refer to the total
numberof bytesin theserieswhile thelengthof theseries
describeghe numberof fragmentsn the series.



The first fragmentis the paclet containingthe original
IP headerandthe first datasegmentof the payloadof the
originaldatagramThelastfragments the paclet contain-
ing thelastportionof thepayloadof theoriginal datagram.
Becausdragmentanbetransmittedn ary orderandbe-
causepacletscanbereorderedasthey passhrougha net-
work, thefirst obseredandlastobseredfragmentsionot
necessarilycontainthe first andlast segmentsof the pay-
load of the original datagram(respectrely), andarethus
not necessarilyhefirst or lastfragmentof the series.

The first fragmentis frequently equal in size to the
largestfragmentin eachseries.The largestfragmentsize
is greaterthanor equalto the size of the otherfragments
in theseries If all of thefragmentsn aseriesarethesame
size, the largestand smallestfragmentsof the serieswill
beidentical.

Similarly, the last fragmentis not alwaysthe smallest
fragmentin a series.Sothe smallestfragmentsizeis less
thanor equalto the otherfragmentsizesin aseries.

Becausedhe IP protocol permitsnetworks to drop, du-
plicateor reorderpaclets,theindividual fragmentpaclets
for asingleoriginaldatagrammaynotarrive atthedestina-
tion in transmissiororder We definea seriesascomplete
whenthe fragmentedacletsmonitoredprovide sufiicient
coverageof the original datasegmentto allow reconstruc-
tion of the transmitteddatagram(i.e. reorderingor dupli-
cationmay have occurred but no fragmentsaremissing).
Corverselyanincompleteseries(Figure 2) doesnot have
sufiicientinformationto reconstructheoriginal datagram;
somepartof the payloadnever reachedur monitor.
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A seriesis in-order (Figure 3) if the fragmentsare ob-
sened arriving sequentiallywe never monitorafragment
with an offset lower thanits predecessorsCorversely a
seriesis consideredn reverse-oder (Figure4) if its frag-
mentshave offsetsthat never increase.A computerpro-
ducing in-order seriestransmitsdata segment 1 through

seriestransmitsdatasegmentN throughdatasegmentl.
However, we cannotnecessarilycorrelatethe order in
which we receved the paclet fragmentsandthe orderin
which they were transmittedby the fragmentingrouter
sincethefragmentscanbereorderedy thenetwork. Only
onefragmentneedso be deliveredout of orderfor usto
obsere a reverseorder two-fragmentseries. For longer
seriesjt is lessprobablethatanexactreversalof thefrag-
ment order occursin the the network thanit is that the
orderingis dueto reverseordertransmission.

data
segnent
1

data
segment
2

data
segrent
3

data
segment
4

Foasoso—

Foaposo—

Foasoso—
Foasoso—

« Fragment 1, -« Fragnent 2, « Fragment 3, -« Fragnent 4,

Fig.4. Examplereverse-ordeseries.

A seriescontainsaduplicate(Figureb) if atleasttwo of
its fragmentscover the exact sameportion of the original
payload.
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An overlappingseries(Figure 6) hasat leasttwo frag-
mentpacletsthatcontainoverlappingportionsof theorig-
inal payloadwhenthe two fragmentsare not duplicates.
Corversely a non-overlapping serieshasno overlapping
fragments. Note that the ‘teardrop’ denial of serviceat-
tack[5][6] senddarge fragmentshatareoverlappingex-
ceptfor asinglebyte, therebyexhaustingbuffer resources
in certainfragmentreassemblymplementations.

<—Data 1 —

Fig. 6. Exampleoverlappingseries.

We definea correct series(Figure 7) asa seriesthatis
complete,with no overlappingor duplicatedfragments.
Any order of fragmentarrival is acceptablan a correct

datasggmentN, while acomputeproducingreverse-order series.



DATASETS USED IN STUDY — MARCH, 2001

Dataset Length Characteristics
StartTime (UTC) | Duration(hours)| Paclets(kpkts) | Bytes(MB) | SrcHosts
CERF-IN Fri Mar 9 02:01 252.00 2,797,266 1,439,570| 2,745,493
CERF-OUT Fri Mar 9 02:01 252.00 3,394,283 1,559,170 37,242
SDNAP Fri Mar 9 01:36 259.58 1,073,321 646,677 328,094
MAEWEST-1 Fri Mar 9 01:35 75.00 5,307,429 2,203,614 1,277,423
MAEWEST-2 | TueMar 1302:12 132.00 8,991,449 3,963,302| 1,691,880
AlX-1 Fri Mar 9 01:38 58.00 8,781,881 3,281,324| 2,684,104
AlX-2 Mon Mar 1204:35 49.00 8,070,586 3,743,040| 2,478,624
TABLE |
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Fig. 7. Examplecorrectseries.Note thatthis seriesis not in-
order.

[1l. METHODOLOGY
MeasuemeniSites

Datasetsfor this study were collectedfrom threedif-
ferent locations, summarizedn Tablel. The first data
sourcefor this studywasa link at MAE-west. We used
an Apptel Point cardto collecttraffic exchangedoy cus-
tomersthatpeerat MAE-west. No intra-custometraffic is
obseredatthislocation. Traffic acrossSDNAP, aregional
exchangepoint locatedin SanDiego, California, wasthe
seconddatasourcefor this paper We usedl i bpcap [7]
to monitor this Gigabit Ethernettraffic. Using a FORE
ATM OC3card,we monitoredthe commodityaccessink
thatconnectghe University of California,SanDiego cam-
pus (including suchentitiesasthe SanDiego Supercom-
puterCenterandthe Scrippslnstituteof Oceanographytp
CERFnet.At our final location,traffic wascollectedfrom
alink betweenAmesinternetExchanggAlX) andMAE-
west,usinga WAND DAG card[8].

The numbersof uniquesourcehostsfor eachdataset
asshavn in Tablel were limited to hostswhich sentat
least3 pacletsover thelifetime of thetrace. Thisfiltering
was appliedto provide a more accuratecount of the ac-
tual numberof hoststransmittingacrosshelink, sincethe
MAE-westdatasetscontainedat leastonerandomsource
Denialof Serviceattack.

LUniquelP sourceaddressewvhich sentat least3 paclets over the
tracelifetime.

Traffic Monitoring

A specializedool,cr | f rag_capt ur e, collectecthe
datafor this studydueto thehigh volumeof traffic atsome
of themeasuremerdites.cr | _f r ag_capt ur e relieson
the CoralReef[9] software suitefor headercapture jnter
val handlinganddataaggregation.cr | frag_capt ure
examineonly pacletheadersye attemptedo analysisof
thepayloadportionof thetraffic. We organizedhedatawe
collectedinto hourlongtimeintenalsfor post-processing.
We collectedfour typesof data:

frags.pcap— afull headetracein libpcap[7] formatcon-
tainingonly fragmentedraffic paclets(eitheroffset> O or

‘more fragments’set).

src_ip.t2 — an aggrgatedtable of non-fragmentedraf-

fic containingthe numberof paclets and bytesseenper
sourcelP address.

protao_ports folded.t2— an aggregated table of non-
fragmentedraffic with the numberof paclets and bytes
seenper 3-tuple of IP protocol, sourceport, anddestina-
tion port. Sincea significantamountof monitoredtraffic

travels betweera well known portandanephemeraport,
additionalaggrgationwasdonefor commonlyoccurring
ports. A list of 19 port$ was chosenfrom preliminary
studiesof non-fragmentedraffic on theselinks. For each
paclet with a sourceor destinatiormatchingoneof these
commonports,the ephemeraportis setto 0, causingall

traffic for eachof thesel9 servicesto fall into a single
bucket. Additionally, all portsabore 32767werebucketed
as32768,sincetheportsin thisrangearetypically dynam-
ically allocatedandwe foundin preliminarystudieghatno
well known portsabove 32767hadasignificantvolumeof

traffic.

length.t2— atable of non-fragmentedraffic aggreated

2gpecific ports in aggreyation applicationorder: 80, 53, 25, 443,
27015,110, 113, 37, 20, 119, 5000,6112, 6667, 6688, 6699, 6970,
8888,9000,27005.



by the numberof paclets and bytes seenwith eachIP
pacletsize.

The collectionof full headettracesfor non-fragmented
traffic was not feasibledue to the high volume of traffic
on the monitoredlinks. Furthermore partitioning of the
datainto independentablesfor sourcelP addressproto-
col/ports,andpaclet lengthobscureghe original relation-
shipsbetweerthesefields.

FragmentProcessing

For an in-depth analysisof IP paclet fragmentation,
constituentfragmentsfrom eachoriginal datagranwere
assemblednto a fragmentseries. Fragmentsvere sepa-
ratedinto discreteseriesusingtheidentification,protocol,
sourcelP addressanddestinationlP addresdields, since
thosefields uniquelydefinefragmentsof anoriginal data-
gram.We usedatimeoutof 600seconddor eachseriesto
provide sufiicient time for all fragmentsto be monitored
evenwith significantnetwork delays.

The payload of the original paclet was not recon-
structed, sincethe offset and size of eachfragmentare
sufficient to infer the basicpropertiesof fragmentedraf-
fic.

ApplicationMapping

To discernwhich applicationsandservicegproducethe
mostfragmentedraffic, we mapthe protocol,sourceport
and destinationport fields of eachIP paclet headerto a
namedapplicationby choosinghefirstmatchingrulefrom
an orderedcollection of protocol/portpatterns. For this
study we usedCAIDA’s passie monitor report genera-
tor applicationlist.> The list contained81 entries,which
includescommonwell known portsfrom the IANA port
assignmentist [10], aswell asemeging multimediaand
videogameapplicationgsuchasRealAudio,Quale, Nap-
ster). For example,traffic to andfrom ports80 and 8080
are classifiedas WWW traffic, while connectiondo port
21 are classifiedas FTP data. Becausegassie FTP uti-
lized dynamicallyallocatedports,we cannotdistinguishit
from othertraffic to ephemeraports.

IV. RESULTS

A. Ovenll trendsin Fragmentedrraffic

Tablell shaws the percentagef fragmentedand non-
fragmentedraffic foundin eachdataset. We obsenred

hostssendingbothfragmentedraffic andnon-fragmented

traffic, sothe hostpercentagemaytotal morethan100%.

3The mappingcode and application/portlist usedin this study as
well asthe currentCAIDA list canbe obtainedfrom the authorsor by
emailingcor al - i nf o@ai da. org.

Although the overall volume of fragmentedtraffic was
small,it wasalsohighly variable.Figure9 shavs thevari-
ancein thenumberof fragmentegaclets,numberof frag-
mentedbytes, and numberof hostssendingfragmented
traffic.

The non-fragmentedraffic measuredy both the AIX
andMAE-westmonitorsdemonstratediurnalcycles. The
traffic at SDNAP doesnot sharethe strongly cyclical na-
ture of traffic at the othertwo locations,althoughit does
shov a daily decreasén traffic late at night (Pacific Stan-
dardTime). Figure8 shavstime seriesplotsof thenon-
fragmentedraffic. NotethatFigures8(e)and8(f) do not
excluderandomsourceDenial of Serviceattacks. These
attacksproducespikesin the numberof hostsgenerating
traffic with no periodictemporalpatternd11].

B. Classificationof Fragmentedrraffic

Fragmentseriescan be catgyorized by the order in
which the monitor receved their constituenipaclets. Ta-
ble lll shavs thebreakdavn of all serieshasedon thefol-
lowing attributes(asdefinedin Sectionll): correct,com-
plete,in-order reverse-orderoverlappingor duplicate.Of
all series,98.1%arecompletemeaningthey containsuf-
ficient information to reconstructthe original datagram.
Correctseries(Figure 7) accountfor 89.6%of all series.
Of completeseries,81.5% are in-order (Figure 3) and
9.2%arereverse-ordefFigure4); theremaining9.7%are
either overlapping(Figure 6) or duplicate(Figure 5) se-
ries; bothareattributeswhich impedeexactdetermination
of ordering.Of all completeseries 1.1%have overlapping
fragmentsand8.6%containduplicates.

1.62% of all monitoredserieswere correctseriesthat
were neitherin-order nor reverse-orderthey werelikely
reorderedin transit. In May 2000, Paxsonet. el. [12]
obsered that approximately0.3% of all paclets arrive
out of order Thuswe hypothesizehat fragmentedraf-
fic is reorderedby the network at a greateratethannon-
fragmentedraffic. However, we have no way to quantify
theoverallfrequenyg of outof ordernon-fragmentegack-
etsin our datasetssowe cannotprove thatthisis thecase.

Reverse-orderseriesare not problematic;in fact, they
canactuallybe beneficialsincea hostreceving areverse-
order seriescanusethe fragmentlengthand offset fields
to immediatelyallocatecorrectlysizedbuffers, ratherthan
growing or chainingbuffers as subsequenfragmentsar
rive.

C. Characteristicsof FragmentTraffic

To clearlyportraythecharacteristicef fragmentedraf-
fic, we useimagesgeneratedrom datacollectedat the
AmesinternetExchangebecauseéhey demonstrat¢éhe ba-



Trace Fragmented Non-Fragmented
Pkts(%) | Bytes(%) | Hosts(%) || Pkts(%)| Bytes(%)| Hosts(%)
CERF-IN 0.675 1.556 0.042| 99.325 98.444 99.989
CERF-OUT 0.742 1.283 0.177| 99.258 98.717 100.000
SDNAP 0.069 0.090 0.023| 99.931 99.910 99.998
MAEWEST-1 0.534 1.459 0.174) 99.466 98.541 99.994
MAEWEST-2 0.578 1.573 0.183| 99.422 98.427 99.996
AlX-1 0.269 0.835 0.172| 99.731 99.165 99.973
AlX-2 0.250 0.590 0.162| 99.750 99.410 99.974
TABLE Il
PREVALENCE OF FRAGMENTED AND NON-FRAGMENTED |IP TRAFFIC

Category Occurrence(%

Correct| Complete| In-Order | Reverse| Overlap | Duplicate # Series

YES YES YES - - - 79.922

YES YES - YES - - 8.051

- YES - - - YES 7.493

YES YES - - - - 1.620

- YES - - YES YES 1.093

- - YES YES - - 1.016

- - YES - - - 0.595

- - - YES - - 0.111

- - YES YES - YES 0.044

- - - - - - 0.030

TABLE I

TopP SERIES KINDS FROM ALL SERIES -

sic propertiesof fragmentedP traffic asobsered on all

links studied. We analyzedthe size (in bytes)of moni-
toredfragmentseriesthe numberof fragmentsn eachse-
ries,thesizesof thelargestandsmallestfragmentsn each
seriesandthe effectsof fragmentdargerthan1500bytes.

BytesperFragmenSeriegFigure10):

Thesizeof the payloadcarriedby eachfragmentseries
is highly variable. It hasa randomcomponensimilar to
distributions of paclet sizein generalwith abandaround
the range1520-16360f bytesper fragmentseries. Tun-
neledtraffic is a major causeof seriesof thesesizes.The
sourcehostsendstheseoriginal datagramsat 1500 bytes
—the MTU of Ethernet(andmary otherlink types)— and
thenhave betweenl and4 additionallP (or other) head-
ersprepended.This bandingeffect andthe prevalenceof
original datagransizesaround1500bytescanbe seenin
Figurell,anenlagementf the0-3000byterangeof Fig-
ure 10. The mostfrequentlyoccurringseriessize across
all of the datasetswas 1572 bytes. We obsere a back-
ground,relatively uniform distribution of paclet sizesthat
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Fig. 10. Numberof bytestransmittecpercorrectseriedor trace
AIX-2. Notethisincludesthe bytesin all of the IP headers
for eachfragment.

stretchescrossseriessizegraphs.In this case seriesbe-
tween597 and around4,000 bytestotal occurredwith a
uniform frequeng of approximatelyone hundredseries
persize. A backgroundevel of approximatelylO series
spannedherangefrom 4,000bytesto 10,000bytes.
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Fig. 8. Averagehourly bandwith(a,b),paclets(c,d),anduniquehosts(e,f) for non-fragmentedraffic.

Figure 12 shavs the overall paclet size distribution
for this data set, including both fragmentedand non-
fragmentedraffic. All paclet sizesabore 30 bytesoccur
atafrequenyg in excessof 100,000paclets. Themostfre-

guentlyoccurringpaclet sizewas40 byteswith 2.69 bil-
lion paclets,followedby 1500bytesat1.49billion paclets
and576 byteswith 514 million paclets.

Figure 11 shawvs evidenceof fragmentationcausedby
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MTU misconfiguration We monitoreda total of 93 series
lessthan256bytes.Indeedthesmallesseriesat92 bytes,
hadonly 52 bytesof payload.The overheador this series,
40 bytes,is nearlyaslarge the sizeof the payload.An ad-
ditional 252 seriesare consideredpoorly configured’be-
causethey have serieslengthslessthan576 bytes. While
in a few instancedi.e. routershandlingpredominantly
voice over IP traffic) a low MTU is an optimal configu-
ration,MTUs lowerthan576 bytesaregenerallyevidence
of mistalen or misguidedconfiguration. Someendhosts
thatusemodemconnectionsvith SLIP setlow MTUSs for
their dial-up link; howeveranMTU of 576is sufficientto
presere interactionevenduringlargefile transfers.

One phenomenorwe often obsere in seriessize his-
togramss alarge original datagranoccurringat a dispro-
portionally large frequeng for its size. Thesespikes ap-
pearto be a transientpropertyof the traffic on eachlink;

they vary in datagramsize and magnitudeof occurrence
overtime onthesamedink, andalsovary acrossvide-area
network locations. This datasetcontainstwo easilyiden-
tifiable manifestation®f this phenomenonl4,087frag-
ment seriesof 60828 bytesand 39,090 seriesof 65888
bytes. Becausaheselarge datagramsoccuron all links
monitored,we will make note of the effects of theseoc-
currenceshroughouthefollowing sections.

Theseragmentserieshave thefollowing compositions:

The60828bytefragmentseriesconsistof 40 fragments
of 1500bytesfollowed by 1 fragmentof 828 bytes,with
original datagramengthof 60028bytes. In this case800
bytesof overhead60828- 60028)werecausecdy the 40
additionallP headersieededo transmitthe series.

The65888bytefragmentseriesconsistof 43 fragments
of 1500bytesfollowed by 1 fragmentof 1388bytes,with
original datagramengthof 65028bytes. In this case860
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Fig. 12. Numberof fragmentedand non-fragmentedbytesin
eachlP pacletfor traceAlX-2.

bytesof overhead(65888- 65028)werethe resultof the
43 additionallP headersieededo transmitthe series.

Fragmentper FragmenSeriesFigure13):

Fragmentseriesare typically two fragmentsin length.
A high numberof two-fragmentseriesareconsistentvith
ahighvolumeof tunneledragmentedraffic, sincethis se-
rieslengthaccountgor original datagramshatrangefrom
justexceedinghe MTU of thenext link to forty bytes(for
the next paclet header)essthandoublethe MTU of the
next link:

MTU < datagram < (2% MTU) — 40

This spike in two-fragmentseriesin Figure 13 is gen-
erally followed by decreasingiumbersof pacletswith in-
creasingengthof the series. We often obsere a pairing
of evenandoddlengthsthatresultsin a step-like decrease
in the frequeng of occurrenceof long fragmentseries.
This behaior canbe seenin thepairs(4,5),(6,7),(10,11),
(14,15),(21,22),(23,24),and(25,26).
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Fig. 13. Numberof fragmentpacletsfor correctseriesor trace
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We obsered an unusuallylarge numberof forty-one
andforty-four fragmentseriesat AIX becausef the un-
usualfrequenyg of paclets of lengths60028 and 65028
bytes, respectiely. Thesepaclets were broken up into
1500-bytefragmentswith one oddly sizedleftover frag-
ment.

LargestFragmentSizeDistribution (Figure14):

100000

10000

SERIES

1000

100

=
1S

BYTES

800
764

\\m‘ ‘ |
2 400

00
84 196

i
1000

1

0 1200 1400

1356 1500

600 1600
572

Fig. 14. Largestfragmentsizefor correctseriedor traceAlX-2.

Thesizeof thelargestfragmentfoundin afragmentse-
riesis indicative of theMTU of thelink requiringfragmen-
tation. Typically the first fragmentin a fragmentseries
is equalto this maximumsize, but this is not universally
true. We identifiedin the AIX andMAE-westdataa total
of 237,263wo-fragmenteriesn which thesmallestrag-
mentwas sentfirst, with the largesttrailing. While only
8.1% of thetotal correctfragmentseriesweretransmitted
in reverseorder we cannotmake the assumptiorthat the
first fragmentof eachserieds alwaysthelargest.

The samemisconfigurationghat were apparentin the
bytesper fragmentseriesgrapharevisible here: it is un-
likely thata paclet would needto befragmentedo a size
lessthan576 bytesasit travelstowardsanexchangepoint.



However, thereareno obserableartifactsof the 600280or

65028original datagranphenomenan this graph. All of

thoseanomaliegesultin 1500bytelargestfragmentsand
since 1500is by far the most commonlargestfragment
size,the anomaliesarenot visible in the largestfragment
sizedistribution.

Fragment | Occurrence(%
Size(bytes) # Series
1500 85.314
1484 11.112
572 1.186
1492 1.086
1496 0.455
1356 0.183
1396 0.120
124 0.115
764 0.097
1452 0.068

TABLE IV

TorP TEN LARGEST FRAGMENTS FROM CORRECT SERIES -
ACROSS ALL DATASETS

Many of the largestfragmentsoccurat sizeseasilypre-
dicted from the MTUs of commonlink types. TableV
shaws the largestfragmentsize per seriesseenacrossall
datasets. 1500 bytesis by far the mostcommonlargest
fragmentsize; it is the maximumpaclet sizefor Ethernet
networks. Ethernetnetworks usingLLC/SNAP, in accor
dancewith RFC 1042 [13] producel492 byte IP pack-
ets. DEC Gigaswitchtraffic resultsin paclets of length
1484 bytes. 572 bytesis a widely usedPPPMTU and
alsoresultsfrom usageof the default 576 byte transmis-
sionsize. Thelargestsizepaclet thata hostis requiredto
acceptis 576 bytesby RFC 791[14] andRFC 879 [15],
thereforewhenPathMTU discovery fails or is notimple-
mentedpacletsaresentatasizelessthanor equalto 576
bytes.Notefor IPv6,theminimumMTU of ary link must
be 1280bytes[16].

The default paclet paclet size of 576 bytesresultsin
fragmentsof 572 bytesbecausehe lengthof the payload
of eachfragmentpaclet except the last must be divisi-
ble by eight. This size requirementis basedon the de-
sign of the IP paclet headerthat specifiesthat the offset
field holdsthe positionof eachfragmentwithin the origi-
nal datagramn eight-byteunits[14]. The sizeof theentire
fragmentis the sumof the lengthof the IP headermndthe
payload. SincelP optionsrarely occur the IP headerof
thesefragmentsare 20 bytesin length.[3] Therefore the
entirepaclet sizefor non-lastfragmentds 20 + N * 8 for

someN. Thelargestvalid fragmentpaclet sizelessthan
or equalto the default transmissiorsize of 576 bytesis
572. Sucha paclet would consistof 20 bytesof IP header
and69 eight-byteunits of fragmentpayload.

Many large fragmentsizesevince configurationerrors.
This is evidencefor the utility of Path MTU Discovery,
sincethereis no “safe” transmissiorsize at which a host
cansendpacletsto prevent fragmentatiorwithout an un-
acceptablencreasen perpaclet overhead.

Smallest-ragmentSizeDistribution (Figure15):
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Fig. 15. Smallesfragmentsizefor correctseriedor traceAlX-

2.

Thecomparatrely smallvariationin theMTUs of com-
mon links, in contrastto the wide variationsin original
datagramsizes,producesa backgroundrequeng of ap-
proximately one hundredseriesacrossa wide variety of
smallestfragmentsizes. This is the resultof theinherent
diversityin the sizesof the original datagramsThe back-
ground level decreasescrossthe rangeof paclet sizes
becausdhe frequeng of occurrenceof paclet sizesde-
creaseswith arateof (sizeofpacket)?/2. In eachfrag-
mentseriesall of thefragmentsxceptthelastareof uni-
form size: the MTU of the subsequenlink. Thusthedi-
versityin the sizesof the original datagramsnanifestst-
self only in the size of the smallestfragment. The most
commonlyoccurringsmallestfragmentsizeis 72, which
correspondgo the mostcommonfragmentseriessize at
1572bytes. After a 1500byte largestfragmenthasbeen
composed72bytesis theleftover value.Eachspike in the
graphcorrespondso a frequentlyoccurringcombination
of original datagranmengthandMTU of the fragmenting
router

Our 60028and 65028 byte fragmentseriesanomalies
arenotvisible in thisgraph.The 60028byte original data-
gramsresultin smallestfragmentsthat are 320 bytesin
size. Likewise, 1258 bytescorrespondgo the smallest
fragmentdrom the 65028byte original datagramsHow-



ever, sincethereareonly 41 and45 examplesof eachun-
usual series,theseoccurrencesare diluted by the back-
groundoccurrencef smallesfragmentsizes.

The Effectsof Fragmentd.argerthan1500Bytes

As we have seenin the previous graphs,the mostfre-
guentlyoccurringoriginal datagransizesshapethe char
acteristicsof their resultingfragments Fragmentraffic at
MAE-westis unusualin thata commonlargestfragment
sizefor thislink is 4348bytes,ratherthanthe usualsizes
smallerthan1500bytes.
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Fig. 16. Smallestfragmentsize for correctseriesfor trace
MAEWEST-1.

Smallestfragmentslarger than 1500 bytesaccompan
thelargestfragmentghataregreatethantheusualsize,as
shawvn in Figure 16. They occurlessfrequently however,
duetotheirleftover” nature.Large pacletsresultingfrom
ahigherMTU donotnecessarilfave lastfragmentsf in-
creasedsize. Fragmentdargerthan1500bytesalsoretain
thepossibilityof beingfragmentedgainbeforethey reach
their destination.

D. Fragmentedrraffic Protocolsand Applications

Thissectionexamineswhich servicesprotocolsandap-
plications contrikute to fragmentedtraffic. Valuespre-
sentedharefor all datasetscombined.

ServicegCausingFragmentation

Whilemanyhypothesizé¢hat NFScausesll of thefrag-
mentedtraffic on LANs and badkbone networks,in our
data, fragmentedunneledtraffic is the dominantcauseof
IP padetfragmentation For example,onthelink between
the UCSD campusand CERFnet,IPIP tunneledtraffic is
the largestcauseof fragmentedtraffic by several orders
of magnitude.The fragmentedunneledtraffic consistsof
IP pacletssizedat the MTU of their local network (gen-
erally 1500bytes)which werethentunneled,causingthe
additionof at leastoneadditional20 byte IP header The

Protocol Fragmented
Name Pkts(%) | Bytes(%)| Series(%)
UDP 68.256 72.033 74.981
IPENCAP 13.857 9.687 11.645
ESP(IPSEC) 3.234 2.273 4.881
ICMP 10.049 12.494 2.546
TCP 1.734 1.588 2.261
GRE 1.162 0.793 1.906
IPIP 0.972 0.669 1.084
AH (IPSEC) 0.399 0.285 0.664
IGMP 0.334 0.177 0.030
AX.25 0.001 0.000 0.001
TABLE VI

PROTOCOL BREAKDOWN FOR FRAGMENTED TRAFFIC.
SERIES COLUMN IS FOR CORRECT SERIES ONLY.

resultingl520bytedatagranexceedgheMTU of thesub-
sequentink, andis fragmentednto a 1500bytefirst frag-
mentanda 40 byte secondfragment. This fragmentation
may bepreventable- amachinethatis known to sendtraf-
fic throughanIPIP tunnelcould setthe MTU of theinter
faceassociateavith the tunnelto 1480bytes,ratherthan
1500.Thiswouldreducetheswitchingloadresultingfrom
the tunneledtraffic by 98.7%— the machinewould gen-
eratean extra paclet for only every seventy-fifth paclet
sent,ratherthanrequiringa secondoaclet for every origi-
nal datagransentfrom themachine.

Tunneledraffic is notalocal phenomenonThe combi-
nationof IPENCAR IPIP, GRE,andUDP-L2TPaccounts
for 15%of all fragmentedraffic — by farthelargestsingle
causeof fragmentation.None of theseprotocolssupport
ary form of PathMTU discorery. NFS accountdor only
0.1%of wide-aredragmentedraffic. Themostfrequently
fragmentedgrotocolis IGMP — some78%of IGMP pack-
etsarefragments However, sincel GMP accountgor only
0.001%0f all traffic, thisfactis of purelyacademieémport.

As shavn in Table VI, UDP accountsfor more frag-
mentedtraffic thanary other protocol - 68.3% of frag-
mentedtraffic, followed by IPENCAPat 13.9%,ICMP at
10.0%,andESPat 3.2%. FragmentedCMP traffic con-
sistsprimarily (98.1%) of echorequestsand replies, al-
thougha small but significantnumberof timestampre-
guestsverealsomonitored.PathMTU Discoverysuccess-
fully limits the amountof TCP traffic thatis fragmented,;
however, its effects are not quite as ubiquitousas some
might claim. More than three million paclets over the
courseof a week, 0.009%of the total TCP traffic, con-
sistedof fragmentedpaclets. Fragmented CP traffic ex-
istson highly aggregatedlinks.



Protocol Fragmented Non-Fragmented
Name | Number| Pkts(%)| Bytes(%) | Pkts(%)| Bytes(%) |
UDP 17 0.300 0.800| 12.197 3.713
IPENCAP 4 0.061 0.108 0.123 0.039
ESP(IPSEC) 50 0.014 0.025 0.278 0.277
ICMP 1 0.044 0.139 1.860 0.447
TCP 6 0.008 0.018| 84.815 94.213
GRE 47 0.005 0.009 0.176 0.130
IPIP 94 0.004 0.007 0.033 0.021
AH (IPSEC) 51 0.002 0.003 0.053 0.042
IGMP 2 0.001 0.002 0.000 0.000
AX.25 93 0.000 0.000 0.004 0.001

TABLE V

ProTOCOL BREAKDOWN FOR FRAGMENTED AND NON-FRAGMENTED | P TRAFFIC. PERCENTAGES ARE OF TOTAL TRAFFIC.

Protocol Non-Fragmented
Name Pkts(%) | Bytes(%)
UDP 12.251 3.754
IPENCAP 0.123 0.040
ESP(IPSEC) 0.280 0.280
ICMP 1.868 0.452
TCP 85.189 95.271
GRE 0.177 0.132
IPIP 0.033 0.021
AH (IPSEC) 0.053 0.043
IGMP 0.000 0.000
AX.25 0.005 0.001

TABLE VII

PROTOCOL BREAKDOWN FOR NON-FRAGMENTED TRAFFIC.

TCP Applications(TableVIII)

53.9%o0f fragmentedl CPtraffic is composeaf SMTP
paclets. FTP dataand WWW follow, with 32.3% and
5.1%,respectrely. Napsteraccountdor 5.0%of all frag-
mentedT CPtraffic, andGnutellaproduce$.6%,for ato-
tal of 5.6%0f fragmentedl CPtraffic from thesetwo peer
to-peerfile-sharingapplications.However, we only iden-
tify Napsterand Gnutellatraffic on the most commonly
usedports. BecauseGnutellaseners,andto a lesserex-
tent, Napstersenersoften usealternateports(typically to
circumwentblocksintendedo impedeuseof theseapplica-
tions), we underestimateperhapssignificantly the preva-
lenceof bothfragmentedndnon-fragmenteg@eerto-peer
file-sharingapplicationuse. Thetop five mostcommonly
fragmented CPapplicationsappeain thetopsix TCPap-
plicationsoverall. WWW traffic is themostcommonTCP
transmission(54.4%), followed by Napster(8.35%)and

TCPApplication | Occurrence(%

# Series
SMTP 53.827
FTP_.DATA 32.288
www 5.096
NAPSTERDATA 4.979
UnclassifiedTCP 2.993
GNUTELLA 0.635
X11 0.070
BGP 0.020
SSH 0.018
KERBEROS 0.008

TABLE VI

TorP TCP APPLICATIONS FROM CORRECT SERIES - ACROSS
ALL DATASETS

NNTP (5.90%).FTP datais fourth with 2.94%of all TCP
traffic, followedby SMTPat2.43%andGnutellaat2.07%.
SMTPis actuallythe mostfrequentlyfragmentedr CP ap-
plication, followed by FTP data, Napster Gnutella,and
WWW.

UDP Applications(TablelX)

L2TP accountedor 28.9%of thefragmentedJDP traf-
fic from identifiable applications. RealAudio followed
close behind with 22.9%. Microsoft's Windows Media
Playerweighedin with 3.6%,for atotal of 26.2%stream-
ing media. The Squid caching protocol (SQUID _ICP)
composesll.7% of the identifiable UDP applications,
followed by video-conferencingoftware CUSEEME at
11.0%.10.4%of identifiableUDP applicationtraffic com-
posedNFS paclets. Quale accountedor 5.4% of iden-



UDP Application | Occurrence(%
# Series

UnclassifiedJDP 98.512
L2TP 0.412
REALAUDIO_UDP 0.326
SQUID_ICP 0.166
CUSEEME 0.157
NFS 0.149
QUAKE 0.077
MS_MEDIA 0.048
HALFLIFE 0.048
DISCARD 0.043

TABLE IX

Tor UDP APPLICATIONS FROM CORRECT SERIES - ACROSS
ALL DATASETS

ICMP Application Occurrence(%

# Series

ICMPECHOREQJEST 61.280
ICMPECHOREPL 36.905
ICMP 13/0 1.767
ICMPNOPOR" 0.039
ICMP 11/1 0.004
ICMPNOHOST 0.003
ICMP 3/4 0.002
ICMP 69/0 0.000
ICMPTTL 0.000

TABLE X

ToP ICMP APPLICATIONS FROM CORRECT SERIES -
ACROSS ALL DATASETS

tifiable UDP traffic. Halflife followed with 3.6%, for a
total of 8.8% of identifiable UDP applicationtraffic from
video games. Unfortunately we were unableto classify
themajority (73.9%)of UDP traffic. As we have ruledout
mary possiblesourcesof this traffic, including multicast,
we conjectureghatdynamicH.323video-conferencig ap-
plicationsaccounffor asignificantportionof theunknavn
UDP applications.

The top eight applicationsthat generatefragmented
UDP traffic appeairin the top 15 UDP applicationsover
all. DNS accountedor 26.8%of all (fragmentedandnon-
fragmented)UDP traffic. Halflife followed, with 14.4%
of UDP traffic. RealAudiotraffic caused.7%of all UDP
traffic, with Quale accountingfor 4.3% andNetbiospro-
ducing 3.8%. L2TP generatedhe 8th largestvolume of
UDP traffic, 0.28%,with SQUID_ICP closebehindwith
1.1%. CUSEEME was 12th overall, at 0.084%. NFS

Application Occurrence(%

# Series

UnclassifiedJDP 73.866
ICMPECHOREQIEST 1.560
SMTP 1.217
ICMPECHOREPL 0.940
FTP.DATA 0.730
L2TP 0.309
REALAUDIO_UDP 0.245
SQUID_ICP 0.125
CUSEEME 0.118
WWW 0.115
NAPSTERDATA 0.113
NFS 0.111
UnclassifiedTCP 0.068
QUAKE 0.058
ICMP 13/0 0.045
MS_MEDIA 0.036
HALFLIFE 0.036
DISCARD 0.032
NETBIOS 0.018
DAYTIME 0.015
GNUTELLA 0.014

TABLE XI
TOP APPLICATIONS FROM CORRECT SERIES - ACROSS ALL
DATASETS

was the 15th most commoncauseof all UDP traffic on
highly aggregatedlinks, with 0.063%o0f all paclets. NFS
is the most frequentlyfragmentedUDP application,fol-
lowed by CUSEEME,L2TP, Windows MediaPlayer and
SQUID_ICP. Although NFS was had the highestrate of
fragmentationof ary UDP application,L2TP accounted
for morethanfive timesthe volume of fragmentedraffic.
Thus,fragmentedunnelediraffic hasa far greateimpact
onwide-areanetworksthandoesNFS.

IPv6 andPacket Fragmentation

The next versionof the IP protocol, IPv6, eliminates
the IP paclet fragmentationmechanismin routers[16].
IPv6 alsorequiresa checksumin the UDP headerof all
UDP paclets. The UDP checksumfield doesappearin
the IPv4 UDP header but its useis optional. One pro-
posedmechanismfor bridging IPv4 and IPv6 networks
is that UDP pacletslacking checksumswill have check-
sumscomputedand applied beforethey are transmitted
onto IPv6 networks. This processof checksumcompu-
tation is difficult for fragmentedtraffic sinceall of the
fragmentsof the original datagrammust be reassembled



beforea checksumcan be computed. If all of the frag-
mentsdo not sharethe sameegresspoint from the IPv4
network, checksuncomputations impossible.However,
we areawareof noavailabledataontheprevalenceof IPv4
UDP fragmentswithout UDP checksumslin our data,we
obsere that only 0.42% of all UDP fragmentslacked a
UDP checksum. However, 25.5% of all hostssending

fragmentedraffic sentUDP paclets without checksums.

82.3%o0f all hoststhatsentUDP pacletswithouta check-
sumalsosentUDP pacletswith checksumsTheseresults
is consistenwith application-specifichecksumncorpo-
ration, ratherthan host-specificbehaior, which compli-
catesausertransparentPv4 to IPv6 transition.

V. CONCLUSION

Many assertionsaboutthe natureand extent of frag-
mentedtraffic arebasedin folklore, ratherthan measure-
mentandanalysis.Commonbeliefsincludes:fragmented
traffic is decreasingn prevalenceor noneistent, frag-
mentedtraffic exists only on LANs (dueto NFS)andnot
onbackbondinks, misconfiguratiortausesnostfragmen-
tation,andonly UDP traffic is fragmented.

While the majority of fragmentedraffic is UDP (68%
by paclets and 72% by bytes),ICMP, IPSEC, TCPR, and
tunneledraffic arefragmentedaswell. Tunneledraffic is
thesinglelargestcauseof fragmentedraffic, andaccounts
for atleast16%of pacletsand11%of bytes.

NFS accountsfor only 0.1% of fragmentseriesseen.
Wewereunableto classifytheapplicationsassociategvith
mostUDPtraffic becausef theuseof ephemeragbortsand
dynamicallyexchangedorts. TheclassifiabldJDP traffic
wascomprisedorimarily of tunneled streamingnediaand
gametraffic.

Fragmentedraffic doesoccurregularly at highly aggre-
gatedexchangepoints aswell ason accesdinks. Frag-
mentedtraffic is detrimentalto wide-areanetwork per
formance. Fragmentedraffic causesincreasedoad on
routers, through both the division of the original paclet
andthe increasechumberof paclets handledby all sub-
sequentouters. The traffic alsocausesncreasedoadon
links dueto the overheadof an extra IP headerfor each
fragment. Additionally, becausall of the fragmentsare
necessaryo reassembléhe original paclet, the probabil-
ity of successfullydelivering a fragmentedpaclet expo-
nentially decreasess a function of the numberof frag-
ments,in contrasto the normalpaclet lossrate. This par
tial paclet lossmay furtherincreasdink androuterload-
ing ashigherlayersretransmitpaclets.

With the adwent of IPv6, all pacletsthat are currently
fragmentedvill bedroppedby routerswith a“Packet Too
Big” ICMP messageeturnedo the sourcehost[17]. The

proposednechanisnfor transitionbetweeriPv4 andIPv6

networksrequireschecksumsor all fragmentedJDP traf-

fic, yet26%lacksa UDP checksumUnderstandingheac-
tual prevalenceandcause®f fragmentedraffic is critical

to thesuccessf currentlyproposegrotocolsandsecurity
efforts.
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