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Abstract— Fragmented IP traffic is a unique component
of the overall mix of traffic on the Inter net. Many asser-
tions about the nature and extent of fragmented traffic are
anecdotalrather than empirical. In this paper we examine
the causesand attrib utesof measured fragment traffic and
contrast thoseresultswith commonlycited beliefs. In partic-
ular, the effectsof NFS, streaming media, networked video
games,and tunneled traffic are quantified, and we estimate
the prevalenceof packet fragmentation due to impr operly
configuredmachines.

To understand the prevalence,causes,and effectsof frag-
mented IP traffic, we have collected and analyzed seven
multi-day tracesfr om thr eesources.Thesesourcesinclude a
university commodity accesslink, a highly aggregatedcom-
mercial exchangepoint, and a local NAP. Although there
is no practical method of ascertaining whether any data
provide a representative sample of all Inter net traffic, we
do include data sources that cover several differ ent types
of WANs with traffic fr om commercial entities, educational
and research institutions, and largegovernment facilities.

Keywords—fragmentation, fragment, CoralReef, TCP/IP

I . INTRODUCTION

The Internet protocol (IP) was designed to facili-
tatecommunicationbetweenheterogenousnetworks and
thusservesasa least-common-denominatorprotocolwith
which computersdiffering in architectures,operatingsys-
tems,andapplications,connectedby varyingroutes,paths,
andprotocols,canexchangeinformation.IP musthavethe
capabilityto handledifferencesin maximumsizesof trans-
mittedpacketsondissimilarnetworks.While it is trivial to
move packetsfrom a network with a smallerMTU (max-
imum transmissionunit) to a network with a largerMTU,
the reverseis challenging.To overcomethis obstaclethe
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IPv4 protocolperformsfragmentation:a routerbreaksthe
datagramup into smaller individual piecescalled frag-
ments. Eachfragmenthasits own IP header, which is a
replicaof the original datagramheader. Thuseachfrag-
menthasthe sameidentification,protocol,sourceIP ad-
dress,anddestinationIP addressastheoriginal IP packet.
To distinguishfragmentsandallow correctreassembly, the
offset field of eachfragmentcontainsthe distance,mea-
suredin 8-byteunits,betweenthebeginning of theorigi-
naldatagramandthebeginningof thatparticularfragment.
Thefirst fragmentby definitionhasits offsetsetto 0, the
secondfragmenthasasits offsetvaluethepayloadsizeof
thefirst fragment,andsoon. All of the fragmentsexcept
the last have the ‘more fragments’bit setso that the end
hostwaits to receive all of the fragmentsbeforereassem-
bling theminto theoriginal IP datagram.Thesizeof each
fragmentusuallycorrespondsto the sizeof the MTU of
thesubsequentlink minusthe lengthof theheaderthat is
addedto eachfragment.After disassemblyof theoriginal
datagram,fragmentsaresentout into thenetwork andare
routedindependentlytowardstheir destination. By pro-
viding anautomaticnetwork mechanismfor handlingdis-
parateMTU sizes,IP allows endhoststo exchangetraffic
with no explicit knowledgeaboutthepathbetweenthem.

In their 1987paper“FragmentationConsideredHarm-
ful,” KentandMogul [1] establishedthatpacket fragmen-
tation is a suboptimalmethodof handlingpacketsasthey
traversea network due to the increasedconsumptionof
bandwidth,packet switching,andCPU resources.While
someof their assertionsapply to hardware and software
that are now deprecated,their overall argumentremains
valid for several reasons.Modernroutershave sufficient
buffering capabilitiesto receive back-to-backpacketsand
currentcomputersgenerallyhave sufficient buffer space
to reassemblevery large packets. As a result,fragmenta-
tion is nolongeraninsurmountableproblemfor endhosts.
However, theadverseeffectsof fragmentationon network
performanceandinfrastructurecontinueto negatively im-
pactwideareatransport.First,anintermediateroutermust
performthefragmentation.This CPU-intensive operation
impairstheability of the fragmentingrouterto efficiently
processnon-fast path traffic. The additionalfragmented
packets increasethe load on all routersandnetworks be-
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Fig. 1. Compositionof a fragmentseries.

tweentheinitial routerandtheendhost.Finally, oncethe
fragmentsreachtheir destinationthey must be reassem-
bled by the endhostin anotherCPU intensive operation.
The loss of any fragmentresultsin the destinationhost
droppingtheentirepacket. This in turn forcesthesource
hostto repeattransmissionof adatagramthatwill befrag-
mentedonceagain. Researchershave shown that in cer-
tain specific,controlledcircumstancesfragmentationcan
improve performance[2]; however, thoseobservationsdo
notapplyto backbonelinks. Despitewidespreadadvances
in the interveningthirteenyears,IP packet fragmentation
is still “consideredharmful”.

Sincethework of KentandMogul, many untestedhy-
pothesesabout the causesand effects of fragmentedIP
traffic have cometo betreatedasfact. Foremostis theas-
sertionthatfragmentedtraffic doesnotexist. Othersin the
networkingcommunityaccepttheexistenceof fragmented
traffic on LANs, but believe its scopedoesnot extendto
backbonelinks. Furthercommonbeliefsincludethatonly
UDP traffic is fragmented,that NFS is the sourceof all
fragmentedpacket traffic, thatfragmentedIP traffic on the
wholeis decreasing,andthatcertainmisconfigurationsare
causinganincreasein fragmentedtraffic. Thesebeliefsas
a grouparenot tenable,sinceseveralaremutuallyexclu-
sive (e.g. theoverall volumeof fragmentedtraffic cannot
besimultaneouslyincreasinganddecreasing).While one
recentpublicationsuggeststhatIP packet fragmentationis
increasing[3], all otherfragmentfolklore hasno basisin
currentnetwork measurement.

Yet, IP packet fragmentationcontinuesto play a small
but vital role in facilitatingcommunicationbetweenhosts
on the Internet. The proliferationof protocolsthat send
packetswith differentMTUs necessitatesasystemflexible
enoughto accommodatethesevariations. IP packet frag-

mentationincreasestherobustnessandefficacy of IP asa
universalprotocol.In thispaper, weexaminethecharacter
andeffectsof fragmentedIP traffic asmonitoredonhighly
aggregatedInternetlinks.

Thepaperis organizedasfollows. SectionII definester-
minology we useto describefragmentedtraffic. Sources
of dataandour methodologiesfor analysisarepresented
in SectionIII. In SectionIV wepresentour resultscharac-
terizingfragmentedtraffic. Finally, SectionV summarizes
thecurrenteffectsof fragmentedtraffic on themonitored
links.

I I . TERMINOLOGY

Thissectionintroducestheterminologyusedin ourdis-
cussionof IP packet fragmentation.Severalof theseterms
areillustratedin Figure1.

As describedin RFC 1191 [4], the Path MTU is the
smallestMTU of all of the links on a pathfrom a source
hostto adestinationhost.In thecontext of thispaper, val-
uesobservedfor a PathMTU reflectthesmallestMTU of
all links betweenthesourceandthepassive monitor.

We defineanoriginal datagram asanIP datagramthat
will be fragmentedbecauseits sizeexceedsthe MTU of
thenext link onits pathto its destination.Packet fragment,
or simply fragment, refersto apacket containingaportion
of thepayloadof anoriginal datagram.While for thepur-
posesof thispaper, thetermspacketanddatagramaresyn-
onymous,we will useoriginal datagramandpacket frag-
mentin theinterestof clarity. A fragmentseries, or simply
series, is theorderedlist (asmonitoredon thenetwork) of
fragmentswhosesourceis asingleoriginaldatagram.

The sizeof the serieswill be usedto refer to the total
numberof bytesin theseries,while thelengthof theseries
describesthenumberof fragmentsin theseries.



The first fragmentis thepacket containingtheoriginal
IP headerandthefirst datasegmentof thepayloadof the
originaldatagram.Thelast fragmentis thepacketcontain-
ing thelastportionof thepayloadof theoriginaldatagram.
Becausefragmentscanbetransmittedin any orderandbe-
causepacketscanbereorderedasthey passthroughanet-
work, thefirst observedandlastobservedfragmentsdonot
necessarilycontainthefirst andlast segmentsof thepay-
load of the original datagram(respectively), andarethus
notnecessarilythefirst or lastfragmentof theseries.

The first fragment is frequently equal in size to the
largestfragmentin eachseries.The largestfragmentsize
is greaterthanor equalto the sizeof the otherfragments
in theseries.If all of thefragmentsin aseriesarethesame
size,the largestandsmallestfragmentsof the serieswill
beidentical.

Similarly, the last fragmentis not always the smallest
fragmentin a series.So thesmallestfragmentsizeis less
thanor equalto theotherfragmentsizesin aseries.

Becausethe IP protocolpermitsnetworks to drop, du-
plicateor reorderpackets,theindividual fragmentpackets
for asingleoriginaldatagrammaynotarriveatthedestina-
tion in transmissionorder. We definea seriesascomplete
whenthefragmentedpacketsmonitoredprovidesufficient
coverageof theoriginal datasegmentto allow reconstruc-
tion of the transmitteddatagram(i.e. reorderingor dupli-
cationmayhave occurred,but no fragmentsaremissing).
Converselyan incompleteseries(Figure2) doesnot have
sufficient informationto reconstructtheoriginaldatagram;
somepartof thepayloadnever reachedourmonitor.
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Fig. 2. Exampleincompleteseries.
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A seriesis in-order (Figure3) if the fragmentsareob-
servedarriving sequentially;we never monitora fragment
with an offset lower thanits predecessors.Conversely, a
seriesis consideredin reverse-order (Figure4) if its frag-
mentshave offsetsthat never increase.A computerpro-
ducing in-order seriestransmitsdatasegment1 through
datasegmentN, while acomputerproducingreverse-order

seriestransmitsdatasegmentN throughdatasegment1.
However, we cannot necessarilycorrelate the order in
which we received the packet fragmentsandthe orderin
which they were transmittedby the fragmentingrouter,
sincethefragmentscanbereorderedby thenetwork. Only
onefragmentneedsto be deliveredout of orderfor us to
observe a reverseorder two-fragmentseries. For longer
series,it is lessprobablethatanexactreversalof thefrag-
ment order occursin the the network than it is that the
orderingis dueto reverseordertransmission.
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Fig. 4. Examplereverse-orderseries.

A seriescontainsaduplicate(Figure5) if at leasttwo of
its fragmentscover theexact sameportionof theoriginal
payload.
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Fig. 5. Exampleduplicateseries.

An overlappingseries(Figure6) hasat leasttwo frag-
mentpacketsthatcontainoverlappingportionsof theorig-
inal payloadwhen the two fragmentsarenot duplicates.
Conversely, a non-overlappingserieshasno overlapping
fragments. Note that the ‘teardrop’ denial of serviceat-
tack [5][6] sendslarge fragmentsthatareoverlappingex-
ceptfor a singlebyte,therebyexhaustingbuffer resources
in certainfragmentreassemblyimplementations.

Data 1

Data 2

Data 3

Data 4

Data 5

Data 6

Fig. 6. Exampleoverlappingseries.

We definea correct series(Figure7) asa seriesthat is
complete,with no overlappingor duplicatedfragments.
Any order of fragmentarrival is acceptablein a correct
series.



Dataset Length Characteristics
StartTime (UTC) Duration(hours) Packets(kpkts) Bytes(MB) SrcHosts1

CERF-IN Fri Mar 9 02:01 252.00 2,797,266 1,439,570 2,745,493
CERF-OUT Fri Mar 9 02:01 252.00 3,394,283 1,559,170 37,242
SDNAP Fri Mar 9 01:36 259.58 1,073,321 646,677 328,094
MAEWEST-1 Fri Mar 9 01:35 75.00 5,307,429 2,203,614 1,277,423
MAEWEST-2 TueMar 13 02:12 132.00 8,991,449 3,963,302 1,691,880
AIX-1 Fri Mar 9 01:38 58.00 8,781,881 3,281,324 2,684,104
AIX-2 Mon Mar 12 04:35 49.00 8,070,586 3,743,040 2,478,624

TABLE I
DATASETS USED IN STUDY – MARCH, 2001
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Fig. 7. Examplecorrectseries.Note that this seriesis not in-
order.

I I I . METHODOLOGY

MeasurementSites

Datasetsfor this studywerecollectedfrom threedif-
ferent locations,summarizedin Table I. The first data
sourcefor this study wasa link at MAE-west. We used
an Apptel Point cardto collect traffic exchangedby cus-
tomersthatpeeratMAE-west.No intra-customertraffic is
observedatthislocation.Traffic acrossSDNAP, aregional
exchangepoint locatedin SanDiego, California,wasthe
seconddatasourcefor this paper. We usedlibpcap [7]
to monitor this Gigabit Ethernettraffic. Using a FORE
ATM OC3card,we monitoredthecommodityaccesslink
thatconnectstheUniversityof California,SanDiegocam-
pus(including suchentitiesasthe SanDiego Supercom-
puterCenterandtheScrippsInstituteof Oceanography)to
CERFnet.At our final location,traffic wascollectedfrom
a link betweenAmesInternetExchange(AIX) andMAE-
west,usingaWAND DAG card[8].

The numbersof uniquesourcehostsfor eachdataset
as shown in Table I were limited to hostswhich sentat
least3 packetsover thelifetime of thetrace.This filtering
wasappliedto provide a moreaccuratecountof the ac-
tualnumberof hoststransmittingacrossthelink, sincethe
MAE-westdatasetscontainedat leastonerandomsource
Denialof Serviceattack.

�
UniqueIP sourceaddresseswhich sentat least3 packetsover the

tracelifetime.

Traffic Monitoring

A specializedtool,crl frag capture, collectedthe
datafor thisstudydueto thehighvolumeof traffic atsome
of themeasurementsites.crl frag capture relieson
theCoralReef[9] softwaresuitefor headercapture,inter-
val handlinganddataaggregation.crl frag capture
examinesonly packetheaders;weattemptednoanalysisof
thepayloadportionof thetraffic. Weorganizedthedatawe
collectedinto hourlongtimeintervalsfor post-processing.
Wecollectedfour typesof data:

frags.pcap— afull headertracein libpcap[7] formatcon-
tainingonly fragmentedtraffic packets(eitheroffset � 0or
‘more fragments’set).
src ip.t2 — an aggregatedtable of non-fragmentedtraf-
fic containingthe numberof packets and bytesseenper
sourceIP address.
proto ports folded.t2 — an aggregated table of non-
fragmentedtraffic with the numberof packets andbytes
seenper 3-tupleof IP protocol,sourceport, anddestina-
tion port. Sincea significantamountof monitoredtraffic
travelsbetweena well known port andanephemeralport,
additionalaggregationwasdonefor commonlyoccurring
ports. A list of 19 ports2 was chosenfrom preliminary
studiesof non-fragmentedtraffic on theselinks. For each
packet with a sourceor destinationmatchingoneof these
commonports,theephemeralport is setto 0, causingall
traffic for eachof these19 servicesto fall into a single
bucket. Additionally, all portsabove32767werebucketed
as32768,sincetheportsin thisrangearetypically dynam-
ically allocatedandwefoundin preliminarystudiesthatno
well known portsabove32767hadasignificantvolumeof
traffic.
length.t2 — a tableof non-fragmentedtraffic aggregated

�
Specificports in aggregation applicationorder: 80, 53, 25, 443,

27015,110, 113, 37, 20, 119, 5000,6112,6667, 6688,6699,6970,
8888,9000,27005.



by the numberof packets and bytes seenwith eachIP
packet size.

Thecollectionof full headertracesfor non-fragmented
traffic wasnot feasibledue to the high volumeof traffic
on the monitoredlinks. Furthermore,partitioningof the
datainto independenttablesfor sourceIP address,proto-
col/ports,andpacket lengthobscurestheoriginal relation-
shipsbetweenthesefields.

FragmentProcessing

For an in-depth analysisof IP packet fragmentation,
constituentfragmentsfrom eachoriginal datagramwere
assembledinto a fragmentseries. Fragmentsweresepa-
ratedinto discreteseriesusingtheidentification,protocol,
sourceIP addressanddestinationIP addressfields, since
thosefieldsuniquelydefinefragmentsof anoriginal data-
gram.Weuseda timeoutof 600secondsfor eachseriesto
provide sufficient time for all fragmentsto be monitored
evenwith significantnetwork delays.

The payload of the original packet was not recon-
structed, sincethe offset and size of eachfragmentare
sufficient to infer thebasicpropertiesof fragmentedtraf-
fic.

ApplicationMapping

To discernwhich applicationsandservicesproducethe
mostfragmentedtraffic, we maptheprotocol,sourceport
anddestinationport fields of eachIP packet headerto a
namedapplicationbychoosingthefirstmatchingrulefrom
an orderedcollection of protocol/portpatterns. For this
study, we usedCAIDA’s passive monitor report genera-
tor applicationlist.3 The list contained81 entries,which
includescommonwell known ports from the IANA port
assignmentlist [10], aswell asemerging multimediaand
videogameapplications(suchasRealAudio,Quake,Nap-
ster). For example,traffic to andfrom ports80 and8080
areclassifiedasWWW traffic, while connectionsto port
21 areclassifiedasFTP data. Becausepassive FTP uti-
lizeddynamicallyallocatedports,we cannotdistinguishit
from othertraffic to ephemeralports.

IV. RESULTS

A. Overall trendsin FragmentedTraffic

TableII shows the percentageof fragmentedandnon-
fragmentedtraffic found in eachdataset. We observed
hostssendingbothfragmentedtraffic andnon-fragmented
traffic, sothehostpercentagesmaytotalmorethan100%.
�
The mappingcodeand application/portlist usedin this study, as

well asthecurrentCAIDA list canbeobtainedfrom theauthorsor by
emailingcoral-info@caida.org.

Although the overall volume of fragmentedtraffic was
small,it wasalsohighly variable.Figure9 shows thevari-
ancein thenumberof fragmentedpackets,numberof frag-
mentedbytes,and numberof hostssendingfragmented
traffic.

The non-fragmentedtraffic measuredby both the AIX
andMAE-westmonitorsdemonstrateddiurnalcycles.The
traffic at SDNAP doesnot sharethe stronglycyclical na-
ture of traffic at the othertwo locations,althoughit does
show a daily decreasein traffic lateat night (Pacific Stan-
dardTime). Figure8 shows time seriesplotsof thenon-
fragmentedtraffic. Note thatFigures8(e)and8(f) do not
excluderandomsourceDenial of Serviceattacks. These
attacksproducespikes in the numberof hostsgenerating
traffic with no periodictemporalpatterns[11].

B. Classificationof FragmentedTraffic

Fragmentseriescan be categorized by the order in
which themonitor received their constituentpackets. Ta-
ble III shows thebreakdown of all seriesbasedon thefol-
lowing attributes(asdefinedin SectionII): correct,com-
plete,in-order, reverse-order, overlapping,or duplicate.Of
all series,98.1%arecomplete,meaningthey containsuf-
ficient information to reconstructthe original datagram.
Correctseries(Figure7) accountfor 89.6%of all series.
Of completeseries,81.5% are in-order (Figure 3) and
9.2%arereverse-order(Figure4); theremaining9.7%are
either overlapping(Figure 6) or duplicate(Figure 5) se-
ries;bothareattributeswhich impedeexactdetermination
of ordering.Of all completeseries,1.1%haveoverlapping
fragmentsand8.6%containduplicates.

1.62%of all monitoredserieswere correctseriesthat
wereneitherin-ordernor reverse-order;they were likely
reorderedin transit. In May 2000, Paxsonet. el. [12]
observed that approximately0.3% of all packets arrive
out of order. Thuswe hypothesizethat fragmentedtraf-
fic is reorderedby thenetwork at a greaterratethannon-
fragmentedtraffic. However, we have no way to quantify
theoverall frequency of outof ordernon-fragmentedpack-
etsin ourdatasetssowecannotprove thatthis is thecase.

Reverse-orderseriesarenot problematic;in fact, they
canactuallybebeneficialsincea hostreceiving a reverse-
orderseriescanusethe fragmentlengthandoffset fields
to immediatelyallocatecorrectlysizedbuffers,ratherthan
growing or chainingbuffers assubsequentfragmentsar-
rive.

C. Characteristicsof FragmentTraffic

To clearlyportraythecharacteristicsof fragmentedtraf-
fic, we use imagesgeneratedfrom datacollectedat the
AmesInternetExchangebecausethey demonstratetheba-



Trace Fragmented Non-Fragmented
Pkts(%) Bytes(%) Hosts1(%) Pkts(%) Bytes(%) Hosts1(%)

CERF-IN 0.675 1.556 0.042 99.325 98.444 99.989
CERF-OUT 0.742 1.283 0.177 99.258 98.717 100.000

SDNAP 0.069 0.090 0.023 99.931 99.910 99.998
MAEWEST-1 0.534 1.459 0.174 99.466 98.541 99.994
MAEWEST-2 0.578 1.573 0.183 99.422 98.427 99.996

AIX-1 0.269 0.835 0.172 99.731 99.165 99.973
AIX-2 0.250 0.590 0.162 99.750 99.410 99.974

TABLE II
PREVALENCE OF FRAGMENTED AND NON-FRAGMENTED IP TRAFFIC

Category Occurrence(%)
Correct Complete In-Order Reverse Overlap Duplicate # Series

YES YES YES - - - 79.922
YES YES - YES - - 8.051

- YES - - - YES 7.493
YES YES - - - - 1.620

- YES - - YES YES 1.093
- - YES YES - - 1.016
- - YES - - - 0.595
- - - YES - - 0.111
- - YES YES - YES 0.044
- - - - - - 0.030

TABLE III
TOP SERIES K INDS FROM ALL SERIES - ACROSS ALL DATASETS

sic propertiesof fragmentedIP traffic asobserved on all
links studied. We analyzedthe size (in bytes)of moni-
toredfragmentseries,thenumberof fragmentsin eachse-
ries,thesizesof thelargestandsmallestfragmentsin each
series,andtheeffectsof fragmentslargerthan1500bytes.

BytesperFragmentSeries(Figure10):

Thesizeof thepayloadcarriedby eachfragmentseries
is highly variable. It hasa randomcomponentsimilar to
distributionsof packet sizein general,with a bandaround
the range1520-1636of bytesper fragmentseries. Tun-
neledtraffic is a majorcauseof seriesof thesesizes.The
sourcehostsendstheseoriginal datagramsat 1500bytes
– theMTU of Ethernet(andmany otherlink types)– and
thenhave between1 and4 additionalIP (or other)head-
ersprepended.This bandingeffect andtheprevalenceof
original datagramsizesaround1500bytescanbeseenin
Figure11,anenlargementof the0-3000byterangeof Fig-
ure 10. The most frequentlyoccurringseriessizeacross
all of the datasetswas1572bytes. We observe a back-
ground,relatively uniform distribution of packet sizesthat
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Fig.10. Numberof bytestransmittedpercorrectseriesfor trace
AIX-2. Notethis includesthebytesin all of theIP headers
for eachfragment.

stretchesacrossseriessizegraphs.In this case,seriesbe-
tween597 andaround4,000bytestotal occurredwith a
uniform frequency of approximatelyone hundredseries
per size. A backgroundlevel of approximately10 series
spannedtherangefrom 4,000bytesto 10,000bytes.
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Fig. 8. Averagehourlybandwith(a,b),packets(c,d),anduniquehosts(e,f) for non-fragmentedtraffic.

Figure 12 shows the overall packet size distribution
for this data set, including both fragmentedand non-
fragmentedtraffic. All packet sizesabove 30 bytesoccur
ata frequency in excessof 100,000packets.Themostfre-

quentlyoccurringpacket sizewas40 byteswith 2.69bil-
lion packets,followedby1500bytesat1.49billion packets
and576byteswith 514million packets.

Figure11 shows evidenceof fragmentationcausedby



0

1

2

3

4

5

6

7

8

9

AIX-1
AIX-2

MAEWEST-1
MAEWEST-2

SDNAP
CERF-IN

CERF-OUT

%
 b

yt
es


 

(a) Traffic by bytes

0

0.5

1

1.5

2

2.5

3

3.5

4

AIX-1
AIX-2

MAEWEST-1
MAEWEST-2

SDNAP
CERF-IN

CERF-OUT

%
 p

ac
ke

ts�

 

(b) Traffic by packets
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Fig. 9. Percentageof fragmentedtraffic by (a) bandwidth,(b) packets,or (c) uniquehostsfor 1 hourintervalsfor eachtrace.The
candlesticklinesshow minimumandmaximumpercentageof traffic seenin anhour, thebottomandtop of thebox show the
25thand75thpercentiles,andtheline insidetheboxshows themedianvalue.

MTU misconfiguration.We monitoreda total of 93 series
lessthan256bytes.Indeed,thesmallestseries,at92bytes,
hadonly 52bytesof payload.Theoverheadfor thisseries,
40 bytes,is nearlyaslargethesizeof thepayload.An ad-
ditional 252seriesareconsidered‘poorly configured’be-
causethey have serieslengthslessthan576bytes.While
in a few instances(i.e. routershandlingpredominantly
voice over IP traffic) a low MTU is an optimal configu-
ration,MTUs lower than576bytesaregenerallyevidence
of mistaken or misguidedconfiguration.Someendhosts
thatusemodemconnectionswith SLIP setlow MTUs for
their dial-up link; however anMTU of 576is sufficient to
preserve interactionevenduringlargefile transfers.

One phenomenonwe often observe in seriessize his-
togramsis a largeoriginaldatagramoccurringata dispro-
portionally large frequency for its size. Thesespikesap-
pearto be a transientpropertyof the traffic on eachlink;

they vary in datagramsizeandmagnitudeof occurrence
over timeonthesamelink, andalsovaryacrosswide-area
network locations.This datasetcontainstwo easilyiden-
tifiable manifestationsof this phenomenon:14,087frag-
ment seriesof 60828bytesand 39,090seriesof 65888
bytes. Becausetheselarge datagramsoccur on all links
monitored,we will make noteof the effectsof theseoc-
currencesthroughoutthefollowing sections.

Thesefragmentserieshave thefollowing compositions:

The60828bytefragmentseriesconsistof 40 fragments
of 1500bytesfollowed by 1 fragmentof 828 bytes,with
original datagramlengthof 60028bytes. In this case800
bytesof overhead(60828- 60028)werecausedby the40
additionalIP headersneededto transmittheseries.

The65888bytefragmentseriesconsistof 43 fragments
of 1500bytesfollowedby 1 fragmentof 1388bytes,with
original datagramlengthof 65028bytes. In this case860
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Fig. 11. Enlargementof 0-3000byte rangeof the numberof
bytestransmittedper correctseriesfor traceAIX-2. Note
this includesthebytesin all of theIP headersfor eachfrag-
ment.
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Fig. 12. Numberof fragmentedandnon-fragmentedbytesin
eachIP packet for traceAIX-2.

bytesof overhead(65888- 65028)werethe resultof the
43 additionalIP headersneededto transmittheseries.

FragmentsperFragmentSeries(Figure13):

Fragmentseriesare typically two fragmentsin length.
A high numberof two-fragmentseriesareconsistentwith
ahighvolumeof tunneledfragmentedtraffic, sincethisse-
rieslengthaccountsfor originaldatagramsthatrangefrom
justexceedingtheMTU of thenext link to forty bytes(for
the next packet header)lessthandoublethe MTU of the
next link:

���������������������� �"!$#&%'
����)(+*-,/.

This spike in two-fragmentseriesin Figure13 is gen-
erally followedby decreasingnumbersof packetswith in-
creasinglengthof the series.We often observe a pairing
of evenandoddlengthsthatresultsin astep-like decrease
in the frequency of occurrenceof long fragmentseries.
Thisbehavior canbeseenin thepairs(4,5),(6,7),(10,11),
(14,15),(21,22),(23,24),and(25,26).
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Fig. 13. Numberof fragmentpacketsfor correctseriesfor trace
AIX-2.

We observed an unusuallylarge numberof forty-one
andforty-four fragmentseriesat AIX becauseof the un-
usual frequency of packets of lengths60028and 65028
bytes, respectively. Thesepackets were broken up into
1500-bytefragmentswith one oddly sizedleftover frag-
ment.

LargestFragmentSizeDistribution (Figure14):
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Fig.14. Largestfragmentsizefor correctseriesfor traceAIX-2.

Thesizeof thelargestfragmentfoundin a fragmentse-
riesis indicativeof theMTU of thelink requiringfragmen-
tation. Typically the first fragmentin a fragmentseries
is equalto this maximumsize,but this is not universally
true. We identifiedin theAIX andMAE-westdataa total
of 237,263two-fragmentseriesin whichthesmallestfrag-
mentwassentfirst, with the largesttrailing. While only
8.1%of thetotal correctfragmentseriesweretransmitted
in reverseorder, we cannotmake theassumptionthat the
first fragmentof eachseriesis alwaysthelargest.

The samemisconfigurationsthat were apparentin the
bytesper fragmentseriesgrapharevisible here: it is un-
likely thata packet would needto befragmentedto a size
lessthan576bytesasit travelstowardsanexchangepoint.



However, thereareno observableartifactsof the60028or
65028original datagramphenomenain this graph.All of
thoseanomaliesresultin 1500bytelargestfragments,and
since1500 is by far the most commonlargest fragment
size,theanomaliesarenot visible in the largestfragment
sizedistribution.

Fragment Occurrence(%)
Size(bytes) # Series

1500 85.314
1484 11.112
572 1.186
1492 1.086
1496 0.455
1356 0.183
1396 0.120
124 0.115
764 0.097
1452 0.068

TABLE IV
TOP TEN LARGEST FRAGMENTS FROM CORRECT SERIES -

ACROSS ALL DATASETS

Many of thelargestfragmentsoccurat sizeseasilypre-
dicted from the MTUs of commonlink types. Table IV
shows the largestfragmentsizeper seriesseenacrossall
datasets. 1500bytesis by far the mostcommonlargest
fragmentsize;it is themaximumpacket sizefor Ethernet
networks. Ethernetnetworks usingLLC/SNAP, in accor-
dancewith RFC 1042 [13] produce1492 byte IP pack-
ets. DEC Gigaswitchtraffic resultsin packets of length
1484 bytes. 572 bytes is a widely usedPPPMTU and
alsoresultsfrom usageof the default 576 byte transmis-
sionsize.Thelargestsizepacket thata hostis requiredto
acceptis 576 bytesby RFC 791 [14] andRFC 879 [15],
thereforewhenPathMTU discovery fails or is not imple-
mented,packetsaresentatasizelessthanor equalto 576
bytes.Notefor IPv6, theminimumMTU of any link must
be1280bytes[16].

The default packet packet size of 576 bytesresultsin
fragmentsof 572bytesbecausethe lengthof thepayload
of eachfragmentpacket except the last must be divisi-
ble by eight. This size requirementis basedon the de-
sign of the IP packet headerthat specifiesthat the offset
field holdsthepositionof eachfragmentwithin theorigi-
naldatagramin eight-byteunits[14].Thesizeof theentire
fragmentis thesumof thelengthof theIP headerandthe
payload.SinceIP optionsrarely occur, the IP headersof
thesefragmentsare20 bytesin length.[3] Therefore,the
entirepacket sizefor non-lastfragmentsis

#0.21435%76
for

some
3

. The largestvalid fragmentpacket sizelessthan
or equalto the default transmissionsize of 576 bytesis
572.Suchapacket wouldconsistof 20 bytesof IP header
and69 eight-byteunitsof fragmentpayload.

Many large fragmentsizesevince configurationerrors.
This is evidencefor the utility of Path MTU Discovery,
sincethereis no “safe” transmissionsizeat which a host
cansendpacketsto prevent fragmentationwithout anun-
acceptableincreasein per-packet overhead.

SmallestFragmentSizeDistribution (Figure15):
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Fig. 15. Smallestfragmentsizefor correctseriesfor traceAIX-
2.

Thecomparatively smallvariationin theMTUs of com-
mon links, in contrastto the wide variationsin original
datagramsizes,producesa backgroundfrequency of ap-
proximatelyonehundredseriesacrossa wide variety of
smallestfragmentsizes.This is the resultof the inherent
diversity in thesizesof theoriginal datagrams.Theback-
ground level decreasesacrossthe rangeof packet sizes
becausethe frequency of occurrenceof packet sizesde-
creaseswith a rateof

!$8:9<;�=:>�?�@A�CBEDF=E�G(�HJI0#
. In eachfrag-

mentseries,all of thefragmentsexceptthelastareof uni-
form size: theMTU of thesubsequentlink. Thusthedi-
versity in thesizesof theoriginal datagramsmanifestsit-
self only in the sizeof the smallestfragment. The most
commonlyoccurringsmallestfragmentsize is 72, which
correspondsto the mostcommonfragmentseriessizeat
1572bytes. After a 1500byte largestfragmenthasbeen
composed,72bytesis theleftovervalue.Eachspike in the
graphcorrespondsto a frequentlyoccurringcombination
of original datagramlengthandMTU of the fragmenting
router.

Our 60028and65028byte fragmentseriesanomalies
arenotvisible in thisgraph.The60028byteoriginaldata-
gramsresult in smallestfragmentsthat are 320 bytesin
size. Likewise, 1258 bytes correspondsto the smallest
fragmentsfrom the65028byteoriginal datagrams.How-



ever, sincethereareonly 41 and45 examplesof eachun-
usualseries,theseoccurrencesare diluted by the back-
groundoccurrenceof smallestfragmentsizes.

TheEffectsof FragmentsLargerthan1500Bytes

As we have seenin the previous graphs,the most fre-
quentlyoccurringoriginal datagramsizesshapethechar-
acteristicsof their resultingfragments.Fragmenttraffic at
MAE-west is unusualin that a commonlargestfragment
sizefor this link is 4348bytes,ratherthantheusualsizes
smallerthan1500bytes.
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Fig. 16. Smallestfragmentsize for correct seriesfor trace
MAEWEST-1.

Smallestfragmentslarger than1500bytesaccompany
thelargestfragmentsthataregreaterthantheusualsize,as
shown in Figure16. They occurlessfrequently, however,
dueto their“leftover” nature.Largepacketsresultingfrom
ahigherMTU donotnecessarilyhave lastfragmentsof in-
creasedsize.Fragmentslarger than1500bytesalsoretain
thepossibilityof beingfragmentedagainbeforethey reach
their destination.

D. FragmentedTraffic ProtocolsandApplications

Thissectionexamineswhichservices,protocolsandap-
plications contribute to fragmentedtraffic. Valuespre-
sentedarefor all datasetscombined.

ServicesCausingFragmentation

WhilemanyhypothesizethatNFScausesall of thefrag-
mentedtraffic on LANs and backbonenetworks,in our
data,fragmentedtunneledtraffic is thedominantcauseof
IP packet fragmentation.Forexample,onthelink between
the UCSD campusandCERFnet,IPIP tunneledtraffic is
the largestcauseof fragmentedtraffic by several orders
of magnitude.Thefragmentedtunneledtraffic consistsof
IP packetssizedat the MTU of their local network (gen-
erally 1500bytes)which werethentunneled,causingthe
additionof at leastoneadditional20 byte IP header. The

Protocol Fragmented
Name Pkts(%) Bytes(%) Series(%)

UDP 68.256 72.033 74.981
IPENCAP 13.857 9.687 11.645
ESP(IPSEC) 3.234 2.273 4.881
ICMP 10.049 12.494 2.546
TCP 1.734 1.588 2.261
GRE 1.162 0.793 1.906
IPIP 0.972 0.669 1.084
AH (IPSEC) 0.399 0.285 0.664
IGMP 0.334 0.177 0.030
AX.25 0.001 0.000 0.001

TABLE VI
PROTOCOL BREAKDOWN FOR FRAGMENTED TRAFFIC.

SERIES COLUMN IS FOR CORRECT SERIES ONLY.

resulting1520bytedatagramexceedstheMTU of thesub-
sequentlink, andis fragmentedinto a1500bytefirst frag-
mentanda 40 bytesecondfragment.This fragmentation
maybepreventable– amachinethatis known to sendtraf-
fic throughanIPIP tunnelcouldsettheMTU of theinter-
faceassociatedwith the tunnelto 1480bytes,ratherthan
1500.Thiswouldreducetheswitchingloadresultingfrom
the tunneledtraffic by 98.7%– the machinewould gen-
eratean extra packet for only every seventy-fifth packet
sent,ratherthanrequiringasecondpacket for every origi-
nal datagramsentfrom themachine.

Tunneledtraffic is nota localphenomenon.Thecombi-
nationof IPENCAP, IPIP, GRE,andUDP-L2TPaccounts
for 15%of all fragmentedtraffic – by far thelargestsingle
causeof fragmentation.Noneof theseprotocolssupport
any form of PathMTU discovery. NFSaccountsfor only
0.1%of wide-areafragmentedtraffic. Themostfrequently
fragmentedprotocolis IGMP – some78%of IGMP pack-
etsarefragments.However, sinceIGMP accountsfor only
0.001%of all traffic, thisfactis of purelyacademicimport.

As shown in Table VI, UDP accountsfor more frag-
mentedtraffic than any other protocol – 68.3% of frag-
mentedtraffic, followedby IPENCAPat 13.9%,ICMP at
10.0%,andESPat 3.2%. FragmentedICMP traffic con-
sistsprimarily (98.1%) of echorequestsand replies,al-
thougha small but significantnumberof timestampre-
questswerealsomonitored.PathMTU Discoverysuccess-
fully limits the amountof TCP traffic that is fragmented;
however, its effects are not quite as ubiquitousas some
might claim. More than three million packets over the
courseof a week, 0.009%of the total TCP traffic, con-
sistedof fragmentedpackets. FragmentedTCPtraffic ex-
istson highly aggregatedlinks.



Protocol Fragmented Non-Fragmented
Name Number Pkts(%) Bytes(%) Pkts(%) Bytes(%)

UDP 17 0.300 0.800 12.197 3.713
IPENCAP 4 0.061 0.108 0.123 0.039
ESP(IPSEC) 50 0.014 0.025 0.278 0.277
ICMP 1 0.044 0.139 1.860 0.447
TCP 6 0.008 0.018 84.815 94.213
GRE 47 0.005 0.009 0.176 0.130
IPIP 94 0.004 0.007 0.033 0.021
AH (IPSEC) 51 0.002 0.003 0.053 0.042
IGMP 2 0.001 0.002 0.000 0.000
AX.25 93 0.000 0.000 0.004 0.001

TABLE V
PROTOCOL BREAKDOWN FOR FRAGMENTED AND NON-FRAGMENTED IP TRAFFIC. PERCENTAGES ARE OF TOTAL TRAFFIC.

Protocol Non-Fragmented
Name Pkts(%) Bytes(%)

UDP 12.251 3.754
IPENCAP 0.123 0.040
ESP(IPSEC) 0.280 0.280
ICMP 1.868 0.452
TCP 85.189 95.271
GRE 0.177 0.132
IPIP 0.033 0.021
AH (IPSEC) 0.053 0.043
IGMP 0.000 0.000
AX.25 0.005 0.001

TABLE VII
PROTOCOL BREAKDOWN FOR NON-FRAGMENTED TRAFFIC.

TCPApplications(TableVIII)

53.9%of fragmentedTCPtraffic is composedof SMTP
packets. FTP dataand WWW follow, with 32.3% and
5.1%,respectively. Napsteraccountsfor 5.0%of all frag-
mentedTCPtraffic, andGnutellaproduces0.6%,for a to-
tal of 5.6%of fragmentedTCPtraffic from thesetwo peer-
to-peerfile-sharingapplications.However, we only iden-
tify Napsterand Gnutellatraffic on the most commonly
usedports. BecauseGnutellaservers,andto a lesserex-
tent,Napsterserversoftenusealternateports(typically to
circumventblocksintendedto impedeuseof theseapplica-
tions),we underestimate,perhapssignificantly, thepreva-
lenceof bothfragmentedandnon-fragmentedpeer-to-peer
file-sharingapplicationuse.Thetop five mostcommonly
fragmentedTCPapplicationsappearin thetopsix TCPap-
plicationsoverall. WWW traffic is themostcommonTCP
transmission(54.4%), followed by Napster(8.35%)and

TCPApplication Occurrence(%)
# Series

SMTP 53.827
FTP DATA 32.288
WWW 5.096
NAPSTERDATA 4.979
UnclassifiedTCP 2.993
GNUTELLA 0.635
X11 0.070
BGP 0.020
SSH 0.018
KERBEROS 0.008

TABLE VIII
TOP TCP APPLICATIONS FROM CORRECT SERIES - ACROSS

ALL DATASETS

NNTP(5.90%).FTPdatais fourthwith 2.94%of all TCP
traffic, followedby SMTPat2.43%andGnutellaat2.07%.
SMTPis actuallythemostfrequentlyfragmentedTCPap-
plication, followed by FTP data,Napster, Gnutella,and
WWW.

UDP Applications(TableIX)

L2TPaccountedfor 28.9%of thefragmentedUDPtraf-
fic from identifiable applications. RealAudio followed
close behind with 22.9%. Microsoft’s Windows Media
Playerweighedin with 3.6%,for a total of 26.2%stream-
ing media. The Squid caching protocol (SQUID ICP)
composes11.7% of the identifiable UDP applications,
followed by video-conferencingsoftware CUSEEMEat
11.0%.10.4%of identifiableUDPapplicationtraffic com-
posedNFS packets. Quake accountedfor 5.4% of iden-



UDP Application Occurrence(%)
# Series

UnclassifiedUDP 98.512
L2TP 0.412
REALAUDIO UDP 0.326
SQUID ICP 0.166
CUSEEME 0.157
NFS 0.149
QUAKE 0.077
MS MEDIA 0.048
HALFLIFE 0.048
DISCARD 0.043

TABLE IX
TOP UDP APPLICATIONS FROM CORRECT SERIES - ACROSS

ALL DATASETS

ICMP Application Occurrence(%)
# Series

ICMPECHOREQUEST 61.280
ICMPECHOREPLY 36.905
ICMP 13/0 1.767
ICMPNOPORT 0.039
ICMP 11/1 0.004
ICMPNOHOST 0.003
ICMP 3/4 0.002
ICMP 69/0 0.000
ICMPTTL 0.000

TABLE X
TOP ICMP APPLICATIONS FROM CORRECT SERIES -

ACROSS ALL DATASETS

tifiable UDP traffic. Halflife followed with 3.6%, for a
total of 8.8%of identifiableUDP applicationtraffic from
video games. Unfortunately, we wereunableto classify
themajority (73.9%)of UDPtraffic. As wehave ruledout
many possiblesourcesof this traffic, includingmulticast,
weconjecturethatdynamicH.323video-conferencing ap-
plicationsaccountfor asignificantportionof theunknown
UDP applications.

The top eight applicationsthat generatefragmented
UDP traffic appearin the top 15 UDP applicationsover-
all. DNSaccountedfor 26.8%of all (fragmentedandnon-
fragmented)UDP traffic. Halflife followed, with 14.4%
of UDP traffic. RealAudiotraffic caused5.7%of all UDP
traffic, with Quake accountingfor 4.3%andNetbiospro-
ducing3.8%. L2TP generatedthe 8th largestvolumeof
UDP traffic, 0.28%,with SQUID ICP closebehindwith
1.1%. CUSEEME was 12th overall, at 0.084%. NFS

Application Occurrence(%)
# Series

UnclassifiedUDP 73.866
ICMPECHOREQUEST 1.560
SMTP 1.217
ICMPECHOREPLY 0.940
FTP DATA 0.730
L2TP 0.309
REALAUDIO UDP 0.245
SQUID ICP 0.125
CUSEEME 0.118
WWW 0.115
NAPSTERDATA 0.113
NFS 0.111
UnclassifiedTCP 0.068
QUAKE 0.058
ICMP 13/0 0.045
MS MEDIA 0.036
HALFLIFE 0.036
DISCARD 0.032
NETBIOS 0.018
DAYTIME 0.015
GNUTELLA 0.014

TABLE XI
TOP APPLICATIONS FROM CORRECT SERIES - ACROSS ALL

DATASETS

was the 15th most commoncauseof all UDP traffic on
highly aggregatedlinks, with 0.063%of all packets. NFS
is the most frequentlyfragmentedUDP application,fol-
lowedby CUSEEME,L2TP, Windows MediaPlayer, and
SQUID ICP. Although NFS was had the highestrate of
fragmentationof any UDP application,L2TP accounted
for morethanfive timesthevolumeof fragmentedtraffic.
Thus,fragmentedtunneledtraffic hasa far greaterimpact
on wide-areanetworksthandoesNFS.

IPv6andPacket Fragmentation

The next versionof the IP protocol, IPv6, eliminates
the IP packet fragmentationmechanismin routers[16].
IPv6 also requiresa checksumin the UDP headerof all
UDP packets. The UDP checksumfield doesappearin
the IPv4 UDP header, but its useis optional. One pro-
posedmechanismfor bridging IPv4 and IPv6 networks
is that UDP packets lacking checksumswill have check-
sumscomputedand appliedbefore they are transmitted
onto IPv6 networks. This processof checksumcompu-
tation is difficult for fragmentedtraffic since all of the
fragmentsof the original datagrammust be reassembled



beforea checksumcan be computed. If all of the frag-
mentsdo not sharethe sameegresspoint from the IPv4
network, checksumcomputationis impossible.However,
weareawareof noavailabledataontheprevalenceof IPv4
UDP fragmentswithout UDP checksums.In our data,we
observe that only 0.42%of all UDP fragmentslacked a
UDP checksum. However, 25.5% of all hostssending
fragmentedtraffic sentUDP packets without checksums.
82.3%of all hoststhatsentUDP packetswithout acheck-
sumalsosentUDPpacketswith checksums.Theseresults
is consistentwith application-specificchecksumincorpo-
ration, ratherthan host-specificbehavior, which compli-
catesauser-transparentIPv4 to IPv6 transition.

V. CONCLUSION

Many assertionsabout the natureand extent of frag-
mentedtraffic arebasedin folklore, ratherthanmeasure-
mentandanalysis.Commonbeliefsincludes:fragmented
traffic is decreasingin prevalenceor nonexistent, frag-
mentedtraffic existsonly on LANs (dueto NFS)andnot
onbackbonelinks,misconfigurationcausesmostfragmen-
tation,andonly UDP traffic is fragmented.

While the majority of fragmentedtraffic is UDP (68%
by packets and72% by bytes),ICMP, IPSEC,TCP, and
tunneledtraffic arefragmentedaswell. Tunneledtraffic is
thesinglelargestcauseof fragmentedtraffic, andaccounts
for at least16%of packetsand11%of bytes.

NFS accountsfor only 0.1% of fragmentseriesseen.
Wewereunabletoclassifytheapplicationsassociatedwith
mostUDPtraffic becauseof theuseof ephemeralportsand
dynamicallyexchangedports.TheclassifiableUDPtraffic
wascomprisedprimarily of tunneled,streamingmediaand
gametraffic.

Fragmentedtraffic doesoccurregularlyathighly aggre-
gatedexchangepointsas well as on accesslinks. Frag-
mentedtraffic is detrimentalto wide-areanetwork per-
formance. Fragmentedtraffic causesincreasedload on
routers,throughboth the division of the original packet
andthe increasednumberof packetshandledby all sub-
sequentrouters.The traffic alsocausesincreasedloadon
links due to the overheadof an extra IP headerfor each
fragment. Additionally, becauseall of the fragmentsare
necessaryto reassembletheoriginal packet, theprobabil-
ity of successfullydelivering a fragmentedpacket expo-
nentially decreasesas a function of the numberof frag-
ments,in contrastto thenormalpacket lossrate.This par-
tial packet lossmay further increaselink androuterload-
ing ashigherlayersretransmitpackets.

With the advent of IPv6, all packets that arecurrently
fragmentedwill bedroppedby routers,with a“PacketToo
Big” ICMP messagereturnedto thesourcehost[17]. The

proposedmechanismfor transitionbetweenIPv4andIPv6
networksrequireschecksumsfor all fragmentedUDPtraf-
fic, yet26%lacksaUDPchecksum.Understandingtheac-
tual prevalenceandcausesof fragmentedtraffic is critical
to thesuccessof currentlyproposedprotocolsandsecurity
efforts.
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