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=[TI5
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Signature Algorithm

Parameters

Not Valid Before
Not Valid After

Algorithm
Parameters
Public Key

Exponent
Key Size
Key Usage

Signature

SHA-1 with RSA Encryption ( 1 2 840 11354911
5)

none

Wednesday, July 20, 2011 5:00:00 PM PT
Thursday, July 18, 2013 4:59:59 PM PT

RSA Encryption (12 840 113549111)
none

128 bytes : D5 14 57 A0 96 40 SF 84 08 C6 66 8D
EEECE3 03 B2 66 85ACSDBB 1ICEF 1593 FD 1F
20 A7 104924 5839 D2 60 C8 SADC CO CE 40
34E6 599586 5250FE08 254557 73 5F 3AED
5F DF B6 5C 9D 8A 9C 62 FD OF 61 BE DC F6 87
IDBOSD7F7C 17 1377643C47F3 87 24 1F
6061 E0 81 1146 E4DC 505C 3953 E6683D
86 3C 55 87 CBBEFC 87 13 D9 5A AA 5D CC 3F
07Cl174CDC25E2716 11

65537
1024 bits
Encrypt, Verify, Derive

128 bytes : 84 FB EF BO 38 C7 B4 E6 BB 74 41 34
6C 526FOEF7 78 67 D4 D7 AD A7 EF 03 36 EF

CO40DEBOD3OAAB3CCO9C39E315207EA
OF 4463 EA51 C2 DO CESB A1 6D 99 F8 29 39

2C 409867 12 8CA7BF4330D20263B3F8

0C3685508F29C287 CDE6GFOEAS7 F2 A4

81 OE 94 BO D8 46 67 2C 20 AE B6 89 64 A6 BO

DASBECFD409 7F 57 DC9C 3205 06 62 B2 08
14 FEBBEA 11 13 BCF7 3B 7EF5

Version: GnuPG v1.4.11 (GNU/Linux)
Comment: Using GnuPG with Thunderbird - http://www.enigmail.net/

IQEcBAEBAgAGBQJSbpKSAACJEKAISHCTrenwh8sIAIIVIESOmpHbzpcatKMdULSq
OehAanFyHSWEVxHuv/DAWSMq35hs YRJL+2wDBUbyeCtClhjgfWO0jmgsYcOMevQva
wOMUOIeYwBOVKDMSBIBESKN+fRC5qqjeLZvFO2yVrEdItCZeRvNzKm1MREbKnSBPd
vkKMAW/G/U2dASGmQjm3wBAv8Sakh8F C+nGGOWtKHI3TpWK41RdgR503M7tBD10v
+d9zRchtD5SRs2X43CSTXq5g02zI1BcCqarfLKGvPLHOC+4YW+9+48HSV/LT7vTDIDe
WWvIr'YWM21pB8eShdcoukW3aar3ovNqQ6B/8xzLeblAcruvii3ejE2xAR20BtmS0=

=jT/S

----- END PGP SIGNATURE-«---
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. The server's host key is not cached in the registry. You

__l_A_ have no guarantee that the server is the computer you
think it is.
The server's rsa2 key fingerprint is:
ssh-rsa 1024 0a:27:d5:4f:00:9c:d1:a3:ff:ad:5c:cd:b3:7:83:42
If you trust this host, hit Yes to add the key to
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— KeyGen —» pk
Standard model is useless against side channels and fault injection

RKA (related key attack) security considers these attacks
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Our research can help create better RKA schemes
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Standard definitions for signatures [GMRGS8]

V m ¥
O o
Sign(sk,m) > @Verlfy(pk m,O)
KeyGen — pk

>

A wins if (1) Verify(pk,m’,c’) =1 and (2) it dldntquerym to oracle

Problem: This assumption is violated by tampering [AK96,...], side
channels [W91,KJJ99,...] and fault injection [BS97,BdML97,...]
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/‘ T~ ®O={id} gives standard unforgeability

®={all functions} isn’t possible [BKO3]
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A wins if (1) Verify(pk,m’,c’) =1 and (2) iPdidn’t get o’ from oracle
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BdML97] shows that RSA-CRT is not ¢p-RKA-secure for non-trivial ¢

Problem: ¢-RKA schemes are really hard to construct
(for interesting classes ¢; for most primitives)
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actually __lb+_ _
quite natPJ/raI \’CD RKA-OWF

— | ®-RKA signature

SE-NIZK

simple construction [DHLW10,CKLM14]

Signature inherits ®-RKA security from one-way function

Many natural one-way functions (e.g., RSA) are ®-RKA-secure with
no additional assumptions

Creating new RKA-secure signatures is easier!
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- RSA function is secure w.r.t. exponentiation
- Exponentiation (f(x)=g*) is secure w.r.t. linear functions
 Learning with errors (f(s,e) = As+e mod q) is secure w.r.t. addition

Our result can pave the way for easier RKA constructions
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