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ABSTRACT Pirate Bay, a popular tracker hosting site, has allegedly be

i ) gun to inject arbitrary, but valid IP addresses into theicker
BitTorrent is currently the most popular peer-to-peer mekw_ |ists [2]. This counter-strategy may further increase tiep-
for file sharing. However, experience has shown that Bittial for false positive identification, which could have isers
Torrent is often used to distribute copyright protected i®ov consequences as this evidence can be used to initiate legal
and music files illegally. Consequently, copyright enferce action against suspected file sharers.
ment agencies currently monitor BitTorrent swarms to iden-  Given the inaccurate nature of the current techniques for
tify users participating in the illegal distribution of ogiight- ~ monitoring BitTorrent file transfers and the clear need for e
protected files. These investigations rely on passive nastho fective anti-piracy tactics, we consider this questiorit fsa-
that are prone to a variety of errors, particularly falseifa@s  sible to develop and deploy an efficient technique for idegnti

identification. _ . . ing and monitoring peers engaged in file sharing that is more
To mitigate the potential for false positive peer identifi- accurate than querying the trackers?
cation, we Investigate the feasibility of usiagtive methods To answer this question, we propose a technique that is

to monitor extremely large BitTorrent swarms. We developactive, yet efficient. Starting with the tracker’s peerdjstach
an active probing framework calleégitSalker that identifies  peer listed by the tracker server is actively probed to confir
active peers and collects concrete forensic evidencehibgt t their participation in the file sharing and to collect cortere
were involved in sharing a particular file. We evaluate theforensic evidence. Our tool, called BitStalker, issuesr@se
effectiveness of this approach through a measurement study lightweight probes that provide increasingly conclesiy-
with real, large torrents consisting of over 186,000 pedfs. idence for the peers’ active participation in the file shguin
find that the current investigative methods produce at least To evaluate the feasibility of this active approach in prac-
11% false positives, while we show that false positives argice, we conduct a measurement study with real, large tor-
rare with our active approach. rents. In particular, we quantify the nurgber%f peers ttt;at ca
- ; ; be identified, the potential for falsely identifying peetise
Index Terms— Data mining for forensic evidence potential for missing peers, and the cost associated wish th
techniquebin terms c(j)f ba;gdwidtf?. Oulr Iresults indicagaé that
active probing can identify a sufficiently large portion bét
1. INTRODUCTION active peers while requiring only 14.4-50.8 KB/s and about
. . , . ) five minutes to monitor over 20,000 peers (using a commod-
While BitTorrent provides the ability to transfer files amongity desktop machine). We also show that the active probing
many users quickly and efficiently, experience has shown thaan be parallelized and scale to monitor millions of peers in
its decentralized architecture also makes it appealingifar-  expensively using cloud computing resources such as Ama-
ing copyright protected files illegally. With a peer-to-pee zon’s Elastic Compute Cloud (EC2) [3]. Using EC2, we esti-
network like BitTorrent, content is distributed and reptied  mate that our method can monitor the entire Pirate Bay (about

among a potentially large set of peers, making the process @D million peers) for only $12.40 (USD).
finding and contacting each peer hosting the content in ques-
tion a difficult task. Despite the challenge, entities agim

behalf of copyright holders have begun to monitor BitTotren 2. BACKGROUND
file transfers on a massive scale to identify and contactuser ) o )
who violate copyright laws. Before we describe our method for monitoring large BitTor-

In fact, a recent studyJ1] shows how the entities reprerent swarms, we first provide a description of the BitTorrent
senting copyright holders useima techniques such as query- protocol and an overview of the techniques currently being
ing the BitTorrent tracker servers to identify individualans = applied to identify peers who are sharing a file with BitTor-
participating in an illegal file transfer. After being idéed,  rent.
these entities often distribute DMCA take-down notices or
even pursue more formal legal sanctions against individual, 1 The BitTorrent Protocol
who appear in the tracker's peer list. However, this simple ™"
approach is prone to a wide variety of errors. For instarice, iTo share a file, BitTorrent first breaks the file into severaldix
is trivial to introduce erroneous information into the kac  sizepiecesand computes a SHA1 hash of each piece to verify
lists by explicitly registering fake hosts to the trackemeT integrity. Pieces are sub-divided into smaller data urstied
authors of the recent study demonstrate this type of false poblocks, typically 16 KB in size. A metadata file containing
itive identification by registering networked devices sash the SHAL hashes for each piece along with other informa-
printers and wireless access points to tracker lists aned sukion necessary to download the file including a URI to the
sequently receiving DMCA take-down notices for their sus-tracker server is distributed to interested users via an out-of-
pected participation in illegal file transfers. band mechanism. Once a user has obtained the metadata for

This strategy of polluting tracker lists with fake peersa file of interest, they proceed by contacting the trackereser
could be used to frustrate anti-piracy investigations. Theo obtain a randomly chosen subset of peers who are sharing



Leecher Seeder

networked devices by simply registering their IP addresses

% with the tracker server. In additioffglse positive identifica-
Handshake tion is also possible as a result of naturally occurring.,(
— non-intentional) activity. For instance, the tracker mag-p
W’ vide stale peer information, which may result in a user who
Bifield recently obtained a DHCP lease on an IP address being impli-
nte cated in the file sharing. The very real potential for falss-po
eted | itives could have serious implications, since the invest
Unchoke who conduct this monitoring often issue DMCA take-down
Piece Requess notices or even initiate legal actions against the susgdit¢e
e sharers.
ki’ie%’

3. ACCURATE AND EFFICIENT MONITORING

Fig. 1. BitTorrent message exchange to start a piece transfer

In order to study the feasibility of collecting forensic égnce

to concretely prove a peer’s participation in file sharing, w
the file. This is called theeer list. By obtaining a peer list presentBitSalker. BitStalker is active, yet efficient, since it
from the tracker (or another distributed hash table-based aonsists of small probe messages intended to identify veheth
gossip-based mechanism), the peer also registers itsthlf wia peer is actively engaged in a file transfer. First, to olitan
the tracker. The peer then begins requesting blocks of thiest of peers who are potentially sharing the file, the tracke
file. Peers that are downloading pieces of the file are callets queried. For each IP address and port number returned,
“leechers,” while peers that possess all pieces and gaatiei we conduct a series of light-weight probes to determine more
as uploaders are referred to as “seeders.” conclusively whether the peer really exists and is paritigy

The precise sequence of messages involved in the requestthe file transfer.

of pieces is shown in Figure 1. A leecher establishes comrcp connection. The first probe consists of an attempt to
munication with another peer by exchangihgndshake c%en a TCP connection to the IP address on the port number
messages. The handshake consists of a plain text protocglyertised by the tracker. A successful TCP connection indi

identifier string, a SHAL hash that identifies the file(s) bein et i ;
shared, and a peer identification field. After the handshak%aéecsoﬁpgéttggrfuSpeCted peer is listening for connections o

exchange, the leecher transmitbiat f i el d message. This o . .
contains a bit-string data structure that compactly deesri Handshake. 1f a TCP connection is established, a valid
the pieces that the peer has already obtained. After exehar&?'tmrrem handshake message is sent. If the handshake suc-
ing bitfields, the leecher knows which pieces the other pee¥eeds, then the investigator has obtained evidence thsiithe

can offer, and proceeds to request specific blocks of the fildected peer is responding to the BitTorrent protocol, ang ma
The leecher sends amt er est ed message to notify the €Ven provide information about the BitTorrent client saftey
other peer that it would like to download pieces. The otheP€ing used.
peer responds with amchoke message only if it is willing  Bitfield. If the handshake probe succeeds, then a BitTor-
to share pieces with the leecher. Upon receiving an unchokent bitfield message is sent. This message contains a con-
message, the leecher asks for specific blocks of the file.  cise representation of all pieces that have been downloaded
by the peer. A random bitfield is generated so that the probe
22 BitT Monitoring Practi looks like a valid bitfield message. If a peer responds with a
2. BitTorrent Monitoring Practices valid bitfield message, then the investigator has obtainved e

While BitTorrent provides an efficient way to distribute data/dence that the peer has downloaded the part of the file that
to a large group of users, it is also an appealing technique #§ d&scribed by their bitfield. This also indicates whether t
distribute copyright protected files illegally. Copyrigan-  PEer is a seeder or a leecher. This provides the strongest for
forcement is particularly challenging within the context o Of forensic evidence that the peer is actively sharing ttee fil
BitTorrent, since the file(s) in question are distributecha ~ Without exchanging file data.
a set of arbitrarily many peers. The copyright holders musBlock request. If the bitfield probe succeeds, we finally at-
firstidentify every user who appears to be sharing the file andempt to request a 16 KB block of the file from the peer. First,
ask them to stop sharing. the peer’s bitfield is examined to find a piece of the file that
Despite the significant amount of work required to moni-the peer has obtained. Next, this probe sends an interested
tor BitTorrent networks, a recent study has gathered ecielen message to indicate that we want to exchange pieces with this
showing that investigative entities acting on behalf ofivar peer. The peer responds with an unchoke message, which
ous copyright holders are monitoring and tracking BitTor-implies that we are allowed to ask for pieces. We finally re-
rent users who are suspected of sharing copyright protectepliest a 16 KB block. If the peer responds with the block re-
files [1]. These investigators — including Bay TSP [4], Mediaquested, then this probe succeeds. A single block is thé-smal
Defender|[5], and Safenéil[6] who are hired by organizationgst amount of data necessary to confirm that another peer is
such as the Motion Picture Association of America (MPAA) sharing the file. If the investigator has the remaining bsock
and the Recording Industry Association of America (RIAA) of that piece, then they can verify the hash to ensure that the
— are usingpassive techniques, such as querying the trackerdlock is valid.
for the peer lists to identify users who are engaged in illega  We argue that each probe type provides increasingly con-
file sharing. Once a list of peers has been obtained, an ICMElusive evidence of a peer’s active involvement in file ahgri
echo (ping) message is sent to each IP address to ensure thasuccessful TCP probe indicates that the peer is listenng o
it is alive. the correct port. However, an effective counter-strategytat
However, as the aforementioned study notes, these methe to register arbitrary IP addresses with ports that areexpe
ods for monitoring large BitTorrent networks can be wildly (such as web servers). The subsequent handshake probe is
inaccurate. For instance, it is possible to implicate aabjt more conclusive, as it indicates that the BitTorrent protoc



the type of file sharing that may be monitored by copyright

Table 1 Summary of data sources enforcement agencies_
TorrentID  Total Peers  Media Type To conduct the active I[:;robing, we wrote a tool called Bit-
1 20,354 TV Series Stalker that can perform the following tasks:
2 16,979 TV Series . . .
3 11,346 TV Series e Establish a TCP connection with an_other peer
4 14,691 TV Series e Exchange handshake messages with the correct SHA1
2 ggg‘;g T\“//'g\"? content hash and receive handshake responses
, eries P ; P

7 24745 TV Serice e Exchange bitfield messages and receive bitfield re-
8 13,560 TV Series sponses ) i
9 19,694 TV Series e Request and receive a 16 KB block of file data
10 20,611 Movie ; s~ i :

Tomr 186,103 In short, BitStalker efficiently probes for participatiam the

BitTorrent protocol by sending and receiving a minimal num-
ber of small control messages rather than downloading the

is running on the correct port and also identifies the conterfic’”'“rer’]f"e from other peers. ducted as follows: Th "
being shared by a SHA1 hash. The bitfield probe provides _1Nhe €xperiments were conducted as follows: The tracker
stronger evidence still, since it describes all pieces that S€rVer is contacted to obtain a subset of the peers who are
peer has downloaded, which implies active sharing. Fina");:urrently believed to be sharing the file. Since the trackers
requesting and subsequently receiving a block of the file pro?lY return a rahndomIK selecte Iset of 100 ;t))ee_rs, ltl IS neces-
vides the strongest form of concrete evidence for file sigarin Sary to guery the tracker several times to obtain a large por-

. . . : . tion of the hosts registered with the tracker. Once peers are
Practical considerations. The active probing framework can gptained from the tracker, BitStalker attempts to esthldis

monitor peers who are actively participating in the file shar Tcp connection with each peer on its advertised TCP port. If
ing. However, if a peer has just joined the torrent when they, connection is established, a handshake message exchange i
are probed, then they may not have any pieces of the file yejttempted. If handshake messages are exchanged, BitStalke
Consequently, according to the BitTorrent protocol, if pe attempts to exchange bitfield messages. Finally, if bit§ield
has no pieces, then the bitfield probe is optional. Since thgre exchanged, the tool attempts to retrieve a single blbck o
peer has not yet obtained any pieces of the file, the probinge file. This procedure is repeated for each torrent to be mon
does not collect any evidence from this peer. If peers argored.
probed repeatedly over time, then the likelihood of thisecas e compare our active probing method with the current
becomes negligible. - : approach to peer identification described in Sedfioh 2.2. Af
Additionally, “super-seeding” mode is enabled when a1 optaining the list of suspected peers from the tracker, o
torrent is first established and there are few seeders. Supgho| sends precisely five ICMP echo (ping) messages to each
seeding mode ensures that the original seeder is not ovg§p address in the peer list. If a host responds to at least one

whelmed by piece requests from other peers before it trangsing then it is assumed (perhaps erroneously) to be alige an
fers data to another peer. When super-seeding is activategharing the file.

the seeder may advertise an empty or modified bitfield, even
though they possess every piece. Since we are interested
in monitoring mature torrents consisting of at least tens o#.2. Experimental Results
thousands of peers, we disregard new torrents in supeesseed . . .
mode. We evaluate the proposed peer probing technique with regard
Lastly, it is possible that peers may be able to detect thl—:ﬂ the number of peers that can be identified, an estimate of
monitors and blacklist them. Siganetsal. show that the cur-  the number of peers that are falsely identified as being a file
rent passive BitTorrent monitors can be detected by ohsgrvi sharer (false positives), an estimate of the number of peers
that the frequency with which the monitor's IP addresses octhat this technique fails to identify (false negatives)d aine
cur across a large number of tracker lists is statisticatipér ~ measured cost of performing this active PVObmg- The prgbin
than that of normal peersl[7]. Our active monitoring may alsgnechanism is compared along each of these metrics to the
be identifiable in the same manner. To address this, we recorfassive identification process using ping messages toyverif
mend that the monitoring be distributed across a large numbéne tracker’s peer list.
or dynamic set of IP addresses. Fraction of peers that respond. We first consider how many
g;eers cF':m]c e identif}ed by a%tive proBing. As slhov(\;n infT%-
e 2, the fraction of peers that can be positively identifie
4. EXPERIMENTAL EVALUATION by each probe type increases with additional repetitiorts. T
. . . . determine if additional peers can be identified through imult
In this section, we present experiments to quantify both th'%Ie probing attempts, the experiments are repeated tes.time
effectiveness and the cost of monitoring large BitTorrentyen though the number of peers probed remains constant for
swarms using the active probln? technique. In addition, Weach repetition, we find that the fraction of peers that redpo

compare the accuracy, potential for false positives argkfal to probes increases, since some peers may be busy intgractin
negatives, and the cost with the current strategy employeﬁith other peers when we probe.

widely by anti-piracy investigators. The complete results for each torrent are given in Figure 2.
Across the ten torrents, we could establish a TCP connection

While this percentage seems low, it is reasonable since many
To evaluate our light-weight probing technique, we selécte BitTorrent clients impose artificial limits on the number of
ten large torrents each containing between 11,346 and 24,74pen connections allowed, in order to reduce the amount of
unique peers. In total, our experimental evaluation comeis  bandwidth consumed. A similar fraction of peers that estab-
over 186,000 peers. Peers participating in these torrests w lish connections is reported by Dhungehl. [8].
sharing new theatrical releases and episodes of poputai-tel The ndve ping method returns roughly the same fraction
sion shows (summarized in Table 1). These swarms represenitpeers as the active TCP connection probe. However, as we



) S ] a peerresponds toa TCP SYN request witha TCP RST (reset)
_Tabl_e 2. The average fraction of peers identified in one, five, and tenpacket, this indicates that the remote machine existst it i
iterations of the monitoring across all ten torrents not running any service on the advertised TCP port. From
our experiments, we observe that 11% of peers exhibit this
behavior on average and are, therefore, definite falsey@sit

Repefitions  Connection  Handshake  Bitfield  Block Request using this néve investigative strategy.
1 30.8% 18.9% 17.7% 0.29% In addition, we count the number of peers thatild be
5 35.9% 26.3% 25.3% 0.80% false positives with the ping method. These are the peets tha
10 36.9% 284%  27.6% 1.13% respond to ping probes, but ignore the TCP praie, (no

connection or reset packet). From our experiments, we find
that on average an additional 25.7% of the peers could poten-
‘ tially be false positives, but we cannot say this conclugive
ndshake It's possible that some of these peers could have reached a
lock connection limit in their BitTorrent client or could be filiag
06k , incoming traffic.
In contrast to the rige ping method, the active prob-
R | - : ing strategy offers more reliable peer identification wetwf
S H avenues for false positives. For instance, a successful TCP
] probe indicates that the peer is listening for connectiams o
its advertised port. However, one could envision a more
intelligent pollution strategy where arbitrary IP addesss
Torrent ID with open ports are inserted into trackerg.( real HTTP or
FTP servers). The subsequent handshake and bitfield probes
. would then eliminate this form of pollution by checking that
Fig. 2. Over ten runs, the cumulative fraction of peers identifiedweitn-  the host is running the BitTorrent protocol.
nections, handshakes, bitfields, and block requests aalldes torrents However, the active probing approach is not entirely im-
will show, the ping probes are susceptible to an intolerablynune from the possibiﬁty of false positive identification.
high number of false positives, while active probing signifi For example, peers using an anonymizing network such as
cantly reduces the potential for false positives. Tor [10] may produce false positives, since the last Toreput
Both the handshake and bitfield probes succeed for ben the client's path of Tor routers (called a Tor exit router)
tween 18.6-36.6% of the peers. While this is lower than thevould be implicated in the file sharing. In fact, a recent
TCP connection probe, it provides significantly stronger ev study has found that BitTorrent is among the most common
dence for file sharing. For this fraction of the peers, anstive applications used with Tor [11].
gator can tell that the peer is obeying the BitTorrent prokoc To determine how common this type of false positive is
sharing the correct file identified in the handshake probe by i practice, we compare the list of potential BitTorrent isee
SHAL1 hash, and advertising the pieces of the file that the pe@btained through our experiments to the list of all known Tor
already possesses as identified in the bitfield probe. Wesargexit routers provided by Tor's public directory servers. On
that this small reduction in the fraction of peers that respo average, we find that only approximately 1.8% of the peers

to bitfield probes is a smalll price for greater confidence & th are using Tor to hide their identitisHowever, these are not
identification results. false positives using active probing, since a peer usingdror
Finally, we observe that block request probes succeed fQ§nother anonymizing network or proxy service) cannot bind
a very small faction of the peers, only 0.6-2.4%. This mayo the advertised port on the exit host to accept incoming con
be par"tg a result of BitTorrent's tit-for-tat incentive &fe  nections. Consequently, active probing does not provige an
anism [9], which attempts to mitigate selfish leechers by enevidence for these peers. Furthermore, peers using Tor are
forcing reciprocity in the piece request process. This glé&nh  easily identifiable and can be filtered out of the results.
mented by uploading to other leechers from whom you down- | addition to general-purpose anonymizing networks, so-
load. The leecher with the highest upload rate receives dowilytions have been proposed specifically for anonymizing Bit
load priority. Since BitStalker has a zero upload rate, 8310 Torrent. For instance, SwarmScreen’s goal is to obscure a
not receive priority for piece requests. However, BitTatre peer's file sharing habits by participating in a set of random
does offer optimistic unchoking, which enables a leecher t(%e sharing swarmd [12]. Also, BitBlender attempts to pro-
download regardless of their upload rate. BitStalker oBly r yide plausible deniability for peers listed by the trackeysn-
ceives pieces from other peers who have chosen to optimistiroducing relay peers that do not actively share files, thera
cally unchoké] Since only about 1% of the peers respond toact as proxies for other peers actively sharing the [13].
our block requests on average, we argue that the minimal ad+he active methods we propose would identify peers utiliz-
ditional evidence obtained through this probe is not wanth t ing SwarmScreen and BitBlender as file sharers. While these
extra time and bandwidth required to collect this evidence. peers are not intently sharing content, an investigator may

False positives. The most serious flaw with the past and Still be interested in pursuing these peers since they iborer
present investigative tactics based on tracker list qgaenel  Pieces of the file to other peers who are actively sharing.

ping probes is the real potential for a high number of false~alse negatives.False negative identification occurs when a
positives. Furthermore, active peer list pollution furtire  peer who is actively sharing a file cannot be identified as a file
creases the potential for false positives. sharer. Both the active probing technique and thgenping

To establish a lower bound on false positives obtained bynethod suffer from the potential for false negatives. Tigpi

the nave investigative strategy, we count the number of peersnethod may miss peers who are behind a firewall that blocks
that respond to pings yet show no indication of running anyincoming ICMP traffic. For example, this is the default con-
network service on their advertised port. More technicdlly figuration for Windows Vista’s firewall settings. The active
probing method may also suffer from false negatives when a

083
)

Fraction of peers

0.2k

1Additional blocks may be received if BitStalker offered tedbefore
asking for blocks. 2However, several peers could be using each of these Tor @i




Table 3. Size of each probe type (assuming no TCP options)

Probe Type Description Size
TCP connection  Three-way handshake 162 Bytes
Handshake Handshake request/reply 244 Bytes
Bitfield Bitfield request/reply Variable

Block Request Block request/reply 16.688 KBytes

5. CONCLUSION

This paper presenBitSalker, a low-cost approach to mon-
itoring large BitTorrent file sharing swarms. BitStalked-co
lects concrete evidence of peers’ participation in file shar
ing in a way that is robust to tracker pollution, highly accu-

ICMP Ping

Ping request/reply

18,00
16,000~
14,000~
12,000~
10,000~
8,000+
6,000
4,000
2,000+
0

Kilobytes

rate, and efficient. In contrast, the past and present ligeest
tive monitoring strategy consists of tracker server qusesied
ICMP ping probes. While this method is simple, it is also
prone to a variety of significant errors, especially falss-po
itive identification, since this monitoring technique doex
verify participation in the file sharing. We present an alger
tive monitoring strategy based on actively probing thedist
suspected peers to obtaiore conclusive evidence of partic-
ipation in the file sharing.

There are several aspects of our approach that warrant ad-
ditional attention. In particular, a specific definition ohat
constitutes “evidence” in the context of file sharing acness

Torrent ID

Fig. 3. Total amount of traffic necessary to monitor each torrent using
active probing and pings

ious legal systems should be explored. Also, the general leg
issues that this type of monitoring exposes should also-be In
vestigated further.
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tify that the peer is listening on its advertised port. Ineyeh,

we found that repeating the monitoring procedure decreases
false negatives. Table 2 shows that the number of false nega-
tives decreases as the experiment is repeated. Although theq)
are diminishing returns, as the false negatives do not deere
significantly between 5 and 10 iterations of the monitoring.

We can, however, provide a lower bound on false nega-
tives obtained with the fige ping method. This is achieved [2]
by counting the number of peers that do not respond to pings,
but do respond to the TCP connection probe. Our experiments
show that the riae ping method would fail to identify at least (3l
22.3% of the peers on average. ”

Cost. In order for an active probing strategy to be a feasible
technique to monitor large BitTorrent swarms in practite, i 3]
is necessary for the probing to be as efficient as possible. T
ble 3 shows that the size of each probe is small and Figure ]
shows the amount of traffic that was required to monitor each
torrent using the active probing technique. For comparison ]
the cost for the ping method is also plotted. While the ping
approach requires less bandwidth, we have shown that it i?a]
not sufficiently accurate in identifying active file shardds-
ing a modest Linux desktop machine, it took 304.5 seconds
on average to monitor an entire torrent, which required only[g]
14.4-50.8 KB/s of bandwidth. The active probing overhead
is dependent on the fraction of peers that respond to activ o]
probes. This is an intuitive result, implying a direct redat
ship between the number of peers identified and the amount
of bandwidth required by the probing. [11]
The active probing method is also highly scalable, par-
ticularly when inexpensive cloud computing resources such
as Amazon'’s Elastic Compute Cloud (ECR) [3] are utilized.
Machines from EC2 are available at a small cost dependenty)
on the execution time and bandwidth usage of the jobs. From
our experiments, on average we probed approximately 61
peers/second, uploaded 288.2 bytes/peer and downloaded
296.6 bytes/peer. Using EC2’'s pricing model, we estimate13]
that it is possible to monitor peers at an expected cost of
roughly 13.6 cents/hour (USD). In fact, it's possible tolsca
the active probing to monitor the entire Pirate Bay, which
claims to track over 20 million peers[14]. We estimate thaff14]
this method can monitor the Pirate Bay for $12.40 (USD).
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